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A Recommendation for | Pv6 Address Text Representation
Abst ract

As | Pv6 depl oynent increases, there will be a dramatic increase in
the need to use I Pv6 addresses in text. Wile the |IPv6 address
architecture in Section 2.2 of RFC 4291 describes a flexible nodel

for text representation of an |Pv6 address, this flexibility has been
causi ng problens for operators, system engineers, and users. This
docunent defines a canonical textual representation format. It does
not define a format for internal storage, such as within an
application or database. It is expected that the canonical fornmat
will be followed by humans and systens when representing | Pv6
addresses as text, but all inplenentations nust accept and be able to
handl e any legitimte RFC 4291 format.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc5952
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Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.1

I nt roducti on

A single I Pv6 address can be text represented in many ways. Exanples
are shown bel ow.

2001: db8:0:0:1:0: 0: 1

2001: 0db8: 0: 0:1: 0: 0: 1

2001: db8::1:0:0:1

2001: db8::0:1:0:0: 1

2001: 0db8::1:0:0: 1

2001: db8:0:0: 1::1

2001: db8: 0000: 0: 1:: 1

2001:DB8:0:0:1::1
Al'l of the above exanples represent the sane | Pv6 address. This
flexibility has caused many problens for operators, systens
engi neers, and custonmers. The problens are noted in Section 3. A
canoni cal representation format to avoid problens is introduced in
Section 4.
Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Text Representation Flexibility of RFC 4291

Exanmpl es of flexibility in Section 2.2 of [RFC4291] are described
bel ow.

Leading Zeros in a 16-Bit Field

"It is not necessary to wite the | eading zeros in an individua
field.’

Conversely, it is also not necessary to onit |eading zeros. This
means that it is possible to select fromrepresentati ons such as
those in the followi ng exanple. The final 16-bit field is different,
but all of these addresses represent the sane address.
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2001: db8: aaaa: bbbb: cccc: dddd: eeee: 0001

2001: db8: aaaa: bbbb: cccc: dddd: eeee: 001

2001: db8: aaaa: bbbb: cccc: dddd: eeee: 01

2001: db8: aaaa: bbbb: cccc: dddd: eeee: 1
2.2. Zero Conpression

"A special syntax is available to conpress the zeros. The use of
"::" indicates one or nore groups of 16 bits of zeros.

It is possible to select whether or not to omt just one 16-bit O
field.

2001: db8: aaaa: bbbb: cccc: dddd: : 1
2001: db8: aaaa: bbbb: cccc: dddd: 0: 1

In cases where there is nmore than one field of only zeros, there is a
choi ce of how many fields can be shortened.

2001:db8:0:0:0:: 1
2001:db8:0:0::1
2001: db8:0:: 1
2001: db8::1
In addition, Section 2.2 of [RFC4291] notes,
"The "::" can only appear once in an address.

This gives a choice on where in a single address to conpress the
zero.

2001: db8::aaaa: 0:0: 1

2001: db8: 0: 0: aaaa: : 1
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2

3.

3.

3.

3.

3.

3. Uppercase or Lowercase
[ RFC4291] does not mention any preference of uppercase or | owercase.
2001: db8: aaaa: bbbb: cccc: dddd: eeee: aaaa
2001: db8: aaaa: bbbb: cccc: dddd: eeee: AAAA
2001: db8: aaaa: bbbb: cccc: dddd: eeee: AaAa
Probl emrs Encountered with the Fl exible Mdel
1. Searching
1.1. General Sunmary

A search of an | Pv6 address if conducted through a UNI X systemis
usual |y case sensitive and extended options that allow for regul ar
expression use will cone in handy. However, there are many
applications in the Internet today that do not provide this
capability. Wen searching for an I Pv6 address in such systens, the
system engi neer will have to try each and every possibility to search
for an address. This has critical inpacts, especially when trying to
depl oy 1 Pv6 over an enterprise network.

1.2. Searching Spreadsheets and Text Files

Spreadsheet applications and text editors on GU systens rarely have
the ability to search for text using regular expression. Mreover,
there are many non-engi neers (who are not aware of case sensitivity
and regul ar expression use) that use these applications to nanage |P
addresses. This has worked quite well with I Pv4 since text
representation in IPv4d has very little flexibility. There is no
incentive to encourage these non-engineers to change their tool or

| earn regul ar expressi on when they decide to go dual-stack. |[If the
entry in the spreadsheet reads, 2001:db8::1:0:0:1, but the search was
conducted as 2001:db8:0:0:1::1, this will show a result of no match.
One exanple where this will cause a problemis, when the search is
bei ng conducted to assign a new address froma pool, and a check is
bei ng done to see if it is not in use. This nmay cause problens for
the end-hosts or end-users. This type of address nanagenent is very
often seen in enterprise networks and | SPs.

1.3. Searching with Wois

The "whois" utility is used by a wide range of people today. Wen a
record is set to a database, one will likely check the output to see
if the entry is correct. |If an entity was recorded as 2001: db8::/ 48,
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3.

3.

3.

3.

but the whois output showed 2001: 0db8: 0000: : / 48, npst non-engi neers
woul d think that their input was wong and will likely retry severa
times or make a frustrated call to the database hostmaster. |If there
was a need to register the sane prefix on different systens, and each
system showed a different text representation, this would confuse
peopl e even nore. Although this docunment focuses on addresses rather
than prefixes, it is worth nentioning the prefix probl ens because the
probl emrs encountered with addresses and prefixes are nostly equal

1.4. Searching for an Address in a Network Di agram

Net wor k di agrans and bl ueprints often show what | P addresses are
assigned to a systemdevices. |In times of trouble shooting there may
be a need to search through a diagramto find the point of failure
(for example, if a traceroute stopped at 2001:db8::1, one would
search the diagramfor that address). This is a technique quite
often in use in enterprise networks and nanaged services. Again, the
different flavors of text representation will result in a tinme-
consum ng search leading to | onger nean times to restoration (MTR)
in times of trouble.

2. Parsing and Modifying
2.1. Ceneral Summary

Wth all the possible methods of text representation, each
application must include a nodule, object, link, etc. to a function
that will parse |IPv6 addresses in a manner such that no matter how it
is represented, they will nmean the sane address. Many system

engi neers who integrate conpl ex conmputer systenms for corporate
customers will have difficulties finding that their favorite too

wi Il not have this function, or will encounter difficulties such as
having to rewite their macros or scripts for their custoners.

2.2. Logging

If an application were to output a log summary that represented the
address in full (such as 2001: 0db8: 0000: 0000: 1111: 2222: 3333: 4444),
the out put would be highly unreadabl e conpared to the | Pv4 out put.
The address woul d have to be parsed and reforned to nmake it usefu

for human reading. Sonetines |logging for critical systens is done by
mrroring the same traffic to two different systens. Care nust be
taken so that no matter what the log output is, the logs should be
parsed so they are equival ent.
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3.2.3. Auditing: Case 1

VWhen a router or any other network appliance machi ne configuration is
audited, there are many nethods to conpare the configuration
informati on of a node. Sonetines auditing will be done by just
conparing the changes nade each day. 1In this case, if configuration
was done such that 2001:db8::1 was changed to 2001: 0db8: 0000: 0000:
0000: 0000: 0000: 0001 just because the new engi neer on the block felt
it was better, a sinple diff will show that a different address was
configured. |If this was done on a wi de scale network, people will be
focusing on "why the extra zeros were put in instead of doing any
real auditing. Lots of tools are just plain diffs that do not take
into account address representation rules.

3.2.4. Auditing: Case 2

Node configurations will be matched agai nst an infornmation system
that nmanages | P addresses. |If output notation is different, there
will need to be a script that is inplemented to cover for this. The
result of an SNMP GET operation, converted to text and conpared to a
textual address witten by a human is highly unlikely to match on the
first try.

3.2.5. Verification

Sone protocols require certain data fields to be verified. One
exanple of this is X. 509 certificates. |If an IPv6 address field in a
certificate was incorrectly verified by converting it to text and
maki ng a sinple textual conparison to sone other address, the
certificate may be m stakenly shown as being invalid due to a
difference in text representation methods.

3.2.6. Unexpected Mdifying

Sonetines, a systemwi |l take an address and nodify it as a
conveni ence. For exanple, a system may take an input of

2001: 0db8: 0:: 1 and rmake the output 2001:db8::1. |If the zeros were
i nput for a reason, the outconme may be sonewhat unexpect ed.

3.3. Operating

3.3.1. Ceneral Summary
When an operator sets an | Pv6 address of a system as 2001:db8:0:0:1
0:0:1, the system may take the address and show the configuration
result as 2001:DB8::1:0:0:1. Soneone famliar with | Pv6 address

representation will know that the right address is set, but not
everyone nmay understand this.
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3.3.2. Customer Calls

When a customer calls to inquire about a suspected outage, |Pv6
address representation should be handled with care. Not all
custoners are engineers, nor do they have a sinmilar skill level in
| Pv6 technol ogy. The network operations center will have to take
extra steps to humanly parse the address to avoid having to explain
to the customers that 2001:db8:0:1::1 is the sane as
2001:db8::1:0:0:0: 1. This is one thing that will never happen in

| Pv4 because | Pv4 addresses cannot be abbrevi at ed.

3.3.3. Abuse

Net wor k abuse reports generally include the abusing I P address. This
"reporting’ could take any shape or formof the flexible nodel. A
team t hat handl es network abuse nust be able to tell the difference
between a 2001:db8::1:0:1 and 2001:db8:1::0:1. Mstakes in the

pl acenent of the "::" will result in a critical situation. A system
that handl es these incidents should be able to handl e any type of

i nput and parse it in a correct manner. Also, incidents are reported
over the phone. It is unnecessary to report if the letter is
uppercase or | owercase. However, when a letter is spelled uppercase,
people tend to specify that it is uppercase, which is unnecessary

i nformation.

3.4. Oher Mnor Problens

3.4.1. Changing Platforns
When an engi neer decides to change the platform of a running service,
the sane code may not work as expected due to the difference in |IPv6
address text representation. Usually, a change in a platform(e.qg.,
Unix to Wndows, Cisco to Juniper) will result in a major change of
code anyway, but flexibility in address representation will increase
the work | oad.

3.4.2. Preference in Docunentation

A docunent that is edited by nore than one aut hor nay becone harder
to read.

3.4.3. Legibility

Capital case D and 0 can be quite often msread. Capital B and 8 can
al so be m sread.
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4. A Recommendation for |Pv6 Text Representation

A recommendation for a canonical text representation format of |Pv6
addresses is presented in this section. The recommendation in this
docunent is one that conplies fully with [RFC4291], is inplenented by
various operating systens, and is human friendly. The reconmendati on
in this section SHOULD be foll owed by systems when generating an
address to be represented as text, but all inplenentati ons MJST
accept and be able to handle any legitimte [RFC4291] format. It is
advi sed that humans al so foll ow these recomendati ons when spelling
an address.

4.1. Handling Leading Zeros in a 16-Bit Field
Leadi ng zeros MJST be suppressed. For exanple, 2001:0db8::0001 is
not acceptable and nmust be represented as 2001:db8::1. A single 16-
bit 0000 field MJUST be represented as O.

4.2. "::" Usage

4.2.1. Shorten as Much as Possi bl e

The use of the synbol "::" MJIST be used to its maxi mum capability.
For exanple, 2001:db8:0:0:0:0:2:1 nust be shortened to 2001:dbh8::2:1
Li kewi se, 2001:db8::0:1 is not acceptable, because the synmbol "::"
coul d have been used to produce a shorter representati on 2001:db8::1

4.2.2. Handling One 16-Bit 0 Field

The synbol "::" MJST NOT be used to shorten just one 16-bit 0 field
For exanple, the representation 2001:db8:0:1:1:1:1:1 is correct, but
2001:db8::1:1:1:1:1 is not correct.

4.2.3. Choice in Placenent of

When there is an alternative choice in the placenment of a "::", the
| ongest run of consecutive 16-bit O fields MJST be shortened (i.e.,
the sequence with three consecutive zero fields is shortened in 2001
0:0:1:0:0:0:1). Wen the length of the consecutive 16-bit O fields
are equal (i.e., 2001:db8:0:0:1:0:0:1), the first sequence of zero
bits MJST be shortened. For exanple, 2001:db8::1:0:0:1 is correct
representation.

4. 3. Lower case

The characters "a", "b", "c", "d", "e", and "f" in an | Pv6 address
MUST be represented in | owercase.
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5

Text Representation of Special Addresses

Addr esses such as | Pv4-Mapped | Pv6 addresses, | SATAP [ RFC5214], and
| Pv4-transl at abl e addresses [ ADDR- FORVAT] have | Pv4 addresses
enmbedded in the loworder 32 bits of the address. These addresses
have a special representation that may m x hexadeci nal and dot

deci mal notations. The decinmal notation may be used only for the
last 32 bits of the address. For these addresses, mxed notation is
RECOMVENDED if the following condition is net: the address can be

di stingui shed as having | Pv4 addresses enbedded in the |lower 32 bits
solely fromthe address field through the use of a well-known prefix.
Such prefixes are defined in [RFC4291] and [ RFC2765] at the tine of
this witing. |If it is known by sonme external nethod that a given
prefix is used to enbed IPv4, it MAY be represented as mni xed
notation. Tools that provide options to specify prefixes that are
(or are not) to be represented as m xed notation nay be useful

There is a trade-off here where a reconmendation to achi eve an exact
match in a search (no dot deci mals whatsoever) and a recomrendati on
to help the readability of an address (dot deci mal whenever possible)
does not result in the same solution. The above reconmendation is
ainmed at fixing the representation as nuch as possible while | eaving
the opportunity for future well-known prefixes to be represented in a
human-friendly manner as tools adjust to newy assigned prefixes.
The text representation nethod noted in Section 4 should be applied
for the | eadi ng hexadecimal part (i.e., ::ffff:192.0.2.1 instead of
0:0:0:0:0:ffff:192.0.2.1).

Not es on Conbi ning | Pv6 Addresses with Port Numbers

There are many different ways to conbine | Pv6 addresses and port
nunbers that are represented in text. Exanples are shown bel ow.

0 [2001:dbh8::1]:80

0 2001:db8::1:80

0 2001:db8::1.80

0 2001:db8::1 port 80
0 2001: db8::1p80

0 2001: db8::1#80

The situation is not rmuch different in | Pv4, but the nbst anbi guous
case with IPv6 is the second bullet. This is due to the "::"usage in
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10.

10.

| Pv6 addresses. This style is NOI RECOVWENDED because of its
anbiguity. The [] style as expressed in [ RFC3986] SHOULD be

enpl oyed, and is the default unless otherw se specified. O her
styles are acceptable when there is exactly one style for the given
context and cross-platformportability does not becone an issue. For
URI's containing I Pv6 address literals, [RFC3986] MJST be foll owed, as
well as the rules defined in this document.

Prefix Representation

Problens with prefixes are the sane as problens encountered with
addresses. The text representation nethod of |Pv6 prefixes should be
no different fromthat of |Pv6 addresses.

Security Considerations

Thi s docunent notes sone exanples where | Pv6 addresses are conpared
intext format. The exanple on Section 3.2.5 is one that nmay cause a
security risk if used for access control. The conmon practice of
comparing X. 509 data is done in binary format.
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Appendi x A.  For Devel opers

We recommend that devel opers use display routines that conformto
these rules. For exanple, the usage of getnaneinfo() with flags
argunent NI _NUMERI CHOST in FreeBSD 7.0 will give a conforming output,
except for the special addresses notes in Section 5. The function
inet_ntop() of FreeBSD7.0 is a good C code reference, but should not
be called directly. See [RFC4038] for details.
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