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Abst r act

The Resource Reservation Protocol (RSVP) can be used to nake end-to-
end resource reservations in an I[P network in order to guarantee the
quality of service required by certain flows. RSVP assunes that both
the data sender and receiver of a given flow take part in RSVP
signaling. Yet, there are use cases where resource reservation is
required, but the receiver, the sender, or both, is not RSVP-capable.
Thi s docunent presents RSVP proxy behaviors allowing RSVP routers to
initiate or ternm nate RSVP signaling on behalf of a receiver or a
sender that is not RSVP-capable. This allows resource reservations
to be established on a critical subset of the end-to-end path. This
docunent reviews conceptual approaches for depl oying RSVP proxies and
di scusses how RSVP reservations can be synchronized with application
requi renents, despite the sender, receiver, or both not participating
in RSVP. This docurment al so points out where extensions to RSVP (or
to other protocols) may be needed for depl oynment of a given RSVP
proxy approach. However, such extensions are outside the scope of
this docunment. Finally, practical use cases for RSVP proxy are
descri bed.

Le Faucheur, et al. I nf or mat i onal [ Page 1]



RFC 5945 RSVP Pr oxy Approaches Cct ober 2010

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5945

Copyri ght Notice
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Thi s docunent may contain material from | ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the | ETF Trust the right to allow

nmodi fications of such nmaterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into | anguages ot her
t han Engli sh.
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1. Introduction

Guaranteed Quality of Service (QS) for some applications with tight
requi renents (such as voice or video) may be achi eved by reserving
resources in each node on the end-to-end path. The main | ETF
protocol for these resource reservations is the Resource Reservation
Protocol (RSVP), as specified in [ RFC2205]. RSVP does not require
that all internedi ate nodes support RSVP; however, it assunes that
both the sender and the receiver of the data flow support RSVP
There are environnents where it would be useful to be able to reserve
resources for a flow on at |east a subset of the flow path even when
the sender or the receiver (or both) is not RSVP-capable (for
exanple, fromthe sender to the network edge, or from edge to edge,
or fromthe network edge to the receiver).
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Since the data sender or receiver may be unaware of RSVP, there are
two types of RSVP proxies. Wen the sender is not using RSVP, an
entity in the network nust operate on behalf of the data sender, and
in particular, generate RSVP Path nessages, and eventually receive,
process, and sink Resv nessages. W refer to this entity as the RSVP
Sender Proxy. \Wen the receiver is not using RSVP, an entity in the
networ k rmust receive Path nmessages sent by a data sender (or by an
RSVP Sender Proxy), sink those, and return Resv messages on behal f of
the data receiver(s). W refer to this entity as the RSVP Recei ver
Proxy. The RSVP proxies need to be on the data path in order to
establish the RSVP reservation; note, however, that sone of the
approaches described in this docunent allow the RSVP proxies to be
controlled/triggered by an off-path entity.

The fl ow sender and receiver generally have at |east sonme (if not
full) awareness of the application producing or consuning that flow
Hence, the sender and receiver are in a natural position to
synchroni ze the establishment, maintenance, and teardown of the RSVP
reservation with the application requirenents. Similarly, they are
in a natural position to determ ne the characteristics of the
reservation (bandw dth, QS service, etc.) that best match the
application requirenents. For exanple, before conpleting the
establishnent of a nultinedia session, the endpoints nmay decide to
establish RSVP reservations for the corresponding flows. Simlarly,
when the multinmedia session is torn down, the endpoints may decide to
tear down the corresponding RSVP reservations. For instance,

[ RFC3312] di scusses how RSVP reservations can be very tightly
synchroni zed by endpoints that uses the Session Initiation Protoco
(SIP) ([RFC3261]) for session control

When RSVP reservation establishnment, naintenance, and teardown are to
be handl ed by RSVP proxies on behalf of an RSVP sender or receiver, a
key challenge for the RSVP proxy is to determ ne when the RSVP
reservations need to be established, maintained, and torn down, and
to determ ne what the characteristics are (bandwi dth, QS, etc.) of
the required RSVP reservations matching the application requirenments.
We refer to this problemas the synchroni zati on of RSVP reservations
with application-level requirements.

The I ETF Next Steps in Signaling (NSIS) working group has specified a
new QoS signaling protocol: the QS NSIS Signaling Layer Protoco
(NSLP) ([RFC5974]). This protocol also includes the notion of proxy
operation, and terminating QoS signaling on nodes that are not the
actual data senders or receivers (see Section 4.8, "Proxy Mde", of

[ RFC5974]. This is the sane concept as the proxy operation for RSVP
di scussed in this docunent. One difference, though, is that the NSIS
framewor k does not consider nulticast resource reservations, which
RSVP provi des today.
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Section 2 introduces the notion of RSVP Sender Proxy and RSVP

Recei ver Proxy. Section 3 defines useful term nology. Section 4
then presents several fundanental RSVP proxy approaches, discussing
how t hey achi eve the necessary synchroni zati on of RSVP reservations
with application-level requirements. Appendix A includes nore
detail ed use cases for the proxies in various real-life depl oynent
envi ronments.

It is inportant to keep in mnd that the strongly recomended RSVP
depl oynent nodel remains end-to-end as assuned in [ RFC2205] with RSVP
support on the sender and the receiver. The end-to-end nodel allows
the nost effective synchroni zati on between the reservation and
application requirenents. Also, when conpared to the end-to-end RSVP
nmodel , the use of RSVP proxies involves additional operational burden
and/ or i nmposes sone topol ogical constraints. The additiona
operational burden conmes in particular fromadditional configuration
needed to activate the RSVP proxies and to help themidentify for

whi ch senders/receivers a proxy behavior is required and for which
senders/receivers it is not (so that an RSVP proxy does not perform
est abli shnent of reservations on behal f of devices that are capable
of doing so themselves but would then be prevented -- w thout
notification -- fromdoing so by the RSVP proxy). The additiona
topol ogi cal constraints cone in particular fromthe requirenent to
have one RSVP Recei ver Proxy on the path fromany sender to every
non- RSVP- capabl e device (so that a non- RSVP-capabl e device is always
taken care of by an RSVP proxy) and the objective to have only one
such Receiver Proxy on the path fromany sender to every non- RSVP-
capabl e device (so that an RSVP Receiver Proxy does not short-circuit
anot her RSVP Recei ver Proxy closer to the non- RSVP-capabl e devi ce,

t hereby reducing the span of the RSVP reservation and the associ ated
benefits). In the case of the Path-Triggered Receiver Proxy
approach, the operational burden and topol ogi cal constraints can be
significantly alleviated using the nechani sns di scussed in

Section 4.1.1.

It is also worth noting that RSVP operations on end-systens are
considerably sinpler than on a router, and consequently that RSVP

i mpl ement ati ons on end-systens are very |ightweight (particularly
consi dering nodern end-systens’ capabilities, including nobile and
portabl e devices). For exanple, end-system RSVP inpl enentations are
reported to only consune | ow tens of kil obytes of code space. Hence,
this docunment should not be seen as an encouragenent to depart from
the end-to-end RSVP nodel. |Its purpose is only to allow RSVP

depl oynent in special environments where RSVP just cannot be used on
some senders and/ or sone receivers for reasons specific to the

envi ronment .
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2. RSVP Proxy Behaviors

This section discusses the two types of proxies: the RSVP Sender
Proxy operating on behalf of data senders, and the RSVP Recei ver
Proxy operating for data receivers. The concepts presented in this
docunment are not nmeant to deprecate the traditional [RFC2205] RSVP
end-to-end nodel : end-to-end RSVP reservations are still expected to
be used whenever possible. However, RSVP proxies are intended to
facilitate RSVP depl oyment where end-to-end RSVP signaling is not
possi bl e.

2.1. RSVP Receiver Proxy

Wth conventional end-to-end RSVP operations, RSVP reservations are
controlled by receivers of data. After a data sender has sent an
RSVP Pat h nessage towards the intended recipient(s), each recipient
that requires a reservation generates a Resv nessage. |f, however, a
data receiver is not running the RSVP protocol, the |ast-hop RSVP
router will still send the Path nmessage to the data receiver, which
will silently drop this nessage as an | P packet with an unknown

pr ot ocol nunber.

In order for reservations to be nade in such a scenario, one of the
RSVP routers on the data path deternmines that the data receiver wll
not be participating in the resource reservation signaling and
performs RSVP Receiver Proxy functionality on behalf of the data
receiver. This is illustrated in Figure 1. Various nmechanisns by
which the RSVP proxy router can gain the required information are

di scussed later in the document.

|****| * %k * %k |**********| |____|

S |--------- B ol S | RSVP [---------- | R |

|****| * % % * % % | Recei ver | |____|
| Proxy |

|**********|

L R A R

| ****| RSVP-capabl e | ----] non-RSVP-capabl e * ok
| S | Sender | R | Receiver *r* regul ar RSVP
| == [----1 **% router

***> yni directional nedia flow
==> segnent of flow path protected by RSVP reservation

Fi gure 1: RSVP Receiver Proxy
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2.2. RSVP Sender Proxy

Wth conventional end-to-end RSVP operations, if a data sender is not
running the RSVP protocol, a resource reservation cannot be set up; a
data receiver al one cannot reserve resources w thout Path nessages
first being received. Thus, even if the data receiver is running
RSVP, it still needs sone node on the data path to send a Path
message towards the data receiver.

In that case, an RSVP node on the data path determines that it should
generate Path nessages to allow the receiver to set up the resource
reservation. This node is referred to as the RSVP Sender Proxy and
is illustrated in Figure 2. This case presents additional chall enges
over the Receiver Proxy case, since the RSVP Sender Proxy nust be
able to generate all the information in the Path nmessage (such as the
SENDER TSPEC obj ect) w thout the benefit of having previously

recei ved any RSVP nessage. An RSVP Receiver Proxy, by contrast, only
needs to fornul ate an appropri ate Resv nessage in response to an

i ncom ng Path nmessage. Mechanisnms to operate an RSVP Sender Proxy
are discussed later in this docunent.

|____| |**********| * K % * K % |****|

| S |----nn--- | RSVP I —— S S | R |

|____| | Sender | * % % * % % |****|
| Proxy |

|**********|

LR R R R R R R S R

| ----] non-RSVP-capabl e | ****| RSVP-capabl e *ok
| S | Sender | R | Receiver *r* regular RSVP
[ ----1 | ** x| x** router

***> unidirectional nmedia flow
==> sgsegment of flow path protected by RSVP reservation
Fi gure 2: RSVP Sender Proxy
3. Term nol ogy
0 On-Path: located on the data path of the actual flow of

application data (regardl ess of where it is |ocated with respect
to the application-level signaling path).
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o Of-Path: not On-Path.

0 RSVP-capable (or RSVP-aware): supporting the RSVP protocol as per
[ RFC2205] .

0 RSVP Receiver Proxy: an RSVP-capable router perform ng, on behalf
of a receiver, the RSVP operations that would normally be
performed by an RSVP-capabl e receiver if end-to-end RSVP signaling
were used. Note that while RSVP is used upstream of the RSVP
Recei ver Proxy, RSVP is not used downstream of the RSVP Recei ver
Pr oxy.

0 RSVP Sender Proxy: an RSVP-capable router perforning, on behalf of
a sender, the RSVP operations that would normally be perforned by
an RSVP-capabl e sender if end-to-end RSVP signaling were used.
Note that while RSVP is used downstream of the RSVP Sender Proxy,
RSVP i s not used upstream of the RSVP Sender Proxy.

0 Regul ar RSVP Router: an RSVP-capable router that is not behaving
as an RSVP Receiver Proxy or as an RSVP Sender Proxy.

o Application-level signaling: signaling between entities operating
above the I P layer and that are aware of the QoS requirenents for
actual nmedia flows. SIP ([RFC3261]) and the Real Tine Streamn ng
Protocol (RTSP) ([RFC2326]) are exanples of application-Ievel
signaling protocols. The Session Description Protocol (SDP)

([ RFC4566]) is an example of a protocol that can be used by the
application-level signaling protocol and from which sone of the
RSVP reservation paraneters (addresses, ports, and bandw dth)

m ght be derived. RSVP is clearly not an application-I|eve

si gnal i ng protocol

The rol es of the RSVP Receiver Proxy, RSVP Sender Proxy, and regul ar
RSVP router are all relative to a given unidirectional flow. A given
router nmay act as the RSVP Receiver Proxy for a flow, as the RSVP
Sender Proxy for another flow, and as a regular RSVP router for yet
anot her fl ow.

Sone application-level signaling protocols support negotiation of QS
reservations for a nedia stream For exanple, with [RFC3312],
resource reservation requirenents are explicitly signal ed during
session establishnent using SIP and SDP. Also, [RFC5432] defines a
mechani smto negoti ate which resource reservation nechanismis to be
used for a particular nmedia stream Cearly, these reservation

negoti ati on nechani sns can be invoked and operate effectively when
bot h ends support RSVP (and obvi ously RSVP proxies are not used).
When both ends do not support RSVP (and RSVP proxies are used at both
ends), these nmechanisnms will sinply not be invoked. |In the case
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where one end supports RSVP and the other does not (and is hel ped by
an RSVP proxy), the application-level signaling entity supporting the
non- RSVP- capabl e end m ght use the reservati on negotiati on nechani sns
in such a way that the non-RRSVP-capabl e end (hel ped by an RSVP proxy)
appears to the renote end as an RSVP-capable device. This wll
ensure that the RSVP-capable end is not discouraged from usi ng RSVP
because the renpte end is not RSVP-capable. |In the case of SIP, the
application-level entity may achieve this by taking advantage of the
"segnent ed" status type of [RFC3312] and/or by taking advantage of a
SI P [ RFC3261] Back-to-Back User Agent (B2BUA).

4. RSVP Proxy Approaches
Thi s section discusses fundamental RSVP proxy approaches.
4.1. Path-Triggered Receiver Proxy

In this approach, it is assuned that the sender is RSVP-capable and
takes full care of the synchronization between application

requi renents and RSVP reservations. Wth this approach, the RSVP
Recei ver Proxy uses the RSVP Path nessages generated by the sender as
the cue for establishing the RSVP reservation on behalf of the
receiver. The RSVP Receiver Proxy is effectively acting as a sl ave
maki ng reservations (on behalf of the receiver) under the sender’s
control. This changes sonewhat the usual RSVP reservati on node
where reservations are normally controlled by receivers. Such a
change greatly facilitates operations in the scenario of interest
here, which is where the receiver is not RSVP-capable. Indeed, it
all ows the RSVP Receiver Proxy to remmin application-unaware by
taki ng advantage of the application awareness and RSVP awar eness of
t he sender.

Wth the Path-Triggered RSVP Recei ver Proxy approach, the RSVP router

may be configured to use receipt of a regular RSVP Path nessage as

the trigger for RSVP Receiver Proxy behavi or

On receipt of the RSVP Path nessage, the RSVP Receiver Proxy:

1. establishes the RSVP Path state as per regular RSVP processi ng.

2. identifies the dowmstreaminterface towards the receiver

3. sinks the Path nessage.

4. behaves as if a Resv nessage (whose details are discussed bel ow)
was received on the downstreaminterface. This includes

perform ng adm ssion control on the downstream i nterface,
establishing a Resv state (in case of successful adnission
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control), and forwardi ng the Resv nessage upstream sending
periodic refreshes of the Resv nessage and tearing down the
reservation if the Path state is torn down.

In order to build the Resv nessage, the RSVP Recei ver Proxy can take
into account information received in the Path nessage. For exanpl e,
the RSVP Recei ver Proxy nmay conpose a FLOASPEC object for the Resv
message that mirrors the SENDER TSPEC object in the received Path
message (as an RSVP-capabl e receiver would typically do)

Qperation of the Path-Triggered Receiver Proxy in the case of a

successful reservation is illustrated in Figure 3.
|****| * k% * k% kkKhkKhkhkkkkk*k |____|
| S |--------- i il R | RSVP [---------- | R |
|****| * k% * k% | Receiver | |____|
| Proxy |

|**********|

---Path---> ----Path----> ---Path---->
<--Resv---> <---Resv----- <--Resv----
—==—=—=======—=—=—=====RSV/P===============>

**********************************************************>

| ****| RSVP-capabl e | ----] Non- RSVP-capabl e * ok *
| S | Sender | R | Receiver *r* regul ar RSVP
| == [----1 **% router

***> media flow
==> segnent of flow path protected by RSVP reservation
Figure 3: Path-Triggered RSVP Recei ver Proxy

In case the reservation establishnment is rejected (for exanple,
because of an admi ssion control failure on a regular RSVP router on
the path between the RSVP-capabl e sender and the RSVP Recei ver

Proxy), a ResvErr nessage will be generated as per conventional RSVP
operations and will travel downstreamtowards the RSVP Receiver

Proxy. Wile this ensures that the RSVP Receiver Proxy is aware of
the reservation failure, conventional RSVP procedures do not cater to
the notification of the sender of the reservation failure. Operation
of the Path-Triggered RSVP Receiver Proxy in the case of an adni ssion
control failure is illustrated in Figure 4.
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4.

L

|****| * %k * %k |**********| |____|
......... r - _——m - - ——- r - —— = - - - - _——m - - ——-
S *rx *rx RSVP R
|****| * % % * % % | Recel ver | |____|
| Proxy |
|**********|
---Path---> ----Path----> ---pPath---->
<---Resv----- <--Resv------

B R R R R S

| ****| RSVP-capabl e | ----] Non- RSVP-capabl e * kK
| S | Sender | R | Receiver *r* regul ar RSVP
| #x%%| [----] *** router

***> media flow
==> segnment of flow path protected by RSVP reservation
Figure 4: Path-Triggered RSVP Receiver Proxy with Failure

Si nce, as expl ai ned above, in this scenario involving the RSVP

Recei ver Proxy, synchroni zation between an application and an RSVP
reservation is generally performed by the sender, notifying the
sender of reservation failure is needed. [RFC5946] specifies RSVP
ext ensi ons allowi ng such sender notification in the case of
reservation failure in the presence of a Path-Triggered RSVP Recei ver
Pr oxy.

1.1. Mechanisns for Maxim zing the Reservation Span

The presence in the flow path of a Path-Triggered RSVP Recei ver Proxy
(for a given flow) that strictly behaves as described previously
woul d cause the Path nessage to be termi nated and a Resv nessage to
be generated towards the sender. Wen the receiver is indeed not
RSVP- capabl e and there is no other RSVP Receiver Proxy downstream on
the flow path, this achieves the best achievable result of
establ i shing an RSVP reservation as far downstream as the RSVP

Recei ver Proxy.
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However, if the eventual receiver was in fact RSVP-capable, it would
be prevented fromparticipating in RSVP signaling, since it does not
receive any Path nessage. As a result, the RSVP reservation would
only span a subset of the path it could actually span. A simlar
sub-optimality would exist with nultiple Receiver Proxies in the path
of the flow. the first Receiver Proxy nay prevent the Path nessage
fromreaching the second one and therefore prevent the reservation
from extendi ng down to the second Receiver Proxy.

It is desirable that, in the presence of Path-Triggered RSVP Recei ver
Proxi es and of a m x of RSVP-capabl e and non- RSVP-capabl e receivers,
the RSVP reservation spans as nmuch of the flow path as possible.

This can be achi eved dynanically (avoiding tedious specific
configuration), using the mechani snms described in Sections 4.1.1.1
and 4.1.1. 2.

4.1.1.1. Dynam c Discovery of Downstream RSVP Functionality

When generating a proxy Resv message upstream a Receiver Proxy may
be configured to performdynam c di scovery of downstream RSVP
functionality. To that end, when generating the proxy Resv nessage
upstream the Receiver Proxy forwards the Path nmessage downstream
instead of terminating it. This allows an RSVP-capabl e receiver (or
a downstream Receiver Proxy) to respond to the Path with an upstream
Resv nessage. On receipt of a Resv nessage, the Receiver Proxy
internally converts its state froma proxied reservation to a regul ar
m dpoi nt RSVP behavior. Fromthen on, everything proceeds as if the
RSVP router had behaved as a regular RSVP router at reservation
establ i shnent (as opposed to having behaved as an RSVP Recei ver Proxy
for that flow).

The RSVP Receiver Proxy behavior for dynam c di scovery of downstream

RSVP functionality is illustrated in Figure 5 and is al so di scussed
in Section 4.1 of [RFC5946].
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|****| * ok ok |**********| |____|
| S [--cecen-- ] ST | RSVP [---] RL |
| ****| * ok | Receiver | [----]
| Proxy |
| |
| | |****|
| e R2 |
|**********| |****|
---Path---> --Path--->
(RL) (RL)  \eoeon-- Pat h- - >
/ (R1)
<--Resv--- <---Resv---
=== ====RSVP===>
R R N
---Path---> --Path--->
(R2) (R2)  \emoeoooooon- Pat h-- - - >
/ (R2)
<--Resv--- <---Resv---
<----Resv---
—=—=—=—=———=——=====RS\/P=======-----o-m————oo—m—mmmmmm s>
R R R N
| ****| RSVP-capable |----| non-RSVP-capable |****| RSVP-capabl e
naer ecel ver ecel ver
| S | Send | R | Recei | R | Recei
*

**l |____| |****|

* % %

*r* regul ar RSVP
*** router

(R1) = Path nessage contains a Session object whose destination is Rl
***> nedia flow
==> segnment of flow path protected by RSVP reservation
Figure 5: Dynamic D scovery of Downstream RSVP Functionality
Thi s dynam ¢ di scovery nmechani sm has the benefit that new (or

upgraded) RSVP endpoints will automatically and seam essly be able to
t ake advantage of end-to-end reservations, w thout inpacting the
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ability of a Receiver Proxy to proxy RSVP for other, non-RSVP-capabl e
endpoi nts. This nechani sm al so achi eves the goal of automatically

di scovering the | ongest possible RSVP-supporting segnent in a network
with multiple Receiver Proxies along the path. This nechani sm
dynanical ly adjusts to any topol ogy and routing change. Also, this
mechani sm dynami cal | y handl es the situation in which a receiver was
RSVP- capabl e and for sone reason (e.g., software downgrade) no | onger
is. Finally, this approach requires no new RSVP protocol extensions
and no configuration changes to the Receiver Proxy as new RSVP-
capabl e endpoints come and go.

The only identified drawbacks to this approach are:

o |If admission control fails on the segnent between the Receiver
Proxy and the RSVP-capabl e receiver, the receiver will get a
ResvErr and can take application-level signaling steps to
termnate the call. However, the Receiver Proxy has already sent
a Resv upstreamfor this flow, so the sender will see a "false"
reservation that is not truly end-to-end. The actual adm ssion
control status will resolve itself in a short while, but the
sender will need to roll back any permanent action (such as
billing) that may have been taken on receipt of the phantom Resv.
Note that if the second receiver is also a Receiver Proxy that is
not participating in application signaling, it will convert the
received ResvErr into a PathErr that will be received by the
sender .

o If there is no RSVP-capabl e receiver (or other Receiver Proxy)
downstream of the Receiver Proxy, then the Path nessages sent by
the Receiver Proxy every RSVP refresh interval (e.g., 30 seconds
by default) will never be responded to. However, these nessages
consunme a small anount of bandwi dth, and in addition would instal
some RSVP state on RSVP-capabl e m dpoi nt nodes downstream of the
first Receiver Proxy. This is seen as a very mnor sub-
optinmality. W also observe that such resources woul d be consuned
anyways if the receiver was RSVP-capable. Still, if deened
necessary, to mitigate this, the Receiver Proxy can tear down any
unanswer ed downstream Path state and stop sendi ng Pat h nmessages
for the flow (or only send them at nmuch | ower frequency) as
further discussed in [ RFC5946].

4.1.1.2. Selective Receiver Proxy and Sender Control of Receiver Proxy

An RSVP Receiver Proxy can be selective about the sessions that it
term nates, based on |ocal policy decision. For exanple, an edge
router functioning as a Receiver Proxy may behave as a proxy only for
Pat h nessages that are actually going to exit the domain in question,
and not for Path nessages that are transiting through it but stay
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within the domain. As another exanple, the Receiver Proxy may be
configurable to only proxy for flows addressed to a given destination
address or destination address ranges (for which end devices are
known to not be RSVP-capabl e).

The decision to proxy a Resv for a Path may al so be based on
information signaled fromthe sender in the Path nessage. For
exanpl e, the sender may identify the type of application or flowin
the Application Identity policy el ement ([RFC2872]) in the Path, and
the Receiver Proxy may be configured to proxy for only certain types
of flows. O, if the sender knows (for exanple, through application
signaling) that the receiver is RSVP-capable, the sender can include
an indication in a policy element to any Receiver Proxy that it ought
not to termnate the Path (or conversely, if the receiver is known
not to support RSVP, the sender could include an indication to

Recei ver Proxies that they ought to generate a proxy Resv nessage).
The Receiver Proxy Control policy elenent specified in Section 4.2 of
[ RFC5946] can be used for that purpose.

4.2. Path-Triggered Sender Proxy for Reverse Direction

In this approach, it is assuned that one endpoint is RSVP-capabl e and
takes full care of the synchronization between application

requi renents and RSVP reservations. This endpoint is the sender for
one flow direction (which we refer to as the "forward" direction) and
is the receiver for the flowin the opposite direction (which we
refer to as the "reverse" direction).

Wth the Pat h-Triggered Sender Proxy for Reverse Direction approach,
the RSVP proxy uses the RSVP signaling generated by the receiver (for
the reverse direction) as the cue for initiating RSVP signaling for
the reservation in the reverse direction. More precisely, the RSVP
proxy can take the creation (or maintenance or teardown) of a Path
state by the receiver as the cue to create (or maintain or tear down,
respectively) a Path state towards the receiver. Thus, the RSVP
proxy is effectively acting as a Sender Proxy for the reverse
direction under the control of the receiver (for the reverse
direction). Note that this assunes a degree of symetry, for
exanple, in terms of bandwidth for the two directions of the flow (as
is currently typical for IP tel ephony).

The signaling flow for the Path-Triggered Sender Proxy for Reverse
Direction is illustrated in Figure 6

Pat h nessages generated by the receiver need to transit via the RSVP
Sender Proxy that is on the path fromthe sender to the receiver. In
sone topologies, this will always be the case: for exanple, where the
sender is on a stub network hanging off the RSVP Sender Proxy or
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where there is no asymretric routing (such that if an RSVP Sender
Proxy is on the path fromreceiver to sender, then it is also on the
path from sender to receiver). |In some topologies (such as those

i nvol ving asynmmetric routing), this may not always happen naturally.
Measures to ensure this does happen in these topol ogi es are outside
the scope of this docunent.

|****| * %k ok * %k ok |**********| |____|

| R |--------- L (LR L L SRR | RSVP I —— | S |

|~k~k~k~k| * k% * k% | Sender | |____|
| Proxy |

|**********|

---Path---> ----Path----> ---Path---->
<--Path---> <---Path----- <--Path----

---Resy---> ----Resy----> ---Resvy---->
<================RS\/P==================

P S

| ****| RSVP-capabl e | ----] Non-RSVP-capabl e *ok
| R | Receiver for | S | Sender for *r* regul ar RSVP
| ****| reverse direction |----| reverse direction *** router

***> media fl ow

==> segnment of flow path protected by RSVP reservation
in reverse direction

Figure 6: Path-Triggered Sender Proxy for Reverse Direction

O course, the RSVP proxy may simultaneously (and typically will)

al so act as the Path-Triggered Receiver Proxy for the forward
direction, as defined in Section 4.1. Such an approach is npst
useful in situations involving RSVP reservations in both directions
for symmetric flows. This is illustrated in Figure 7
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|****| * Kk ok * ok k | __________ [
[SIR [---mmmn-- ] ST ] ST | RSVP [ |S/R |
|****| * Kk * Kk | Recei ver | |____|
| & Sender |
I Pr oxy I
---Path---> ----Path----> ---Path---->
<--Resv---> <---Resv----- <--Resv----
<--Path---> <---Path----- <--Path----
---Resvy---> ----Resv----> ---Resvy---->
—====—=—=========—=RS\/P=========oommmmmm=>
<z================RS\/P==================

**********************************************************>
<**********************************************************

| ****| RSVP-capabl e | ----] Non- RSVP-capabl e * k%
| SR | Sender and | SR | Sender and *r* regul ar RSVP
| ****| Recei ver | ----] Receiver *** router

***> media fl ow

==> segnent of flow path protected by RSVP reservation
in forward and in reverse direction

Figure 7: Path Triggered Receiver and Sender Proxy

Wth the Path-Triggered Sender Proxy for Reverse Direction approach,
the RSVP router nmay be configurable to use receipt of a regular RSVP
Pat h nessage as the trigger for Sender Proxy for Reverse Direction
behavi or.

On receipt of the RSVP Path nessage for the forward direction, the
RSVP Sender Receiver Proxy:

1. sinks the Path nmessage.
2. behaves as if a Path nessage for the reverse direction (whose
details are discussed bel ow) had been received by the Sender

Proxy. This includes establishing the correspondi ng Path state,
forwardi ng the Path nessage downstream sending periodic
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refreshes of the Path nessage, and tearing down the Path in the
reverse direction when the Path state in the forward direction is
torn down.

In order to build the Path nmessage for the reverse direction, the
RSVP Sender Proxy can take into account information in the received
Pat h nessage for the forward direction. For exanple, the RSVP Sender
Proxy may mrror the SENDER TSPEC object in the received Path
message

We observe that this approach does not require any extensions to the
exi sting RSVP protocol .

In the case where reservations are required in both directions (as
shown in Figure 7), the RSVP-capabl e device sinply needs to behave as
a regul ar RSVP sender and RSVP receiver. It need not be aware that
an RSVP proxy happens to be used, and the Path nessage it sent for
the forward reservation also acts as the trigger for establishment of
the reverse reservation. However, in the case where a reservation is
only required in the reverse direction (as shown in Figure 6), the
RSVP- capabl e devi ce has to generate Path nessages in order to trigger
the reverse-direction reservation even if no reservation is required
in the forward direction. Although this is not in violation of

[ RFC2205], it may not be the default behavior of an RSVP-capabl e
device and therefore may need a behavi oral change specifically to
facilitate operation of the Path-Triggered Sender Proxy for Reverse
Direction.

4.3. Inspection-Triggered Proxy

In this approach, it is assuned that the RSVP proxy is on the data
pat h of "packets of interest", that it can inspect such packets on
the fly as they transit through it, and that it can infer information
fromthese packets of interest to determ ne what RSVP reservations
need to be established, as well as when and with what characteristics
(possi bly al so using sone configured information).

One exanpl e of "packets of interest” could be application-I|eve
signaling. An RSVP proxy capable of inspecting SIP signaling for a
mul ti medi a session or RTSP signaling for video stream ng can obtain
fromsuch signaling informati on about when a nultinedia session is up
or when a video is going to be streamed. It can also identify the
addresses and ports of senders and receivers and can determ ne the
bandwi dth of the corresponding flows. It can also determ ne when the
reservation is no | onger needed and tear it down. Thus, such an RSVP
proxy can determine all necessary information to synchronize RSVP
reservations to application requirements. This is illustrated in

Fi gure 8.
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| Application |
| Signaling
| Entity |
R |
/ \
/ \
/ \

I HHHEErrirrrrrrrirrrrri PRV VAN >
|____| |********| * k * |********| |____|
| S |-------- | RSVP  |------ MR | RSVP  |---------- | R |
[----1 | Proxy | i | Proxy | [----1

|********| |********|
=======RS\VP=======>

LR RS EEEEREEEEEEEEEEREEEEEEREEREEEEEEREEEREEEEE RIS

| ----] Non- RSVP-capabl e | ----] Non- RSVP-capabl e *ok
| S | Sender | R | Receiver *r* regular RSVP
[ ----1 [----] x** router

</\> application-level signaling

***> nedia flow

==> segnent of flow path protected by RSVP reservation
Figure 8: Inspection-Triggered RSVP Proxy

Anot her exanpl e of "packets of interest” could be transport contro
messages (e.g., the Real-tinme Transport Control Protocol (RTCP)

[ RFC3550]) traveling alongside the application flowitself (i.e.,
medi a packets). An RSVP proxy capable of detecting the transit of
packets froma particular flow can attenpt to establish a reservation
corresponding to that flow. Characteristics of the reservation may
be derived by various methods such as from configuration, flow
measurenent, or a conbination of those. However, these nethods

usual ly conme with their respective operational drawbacks:
configuration involves an operational cost and may hi nder

i ntroduction of new applications, and neasurenent is reactive so that
accurate reservation may lag actual traffic.

In the case of reservation failure, the Inspection-Triggered RSVP

Proxy does not have a direct nmechanismfor notifying the application
(since it is not participating itself actively in application
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signaling) so that the application is not in a position to take
appropriate action (for exanple, term nate the correspondi ng
session). To mtigate this problem the Inspection-Triggered RSVP
Proxy may differently mark the Differentiated Services codepoint
(DSCP) ([ RFC2474]) of flows for which an RSVP reservation has been
successfully proxied fromthe flows for which a reservation is not in
place. |In some situations, the Inspection-Triggered Proxy night be
able to nodify the "packets of interest" (e.g., application signaling
messages) to convey sone hint to applications that the corresponding
fl ows cannot be guaranteed by RSVP reservati ons.

Wth the Inspection-Triggered Proxy approach, the RSVP proxy is
effectively required to attenpt to build applicati on awareness by
traffic inspection and then is somewhat linmted in the actions it can
take in case of reservation failure. Depending on the "packets of
interest” used by the RSVP proxy to trigger the reservation, there is
a risk that the RSVP proxy will end up establishing a reservation for
a nmedia flow that actually never starts. However, this can be
mtigated by the timng out and tearing down of an unnecessary
reservati on by the RSVP proxy when no corresponding media flowis
observed. This flow observation and tinmeout approach can al so be
used to tear down reservations that were rightfully established for a
flow but are no | onger needed because the fl ow stopped.

The | nspection-Triggered approach is also subject to the genera
limtations associated with data inspection. This includes being

i npeded by encryption or tunneling, or being dependent on some

topol ogy constraints such as relying on the fact that both the
packets of interest and the corresponding fl ow packets always transit
t hrough the same RSVP proxy.

Nonet hel ess, this may be a useful approach in specific environnments.
Note al so that this approach does not require any change to the RSVP
pr ot ocol

Wth the Inspection-Triggered RSVP Proxy approach, the RSVP router
may be configurable to use and interpret sone specific packets of
interest as the trigger for RSVP Receiver Proxy behavior.

When operating off signaling traffic, the Inspection-Triggered RSVP
Proxy may be able to detect fromthe signaling that the endpoint is
capabl e of establishing an RSVP reservation (e.g., in the case of
SIP, via the inspection of the [RFC3312]/[ RFC4032] precondition), in
whi ch case it woul d not behave as a proxy for that endpoint. Al so,
the I nspection-Triggered RSVP Proxy may inspect RSVP signaling, and
if it sees RSVP signaling for the flow of interest, it can disable
its Sender Proxy behavior for that flow (or that sender).

Optionally, through RSVP signaling inspection, the Sender Proxy m ght
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al so gradually "learn" (possibly with sone tineout) which sender is

RSVP- capabl e and which is not.
gr adual
to-end RSVP npde

4.4. STUN-Triggered Proxy

In this approach,

awar eness provi ded by the Session Traversa

and dynamic nmigration fromthe proxy node
as nore and nore endpoi nts becone RSVP-capabl e.

These nmechani sns can facilitate
towards the end-

the RSVP proxy takes advantage of the application

Uilities for NAT (STUN)

([ RFC5389]) signaling to synchronize RSVP reservations with

application requirenents. The STUN signaling is sent from endpoint
to endpoint. This is illustrated in Figure 9. |In this approach, a
STUN nessage triggers the RSVP proxy.
|____| |********| * % % |********| |____|
| S |-------- | RSVP | ------ W T | RSVP | ---------- | R |
|----1 | Proxy | | Proxy | |----1

|********|

|********|

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN S

********************************************************>

Non- RSVP- capabl e
Sender

-]
| s |

| ----
| R
-1

* % %

Non- RSVP- capabl e

ANA> STUN message flow (over same UDP ports as nedia flow)

==>

***> RTP nmedia fl ow

segnent of flow path protected by RSVP reservation

Recei ver *r* regul ar RSVP
*** router
Figure 9: STUN Triggered Proxy
is a widely adopted approach for Network

For uni cast flows, [RFC5245]

Address Transl ator (NAT) traversal
we rely on the Interactive Connectivity

RSVP pr oxy behavi or,
Est abl i shment (I CE) protocol’s

For our purposes of triggering

connectivity check, which is based on

the exchange of STUN Bi ndi ng Request nessages between hosts to verify

connectivity (see Section 2.2 of [RFC5245]).

The STUN nessage coul d

al so include (yet to be specified) STUN attributes to indicate
i nformati on such as the bandwi dth and application requesting the
flow, which would allow the RSVP proxy agent to create an
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appropriately sized reservation for each flow. Including such new
STUN attributes in the I CE connectivity check nessages woul d
facilitate operation of the RSVP proxy. To ensure RSVP reservations
are only established when needed, the RSVP proxy needs to

di stinguish, anbng all the STUN nessages, the ones that reflect (with
hi gh Iikelihood) an actual upcoming nedia flow. This can be achieved
by identifying the STUN messages associated with an | CE connectivity
check. In turn, this can be achi eved through (some combi nation of)
the foll owi ng checks:

o if, as discussed above, new STUN attributes (e.g., conveying the
fl ow bandwi dth) are indeed defined in the future in view of
facilitating STUN-Triggered reservations, then the presence of
these attributes would reveal that the STUN nmessage is part of an
I CE connectivity check

o0 the presence of the PRI ORI TY, USE- CANDI DATE, | CE- CONTROLLED, or
| CE- CONTROLLI NG attributes reveals that the STUN nessage is part
of an | CE connectivity check.

o0 the RSVP proxy may wait for a STUN nessage containing the USE-
CANDI DATE attribute indicating the selected ICE "path" to trigger
reservation only for the selected "path". This allows the RSVP
proxy to only trigger a reservation for the "path" actually
sel ected and therefore for the nmedia flow that will actually be
established (for exanple, when ICE is being used for |Pv4/v6 path
sel ection).

0 the RSVP proxy configuration could contain sone infornation
facilitating determ nation of when to perform RSVP proxy
reservation and when not to. For exanple, the RSVP proxy
configuration could contain the I P addresses of the STUN servers
such that STUN messages to/fromthose addresses are known to not
be part of an I CE connectivity check. As another exanple, the
RSVP proxy configuration could contain information identifying the
set of Differentiated Services codepoint (DSCP) val ues that the
media flows requiring reservation use, so that STUN nessages not
usi ng one of these DSCP val ues are known to not be part of an ICE
connectivity check.

Despite these checks, there is always a potential risk that the RSVP
proxy will end up establishing a reservation for a nedia flow that
actually never starts. However, this is limted to situations in
whi ch the end-systens are interested enough in establishing
connectivity for a flow but never transmt. Also, this can be
mtigated by timng out and tear down of an unnecessary reservation
by the RSVP proxy when no corresponding nedia flow is observed.
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The RSVP proxy agent can inform endpoints of an RSVP reservation
failure inmplicitly by dropping the I CE connectivity check nessage or
explicitly by sending | CMP nessages back to the endpoint. This
al | ows reasonably effective synchroni zati on between RSVP reservations
handl ed by the RSVP proxies and the application running on non- RSVP-
capabl e endpoints. It also has the benefits of operating through
NATs.

For multicast flows (or certain kinds of unicast flows that don't or
can’t use ICE), a STUN Indication nessage [ RFC5389] could be used to
carry the (yet to be defined) STUN attributes nentioned earlier to

i ndicate the fl ow bandwi dth, thereby providing a benefit sinilar to
the I CE connectivity check. STUN Indication nessages are not

acknow edged by the receiver and have the same scalability as the
underlying multicast flow.

The correspondi ng extensions to | CE and STUN for such a STUNMN

Tri ggered RSVP Proxy approach are beyond the scope of this docunent.
They may be defined in the future in a separate docunent. As the
STUN- Tri ggered RSVP Proxy approach uses STUNin a way (i.e., to
trigger reservations) that is beyond its initial intended purpose,
the potential security inplications need to be considered by the
oper at or.

| CE connectivity checks are not always used for all flows. Wen the
STUN- Tri ggered RSVP Proxy approach is used, it can establish RSVP
reservations for flows for which I CE connectivity is perforned.
However, the STUN-Triggered RSVP Proxy will not establish a
reservation for flows for which an | CE connectivity check is not
performed. Those flows either will not benefit froman RSVP
reservation or can benefit froman RSVP reservation established

t hrough ot her neans (end-to-end RSVP, other forns of RSVP proxy).

The STUN-Triggered approach relies on interception and inspection of
STUN nmessages. Thus, this approach nay be inpeded by encryption or
tunnel i ng.

4.5. Application_Entity-Controlled Proxy

In this approach, it is assuned that an entity involved in the
application-level signaling controls an RSVP proxy that is located in
the data path of the application flows (i.e., "on-path"). Wth this
approach, the RSVP proxy does not itself attenpt to determnine the
application reservation requirements. |Instead, the RSVP proxy is
instructed by the entity participating in application-Ilevel signaling
to establish, maintain, and tear down reservati ons as needed by the
application flows. |In other words, with this approach, the solution
for synchronizing RSVP signaling with application-Ievel requirenments
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is torely on an application-level signhaling entity that controls an
RSVP proxy function that sits in the flow data path. This approach
all ows control of an RSVP Sender Proxy, an RSVP Receiver Proxy, or
bot h.

Qperation of the Application Entity-Controlled Proxy is illustrated

*kkkkkkk*k

in Figure 10.
HErrrrirl) App | /771NN App [ARRRRRNR
/ | Entity | | Entity | \
/ [--------- I [--------- I \
/ 11 \\ \
/ 11 \\ \
/ /1 \\ \
/ 11 \\ \

/ /1 \\ \
|____| |********| * % % |*********| |____|
| S [----mm--- | |-~ AR | [EREEEEEEE | R |
[ ----] | RSVP | *oxk | RSVP | [ ----]

| Sender | | Receiver
| Proxy | | Proxy |
I I I

*********l

B R R R R R R R R

| ----] Non- RSVP-capabl e | ----] Non- RSVP-capabl e * kK
| S | Sender | R | Receiver *r* regul ar RSVP
| ----] | ----] *** router
***> media flow
==> segnment of flow path protected by RSVP reservation
/\ Application signaling (e.g., SIP)
/1 RSVP proxy control interface
Figure 10: Application Entity-Controlled Proxy
As an example, the Application_Entity-Controlled Proxy nay be used in
the context of SIP servers ([RFC3261]) or Session Border Controllers
(SBCs) (see [RFC5853] for a description of SBCs) to establish RSVP

reservations for nultinedia sessions. |In that case, the application
entity may be the signaling conponent of the SBC
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Thi s RSVP proxy approach does not require any extension to the RSVP
protocol. However, it relies on an RSVP proxy control interface

all owi ng control of the RSVP proxy by an application signaling
entity. This RSVP proxy control interface is beyond the scope of
this docunment. Candidate protocols for realizing such an interface
include the I ETF Network Configuration (NETCONF) Protocol ([RFC4A741],
[ RFC5277]), the Web Services protocol ([WBC]), the QS Policy
Informati on Model (QPIM ([ RFC3644]), and Diameter ([RFC3588]). This
interface can rely on soft states or hard states. Cdearly, when hard
states are used, those need to be converted appropriately by the RSVP
proxy entities into the corresponding RSVP soft states. As an
exanpl e, [RFC5866] is intended to allow control of RSVP proxy via

D aneter.

In general, the application entity is not expected to maintain

awar eness of whi ch RSVP Receiver Proxy is on the path to which
destination. However, in the particular cases where it does so
reliably, we observe that the application entity could control the
RSVP Sender Proxy and Receiver Proxy so that aggregate RSVP
reservations are used between those, instead of one reservation per
flow For exanple, these aggregate reservations could be of the
RSVP- AGGREGATE type, as specified in [RFC3175], or of the GENERI C
AGCREGATE type, as specified in [ RFC4860]. Such aggregate
reservations could be used so that a single reservation can be used
for multiple (possibly all) application flows transiting via the sane
RSVP Sender Proxy and the sane RSVP Receiver Proxy.

For situations in which only the RSVP Sender Proxy has to be
controlled by this interface, the interface may be realized through
the sinple use of RSVP itself, over a Generic Routing Encapsul ation
(GRE) tunnel fromthe application entity to the RSVP Sender Proxy.
This particular case is further discussed in Section 4.5.1. Another
particul ar case of interest is where the application signaling entity

resi des on the sane device as the RSVP proxy. |In that case, this
interface may be trivially realized as an internal API. An exanple
envi ronnment based on this particular case is illustrated in

Section 4.5. 2.

The application entity controlling the RSVP proxy (e.g., a SIP Cal
Agent) would often be aware of a nunber of endpoint capabilities, and
it has to be aware of which endpoint can be best "served" by which
RSVP proxy anyways. So it is reasonable to assune that such an
application is aware of whether a given endpoint is RSVP-capable or
not. The application my al so consider the QS preconditions and QS
mechani sms si gnal ed by an endpoi nt as per [RFC3312]/[ RFC4032] and

[ RFC5432]. The information about endpoint RSVP capability can then
be used by the application to decide whether to trigger proxy
behavi or or not for a given endpoint. This can facilitate gradua
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and dynamic nigration fromthe proxy nodel towards the end-to-end
RSVP nodel as nore and nore endpoi nts beconme RSVP-capabl e.

In sone environnents, the application entities (e.g., SIP back-to-
back user agents) that need to control the RSVP proxies would already
be depl oyed i ndependently of the use, or not, of the
Application_Entity-Controlled Proxy approach. In this case, the
activation of the RSVP proxy approach should not introduce

significant disruption in the application signaling path. 1n sone
environments, additional application entities may need to be depl oyed
to control the RSVP proxies. 1In this case, the network operator

needs to consider the associated risks of disruption to the
application signaling path.

4.5.1. Application_Entity-Controlled Sender Proxy Using "RSVP over CRE"

Thi s approach is sinply a particular case of the nore genera
Application_Entity-Controlled Proxy, but where only RSVP Sender
Proxi es need to be controlled by the application, and where RSVP is
effectively used as the control protocol between the application-
signaling entity and the RSVP Sender Proxy.

In this approach, the RSVP nessages (e.g., RSVP Path nmessage) are
effectively generated by the application entity and logically
"tunnel ed" to the RSVP Sender Proxy via GRE tunneling. This is to
ensure that the RSVP nessages foll ow the exact same path as the flow
they protect (as required by RSVP operations) on the segment of the
end-to-end path that is to be subject to RSVP reservati ons.

Figure 11 illustrates such an environment.
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| ----] non-RSVP-capabl e | ----] RSVP-capable * kK
| S | Sender | R | Receiver *r* regul ar RSVP
| ----] | ----] *** router

***> nedia flow

==> segnment of flow path protected by RSVP reservation
/\ Appli cation-1evel signaling

/=l GRE-tunnel ed RSVP (Path nessages)

Figure 11: Application Entity-Controlled Sender Proxy via
"RSVP over CRE"

Wth the Application_ Entity-Controlled Sender Proxy using "RSVP Over
GRE", the application entity:

0 generates a Path nmessage on behal f of the sender, corresponding to
the reservati on needed by the application, and maintains the
corresponding Path state. The Path message built by the
application entity is exactly the same as would be built by the
actual sender (if it was RSVP-capable), with one single exception,
which is that the application entity puts its own | P address as
the RSVP previous hop. |In particular, it is reconmended that the
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source address of the Path nessage built by the application entity
be set to the |IP address of the sender (not of the application
entity). This helps ensure that, in the presence of non- RSVP
routers and of |oad-balancing in the network where the | oad-

bal ancing al gorithmtakes into account the source | P address, the
Pat h nessage generated by the application entity foll ows the exact
same path as the actual stream sourced by the sender

0 encapsul ates the Path nmessage into a GRE tunnel whose destination
address is the RSVP Sender Proxy, i.e., an RSVP router sitting on
the data path for the flow (and upstream of the segnment that
requires QoS guarantees via RSVP reservation).

0 processes the corresponding recei ved RSVP nessages (including Resv
messages) as per regul ar RSVP

0 synchroni zes the RSVP reservation state with application-Ieve
requi renents and signaling.

Note that since the application entity encodes its own | P address as
the previous RSVP hop inside the [ RFC2205] RSVP_HOP object of the
Pat h nessage, the RSVP router termnating the GRE tunnel naturally
addresses all the RSVP nessages traveling upstream hop-by-hop (such
as Resv nessages) to the application entity (w thout having to
encapsul ate those in a reverse-direction GRE tunnel towards the
application entity).

4.5.2. Application Entity-Controlled Proxy via Co-Location

This approach is sinply a particular case of the nore genera
Application_Entity-Controlled Proxy, but where the application entity
is co-located with the RSVP proxy. As an exanple, Session Border
Controllers (SBCs) with on-board SIP agents coul d inpl ement RSVP
proxy functions and nake use of such an approach to achi eve session
admi ssion control over the SBC-to-SBC segnent using RSVP signaling.

Figure 12 illustrates operations of the Application_Entity-Controlled
RSVP Proxy via co-location
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111 App | 770711 TANANNNY | App AAARRRRAN
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|____| |*********| * % * |*********| |____|
| S |-------- | RSVP |------ i | RSVP [--------- | R |
| ----] | Sender | *ok | Receiver| | ----]

| Proxy | | Proxy |
|*********| |*********|
=======RSVP======>

*******************************************************>

| ----] Non- RSVP-capabl e | ----] Non- RSVP-capabl e *kx
| S | Sender | R | Receiver *r* regul ar RSVP
[----] |----1 *** router

***> media flow
==> segnent of flow path protected by RSVP reservation
I\ Application-1level signaling
Figure 12: Application_Entity-Controlled Proxy via Co-Location

Thi s RSVP proxy approach does not require any protocol extensions.
We al so observe that when nmultiple sessions are to be established on
pat hs sharing the sane RSVP Sender Proxy and the sanme RSVP Receiver
Proxy, the RSVP proxies have the option to establish aggregate RSVP
reservations (as defined in ([RFC3175] or [RFC4860]) for a group of
sessions, instead of establishing one RSVP reservation per session

4.6. Policy_Server-Controlled Proxy

In this approach, it is assuned that a policy server, which is

|l ocated in the control plane of the network, controls an RSVP proxy
that is located in the data path of the application flows (i.e., "on-
path"). In turn, the policy server is triggered by an entity
involved in the application-level signaling. Wth this approach, the
RSVP proxy does not itself attenpt to determine the application
reservation requirenments, but instead is instructed by the policy
server to establish, maintain, and tear down reservations as needed
by the application flows. Moreover, the entity participating in
application-level signaling does not attenpt to understand the
specific reservation nmechanism (i.e., RSVP) or the topol ogy of the
network |ayer, but instead it sinply asks the policy server to
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perform (or tear down) a reservation. |In other words, with this
approach, the solution for synchronizing RSVP signaling with
application-level requirenents is to rely on an application-Ievel
entity that controls a policy server that, in turn, controls an RSVP
proxy function that sits in the flow data path. This approach all ows
control of an RSVP Sender Proxy, an RSVP Receiver Proxy, or both.

Qperation of the Policy_Server-Controlled proxy is illustrated in
Fi gure 13.
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| ----] [ ----] *** router

***> media flow
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/\ Application signaling (e.g., SIP)

/1 RSVP proxy control interface

I Interface between application entity and policy server

Figure 13: Policy Server-Controlled Proxy

Thi s RSVP proxy approach does not require any extension to the RSVP
protocol. However, as with the Application_Entity-Controlled Proxy
approach presented in Figure 10, this approach relies on an RSVP
proxy control interface allow ng control of the RSVP proxy (by the
policy server in this case). This RSVP proxy control interface is

beyond the scope of this docunent. Considerations about candi date
protocols for realizing such an interface can be found in
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Section 4.5. Again, for situations in which only the RSVP Sender
Proxy has to be controlled by this interface, the interface may be
realized through the sinple use of RSVP itself, over a GRE tunne
fromthe policy server to the RSVP Sender Proxy. This is simlar to
what is presented in Section 4.5.1, except that the "RSVP over GRE"
interface is used in this case by the policy server (instead of the
application entity).

The interface between the application entity and the policy server is
beyond t he scope of this docunent.

4.7. RSVP-Signaling-Triggered Proxy

An RSVP proxy can also be triggered and controlled through extended
RSVP signaling fromthe renote end that is RSVP-capable (and supports
these RSVP extensions for proxy control). For exanple, an RSVP-
capabl e sender could send a new or extended RSVP nessage explicitly
requesting an RSVP proxy on the path towards the receiver to behave
as an RSVP Receiver Proxy and also to trigger a reverse-direction
reservation, thus al so behaving as an RSVP Sender Proxy. The new or
ext ended RSVP nessage sent by the sender could al so include
attributes (e.g., bandwidth) for the reservations to be signaled by
the RSVP proxy.

The challenges in these explicit signaling schemes include the
fol | owi ng:

0 How can the nodes determ ne when a reservation request ought to be
proxi ed and when it should not, and accordingly invoke appropriate
si gnal i ng procedures?

0 How does the node sending the nessages explicitly triggering the
proxy know where the proxy is |located, e.g., determne an I[P
address of the proxy that should reply to the signaling?

0 Howis all the informati on needed by a Sender Proxy to generate a
Pat h message actually conmunicated to the proxy?

An exanpl e of such a nechanismis presented in [QOS-MOBILE]. This
schene is primarily targeted to | ocal access network reservations
wher eby an end host can request resource reservations for both

i ncom ng and outgoing flows only over the access network. This nmay
be useful in environments where the access network is typically the
bottl eneck while the core is conparatively over-provisioned, as nmay
be the case with a nunmber of radio access technologies. 1In this
proposal, nmessages targeted to the proxy are flagged with one bit in
all RSVP nessages. Simlarly, all RSVP nessages sent back by the
proxy are also flagged. The use of such a flag all ows
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differentiating between proxi ed and end-to-end reservations. For
triggering an RSVP Receiver Proxy, the sender of the data sends a
Pat h nessage that is marked with the nentioned flag. The Receiver
Proxy is located on the signaling and data path, eventually gets the
Pat h nessage, and replies back with a Resv nessage. A node triggers
an RSVP Sender Proxy with a newly defined Path_Request nessage, which
instructs the proxy to send Path nessages towards the triggering
node. The node then replies back with a Resv. Mre details can be
found in [ QOS- MOBI LE] .

Such an RSVP-Si gnal i ng- Tri ggered Proxy approach woul d require RSVP
signaling extensions (that are outside the scope of this docunent).
However, it could provide nore flexibility in the control of the
proxy behavior (e.g., control of reverse reservation paraneters) than
woul d the Pat h-Tri ggered approaches defined in Section 4.1 and
Section 4. 2.

Thr ough potential correspondi ng protocol extensions, an RSVP-
Signal i ng- Tri ggered Proxy approach could facilitate operation (e.qg.,
reduce or avoid the need for associated configuration) in hybrid
environments involving both reservations established end-to-end and
reservations established via RSVP proxies. For exanple, [QCS- MBI LE]
proposed a nmechani smallowi ng an end-systemto control whether a
reservation can be handled by an RSVP proxy on the path, or is to be
establ i shed end-to-end.

4.8. Reachability Considerations

There may be situations in which the RSVP Receiver Proxy is reachable
by the sender, while the receiver itself is not. |n such situations,
it is possible that the RSVP Receiver Proxy is not always aware that
the receiver is unreachable, and consequently may accept to establish
an RSVP reservation on behalf of that receiver. This would result in
unnecessary reservation establishnent and unnecessary network
resource consunption.

This is not considered a significant practical concern for a nunber
of reasons. First, in many cases, if the receiver is not reachable
fromthe sender, it will not be reachable for application signaling
either, and so application-|level session establishment will not be
possible in the first place. Secondly, where the receiver is
unreachabl e fromthe sender but is reachable for application-Ieve
signaling (say, because session establishment is perforned through an
of f-path SIP agent that uses a different |ogical topology to

comruni cate with the receiver), then the sender nmay detect that the
receiver is unreachabl e before attenpting reservation establishnent.
This may be achi eved through nmechani sms such as I CE's connectivity
check ([RFC5245]). Finally, even if the sender does not detect that
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the receiver is unreachable before triggering the RSVP reservation
establishnent, it is very likely that the application will quickly
realize this lack of connectivity (e.g., the human accepting the
phone call on the receiver side will not hear the human's voi ce on
the sender side) and therefore tear down the session (e.g., hang up
the phone), which in turn will trigger RSVP reservation rel ease.

Nonet hel ess, it is recomended that network adm ni strators consider
the above in light of their particular environment when depl oyi ng
RSVP pr oxi es.

The nmirror considerations apply for situations involving an RSVP
Sender Proxy and where the sender cannot reach the destination while
the RSVP Sender Proxy can.

5. Security Considerations

In the environnments of concern for this docunent, RSVP nessages are
used to control resource reservations on a segnent of the end-to-end
path of flows. The general security considerations associated with
[ RFC2205] apply. To ensure the integrity of the associated
reservati on and adm ssion control mechani sns, the RSVP cryptographic
aut henti cati on mechani sns defined in [ RFC2747] and [ RFC3097] can be
used. Those protect RSVP nessages integrity hop-by-hop and provide
node aut hentication, thereby protecting against corruption, spoofing
of RSVP nmessages, and replay. [RSVP-SEC KEY] discusses key types and
key provisioning nethods, as well as their respective applicability
to RSVP authentication

[ RSVP- SEC- KEY] al so discusses applicability of |IPsec nmechani sns

([ RFC4302] [ RFC4303] ) and associ ated key provi sioning nmethods for
security protection of RSVP. This discussion applies to the
protection of RSVP in the presence of RSVP proxies as defined in this
docunent .

A subset of RSVP nessages are signaled with the IP router alert
option ([RFC2113], [RFC2711]). Based on the current security
concerns associated with the use of the IP router alert option, the
applicability of RSVP (and therefore of the RSVP proxy approaches

di scussed in this docunent) is limted to controlled environnents
(i.e., environments where the security risks associated with the use
of the IP router alert option are understood and protected agai nst).
The security aspects and conmon practices around the use of the
current IP router alert option, and consequences of using the IP
router alert option by applications such as RSVP, are discussed in
detail in [ RTR-ALERT].
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A nunber of additional security considerations apply to the use of
RSVP proxi es and are di scussed bel ow.

Wth some RSVP proxy approaches, the RSVP proxy operates autononously
inside an RSVP router. This is the case for the Path-Triggered Proxy
approaches defined in Section 4.1 and in Section 4.2, for the

I nspection-Triggered Proxy approach defined in Section 4.3, for the
STUN- Tri ggered Proxy approach defined in Section 4.4, and for the
RSVP- Si gnal i ng- Tri ggered approach defined in Section 4.7. Proper
reservati on operation assunes that the RSVP proxy can be trusted to
behave correctly in order to control the RSVP reservation as required
and expected by the end-systems. Since the basic RSVP operation

al ready assunes a trust nodel where end-systenms trust RSVP nodes to
appropriately perform RSVP reservations, the use of an RSVP proxy
that behaves autononpusly within an RSVP router is not seen as

i ntroduci ng any significant additional security threat or as
fundanental |y nodi fying the RSVP trust nodel

Wth some RSVP proxy approaches, the RSVP proxy operates under the
control of another entity. This is the case for the
Application_Entity-Controlled Proxy approach defined in Section 4.5
and for the Policy Server-Controlled Proxy approach defined in
Section 4.6. This introduces additional security risks since the
entity controlling the RSVP proxy needs to be trusted for proper
reservati on operation and al so introduces additional authentication
and confidentiality requirenents. The exact nechanisns to establish
such trust, authentication, and confidentiality are beyond the scope
of this docunment, but they may include security nechani sns inside the
protocol used as the control interface between the RSVP proxy and the
entity controlling it, as well as security nechanisns for all the
interfaces involved in the reservation control chain (e.g., inside
the application signaling protocol between the end-systenms and the
application entity, and, in the case of the Policy_Server-Controlled
Proxy approach, in the protocol between the application entity and
the policy server).

In sone situations, the use of RSVP proxy to control reservations on
behal f of end-systens may actually reduce the security risk (at |east
fromthe network operator viewpoint). This could be the case, for
exanpl e, because the routers where the RSVP proxy functionality runs
are | ess exposed to tanpering than end-systens. Such a case is
further discussed in Section 4 of [RFC5946]. This could also be the
case because the use of RSVP proxy allows |ocalization of RSVP
operation within the boundaries of a given adm nistrative domain
(thus easily operating as a controlled environnent) while the end-to-
end flow path spans nultiple adm nistrative donmains
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Appendi x A.  Use Cases for RSVP Proxies
A. 1. RSVP-Based VoD Adm ssion Control in Broadband Aggregati on Networks

As broadband services for residential custoners are beconing nore and
nmore preval ent, next-generation aggregation networks are being

depl oyed in order to aggregate traffic from broadband users (whether
attached via Digital Subscriber Line technology, aka DSL; Fiber To
The Hone/ Curb, aka FTTx; Cable; or other broadband access

technol ogy). Video on Denmand (VoD) services, which may be offered to
broadband users, present significant capacity planning chall enges for
the aggregati on network for a nunber of reasons. First, each VoD
streamrequires significant dedi cated sustai ned bandw dth (typically
2-4 Mo/s in Standard Definition TV and 6-12 Md/s in H gh Definition
TV). Secondly, the VoD codec algorithns are very sensitive to packet
loss. Finally, the load resulting fromsuch services is very hard to
predict (e.g., it can vary quite suddenly with bl ockbuster titles
made available as well as with pronotional offerings). As a result,
transport of VoD streans on the aggregation network usually translate
into a strong requirement for adm ssion control. The adm ssion
control solution protects the quality of established VoD sessions by
rejecting the additional excessive session attenpts during
unpredi ct abl e peaks, during link or node failures, or a conbination
of those factors

RSVP can be used in the aggregati on network for adni ssion control of
the VoD sessions. However, since custoner premni ses equi prment such as
Set Top Boxes (STBs) (which behave as the receiver for VoD streans)
often do not support RSVP, the last I P hop in the aggregati on network
can behave as an RSVP Receiver Proxy. This way, RSVP can be used

bet ween VoD punps and the last IP hop in the aggregation network to
perform accurate adm ssion control of VoD streams over the resources
set aside for VoD in the aggregation network (typically a certain
percentage of the bandwidth of any link). As VoD streans are
unidirectional, a sinple Path-Triggered RSVP Receiver Proxy (as
described in Section 4.1) is all that is required in this use case.

Figure 14 illustrates operation of RSVP-based admi ssion control of
VoD sessions in an aggregati on network invol ving RSVP support on the
VoD punp (the senders) and the RSVP Receiver proxy on the last | P hop
of the aggregation network. All the custoner prem ses equi pnent

remai ns RSVP- unawar e.
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| VoD SRM |

| |
IITTT1T] ARAEEARRERANEN
/ TR T T | \
/ \
/ \
/ \
/ \

/ \
|****| * % % * % % * % % |********| | _____ -
[ VOD | ---*r*---*r*.__.%r*.__|RSVP  |---|DSLAM ~~~~| STB| -- TV
|Punp|  ***  %xx  xxx | Receiver| |----- |-
A | Proxy |

|********|

<---Aggregation Net----------- >

************************************************>

SRM Sessi on Resource Manager

* k *

*r* regul ar RSVP | STB| Set Top Box
*** youter [ ---]

***> VoD media flow
==> segment of flow path protected by RSVP reservation
/\ VoD Application-level signaling (e.g., RTSP)

Figure 14: VoD Use Case with Receiver Proxy

In the case where the VoD punps are not RSVP-capable, an
Application_Entity-Controlled Sender Proxy via the "RSVP over CRE"
approach (as described in Section 4.5.1) can al so be inplenented on
the VoD Controller or Session Resource Manager (SRM devices
typically involved in VoD depl oynents. Figure 15 illustrates
operation of RSVP-based admi ssion control of VoD sessions in an
aggregation network involving such an Application_Entity-Controlled
Source Proxy conbined with an RSVP Receiver Proxy on the last IP hop
of the aggregation network. All the custonmer preni ses equi prnent, as
wel | as the VoD punps, renai n RSVP-unawar e.
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/111 VoD SRM ARARRRRRRRN

/ | | \
/ | + | \
/ | RSVP Sender | \
/ | Proxy Control | \
/ [----------- | \
/ 1=/ \
/ 1=/ \
/ 1=/ \

/ 1=/ \

/ 1=/ \
|____| |******| * % % * % % |********| | _____ | |___|
| VoD|--|RSVP |----*r*--*r*--| RSVP | - - | DSLAM ~~~~| STB| - - TV
| Pump| | Sender | ¥*%x  x** | Receiver| |----- | | ---1
|----1 |Proxy | | Proxy |

|******| |********|
<---Aggregation Net------------- >

B R R

SRM Syst ens Resour ce Manager

* % %

*r* regul ar RSVP | STB| Set Top Box
*** router | ---]

***> VoD medi a fl ow

==> segnent of flow path protected by RSVP reservation
/ VoD Application-level signaling (e.g., RTSP)

/=l GRE-tunnel ed RSVP (Path nessages)

Fi gure 15: VoD Use Case with Receiver Proxy
and SRM Based Sender Proxy

The RSVP proxy entities specified in this docunent play a significant
role here since they allow i nmedi ate depl oynment of an RSVP-based

adm ssion control solution for VoD wi thout requiring any upgrade to
the huge installed base of non-RSVP-capabl e custoner prenises

equi pnent. I n one node descri bed above, they al so avoi d upgrade of
non- RSVP- capabl e VoD punps. In turn, this neans that the benefits of
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on-path adm ssion control can be offered to VoD services over

br oadband aggregati on networks wi t hout network or VoD punp upgrade.
Those include accurate bandw dth accounting regardl ess of topol ogy
(hub- and-spoke, ring, nmesh, star, arbitrary conbinations) and dynamc
adj ustnent to any change in topology (such as failure, routing
change, additional links, etc.).

A. 2. RSVP-Based Voice/Video Connection Adm ssion Control (CAC) in
Enterpri se WAN

More and nore enterprises are mgrating their tel ephony and

vi deoconf erenci ng applications onto IP. Wen doing so, there is a
need for retaining adni ssion control capabilities of existing TDM
based (Tinme-Division Miltiplexing) systems to ensure the QS of these
applications is maintained even when transiting through the
enterprise’s Wde Area Network (WAN). Since nmany of the endpoints

al ready depl oyed (such as | P phones or videoconferencing termnals)
are not RSVP-capabl e, RSVP proxy approaches are very useful: they

al | ow depl oynent of an RSVP-based adni ssion control solution over the
WAN wi t hout requiring upgrade of the existing termnals.

A common depl oynent architecture for such environnments relies on the
Application_Entity-Controlled Proxy approach as defined in

Section 4.5. Routers sitting at the edges of the WAN are naturally
"on-path" for all inter-canmpus calls (or sessions) and behave as RSVP
proxi es. The RSVP proxies establish, maintain, and tear down RSVP
reservations over the WAN segnment for the calls (or sessions) under
the control of the SIP server/proxy. The SIP server/proxy
synchroni zes the RSVP reservation status with the status of end-to-
end calls. For exanple, the called I P phone will only be instructed
to play a ring tone if the RSVP reservation over the correspondi ng
WAN segnent has been successfully established.

This architecture all owi ng RSVP-based adm ssion control of voice and
video on the enterprise WAN is illustrated in Figure 16
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Hrrrrrrrrrrrrl) sipe AR AR RRARRN
/ | Server/ | \
/ | Proxy | \
N R LR | \
/ 11 \\ \
/ 11 \\ \
/ 11 \\ \
/ /1 \\ \
/ 11 \\ \
| _____ | |********| * % * * % * |********| | _____ |
| IP |------ | Media |---*r*---*r*---| Media |------- [ TP
| Phone| | Relay | el el | Relay | | Phone|
|----- | |+ |+ |----- |
| RSVP | | RSVP |
| Proxy | | Proxy |
|********| |********|
<- - canpus- - > <- - canpus- - >
net wor k net wor k

<z=========RS\VP===========>
* k *
*r* Regul ar RSVP router
* ok ok

<***> media flow
<==> segnent of flow path protected by RSVP reservation
I\ SI P signaling

/1 control interface between the SIP server/proxy and
RSVP pr oxy

Fi gure 16: CAC on Enterprise WAN Use Case
A.3. RSVP Proxies for Mbile Access Networks
Mobi | e access networks are increasingly based on I P technology. This

inplies that, on the network layer, all traffic, both traditional
data and streaned data |ike audio or video, is transmtted as
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packets. Increasingly popular nultinedia applications would benefit
frombetter than best-effort service fromthe network, a forwarding
service with strict Quality of Service (QS) w th guaranteed m ni mum
bandwi dt h and bounded delay. Oher applications, such as electronic
commerce, network control and nanagenent, and renote-|ogin
applications, would al so benefit froma differentiated treatnent.

The |1 ETF has two main nodels for providing differentiated treatnent
of packets in routers. The Integrated Services (IntServ) node

[ RFC1633], together with the Resource Reservation Protocol (RSVP)

[ RFC2205], [RFC2210], [RFC2961] provi des per-flow guaranteed end-to-
end transm ssion service. The Differentiated Services (Diffserv)
framewor k [ RFC2475] provi des non-signaled flow differentiation that
usual Iy provi des, but does not guarantee, proper transm ssion

servi ce.

However, these architectures have potential weaknesses for depl oynent
in Mbile Access Networks. For exanple, RSVP requires support from
bot h conmuni cati on endpoi nts, and the protocol nmay have potentia
performance i ssues in nobile environnents. Diffserv can only provide
statistical guarantees and is not well suited for dynamc

envi ronments.

Let us consider a scenario, where a fixed network correspondent node
(CN) would be sending a multinmedia streamto an end host behind a
wireless link. |If the correspondent node does not support RSVP, it
cannot signal its traffic characteristics to the network and request
specific forwarding services. Likewise, if the correspondent node is
not able to mark its traffic with a proper Differentiated Services
codepoint (DSCP) to trigger service differentiation, the nmultinedia
streamw || get only best-effort service, which nmay result in poor

vi sual and audio quality in the receiving application. Even if the
connecting wired network i s over-provisioned, an end host would stil
benefit fromlocal resource reservations, especially in wireless
access networks, where the bottl eneck resource is nost probably the
wirel ess I|ink.

RSVP proxi es would be a very beneficial solution to this problem It
woul d al | ow di stingui shing | ocal network reservations fromthe end-
to-end reservations. The end host does not need to know t he access
networ k topol ogy or the nodes that will reserve the | ocal resources.
The access network would do resource reservations for both incom ng
and outgoing flows based on certain criteria, e.g., filters based on
application protocols. Another option is that the nobile end host
makes an explicit reservation that identifies the intention, and the
access network will find the correct |ocal access network node(s) to
respond to the reservation. RSVP proxies would, thus, allow resource
reservation over the segment that is the nost |ikely bottleneck, the
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wireless Ilink. |If the wireless access network uses a local mobility
managenment mechani sm where the | P address of the nobil e node does
not change during handover, RSVP reservations would follow the nobile
node novenent.

A.4. RSVP Proxies for Reservations in the Presence of |Psec Gateways

[ RFC4923] di scusses how resource reservation can be supported end-to-
end in a nested VPN environnent. At each VPN level, VPN routers
behave as [ RFC4301] security gateways between a pl aintext domai n and
a ci phertext domamin. To achieve end-to-end resource reservation, the
VPN routers process RSVP signaling on the plaintext side, perform
aggregation of plaintext reservations, and nmaintain the corresponding
aggregate RSVP reservations on the ciphertext side. Each aggregate
reservation is established on behalf of multiple encrypted end-to-end
sessions sharing the sane ingress and egress VPN routers. These
aggregate reservations can be as specified in [ RFC3175] or [RFC4860].

Section 3 of [RFC4923] discusses the necessary data flows within a
VPN router to achi eve the behavior described in the previous

par agraph. Two mechani sns are described to achi eve such data fl ows.
Section 3.1 presents the case where the VPN router carries data
across the cryptographic boundary. Section 3.2 discusses the case
where the VPN router uses a Network Cuard.

Where such nechani sns are not supported by the VPN routers, the
approach for end-to-end reservations presented in [ RFC4923] cannot be
depl oyed. An alternative approach to support resource reservations
within the ciphertext core is to use the Application Entity-
Control | ed Proxy approach (as defined in Section 4.5) in the
foll owi ng way:

o0 the RSVP proxies are |ocated inside the ciphertext domain and use
aggregate RSVP reservations.

o the application entity exchange application-level signaling with
the end-systens in the plaintext domain

o the application entity controls the RSVP proxies in the ciphertext
domai n via an RSVP proxy control interface.

This is illustrated in Figure 17 in the case where the application is
S| P-based nul ti nedi a conmuni cati ons.
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| SIP [ F000 0NNV SEP |
/| Server/| | Server/ |\
[ | Proxy | | Proxy | \
[------- I |------- |\
/ A \\ 11 A \
/ A \\ 11 A \

/ n \\ 11 n \
|***| | ______ |******** * % % * % % |********| | ______ ***l
| S|---|1Psec [--] ARSVP |---*r*---*r*---| ARSVP |--|IPsec |---|] R|
| ***] | GW | | Sender | * ok * ok | Receiver| | GV | | ***]

|------ BN | Proxy | [------ |

kkkkkkhk*k |********|

***PT*****> **********************C'r****************> ****PT***>

—====> —====>
=====ARSVP======>
| ****| RSVP-capabl e | ****| RSVP-capabl e *ok
| S | Sender | R | Receiver *r* regular RSVP
|****| |****| * % % router
sec sec securit at ewa
| 1P | 1P ity g y

ARSVP Aggr egat e RSVP

***> media fl ow

==> segnent of flow path protected by RSVP reservation
/A SI P signaling

n Net wor k managemnent interface between SIP server/proxy
and | Psec security gateway

/1 control interface between SIP server/proxy and ARSVP proxy
PT Pl ai nt ext network
Ccr G phertext network

Figure 17: RSVP Proxies for Reservations in the Presence of
| Psec Gat eways
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Where the sender and receiver are RSVP-capable, they may al so use
RSVP signaling. This achieves resource reservation on the plaintext
segnents of the end-to-end, i.e.,

o fromthe sender to the ingress |Psec gateway, and
o fromthe egress | Psec gateway to the receiver

In this use case, because the VPN routers do not support any RSVP-
specific nechanism the end-to-end RSVP signaling is effectively

hi dden by the | Psec gateways on the ciphertext segnent of the end-to-
end pat h.

As with the Application_Entity-Controlled Proxy approach (defined in
Section 4.5), the solution here for synchronizing RSVP signaling with
application-level signaling is to rely on an application-|eve
signaling device that controls an on-path RSVP proxy function
However, in this use case, the RSVP proxi es are a conponent of a

ci phertext network where all user (bearer) traffic is |IPsec
encrypted. This has a nunber of inplications, including the
fol | owi ng:

1. encrypted flows cannot be identified in the ciphertext domain so
that network nodes can only classify traffic based on | P address
and Differentiated Services codepoints (DSCPs). As a result,
only aggregate RSVP reservations (such as those specified in
[ RFC3175] or [RFC4860]) can be used. This is simlar to
[ RFC4923] .

2. Determning the RSVP Sender Proxy and RSVP Receiver Proxy to be
used for aggregation of a given flow from sender to receiver
creates a nunber of challenges. Details on howthis may be
achi eved are beyond the scope of this docunment. W observe that,
as illustrated in Figure 17, this may be facilitated by a network
managenent interface between the application entity and the | Psec
gateways. For exanple, this interface may be used by the
application entity to obtain information about which | Psec
gateway is on the path of a given end-to-end flow. Then, the
application entity may maintai n awareness of which RSVP proxy is
on the ciphertext path between a given pair of |Psec gateways.
How such awareness is achieved is beyond the scope of this
docunent. We sinply observe that such awareness can be easily
achi eved through sinple configuration in the particular case
where a single (physical or logical) RSVP proxy is fronting a
given | Psec gateway. W al so observe that when awareness of the
RSVP Receiver Proxy for a particular egress |Psec gateway (or
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end-to-end flow) is not avail able, the aggregate reservati on nmay
be signal ed by the RSVP Sender Proxy to the destination address
of the egress | Psec gateway and then proxied by the RSVP Recei ver
Pr oxy.

Different flavors of operations are possible in terms of aggregate
reservation sizing. For exanple, the application entity can initiate
an aggregate reservation of fixed size a priori and then sinply keep
count of the bandwi dth used by sessions and reject sessions that
woul d result in excess usage of an aggregate reservation. The
application entity could also re-size the aggregate reservations on a
sessi on-by-session basis. Alternatively, the application entity
could re-size the aggregate reservations in step increments typically
corresponding to the bandwi dth requirenent of nultiple sessions.
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