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Abst ract

The |1 ETF has completed its work on the core specification of TWAMP - -
the Two-Way Active Measurenent Protocol. This nenp describes an

OPTI ONAL feature for TWAMP, that gives the controlling host the
ability to start and stop one or nore individual test sessions using
Session ldentifiers. The base capability of the TWAMP protoco
requires all test sessions that were previously requested and
accepted to start and stop at the same tine.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc5938

Copyri ght Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

The |1 ETF has completed its work on the core specification of TWAMP --
the Two-Way Active Measurenent Protocol [RFC5357]. TWAMP is an

ext ensi on of the One-way Active Measurenent Protocol, OMM

[ RFC4656]. The TWAMP specification gathered wide review as it
approached conpl etion, and the by-products were several

recomrendati ons for new features in TWAMP. There are a grow ng
nunber of TWAMP inpl ementations at present, and w despread usage is
expected. There are even devices that are designed to test

i npl ementations for protocol conpliance.

This meno descri bes an OPTI ONAL feature for TWAMP. [RFC5357] TWAMP
(and OMAMP) start all previously requested and accepted test sessions
at once. This feature allows the Control-Cient to control

i ndi vidual test sessions on the basis of their Session Identifier
(SID). This feature permts a short-duration TWAMP test to start
(and/or stop) during a longer test. This feature pernmits a specific
di agnostic test to begin if internediate results indicate that the
test is warranted, for exanple.

This feature requires a Mbdes field bit position assignment and the
use of two new TWAMP conmand nunbers (for the augnented Start and
Stop conmmands). This feature also specifies the use of a new Stop-N
ACK Server response, to conplete the symetry of the session-stopping
process in the sane way as the Start-ACK (Start-N ACK when used with
this feature) response.

The 1 ndi vidual Session Control feature gives the Control-Cient new
flexibility to manage any nunber of test sessions once they are
establi shed. However, [RFC5357] test sessions are established in
serial order and the total establishment tine grows with the nunber
of sessions and the round-trip time. Therefore, inplementers of this
feature may also wish to inplenent the "Reflect COctets" feature,
described in [REFLECT]. This feature allows a Control-Cient to

di stinguish between parallel Request-TW Session conmands because a
participating Server can return octets (e.g., the Control-Cient’s
local index) inits reply to the request. Thus, the Reflect Cctets
feature supports the efficient establishnment of many sinultaneous
test sessions that the |ndividual Session Control feature can then
manage (start/stop).

This menmo is an update to the TWAMP core protocol specified in
[ RFC5357]. Measurement systens are not required to inplenent the
feature described in this meno to claimconpliance with [ RFC5357].
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Thr oughout this nmeno, the bits marked MBZ (Must Be Zero) MJST be set

to zero by senders and MJST be ignored by receivers. Also, the HVAC
(Hashed Message Aut hentication Code) MJIST be cal cul ated as defined in
Section 3.2 of [RFC4656].

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Purpose and Scope

The purpose of this menp is to describe an additional OPTI ONAL
function and feature for TWAMP [ RFC5357] .

The scope of the nenp is Iimted to specifications of the follow ng
features:

1. extension of the nodes of operation through assignnent of a new
value in the Mddes field to comunicate feature capability and
use,

2. the definitions of augnmented start session and stop session
commands (w th correspondi ng acknow edgenents), and

3. the definition of related procedures for TWAMP entities.

The notivation for this feature is the ability to start and stop
i ndi vidual test sessions at will, using a single TWAMP- Contr ol
connecti on.

VWhen the Server and Control -Cient have agreed to use the Individual
Session Control node during control connection setup, then the
Control-Client, the Server, the Session-Sender, and the Session-

Refl ector MUST all conformto the requirenents of that node, as
identified below The original TWAMP-Control Start and Stop conmands
MUST NOT be used.

3. TWAMP Control Extensions

The TWAMP-Control protocol is a derivative of the OMNMP-Control
protocol, and provides two-way neasurenent capability. TWAMP

[ RFC5357] uses the Modes field to identify and sel ect specific
communi cation capabilities, and this field is a recogni zed extension
mechanism The follow ng sections describe one such extension.
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3.1. Connection Setup with Individual Session Contro

TWAMP- Cont rol connection establishnment follows the procedure defined
in Section 3.1 of [RFC4656] OMAMP. The I ndivi dual Session Contro
node requires one new bit position (and value) to identify the
ability of the Server/Session-Reflector to start and stop specific
sessions (according to their Session Identifier, or SID). This new
feature requires an additional TWAMP node bit assignment as foll ows:

Val ue Description Ref er ence/ Expl anati on

0 Reserved

1 Unaut hent i cat ed RFC 4656, Section 3.1

2 Aut hent i cat ed RFC 4656, Section 3.1

4 Encrypt ed RFC 4656, Section 3.1

8 Unaut h. TEST protocol, RFC 5618, Section 3.1
Encrypt ed CONTRCOL

16 I ndi vi dual Sessi on RFC 5938, bit position 4
Cont r ol

In the original OMMP Mdes field, setting bit positions 0, 1, or 2

i ndicated the security node of the Control protocol, and the Test
protocol inherited the sane node (see Section 4 of [ RFC4656]). In
the [ RFC5618] neno, bit position (3) allows a different security node
in the Test protocol and uses the unauthenticated test packet format.

If the Server sets the new bit position (bit position 4) in the
Server Greeting nessage to indicate its capabilities, then the Server
and Session-Refl ector MUST conply with the requirenents of this neno
to control sessions on an individual basis if desired.

If the Control-Client intends to control sessions on an individua
basis (according to the requirements in this nmeno), it MJST set the
nmode bit (4, corresponding to the new node) in the Setup Response
message. This neans that:

1. The Control-Client and the Server MJST use the start and stop
commands i ntended for individual session control and the
correspondi ng acknow edgenents, as defined in the sections that
fol |l ow.

2. The Control-dient and the Server MJUST NOT use the start and stop
commands (2 and 3) and the acknow edgenent defined in [ RFC5357].

The Control -Cient MJST al so set one node bit to indicate the chosen

security node (currently bits 0, 1, 2, or 3), consistent with the
nodes offered by the Server. The Control-Cient MAY al so set Mdes
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field bit 4 with other features and bit positions (such as the
reflect octets feature).

3.2. Start-N Sessions Command wi th | ndividual Session Control
Havi ng
o initiated Individual Session Control node in the Setup Response,
0 requested one or nore test sessions, and
0 received affirmative Accept-Session response(s),

a TWAMP Client MAY start the execution of one or nore test sessions
by sending a Start-N- Sessions nessage to the Server (note that "N
indicates that this command is applicable to one or nore sessions,
and does not change with the nunber of sessions identified in the
conmmand) .

The format of the Start-N Sessions nessage is as foll ows:

0 1 2 3
01234567890123456789012345678901
R e i i i S S S S S S s T S S e e SR R ) o
I 7 I I
+- - - - - - - -+ +
MBZ (11 octets) |
I

B i i s S R S T el s i S S S
Nunber of Sessions |

B e T e i i e i i R e S A e e o =)
First SID (16 octets) |

B S S T S S S T S S S R S S R =

T+ +—

remaining SIDs (16 octets each)
T T S e i s o i T sk ik SN R

I

+-

I I
| HVAC (16 octets) |
I

I

+-

T ST S S T A S Tl S SU SR S S -}

Note: In figures, "B" indicates the boundary of a 16-octet word.
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The Conmand Nunber value of 7 indicates that this is a Start-N
Sessions command. The Control -Cient MJUST conpose this comuand, and
the Server MJST interpret this comuand, according to the field
descri ptions bel ow

The Nunber of Sessions field indicates the count of sessions that
this Start command applies to, and MJUST be one or greater. The
nunber of SID fields that foll ow MUST be equal to the value in the
Nunber of Sessions field (otherw se, the command MJUST NOT be affirmed
with a zero Accept field in the Start-N Ack response).

Al SID fields are constructed as defined in the |ast paragraph of
Section 3.5 of OMMP [ RFC4656] (and referenced in TWAMP). Note that
the SID is assigned by the Server during the session request
exchange.

The nessage is termnated with a single block HVAC, as illustrated
above.

The Server MUST respond with one or nore Start-N Ack nessages (which
SHOULD be sent as quickly as possible). Start-N Ack nmessages SHALL
have the format defined in the next session.

When using | ndividual Session Control mode and its Start-N Ack
conmand as described in the next section, nultiple Start-N Sessions
commands MAY be sent without waiting for acknow edgenent, and the
Start-N-sessions commands MAY arrive in any order.

3.3. Start-N Ack Conmand with |ndividual Session Control

The Server responds to the Start-N Sessions conmand (for one or nore
specific sessions referenced by their SIDs) with one or nore Start-N
Ack conmands with Accept fields corresponding to one or nore of the
SIDs. This allows for the possibility that a Server cannot

i medi ately start one or nore of the sessions referenced in a
particular Start-N Sessions command, but can start one or nore of the
sessi ons.
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The format of the nessage is as foll ows:

0 1 2 3
01234567890123456789012345678901
i I S S i S i S S S i SuE N DR SRy 1
| 8 | Accept | vBZ |
I i I R s S ik N SR N SR S
MBZ (8 octets) |

|

B T i T o o o S e i i S S
Nunber of Sessions |

B i S i S e i S S S ik e S -
First SID (16 octets) |

S T S =]

T+ +—

remaining SIDs (16 octets each)
B i T i S e T i S S S T i s s S ey o}

|

+-

I I
| HVAC (16 octets)

I

I

+-

I
I
I
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR
The Command Nunber value of 8 indicates that this is a Start-N Ack
message. The Server MJST conpose this conmand, and the Control -

Client MUST interpret this command, according to the field
descriptions bel ow.

The Accept field values are defined in Section 3.3 of OMM
[ RFC4656] .

The Nunber of Sessions field indicates the count of sessions that
this Start-N Ack conmand applies to, and MJST be one or greater. The
nunber of SID fields that foll ow MUST be equal to the value in the
Nunmber of Sessions field.

Al SID fields are constructed as defined in the |ast paragraph of
Section 3.5 of OMMP [ RFC4656] (and referenced in TWAMP). Note that
the SID is assigned by the Server during the session request
exchange.

The nessage is termnated with a single block HVAC, as illustrated
above.
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Note that the SIDs for all Sessions with the same ' Accept’ code can
be acknow edged using the sane Start-N Ack message.

For exanple, say that the Server receives a Start-N Sessi ons conmand
for SIDs 1, 2, 3, and 4. The Server determ nes that the resources
for SID=3 are tenporarily unavailable. The Server responds with two
Start-N-Ack commands with fields as foll ows:

Accept = 0 Nunber of Sessions = 3 SIDs 1, 2, 4

5 Nurber of Sessions 1 SID 3

Accept
3.4. Stop-N Sessions Command wi th | ndividual Session Control

The St op- N-Sessi ons conmand can only be issued by the Control-Cient.
The command MJST contain at |east one SID.

The TWAMP St op- N- Sessi ons command for use in Individual Session
Control mode is formatted as foll ows:

0 1 2 3
01234567890123456789012345678901
i i T S T i il i ST Sl I S I S S R S S =
I 9 I I
i T e +
MBZ (11 octets) |
|

B T i T o o o S e i i S S
Nunber of Sessions |

B i S i S e i S S S ik e S -
First SID (16 octets) |

S T =]

T+ +—

remaining SIDs (16 octets each)
B i T i S e T i S S S T i sk s S ey o}

|

+-

I I
| HVAC (16 octets) |
I I
I I
+-

I S T S S e e T S Tk Sl SH SE S S o}
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The Conmand Nunber value of 9 indicates that this is a Stop-N
Sessions command. The Control -Cient MJUST conpose this comuand, and
the Server MJST interpret this comuand, according to the field
descri ptions bel ow

The Nunber of Sessions field indicates the count of sessions to which
this Stop-N Sessions command applies. The SIDis as defined in
Section 3.5 of OMM [ RFC4656] (and TWAMP), and the val ue MJUST be one
or greater. The nunber of SID fields that foll ow MIST be equal to
the value in the Nunber of Sessions field.

The nmessage is termnated with a single block HVAC, as illustrated
above.

The Server MUST respond with one or nore Stop-N Ack nmessages (which
SHOULD be sent as quickly as possible). Stop-N Ack nessages SHALL
have the format defined in the next session.

3.5. Stop-N-Ack Command with Individual Session Control

In response to the Stop-N Sessions commrand (for one or nore specific
sessions referenced by their SIDs), the Server MJST reply with one or
nmore Stop-N-Ack commands with Accept fields corresponding to one or
more of the SIDs. This allows for the possibility that a Server
cannot i medi ately stop one or nore of the sessions referenced in a
particul ar Stop-N Sessions command, but can stop one or nore of the
sessi ons.
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The format for the Stop-N Ack command is as follows:

0 1 2 3
01234567890123456789012345678901
i I S S i S i S S S i SuE N DR SRy 1

10 | Accept | vBZ |
i i I T i i S e e ks e
MBZ (8 octets) |

|

+-

B T S i T s i i e e SEI S

| Nunber of Sessions |

i i T S e S i SHE N DR Sy

| First SID (16 octets) |

i I e S S e I S it N DR DR Y =
remaining SIDs (16 octets each) .

B i T i S e T i S S S T i s s S ey o}

|

+-

I I
| HVAC (16 octets)

I

I

+-

I
I
I
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR
The Command Nunber value of 10 indicates that this is a Stop-N Ack
message. The Server MJST conpose this conmand, and the Control -

Client MUST interpret this command, according to the field
descriptions bel ow.

The Accept Field values are defined in Section 3.3 of OMM
[ RFC4656] .

The Nunber of Sessions field indicates the count of sessions that
this Stop-N Ack command applies to, and MJST be one or greater. The
nunber of SID fields that foll ow MUST be equal to the value in the
Nunmber of Sessions field.

Al SID fields are constructed as defined in the |ast paragraph of
Section 3.5 of OMMP [ RFC4656] (and referenced in TWAMP). Note that
the SID is assigned by the Server during the session request
exchange.

The nessage is termnated with a single block HVAC, as illustrated
above.
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Note that the SIDs for all Sessions with the same ' Accept’ code can
be acknow edged using the sane Stop-N Ack message.

3.6. SERWWAI T Tineout Qperation

Section 3.1 of [RFC5357] describes the operation of the optiona
SERWAIT timer. In nornmal TWAMP operation, the Server suspends
monitoring the SERWAIT timer while test sessions are in progress.
VWhen the Individual Session Control feature is utilized, this
suspension is extended to cover the time when ANY test session is in
pr ogr ess.

Thus, the Server SHALL suspend nonitoring control connection activity
after receiving any Start-N- Sessions command, and after receiving a
St op- N- Sessi ons comrand for all corresponding SIDs (and no test
sessions are in progress), OR when REFWAIT expires on ALL test
sessions initiated by a TWAMP-Control connection, then the SERVWAIT
moni toring SHALL resunme (as though a Stop-N Sessions command had been
received). An inplenentation that supports the SERVMI T ti neout
option SHOULD al so i nplenent the REFWAIT tineout option.

The di agram below illustrates the operation of timers SERWAI T and
REFWAI T.

SERWAI T REFWAI T SERWAI T
T ok St S S S R e o T

(no sessions
in progress)
R o I NI B R R
S| D="1"

I
SI D="2"

S
SI D="3"

SS>S>>555>> TR SSS>SS5SSSS555>555> Time >>555>>5555>>5>5>> Tinme >>>>>
3.7. Additional Considerations

The val ue of the Modes field sent by the Server (in the Server

Greeting nessage) is the bit-wise OR of the node values that it is

willing to support during this session.

Wth the publication of this feature, bit positions 0 through 4 of

the 32-bit Mddes field are used. A Control-Cient MAY ignore bit
positions greater than 2 in the Mdes field, or it MAY support
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OPTI ONAL features that are communicated in bit positions 3 and
hi gher. (The unassigned bits are available for future protoco
ext ensi ons.)

O her ways in which TWAMP ext ends OMMP are described in [ RFC5357].
4. TWAMP Test with Individual Session Contro

The TWAMP test protocol is simlar to the OMM [ RFC4656] test
protocol with the exception that the Session-Reflector transmts test
packets to the Session-Sender in response to each test packet it
receives. TWAMP [ RFC5357] defines two different test packet fornats,
one for packets transmitted by the Session-Sender and one for packets
transmitted by the Session-Reflector. As with the OMMP- Test
protocol, there are three security nodes: unauthenti cated,

aut henti cated, and encrypted. The unauthenticated node has one test
packet format, while the authenticated and encrypted nodes use

anot her (common) format.

4.1. Sender Behavi or

The individual session control feature requires that the sender MJST
manage test sessions according to their SID. Oherw se, the sender
behavior is as described in Section 4.1 of [RFC5357].

4. 2. Ref | ect or Behavi or

The TWAMP Refl ector follows the procedures and guidelines in Section
4.2 of [RFC5357], with the followi ng additional functions required by
this feature:

0 The Session-Reflector MJUST nanage all test sessions accepted
according to their SID

o Upon receipt of a TWAMP-Control Stop-N Sessions command
referencing a specific session/SID, the Session-Reflector MJST
i gnore TWAMP- Test packets (in the same session/SID) that arrive at
the current time plus the Timeout (in the Request-TW Session
command and assum ng subsequent acknow edgenent). The Sessi on-
Ref |l ector MUST NOT generate a test packet to the Sessi on-Sender
for packets that are ignored. (Note: The Request-TW Sessi on
command i ncl udes sender address + port and receiver address +
port, and this is usually sufficient to distinguish sessions.)

o If the REFWAIT timer is inplenented, it SHOULD be enforced when
any test session is in progress (started and not stopped).
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5

6

6

Security Considerations

The security considerations that apply to any active neasurenent of
live networks are relevant here as well. See the security
considerations in [ RFC4656] and [ RFC5357].

| ANA Consi der ati ons

As a result of this docunent, |ANA has assigned one node bit
position/value for a node in the | ANA registry for the TWAMP Mbdes
field, and this nmenmo describes the behavi or when the new node is
used. This field is a recogni zed extensi on nmechani smfor TWAMP

As a result of this docunent, |ANA has assigned four conmmand nunbers
in the "TWAMP- Control Command Nunbers" registry, and this menmo

descri bes the use of the new commands. The conmand nunber field is a
recogni zed extensi on nmechani smfor TWAMP

1. Registry Specification

| ANA has created a "TWAMP- Mbdes" registry (as requested in

[ RFC5618]). TWAMP-Modes are specified in TWAMP Server Greeting
messages and Set - Up- Response nessages, as described in Section 3.1 of
[ RFC5357], consistent with Section 3.1 of [ RFC4656], and extended by
this meno. Mddes are indicated by setting bits in the 32-bit Mdes
field that correspond to values in the "TWAMP- Mbdes" registry. For
the "TWAMP- Mbdes" registry, we expect that new features will be
assigned increasing registry values that correspond to single bit
positions, unless there is a good reason to do otherw se (nore
conmpl ex encoding than single bit positions nmay be used in the future
to access the 2732 val ue space).

| ANA has al so created the "TWAMP- Control Command Nunbers" registry.
TWAMP- Cont rol comuands are specified by the first octet in TWAMP-
Control nessages as specified in Section 3.5 of [RFC5357], and
augnented by this meno. This registry may contain 256 possible

val ues.

2. Registry Managenent

Because t he "TWAMP- Control Conmand Nunbers" registry can contain only
256 val ues and " TWAMP- Mbdes" are based on only 32 bit positions with
a maxi mum of 2732 val ues, and because TWAMP is an | ETF protocol,
these registries must be updated only by "I ETF Consensus" as
specified in [ RFC5226] (an RFC that docunents registry use and is
approved by the ESG. Managenent of these registries is described
in Section 8.2 of [RFC5357] and [ RFC5618].
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The values 7, 8, 9, and 10 have been assigned in the "TWAMP-Contro

Command Nunber s"

Regi stry.

The val ue 16 corresponding to the next

available bit position (4) (as described in Sections 3.1 and 3.7) has
been assigned in the "TWAMP- Mbdes" registry.

3.

One experinenta

Experi ment al

Nurber s

Conmand Nunbers" registry.

No additiona

experi nment al

registry

4.

TWAMP- Cont r o

Val ue

OO WNEFO

Regi stry Contents

Descri ption
Reserved

For bi dden

Start- Sessions

St op- Sessi ons
Reserved
Request - TW Sessi on
Experi ment ati on

Conmand Nunbers Registry

Semantics Definition

val ue has been assigned in the "TWAMP- Contro

val ues are assigned in the TWAMP- Modes

Start- N Sessi ons
Start-N Ack
St op- N- Sessi ons
St op- N- Ack

TWAMP- Mbdes Regi stry

Val ue

A~ NEFRO

Description

Reser ved

Unaut henti cat ed

Aut hent i cat ed
Encrypt ed

Unaut h. TEST protocol,
Encrypt ed CONTRCOL

I ndi vi dual Sessi on
Contr ol

RFC 4656, Section 3.
RFC 4656, Section 3.
RFC 5357, Section 3.
RFC 5357, Section 8.
RFC 5938, Section 3
RFC 5938, Section 3
RFC 5938, Section 3
RFC 5938, Section 3

Ref er ence/ Expl anati on

RFC 4656, Section 3.1
RFC 4656, Section 3.1
RFC 4656, Section 3.1
RFC 5618, Section 3.1
RFC 5938, Section 3.

bit position 4
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