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Abst ract

This meno descri bes an Extensi bl e Authentication Protocol (EAP)

met hod, EAP-pwd, which uses a shared password for authentication

The password rmay be a | owentropy one and may be drawn from sone set
of possible passwords, like a dictionary, which is available to an
attacker. The underlying key exchange is resistant to active attack,
passi ve attack, and dictionary attack

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5931
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1. Introduction
1.1. Background

The predonmi nant access nethod for the Internet today is that of a
human usi ng a usernanme and password to authenticate to a conputer
enforcing access control. Proof of know edge of the password

aut henti cates the human and conputer.

Typically these passwords are not stored on a user’s conputer for
security reasons and nust be entered each tinme the hunman desires
network access. Therefore, the passwords nmust be ones that can be
repeatedly entered by a human with a | ow probability of error. They

will likely not possess high-entropy, and it nay be assuned that an
adversary with access to a dictionary will have the ability to guess
a user’'s password. It is therefore desirable to have a robust

aut hentication nmethod that is secure even when used with a weak
password in the presence of a strong adversary.

EAP-pwd is an EAP nethod that addresses the probl em of password-based
aut henti cated key exchange -- using a possibly weak password for

aut hentication to derive an authenticated and cryptographically
strong shared secret. This problemwas first described by Bellovin
and Merritt in [BWB2] and [BMB3]. There have been a nunber of
subsequent suggestions ([JAB96], [LUC97], [BMPOO], and others) for
passwor d- based aut henti cated key exchanges.

1.2. Keyword Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.3. Requirenents

Any protocol that clainms to solve the probl em of password-

aut henti cated key exchange nust be resistant to active, passive, and
dictionary attack and have the quality of forward secrecy. These
characteristics are discussed further in the follow ng sections.

1.3.1. Resistance to Passive Attack

A passive, or benign, attacker is one that nerely rel ays nmessages
back and forth between the peer and server, faithfully, and w thout
nmodi fication. The contents of the nmessages are available for

i nspection, but that is all. To achieve resistance to passive
attack, such an attacker nust not be able to obtain any infornation
about the password or anything about the resulting shared secret from
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wat chi ng repeated runs of the protocol. Even if a passive attacker
is able to learn the password, she will not be able to determ ne any
i nformati on about the resulting secret shared by the peer and server

1.3.2. Resistance to Active Attack

An active attacker is able to nodify, add, delete, and replay
messages sent between protocol participants. For this protocol to be
resistant to active attack, the attacker nust not be able to obtain
any infornmation about the password or the shared secret by using any
of its capabilities. In addition, the attacker nust not be able to
fool a protocol participant into thinking that the protocol conpleted
successful ly.

It is always possible for an active attacker to deny delivery of a
message critical in conpleting the exchange. This is no different
than dropping all nessages and is not an attack agai nst the protocol
1.3.3. Resistance to Dictionary Attack
For this protocol to be resistant to dictionary attack, any advantage
an adversary can gain nust be directly related to the nunber of
i nteracti ons she nakes with an honest protocol participant and not
through conmputation. The adversary will not be able to obtain any
i nformati on about the password except whether a single guess froma
single protocol run is correct or incorrect.
1.3.4. Forward Secrecy

Conprom se of the password nmust not provide any information about the
secrets generated by earlier runs of the protocol

2. Specification of EAP-pwd
2.1. Notation
The following notation is used in this meno:

peer-1D
The peer’s identity, the peer NAl [RFC4282].

server-1D
A string that identifies the server to the peer

password
The password shared between the peer and server
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y = H(x)
The binary string x is given to a function H, which produces a
fixed-1ength output vy.

al| b
The concatenation of string a with string b.

[a] b
A string consisting of the single bit "a" repeated "b" tines.

x nmod y
The renmai nder of division of x by y. The result will be between
0 and vy.

g*"x nmod p
The nultiplication of the value "g" with itself "x" times, nodulo
the value "p".

inv(Q

The inverse of an elenent, Q froma finite field.

I en(x)
The length in bits of the string x.

chop(x, )
The reduction of string x, being at least y bits in length, toy

bits.

PRF( X, Y)
A pseudo-random function that takes a key, x, and variable-1ength
data, y, and produces a fixed-length output that cannot be
di stinguished (with a significant advantage) froma random
sour ce.

LSB( x)
Returns the least-significant bit of the bitstring "x"

Ci phersuite
An encoding of a group to use with EAP-pwd, the definition of
function H and a PRF, in that order

MK

The Master Key is generated by EAP-pwd. This is a high-entropy
secret whose | ength depends on the random function used.
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VBK
The Master Session Key exported by EAP-pwd. This is a high-
entropy secret 512 bits in | ength.

EMSK
The Extended Master Session Key exported by EAP-pwd. This is a
hi gh-entropy secret 512 bits in |ength.

2.2. Discrete Logarithm Cryptography

This protocol uses discrete |ogarithmcryptography to achi eve

aut henti cation and key agreenment (see [SP800-56A]). Each party to
the exchange derives epheneral keys with respect to a particul ar set
of domain paraneters (referred to here as a "group”). A group can be
based on Finite Field Cryptography (FFC) or Elliptic Curve

Crypt ography (ECC).

2.2.1. Finite Field Cryptography
Domai n parameters for the FFC groups used by EAP-pwd incl ude:

o Awprinme, p, determning a prine field G-(p), the integers nodul o
p. The FFC group will be a subgroup of GF(p)*, the nultiplicative
group of non-zero elenents in G-(p). The group operation for FFC
groups is multiplication nodulo p

0 An elenent, G in GF(p)* which serves as a generator for the FFC
group. G is chosen such that its nmultiplicative order is a
sufficiently large prine divisor of ((p-1)/2).

o Aprime, r, whichis the nultiplicative order of G and thus also
the size of the cryptographic subgroup of G-(p)* that is generated
by G

An integer scalar, x, acts on an FFC group elenent, Y, via
exponentiation modulo p -- YAx nod p.

The inverse function for an FFC group is defined such that the
product of an elenent and its inverse nodul o the group prinme equals
one (1). In other words,

(g * inv(g)) nod p =1

EAP- pwd uses an | ANA registry for the definition of groups. Sone FFC
groups in this registry are based on safe prines and the order is not
included in the domain paraneters. 1In this case only, the order, r,
MUST be conputed as the prine mnus one divided by two -- (p-1)/2.

If the definition of the group includes an order in its domain
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parameters, that value MJUST be used in this exchange when an order is
called for. |If an FFC group definition does not have an order inits
domai n paraneters and it is not based on a safe prinme, it MJST NOT be
used w th EAP-pwd.

2.2.2. Elliptic Curve Cryptography
Domai n parameters for the ECC groups used by EAP-pwd incl ude:

o Awprinme, p, determning a prine field G(p). The cryptographic
group will be a subgroup of the full elliptic curve group that
consists of points on an elliptic curve -- elenents from GF(p)
that satisfy the curve's equation -- together with the "point at
infinity" that serves as the identity elenent. The group
operation for ECC groups is addition of points on the elliptic
curve.

0o Elenents a and b from G-(p) that define the curve's equation. The
point (x, y) in Ge(p) x Ge(p) is on the elliptic curve if and only
if (y*"2 - x*3 - a*x - b) nod p equals zero (0).

0 Apoint, G on the elliptic curve, which serves as a generator for
the ECC group. G is chosen such that its order, with respect to
elliptic curve addition, is a sufficiently large prine.

o Awprime, r, which is the order of G and thus is also the size of
the cryptographic subgroup that is generated by G

o A co-factor, f, defined by the requirenment that the size of the
full elliptic curve group (including the "point at infinity") is
the product of f and r

An integer scalar, x, acts on an ECC group element, Y, via repetitive
addition (Y is added to itself x tines), also called point
multiplication -- x * Y.

The inverse function for an ECC group is defined such that the sum of
an elenent and its inverse is the "point at infinity" (the identity
for elliptic curve point addition). In other words,

Q+inv(Q ="0O

Only ECC groups over GF(p) can be used by EAP-pwd. ECC groups over
GF(2"m SHALL NOT be used by EAP-pwd. While such groups exist in the
| ANA registry used by EAP-pwd, their use in EAP-pwd is not defined.
In addition, ECC groups with a co-factor greater than one (1) SHALL
NOT be used by EAP-pwd. At the tine of publication, no such groups
existed in the 1 ANA registry used by EAP-pwd.
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2.3. Assunptions

In order to see how the protocol addresses the requirenents above
(see Section 1.3), it is necessary to state sone assunptions under
whi ch the protocol can be evaluated. They are:

1. Function H maps a binary string of indeternminate |length onto a
fixed binary string that is x bits in |ength.

H {0, 1}~* --> {0, 1}"x

2. Function His a "random oracle" (see [RANDOR]). G ven know edge
of the input to H an adversary is unable to distinguish the
output of H froma random data source

3. Function His a one-way function. Gven the output of H it is
conputationally infeasible for an adversary to deternine the
i nput .

4. For any given input to function H, each of the 2x possible
outputs are equal ly probable.

5. The discrete logarithm problemfor the chosen group is hard.
That is, given g, p, andy = g"x nod p, it is conputationally
infeasible to determine x. Simlarly, for an ECC group given the
curve definition, a generator G and Y =x * G it is
computationally infeasible to determ ne x.

6. There exists a pool of passwords from which the password shared
by the peer and server is drawmn. This pool can consist of words
froma dictionary, for exanple. Each password in this pool has
an equal probability of being the shared password. All potentia
attackers have access to this pool of passwords.

2.4. Instantiating the Random Functi on

The protocol described in this menmo uses a random function, H As
noted in Section 2.3, this is a "randomoracle" as defined in
[RANDOR]. At first glance, one may view this as a hash function. As
noted in [ RANDOR], though, hash functions are too structured to be
used directly as a randomoracle. But they can be used to
instantiate the random oracl e.

The random function, H, in this nmeno is instantiated by HVAC SHA256
(see [RFC4634]) with a key whose length is 32 octets and whose val ue
is zero. |In other words,

H(x) = HVAC- SHA-256([0] 32, x)
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Key Derivation Function

The keys output by this protocol, MK and EMSK, are each 512 bits in
|l ength. The shared secret that results fromthe successfu

term nation of this protocol is only 256 bits. Therefore, it is
necessary to stretch the shared secret using a key derivation
function (KDF).

The KDF used in this protocol has a counter-node wth feedback
construction using a generic pseudo-random function (PRF), according
to [ SP800-108]. The specific value of the PRF is specified al ong
with the random function and group when the server sends the first
EAP- pwd packet to the peer

The KDF takes a key to stretch, a label to bind into the key, and an
indication of the desired length of the output in bits. It uses two
internal variables, i and L, each of which is 16 bits in I ength and

is represented in network order. Algorithmcally, it is:

KDF(key, | abel , length) {

=1
L = length
K(1) = PRF(key, i | label | L)
res = K(1)
while (len(res) < length)
do
=i +1
K(i) = PRF(key, K(i-1) | i | label | L)
res =res | K(i)
done
return chop(res, |ength)

Figure 1: Key Derivation Function
Random Nunber s

The security of EAP-pwd relies upon each side, the peer and server,
produci ng quality secret random nunbers. A poor random nunber chosen
by either side in a single exchange can conprom se the shared secret
fromthat exchange and open up the possibility of dictionary attack

Produci ng quality random nunbers without specialized hardware entails
using a cryptographic mxing function (like a strong hash function)
to distill entropy fromnultiple, uncorrel ated sources of information
and events. A very good discussion of this can be found in

[ RFC4086] .
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2.7. Representation and Processing of Input Strings
2.7.1. ldentity Strings

The strings representing the server identity and peer identity MJST
follow the requirements of [RFC4282] for Network Access ldentifiers.
Thi s ensures a canoni cal representation of identities by both ends of
the conversation prior to their use in EAP-pwd.

2.7.2. Passwords

EAP- pwd requires passwords be input as binary strings. For the
protocol to successfully term nate, each side nust produce identica
bi nary strings fromthe password. This inposes processing
requirenents on a password prior to its use

Three techni ques for password pre-processing exist for EAP-pwd:

0 None: The input password string SHALL be treated as an ASC |
string or a hexadecimal string with no treatment or normalization
performed. The output SHALL be the binary representation of the
i nput string.

0 RFC 2759: The i nput password string SHALL be processed to produce
t he out put Passwor dHashHash, as defined in [ RFC2759], including
any approved errata to [RFC2759]. This technique is useful when
the server does not have access to the plaintext password.

0 SASLprep: The input password string is processed according to the
rules of the [RFC4013] profile of [RFC3454]. A password SHALL be
considered a "stored string" per [RFC3454], and unassi gned code
points are therefore prohibited. The output SHALL be the binary
representation of the processed UTF-8 character string.

Pr ohi bi t ed out put and unassi gned codepoi nts encountered in
SASLprep pre-processing SHALL cause a failure of pre-processing,
and the output SHALL NOT be used with EAP-pwd.

Changi ng a password is out of scope of EAP-pwd, but due to the
anbiguities in the way internationalized character strings are

handl ed, 1) it SHOULD be done using SASLprep to ensure a canonica
representation of the new password is stored on the server, and 2)
subsequent invocations of EAP-pwd SHOULD use SASLprep to ensure that
the client generates an identical binary string fromthe input
password
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2.8. Protocol
2.8.1. Overview

EAP is a two-party protocol spoken between an EAP peer and an

aut henticator. For scaling purposes, the functionality of the

aut henticator that speaks EAP is frequently broken out into a stand-
al one EAP server. In this case, the EAP peer conmunicates with an
EAP server through the authenticator, with the authenticator mnerely
bei ng a passt hrough

An EAP net hod defines the specific authentication protocol being used
by EAP. This nmeno defines a particular method and therefore defines
the messages sent between the EAP server (or the "EAP server”
functionality in an authenticator if it is not broken out) and the
EAP peer for the purposes of authentication and key derivation

2.8.2. Message Fl ows

EAP- pwd defines three nmessage exchanges: an ldentity exchange, a
Conmit exchange, and a Confirm exchange. A successful authentication
is shown in Figure 2.

The peer and server use the ldentity exchange to di scover each
other’s identities and to agree upon a Ci phersuite to use in the
subsequent exchanges; in addition, the EAP Server uses the EAP-pwd-
I Y Request message to informthe client of any password pre-

processing that may be required. |In the Commt exchange, the peer
and server exchange infornmation to generate a shared key and also to
bi nd each other to a particular guess of the password. In the

Confirm exchange, the peer and server prove |liveness and know edge of
the password by generating and verifying verification data.
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The conponents of

EAP Passwor d

| EAP- pwd- | ¥ Request |

gure 2: A Successful EAP-pwd Exchange

t he EAP-pwd-* nessages are as foll ows:

EAP- pwd- | DJ Request
Token, Password Processing Method, Server |ID

Ci phersui te,

EAP- pwd- | DY Response
Token, Password Processing Met hod, Peer_ID

Ci phersui te,

EAP- pwd- Conmi t / Request
Scal ar_S, Elenment_S

EAP- pwd- Conmi t / Response
Scal ar P, Elenent P

EAP- pwd- Confi r m Request

ConfirmsS

EAP- pwd- Conf i r nf Response

ConfirmP
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2.8.3. Fixing the Password El enent

Once the EAP-pwd-1D exchange is compl eted, the peer and server use
each other’s identities and the agreed upon ciphersuite to fix an

el ement in the negotiated group called the Password El enrent (PVE or
pwe, for an elenent in an ECC group or an FFC group, respectively).
The resulting el enent nust be selected in a determnistic fashion
usi ng the password but nust result in selection of an el enment that
will not |eak any information about the password to an attacker.
From the point of view of an attacker who does not know the password,
the Password Elenent will be a random el enent in the negotiated

group.

To properly fix the Password El enent, both parties nust have a comon
view of the string "password”. Therefore, if a password pre-
processing al gorithmwas negoti ated during the EAP-pwd-|D exchange,
the client MJUST performthe specified password pre-processing prior
to fixing the Password El enent.

Fi xi ng the Password El enent involves an iterative hunting-and-pecking
techni que using the prime fromthe negotiated group’s domain
paraneter set and an ECC- or FFC-specific operation depending on the
negoti ated group

First, an 8-bit counter is set to the value one (1). Then, the

agr eed-upon random function is used to generate a password seed from
the identities and the anti-clogging token fromthe EAP-pwd-ID
exchange (see Section 2.8.5.1):

pwd- seed = H(token | peer-1D | server-ID | password | counter)

Then, the pwd-seed is expanded using the KDF fromthe agreed-upon
Ci phersuite out to the length of the prine:

pwd- val ue = KDF(pwd- seed, "EAP-pwd Hunting And Pecki ng", |en(p))

If the pwd-value is greater than or equal to the prine, p, the
counter is incremented, and a new pwd-seed is generated and the

hunt i ng- and- pecki ng continues. |If pwd-value is |less than the prine,
p, it is passed to the group-specific operation which either returns
the selected Password Elenent or fails. |f the group-specific
operation fails, the counter is incremented, a new pwd-seed is
generated, and the hunting-and-pecking continues. This process
continues until the group-specific operation returns the Password

El enent .

Harkins & Zorn I nf or mat i onal [ Page 14]



RFC 5931 EAP Password August 2010

2.8.3.1. ECC QOperation for PVE

The group-specific operation for ECC groups uses pwd-val ue, pwd-seed,
and the equation for the curve to produce the Password El enent.
First, pwd-value is used directly as the x-coordinate, x, with the
equation for the elliptic curve, with paraneters a and b fromthe
domai n paraneter set of the curve, to solve for a y-coordinate, vy.

If there is no solution to the quadratic equation, this operation
fails and the hunting-and-pecking process continues. |f a solution
is found, then an anbiguity exists as there are technically two
solutions to the equation and pwd-seed is used to unanbi guously
select one of them |If the loworder bit of pwd-seed is equal to the
| ow-order bit of y, then a candidate PWE is defined as the point

(x, y); if the loworder bit of pwd-seed differs fromthe | ow order
bit of y, then a candidate PVWE is defined as the point (x, p - V),
where p is the prinme over which the curve is defined. The candidate
PWE becones PWE, and the hunting and pecking term nates successfully.

Algorithmcally, the process |ooks like this:

found = 0
counter =1
do {
pwd- seed = H(token | peer-1D | server-ID | password | counter)
pwd- val ue = KDF(pwd- seed, "EAP-pwd Hunting And Pecki ng", len(p))
if (pwd-value < p)
t hen
x = pwd-val ue
if ((y =sqrt(x*"3 + ax + b)) !'= FAIL)

t hen
if (LSB(y) == LSB(pwd-seed))
t hen
PVE = (X, Y)
el se
f_PV\E = (X, p-y)
i
found = 1

fi
fi
counter = counter + 1
} while (found == 0)

Fi gure 3: Fixing PWE for ECC G oups
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2.8.3.2. FFC Operation for pwe

The group-specific operation for FFC groups takes pwd-val ue, and the
prinme, p, and order, r, fromthe group’s domai n paraneter set (see
Section 2.2.1 when the order is not part of the defined donain
paraneter set) to directly produce a candi date Password El enent, pwe,
by exponentiating the pwd-value to the value ((p-1)/r) nodul o the
prime. |If the result is greater than one (1), the candi date pwe
becones pwe, and the hunting and pecking term nates successfully.

Algorithmcally, the process |ooks |like this:

found = 0
counter =1
do {
pwd-seed = H(token | peer-ID | server-ID | password | counter)
pwd- val ue = KDF( pwd- seed, "EAP-pwd Hunting And Pecki ng", |en(p))
if (pwd-val ue < p)
t hen
pwe = pwd-value ™ ((p-1)/r) nod p
if (pwe > 1)
t hen
found = 1
fi
fi
counter = counter + 1
} while (found == 0)

Figure 4: Fixing PW for FFC G oups
2.8.4. Message Construction

After the EAP-pwd Identity exchange, the construction of the
conmponents of subsequent nessages depends on the type of group from
the ciphersuite (ECC or FFC). This section provides an overview of
the aut henticated key exchange. For a conplete description of
message generation and processing, see Sections 2.8.5.2 and 2.8.5. 3.

2.8.4.1. ECC G oups

Usi ng the mapping function F() defined in Section 2.2.2 and the group
order r:

Server: EAP- pwd- Conmi t/ Request
- choose two random nunbers, 1 < s rand, s _nmask < r
- conpute Scalar_S = (s_rand + s_mask) nod r
- conpute Elenent S = inv(s_nmask * PVE)
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El ement _S and Scal ar_S are used to construct EAP-pwd- Conmit/ Request

Peer: EAP- pwd- Conmi t/ Response
- choose two random nunbers, 1 < p rand, p_nask <r
- conpute Scalar_P = (p_rand + p_mask) nod r
- conpute Element_P = inv(p_nmask * PWE)

El ement P and Scal ar_P are used to construct EAP-pwd-Conmit/Response

Server: EAP-pwd- Confirm Request
- conpute KS = (s_rand * (Scalar_P * PWE + Elenment_P))
- conpute ks = F(KS)
- conpute Confirm$S = H ks | Elenent _S | Scalar_S |
Element _P | Scalar_P | G phersuite)

ConfirmS is used to construct EAP-pwd- Confirm Request
Peer: EAP-pwd- Confirm Response
- conpute KP = (p_rand * (Scalar_S * PVWE + Elenment_S)),
- conpute kp = F(KP)
- conpute ConfirmP = Hkp | Elenent _P | Scalar_P |
El ement _S | Scalar_S | G phersuite)
ConfirmP is used to construct EAP-pwd-Confirm Response

The EAP Server conputes the shared secret as:
MK = Hks | ConfirmP | Confirm.JS)

The EAP Peer conputes the shared secret as:
MK = Hkp | ConfirmP | Confirm.yS)
The MK and EMSK are derived from MK per Section 2.9.
2.8.4.2. FFC G oups
There is no mapping function, F(), required for an FFC group. Using
the order, r, for the group (see Section 2.2.1 when the order is not
part of the defined domain parameters):
Server: EAP-pwd- Conmi t/ Request
- choose two random nunbers, 1 < s_rand, s_mask < r
- conpute Scalar_S = (s_rand + s_mask) nod r

- conpute Elenment _S = inv(pwe”s_nmask nmod p)

El ement _S and Scal ar_S are used to construct EAP-pwd- Conmit/ Request
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Peer: EAP- pwd- Conmi t/ Response
- choose randomtwo nunbers, 1 < p_rand, p_mask < r
- conpute Scalar_P = (p_rand + p_mask) nod r
- conpute Elenent P = inv(pwep_nmask nod p)

El ement P and Scal ar_P are used to construct EAP-pwd- Conmit/ Response
Server: EAP- pwd- Confirm Request
- conpute ks = ((pwe”~Scalar_P nod p) * Elenent_P)~s_rand nod p
- conpute Confirm$S = H ks | Element_S | Scalar_S |
Element P | Scalar_P | G phersuite)
Confirm$S is used to construct EAP-pwd- Confirm Request
Peer: EAP- pwd- Confirm Response
- conpute kp = ((pwe”~Scalar_S nod p) * Elenent_S)~p_rand nod p
- conpute ConfirmP = Hkp | Elenent P | Scalar P |
Element S| Scalar_S | G phersuite)
ConfirmP is used to construct EAP-pwd-Confirm Request

The EAP Server conputes the shared secret as:
MK = Hks | ConfirmP | Confirm.JS)

The EAP Peer computes the shared secret as:
MK = Hkp | ConfirmP | Confirm.S)

The MSK and EMSK are derived from MK per Section 2.9.

2.8.5. Message Processing

2.8.5.1. EAP-pwd-1D Exchange
Al t hough EAP provides an ldentity nethod to determine the identity of
the peer, the value in the Identity Response nay have been truncated
or obfuscated to provide privacy or decorated for routing purposes
[ RFC3748], making it inappropriate for usage by the EAP-pwd nethod.
Therefore, the EAP-pwd-1D exchange is defined for the purpose of
exchanging identities between the peer and server.
The EAP- pwd- | D/ Request contains the followi ng quantities:

0 a ciphersuite

0 a representation of the server’'s identity per Section 2.7.1
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0 an anti-clogging token
0 a password pre-processing nethod

The ciphersuite specifies the finite cyclic group, random function,
and PRF sel ected by the server for use in the subsequent
aut henti cati on exchange.

The val ue of the anti-clogging token MJST be unpredictable and SHOULD
NOT be from a source of random entropy. The purpose of the anti-
clogging token is to provide the server an assurance that the peer
constructing the EAP-pwd-1 D/ Response is genuine and not part of a

fl oodi ng attack.

A password pre-processing nethod is communicated to ensure
interoperability by producing a canonical representation of the
password string between the peer and server (see Section 2.7.2).

The EAP-pwd- 1 D/ Request is constructed according to Section 3.2.1 and
is transmitted to the peer.

Upon recei pt of an EAP-pwd-1 D/ Request, the peer determ nes whet her
the ci phersuite and pre-processing nethod are acceptable. |f not,
the peer MJST respond with an EAP-NAK. |f acceptable, the peer
responds to the EAP-pwd-| D/ Request with an EAP-pwd- | D Response,
constructed according to Section 3.2.1, that acknow edges the

G phersuite, token, and pre-processing nethod and then adds its
identity. After sending the EAP-pwd-| D/ Response, the peer has the
identity of the server (fromthe Request), its own identity (it
encoded in the Response), a password pre-processing algorithm and it
can conpute the Password El enment as specified in Section 2.8.3. The
Password Element is stored in state allocated for this exchange.

The EAP-pwd- | D Response acknow edges the Ciphersuite fromthe
Request, acknow edges the anti-cl oggi ng token fromthe Request

provi ding a denonstration of "liveness" on the part of the peer, and
contains the identity of the peer. Upon receipt of the Response, the
server verifies that the C phersuite acknow edged by the peer is the
same as that sent in the Request and that the anti-clogging token
added by the peer in the Response is the sane as that sent in the
Request. |If Ciphersuites or anti-clogging tokens differ, the server
MUST respond with an EAP-Failure nessage. |f the anti-cl ogging
tokens are the sane, the server knows the peer is an active
participant in the exchange. |If the C phersuites are the sanme, the
server now knows its own identity (it encoded in the Request) and the
peer’'s identity (fromthe Response) and can conpute the Password
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El ement according to Section 2.8.3. The server stores the Password
Element in state it has allocated for this exchange. The server then
initiates an EAP-pwd-Conmit exchange.

2.8.5.2. EAP-pwd- Conmt Exchange

The server begins the EAP-pwd- Confirm exchange by choosi ng two random
nunbers, s_rand and s_mask, between 1 and r (where r is described in
Section 2.1 according to the group established in Section 2.8.5.1)
such that their sumnodulo r is greater than one (1). It then
conputes Elenment S and Scalar_S as defined in Section 2.8.4 and
constructs an EAP-pwd- Commi t/ Request according to Section 3.2.2.

El ement _S and Scal ar_S are added to the state allocated for this
exchange, and the EAP-pwd-Commit/ Request is transmitted to the peer.

Upon recei pt of the EAP-pwd- Comm t/ Request, the peer validates the

I ength of the entire payl oad based upon the expected | engths of

El ement S and Scalar_S (which are fixed according to the |ength of
the agreed-upon group). |If the length is incorrect, the peer MJST
term nate the exchange. |If the length is correct, Elenent_S and
Scalar_S are extracted fromthe EAP-pwd-Commit/ Request. Scalar_Sis
then checked to ensure it is between 1 and r, exclusive. If it is
not, the peer MJST termi nate the exchange. If it is, Elenment_ S MJST
be val i dat ed depending on the type of group -- Elenent validation for
FFC groups is described in Section 2.8.5.2.1, and El enment validation
for ECC groups is described in Section 2.8.5.2.2. |If validation is
successful, the peer chooses two random nunbers, p_rand and p_mask,
between 1 and r (where r is described in Section 2.1 according to the
group established in Section 2.8.5.1) such that their sumnodulo r is
greater than one (1), and conputes Elenment P and Scalar_P. Next, the
peer conputes kp fromp_rand, El enent_S, Scalar_S, and the Password
El ement according to Section 2.8.4. If kpis the "identity element”
-- the point at infinity for an ECC group or the value one (1) for an
FFC group -- the peer MJUST term nate the exchange. |If not, the peer
uses Elenent P and Scalar_ P to construct an EAP-pwd- Conmit/ Response
according to Section 3.2.2 and transnits the EAP-pwd- Conmit/ Response
to the server.

Upon recei pt of the EAP-pwd- Comm t/ Response, the server validates the
| ength of the entire payl oad based upon the expected | engths of

El ement P and Scal ar_P (which are fixed according to the agreed-upon
group). If the length is incorrect, the server MIST respond with an
EAP- Fai l ure nmessage, and it MJUST term nate the exchange and free up
any state allocated. |If the length is correct, Scal ar_P and

El ement P are extracted fromthe EAP-pwd-Comm t/ Response and conpar ed
to Scalar_S and Elenent _S. |If Scalar_P equals Scalar_S and El enent P
equals Elenent S, it indicates a reflection attack and the server
MUST respond with an EAP-failure and term nate the exchange. |f they
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differ, Scalar_P is checked to ensure it is between 1 and r,

exclusive. |If not the server MJST respond with an EAP-failure and
term nate the exchange. |If it is, Element_P is verified depending on
the type of group -- Elenent validation for FFC groups is described
in Section 2.8.5.2.1, and Elenent validation for ECC groups is
described in Section 2.8.5.2.2. If validation is successful, the
server conputes ks froms_rand, El enent_ P, Scalar_P, and the Password
El ement according to Section 2.8.4. If ks is the "identity element”

-- the point at infinity for an ECC group or the value one (1) for an
FFC group -- the server MJST respond with an EAP-failure and

term nate the exchange. Qherw se, the server initiates an EAP-pwd-
Confi rm exchange.

2.8.5.2.1. FE enent Validation for FFC G oups

A received FFC Elenent is valid if: 1) it is between one (1) and the

prinme, p, exclusive; and 2) if nodul ar exponentiation of the El enent

by the group order, r, equals one (1). |If either of these conditions
are not true the received Elenment is invalid.

2.8.5.2.2. FE enent Validation for ECC G oups

Validating a received ECC El enent involves: 1) checki ng whether the
two coordinates, x and y, are both greater than zero (0) and | ess
than the prinme defining the underlying field; and 2) checki ng whether
the x- and y-coordi nates satisfy the equation of the curve (that is,
that they produce a valid point on the curve that is not the point at
infinity). |If either of these conditions are not net, the received
El ement is invalid; otherwise, the Element is valid.

2.8.5.3. EAP-pwd- Confirm Exchange

The server conmputes ConfirmS according to Section 2.8.4, constructs
an EAP- pwd- Confirnf Request according to Section 3.2.3, and sends it
to the peer.

Upon recei pt of an EAP-pwd- Confirm Request, the peer validates the

Il ength of the entire payl oad based upon the expected | ength of
ConfirmsS (whose length is fixed by the agreed-upon random function).
If the length is incorrect, the peer MIST term nate the exchange and

free up any state allocated. |If the length is correct, the peer
verifies that ConfirmS is the value it expects based on the val ue of
kp. If the value of ConfirmS is incorrect, the peer MIST terninate
the exchange and free up any state allocated. |If the value of

ConfirmS is correct, the peer conputes ConfirmP, constructs an EAP-
pwd- Conf i rm Response according to Section 3.2.3, and sends it off to
the server. The peer then conputes MK (according to Section 2.8.4)

and the MSK and EMSK (according to Section 2.9) and stores these keys
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in state allocated for this exchange. The peer SHOULD export the MK
and EMSK at this tine in anticipation of a secure associ ation

protocol by the lower |ayer to create session keys. Alternatively,
the peer can wait until an EAP-Success nessage fromthe server before
exporting the MSK and EMSK

Upon recei pt of an EAP-pwd- Confirm Response, the server validates the
I ength of the entire payl oad based upon the expected | ength of
ConfirmP (whose length is fixed by the agreed-upon random functi on).
If the length is incorrect, the server MJIST respond with an EAP-

Fail ure nessage, and it MJST term nate the exchange and free up any
state allocated. |If the length is correct, the server verifies that
ConfirmP is the value it expects based on the value of ks. [If the
val ue of ConfirmP is incorrect, the server MJST respond with an EAP-
Failure nessage. |If the value of ConfirmP is correct, the server
conmputes MK (according to Section 2.8.4) and the MSK and EMBK
(according to Section 2.9). It exports the MSK and EMSK and responds
with an EAP-Success nessage. The server SHOULD free up state

al l ocated for this exchange.

2.9. Managenent of EAP-pwd Keys

[ RFC5247] recommends each EAP nethod define how to construct a
Met hod- I D and Session-1D to identify a particular EAP session between
a peer and server. This information is constructed thusly:

Met hod- 1D = H(Ci phersuite | Scalar_P | Scal ar_S)
Session-1D = Type-Code | Method-I1D

where Ciphersuite, Scalar_ P, and Scalar_S are fromthe specific
exchange being identified; His the randomfunction specified in the
Ci phersuite; and, Type-Code is the code assigned for EAP-pwd, 52,
represented as a single octet.

The aut henticated key exchange of EAP-pwd generates a shared and
aut henti cated key, MK The size of MK is dependent on the random
function, H, asserted in the C phersuite. EAP-pwd nmust export two
512-bit keys, MSK and EMSK. Regardl ess of the value of |en(M),

i npl ement ati ons MJUST i nvoke the KDF defined in Section 2.5 to
construct the MSK and EMSK. The MSK and EMSK are derived thusly:

MSK | EMBK = KDF( MK, Session-1D, 1024)
[ RFC4962] nentions the inportance of nam ng keys, particularly when

key caching is being used. To facilitate such an inportant
optim zation, nanes are assigned thusly:
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0 EMBK- name = Session-ID| 'E | "M| 'S | 'K
0 MBK- name = Session-1ID| "M| 'S | 'K
where 'E' is a single octet of value 0x45, 'M is a single octet of
value 0x4d, 'S is a single octet of value 0x53, and 'K is a single
octet of val ue Ox4b.
Thi s nam ng schene allows for key-managenent applications to quickly
and accurately identify keys for a particular session or all keys of
a particular type.

2.10. Mandatory-to-Inplenent Parameters

For the purposes of interoperability, compliant EAP-pwd
i npl ementati ons SHALL support the follow ng paraneters:

0 Diffie-Hellman Goup: group 19 defined in [ RFC5114]
0 Random Function: defined in Section 2.4
0 PRF: HVAC- SHA256 defined in [ RFC4634]
o] Password Pre-Processing: none
3. Packet Formats
3.1. EAP-pwd Header
The EAP-pwd header has the follow ng structure:
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Code | ldentifier | Length |
T I S e I S S S
| Type |LIM PWD Exch | Tot al - Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Dat a. . .
B T S i T s i i e e SEI S
Fi gure 5: EAP-pwd Header
Code

Either 1 (for Request) or 2 (for Response); see [RFC3748].
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Identifier

The ldentifier field is one octet and aids in matching responses
with requests. The ldentifier field MIUST be changed on each
Request packet.

Lengt h

The Length field is two octets and indicates the | ength of the EAP
packet including the Code, ldentifier, Length, Type, and Data
fields. Octets outside the range of the Length field should be
treated as Data Link Layer paddi ng and MJST be ignored on

reception.
Type
52 - EAP-pwd

L and Mbits
The L bit (Length included) is set to indicate the presence of the
two-octet Total-Length field, and MJST be set for the first
fragment of a fragmented EAP-pwd nessage or set of nessages.
The Mbit (nmore fragnents) is set on all but the |last fragnent.
PWD- Exch
The PWD-Exch field identifies the type of EAP-pwd payl oad
encapsul ated in the Data field. This docunment defines the
follow ng values for the PWD Exch field:
* 0x00 : Reserved
* 0x01 : EAP-pwd-1 D exchange
* 0x02 : EAP-pwd-Conmit exchange
* 0x03 : EAP- pwd- Confirm exchange
Al'l other values of the PWD-Exch field are unassigned.
Tot al - Length
The Total -Length field is two octets in length, and is present

only if the L bit is set. This field provides the total |ength of
the EAP-pwd nessage or set of nessages that is being fragnmented.
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3.2. EAP-pwd Payl oads

EAP- pwd payl oads all contain the EAP-pwd header and encoded
informati on. Encoded information is conprised of sequences of data.
Payl oads in the EAP-pwd-1D exchange al so include a ciphersuite
statement indicating what finite cyclic group to use, what
cryptographic prinitive to use for H and what PRF to use for
deriving keys.

3.2.1. EAP-pwd-1D

The Group Description, Random Function, and PRF together, and in that
order, conprise the C phersuite included in the calculation of the
peer’s and server’s confirm nessages.

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Group Description | Random Func’n | PRF |
i T s i o S i i S R I S I S S S M
| Token |
B T S i T s i i e e SEI S

| Prep | ldentity..
R i T I e T S S e S TR S T e i I S e S e e e e o o

Fi gure 6: EAP-pwd-ID Payl oad

The Group Description field value is taken fromthe I ANA registry for
"Group Description" created by | KE [ RFC2409].

Thi s docunent defines the follow ng value for the Random Functi on
field:

0 Ox01 : Function defined in this meno in Section 2.4

The value 0x00 is reserved for private use between mutually
consenting parties. Al other values of the Random Function field
are unassi gned.

The PRF field has the follow ng val ue:

0 0x01 : HWAC- SHA256 [ RFC4634]

The val ue 0x00 is reserved for private use between nutually

consenting parties. All other values of the PRF field are
unassi gned.
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The Token field contains an unpredictable value assigned by the
server in an EAP-pwd-| D/ Request and acknow edged by the peer in an
EAP- pwd- | Y Response (see Section 2.8.5).

The Prep field represents the password pre-processing technique (see
Section 2.7.2) to be used by the client prior to generating the
password seed (see Section 2.8.3). This docurment defines the
followi ng values for the Prep field:

o] 0x00 : None

0 0x01 : RFC2759

o] 0x02 : SASLprep

Al'l other values of the Prep field are unassi gned.

The ldentity field depends on the tuple of PWD Exch/ Code.

0 EAP- pwd- | Y Request : Server I D

0 EAP- pwd- | ¥ Response : Peer I D

The length of the identity is conputed fromthe Length field in the
EAP header.

3.2.2. EAP- pwd- Comni t
0 1 2 3
01234567890123456789012345678901
R e o i i e S S R S R ol i il S S S S R e o T R e
El enment

+-
I

I

I

T T S T
I

I

+-

T T
+

Scal ar B T it SR SRR TR

e T i S S

Fi gure 7: EAP-pwd- Conmit Payl oad
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The El ement and Scal ar fields depend on the tuple of PWD Exch/ Code.

0 EAP- pwd- Conmi t / Request : El enent _S, Scal ar_S

0 EAP- pwd- Conmi t / Response : El ement P, Scalar P

The El ement is encoded according to Section 3.3. The length of the

Element is inferred by the finite cyclic group fromthe agreed-upon

Ci phersuite. The length of the scalar can then be conputed fromthe

Length in the EAP header

3.2.3. EAP-pwd-Confirm
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
I I
~ Confirm ~
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Fi gure 8: EAP-pwd- Confirm Payl oad

The Confirmfield depends on the tuple of PWD Exch/ Code.

0 EAP- pwd- Confirm Request : Confirm.S

0 EAP- pwd- Confirnf Response : ConfirmP

The length of the Confirmfield conmputed fromthe Length in the EAP
header .

3.3. Representation of Goup El enents and Scal ars

Payl oads in the EAP-pwd- Conmit exchange contain elenents fromthe
agreed-upon finite cyclic cryptographic group (either an FCC group or
an ECC group). To ensure interoperability, field elenments and

scal ars MJST be represented in payloads in accordance with the

requi renents descri bed bel ow.

3.3.1. Eenents in FFC G oups
El ements in an FFC group MJST be represented (in binary form as
unsigned integers that are strictly less than the prime, p, fromthe

group’ s domai n paraneter set. The binary representati on of each
group el enent MUST have a bit length equal to the bit Iength of the
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bi nary representation of p. This length requirement is enforced, if
necessary, by prepending the binary representation of the integer
with zeros until the required length is achieved.

3.3.2. Elenents in ECC G oups

El ements in an ECC group are points on the agreed-upon elliptic
curve. Each such el ement MJST be represented by the concatenation of
two conponents, an x-coordi nate and a y-coordinate.

Each of the two conponents, the x-coordinate and the y-coordinate,
MJUST be represented (in binary forn) as an unsigned integer that is
strictly less than the prinme, p, fromthe group’ s domai n paraneter
set. The binary representation of each conmponent MJST have a bit

Il ength equal to the bit length of the binary representation of p
This length requirenent is enforced, if necessary, by prepending the
bi nary representation of the integer with zeros until the required

I ength is achieved.

Since the field element is represented in a payl oad by the

x-coordi nate foll owed by the y-coordinate, it follows that the | ength
of the elenent in the payload MIST be twice the bit length of p. In
ot her words, "conpressed representation"” is not used.

3.3.3. Scal ars

Scal ars MJST be represented (in binary form as unsigned integers
that are strictly less than r, the order of the generator of the

agr eed-upon cryptographi c group. The binary representation of each
scal ar MJUST have a bit length equal to the bit length of the binary
representation of r. This requirement is enforced, if necessary, by
prependi ng the binary representation of the integer with zeros unti
the required length is achieved.

4. Fragnentation

EAP [ RFC3748] is a request-response protocol. The server sends
requests and the peer responds. These request and response messages
are assunmed to be limted to at nost 1020 bytes. Messages in EAP-pwd
can be larger than 1020 bytes and therefore require support for
fragnentation and reassenbly.

I mpl ement ati ons MUST establish a fragnmentation threshold that

i ndi cates the maxi num size of an EAP-pwd payl oad. When an

i npl ement ati on knows the maxi mumtransm ssion unit (MIU) of its | ower
| ayer, it SHOULD cal culate the fragnmentation threshold fromthat
value. In lieu of know edge of the lower |ayer’'s MIU, the
fragmentation threshold MJST be set to 1020 bytes.
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Since EAP is a sinple ACK-NAK protocol, fragmentation support can be
added in a sinple manner. In EAP, fragnments that are | ost or damaged
intransit will be retransmtted, and since sequencing information is
provided by the lIdentifier field in EAP, there is no need for a
fragment offset field as is provided in |Pv4.

EAP- pwd fragmentation support is provided through the addition of
flags within the EAP- Response and EAP- Request packets, as well as a
Total -Length field of two octets. Flags include the Length included
(L) and More fragnents (M bits. The L flag is set to indicate the
presence of the two-octet Total-Length field, and MJST be set for the
first fragment of a fragnented EAP-pwd nessage or set of nessages.
The Mflag is set on all but the last fragment. The Total -Length
field is two octets, and provides the total |length of the EAP-pwd
message or set of messages that is being fragnmented; this sinmplifies
buffer allocation.

When an EAP-pwd peer receives an EAP- Request packet with the Mbit
set, it MJIST respond with an EAP- Response with EAP- Type=EAP- pwd and
no data. This serves as a fragment ACK. The EAP server MJST wait
until it receives the EAP-Response before sendi ng anot her fragnent.
In order to prevent errors in processing of fragnents, the EAP server
MUST increnent the Identifier field for each fragnment contained
within an EAP-Request, and the peer MJST include this ldentifier

val ue in the fragnent ACK contained within the EAP-Response.
Retransmitted fragnents will contain the same ldentifier val ue.

Simlarly, when the EAP server receives an EAP-Response with the M
bit set, it MJST respond with an EAP- Request with EAP- Type=EAP- pwd
and no data. This serves as a fragment ACK. The EAP peer MJST wait
until it receives the EAP-Request before sending another fragnent.
In order to prevent errors in the processing of fragnents, the EAP
server MJST increnent the ldentifier value for each fragnent ACK
contai ned within an EAP-Request, and the peer MJST include this
Identifier value in the subsequent fragnent contained within an EAP-
Response.

5. | ANA Consi der ati ons

This nmenp contai ns new nunberspaces to be managed by | ANA. The
policies used to allocate nunbers are described in [ RFC5226]. | ANA
has all ocated a new EAP net hod type for EAP-pwd (52).

| ANA has created new registries for PW-Exch messages, random
functions, PRFs, and password pre-processing nethods and has added
the nmessage nunbers, random function, PRF, and pre-processing methods
specified in this nmeno to those registries, respectively.
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The following is the initial PWDExch nessage registry |layout:

0 0x00 : Reserved

0 0x01 : EAP-pwd-1D exchange

0 0x02 : EAP-pwd-Conmit exchange

0 0x03 : EAP- pwd- Confirm exchange

The PWD-Exch field is 6 bits long. The value 0x00 is reserved. Al
ot her values are avail able through assignment by ANA. [ANA is
instructed to assign val ues based on "I ETF Revi ew' (see [ RFC5226]).
The following is the initial Random Function registry |ayout:

o] 0x00 : Private Use

0 0x01 : Function defined in this nmeno, Section 2.4

The Random Function field is 8 bits long. The value 0x00 is for
Private Use between nutually consenting parties. Al other val ues
are avail abl e through assignment by 1ANA. 1ANA is instructed to
assi gn val ues based on "Specification Required" (see [RFC5226]). The
Desi gnat ed Expert performning the necessary review MIST ensure the
random functi on has been cryptographically vetted.

The following is the initial PRF registry |ayout:

0 0x00 : Private Use

0 0x01 : HVAC SHA256 as defined in [ RFC4634]

The PRF field is 8 bits long. The value 0x00 is for Private Use
between nutually consenting parties. Al other values are avail able
t hrough assignment by 1ANA. 1ANA is instructed to assign val ues
based on "I ETF Review' (see [RFC5226]).

The following is the initial layout for the password pre-processing
met hod registry:

0 0x00 : None
0 0x01 : RFC2759

o] 0x02 : SASLprep
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The Prep field is 8 bits long, and all other values are avail abl e
through assignnment by 1ANA. |1 ANA is instructed to assign val ues
based on "Specification Required" (see [RFC5226]).

6. Security Considerations

In Section 1.3, several security properties were presented that
motivated the design of this protocol. This section will address how
well they are net.

6.1. Resistance to Passive Attack

A passive attacker will see Scalar_P, Elenment_ P, Scalar_S, and

El ement _S. She can guess at passwords to conpute the password

el ement but will not know s_rand or p_rand and therefore will not be
abl e to conpute MK

The secret random val ue of the peer (server) is effectively hidden by
addi ng p_nask (s_nmask) to p_rand (s_rand) nodul o the order of the
group. If the order is "r", then there are approximately "r"
distinct pairs of nunbers that will sumto the val ue Scal ar_P
(Scalar_S). Attenpting to guess the particular pair is just as
difficult as guessing the secret randomvalue p_rand (s_rand), the
probability of a guess is 1/(r - i) after "i" guesses. For a large
val ue of r, this exhaustive search technique is conmputationally

i nfeasible. An attacker would do better by deternining the discrete
| ogarithm of Element_P (El ement_S) using an algorithmlike the baby-
step giant-step algorithm (see [APPCRY]), which runs on the order of
the square root of r group operations (e.g., a group with order 27160
woul d require 2780 exponentiations or point multiplications). Based
on the assunptions made on the finite cyclic group in Section 2.3,
that is also conmputationally infeasible.

6.2. Resistance to Active Attack

An active attacker can launch her attack after an honest server has
sent EAP-pwd- Commit/ Request to an honest peer. This would result in
the peer sendi ng EAP- pwd- Conmit/ Response. 1In this case, the active
attack has been reduced to that of a passive attacker since p_rand
and s rand will remain unknown. The active attacker could forge a
value of ConfirmP (ConfirmsS) and send it to the EAP server (EAP
peer) in the hope that it will be accepted, but due to the
assunptions on H made in Section 2.3, that is conputationally

i nf easi bl e.

The active attacker can |aunch her attack by forgi ng EAP- pwd- Commit/

Request and sending it to the peer. This will result in the peer
respondi ng with EAP-pwd- Commit/ Response. The attacker can then
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attenpt to conpute ks, but since she doesn’t know the password, this
is infeasible. 1t can be shown that an attack by forging an EAP-pwd-
Conmit/ Response is an identical attack with equal infeasibility.

6.3. Resistance to Dictionary Attack

An active attacker can wait until an honest server sends EAP-pwd-
Conmi t / Request and then forge EAP-pwd- Commit/ Response and send it to
the server. The server will respond wi th EAP-pwd- Confirn Request.
Now t he attacker can attenpt to | aunch a dictionary attack. She can
guess at potential passwords, conpute the password el enment, and
compute kp using her p_rand, Scalar_S, and El enent S fromthe EAP-
pwd- Commi t / Request and t he candi date password el enent from her guess.
She will know if her guess is correct when she is able to verify
Confirm.S i n EAP-pwd- Confirm Request.

But the attacker committed to a password guess with her forged EAP-
pwd- Commi t / Response when she conputed El enent P. That val ue was used
by the server in his conputation of ks that was used when he
constructed ConfirmsS in EAP-pwd- Confirm Request. Any guess of the
password that differs fromthe one used in the forged EAP-pwd- Commit/
Response could not be verified as correct since the attacker has no
way of knowi ng whether it is correct. She is able to nmake one guess
and one guess only per attack. This means that any advantage she can
gain -- guess a password, if it fails exclude it fromthe pool of
possi bl e passwords and try again -- is solely through interaction

wi th an honest protocol peer.

The attacker can conmmt to the guess with the forged EAP-pwd- Comnit/
Response and then run through the dictionary, conputing the password
el ement and ks using her forged Scalar_P and Elenment_P. She will
know she is correct if she can conpute the sanme value for ConfirmsS
that the server produced in EAP-pwd- Confirm Request. But this
requires the attacker to know s_rand, which we noted above was not
possi bl e.

The password el ement PWE/ pwe is chosen using a nmethod described in
Section 2.8.3. Since this is an elenent in the group, there exists a
scal ar value, g, such that:

PWE =g * G for an ECC group

pwe = g*q nmod p, for an FFC group
Know edge of q can be used to launch a dictionary attack. For the

sake of brevity, the attack will be denonstrated assum ng an ECC
group. The attack works thusly:
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The attacker waits until an honest server sends an EAP- pwd- Conmit/
Request. The attacker then generates a random Scal ar _P and a random
p_mask and computes Element _P = p_mask * G  The attacker sends the
bogus Scalar_ P and Elenent P to the server and obtains ConfirmS in
return. Note that the server is unable to detect that El enent_ P was
cal cul ated incorrectly.

The attacker now knows that:
KS = (Scalar P* g + p_mask) * s rand * G
and
s rand * G= Scalar_ P* G- ((1/q) nod r * -El ement_P)

Since Scalar_ P, p_mask, G and Elenent P are all known, the attacker
can run through the dictionary, nake a password guess, conpute PWE
using the technique in Section 2.8.3, determine g, and then use the
equati ons above to conpute KS and see if it can verify ConfirmsS. But
to determine q for a candidate PWE, the attacker needs to performa
di screte logarithmthat was assunmed to be computationally infeasible
in Section 2.3. Therefore, this attack is also infeasible.

The best advantage an attacker can gain in a single active attack is
to determ ne whether a single guess at the password was correct.
Therefore, her advantage is solely through interaction and not
computation, which is the definition for resistance to dictionary
att ack.

Resi stance to dictionary attack nmeans that the attacker nust |aunch
an active attack to make a single guess at the password. |If the size
of the dictionary fromwhich the password was extracted was D, and
each password in the dictionary has an equal probability of being
chosen, then the probability of success after a single guess is 1/D.
After X guesses, and renpval of failed guesses fromthe pool of
possi bl e passwords, the probability beconmes 1/(D-X). As X grows, so
does the probability of success. Therefore, it is possible for an
attacker to deternine the password through repeated brute-force,
active, guessing attacks. This protocol does not presune to be
secure against this, and inpl enentati ons SHOULD ensure the size of D
is sufficiently large to prevent this attack. |nplenentations SHOULD
al so take counternmeasures -- for instance, refusing authentication
attenpts for a certain amount of tine, after the nunber of failed

aut hentication attenpts reaches a certain threshold. No such
threshold or amount of time is recomended in this meno.
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6.4. Forward Secrecy

The MBK and EMSK are extracted from MK which is derived from doi ng
group operations with s rand, p_rand, and the password el enment. The
peer and server choose random val ues with each run of the protocol

So even if an attacker is able to |learn the password, she will not
know t he random val ues used by either the peer or server from an
earlier run and will therefore be unable to determ ne MK or the MK
or EMSK. This is the definition of Forward Secrecy.

6.5. Goup Strength

The strength of the shared secret, M, derived in Section 2.8.4
depends on the effort needed to solve the discrete | ogarithm problem
in the chosen group. [RFC3766] has a good discussion on the strength
estimates of symmetric keys derived fromdiscrete |ogarithm

crypt ogr aphy.

The mandat ory-to-inpl enent group defined in this meno is group 19, a
group from[RFC5114] based on Elliptic Curve Cryptography (see
Section 2.2.2) with a prine bit length of 256. This group was chosen
because the current best estimate of a symmetric key derived using
this group is 128 bits, which is the typical length of a key for the
Advanced Encryption Standard ([FIPS-197]). Wiile it is possible to
obtai n a equival ent nmeasure of strength using a group based on Finite
Field Cryptography (see Section 2.2.1), it would require a much

| arger prinme and be nore nenory and conpute intensive.

6. 6. Random Functi ons

The protocol described in this menp uses a function referred to as a
"random oracle" (as defined in [RANDOR]). A significant anmount of
care nmust be taken to instantiate a random oracle out of handy
cryptographic prinmtives. The random oracle used here is based on
the notion of a "Randommess Extractor" from [ RFC5869].

This protocol can use any properly instantiated randomoracle. To
ensure that any new value for Hwill use a properly instantiated
random oracl e, | ANA has been instructed (in Section 5) to only

al | ocate val ues fromthe Random Function registry after being vetted
by an expert.

A few of the defined groups that can be used with this protocol have
a security estimate (see Section 6.5) less than 128 bits, many do not
though, and to prevent the random function from being the gating
factor (or a target for attack), any new random function MJST map its
input to a target of at least 128 bits and SHOULD map its input to a
target of at |east 256 bhits.
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7. Security Cains

[ RFC3748] requires that docunents describing new EAP net hods clearly
articulate the security properties of the method. In addition, for
use with wirel ess LANs, [RFC4017] nmandates and recomrends several of
these. The clains are:

a. nechanism password
b. clains:

* mut ual authentication: the peer and server both authenticate
each other by proving possession of a shared password. This
is REQUI RED by [ RFC4017].

* forward secrecy: conprom se of the password does not revea
the secret keys -- MK MK, or EMSK -- fromearlier runs of
t he protocol

* replay protection: an attacker is unable to replay nessages
froma previous exchange to either learn the password or a
key derived by the exchange. Simlarly the attacker is
unabl e to induce either the peer or server to believe the
exchange has successfully conpl eted when it hasn't.

Refl ection attacks are foiled because the server ensures that
the scalar and el ement supplied by the peer do not equal its
own.

* key derivation: keys are derived by performng a group
operation in a finite cyclic group (e.g., exponentiation)
usi ng secret data contributed by both the peer and server
An MK and EMBK are derived fromthat shared secret. This is
REQUI RED by [ RFC4017]

* dictionary attack resistance: this protocol is resistant to
dictionary attack because an attacker can only make one
password guess per active attack. The advantage gai ned by an
attacker is through interaction not through conputation.

This is REQU RED by [ RFC4017].

* session i ndependence: this protocol is resistant to active
and passive attack and does not enabl e conprom se of
subsequent or prior MSKs or EMBKs from either passive or
active attack.

* Deni al - of - Service Resistance: it is possible for an attacker

to cause a server to allocate state and consune CPU cycl es
generating Scal ar_S and El ement _S. Such an attack is gated,
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though, by the requirenment that the attacker first obtain
connectivity through a | ower-|layer protocol (e.g. 802.11

aut hentication foll owed by 802.11 association, or 802.3
"l'ink-up") and respond to two EAP nessages --the EAP-ID/
Request and the EAP-pwd-1D/ Request. The EAP-pwd-ID exchange
further includes an anti-clogging token that provides a | eve
of assurance to the server that the peer is, at |east,
performng a rudi nentary amount of processing and not nerely
sprayi ng packets. This prevents distributed denial -of -
service attacks and al so requires the attacker to announce,
and commt to, a lower-layer identity, such as a MAC (Medi a
Access Control) address.

Man-in-the-M ddl e Attack Resistance: this exchange is
resistant to active attack, which is a requirenent for

| aunching a man-in-the-mddle attack. This is REQU RED by
[ RFC4017] .

shared state equival ence: upon conpl etion of EAP-pwd, the
peer and server both agree on MK, MSK, EMSK, Method-1D, and
Session-1D. The peer has authenticated the server based on
the Server-1D, and the server has authenticated the peer
based on the Peer-ID. This is due to the fact that Peer-ID,
Server-1D, and the shared password are all conbined to nmake
the password el enent, which rmust be shared between the peer
and server for the exchange to complete. This is REQU RED by
[ RFC4017] .

fragnmentation: this protocol defines a technique for
fragmentation and reassenbly in Section 4.

resi stance to "Denni ng- Sacco" attack: |earning keys
distributed froman earlier run of the protocol, such as the
MBK or EMSK, will not help an adversary | earn the password.

c. key strength: the strength of the resulting key depends on the
finite cyclic group chosen. See Section 6.5. This is REQU RED
by [ RFC4017].

d. key hierarchy: MsKs and EMSKs are derived fromthe MK using the
KDF defined in Section 2.5 as described in Section 2.8.4.

e. vulnerabilities (note that none of these are REQUI RED by
[ RFC4017] ) :

*

protected ci phersuite negotiation: the ciphersuite offer nmade
by the server is not protected fromtanpering by an active
attacker. Downgrade attacks are prevented, though, since
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8.

this is not a "negotiation" with a list of acceptable
ciphersuites. |If a Ci phersuite was nodified by an active
attacker it would result in a failure to confirmthe nessage
sent by the other party, since the C phersuite is bound by
each side into its confirmnessage, and the protocol would
fail as a result.

* confidentiality: none of the messages sent in this protoco
are encrypt ed.

* integrity protection: nessages in the EAP-pwd- Comrit exchange
are not integrity protected.

* channel binding: this protocol does not enabl e the exchange
of integrity-protected channel information that can be
conpared with val ues communi cat ed vi a out - of -band nechani sns.

* fast reconnect: this protocol does not provide a fast-
reconnect capability.

* cryptographi c binding: this protocol is not a tunnel ed EAP
met hod and therefore has no cryptographic information to

bi nd.

* identity protection: the EAP-pwd-1D exchange is not
protected. An attacker will see the server’s identity in the
EAP- pwd- | Y Request and see the peer’s identity in EAP-pwd-I1D/
Response.
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