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Devi ce Owner Attribute
Abst ract

Thi s docunment defines the Device Oamer attribute. It indicates the
entity (e.g., conpany, organization, departnent, agency) that owns
the device. This attribute may be included in public key
certificates and attribute certificates.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any
errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5916

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

1.

I nt roducti on

Thi s docunent specifies the Device Omer attribute. It indicates the
entity (e.g., conpany, organization, departnent, agency) that owns
the device. This attribute is intended to be used in public key
certificates [RFC5280] and attribute certificates [ RFC5755].

This attribute may be used in automated authorization decisions. For
exanpl e, when two peers are deciding whether to comuni cate, each
coul d check that the device owner present in the other device's

certificate is on an "approved" list. This check is perforned in
addition to certification path validation [RFC5280]. The nechani sm
for managi ng the "approved" list is beyond the scope of this
docunent .

NOTE: This docunent does not provide an equival ent Lightweight
Directory Access Protocol (LDAP) schema specification as this
attribute is targeted at public key certificates [RFC5280] and
attribute certificates [RFC5755]. Definition of an equival ent LDAP
schema is left to a future specification.

1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. ASN. 1 Syntax Notation

The attribute is defined using ASN. 1 [ X 680], [X 681], [X 682], and
[ X. 683].

Devi ce Omner

The Device Omer attribute indicates the entity (e.g., conpany,
organi zati on, department, agency) that owns the device with which
this attribute is associated. Device Omer is an object identifier

The following object identifier identifies the Device Oaner
attri bute:

i d-devi ceOaner OBJECT | DENTI FIER ::= {
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) attributes(5) 69
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The ASN.1 syntax for the Device Oaner attribute is as follows:

at - devi ceOmer ATTRI BUTE :: = {

TYPE

OBJECT | DENTI FI ER

EQUALI TY MATCHI NG RULE objectldentifierMatch
| DENTI FI ED BY i d-devi ceOnner

}

There MUST only be one val ue of Device Owmer associated with a

devi ce.

Di stinct owners MJST be represented in separate

certificates.

3. Security Considerations

If this attribute is used as part of an authorization process, the
procedures enployed by the entity that assigns each val ue nmust ensure
that the correct value is applied. Including this attribute in a
public key certificate or attribute certificate ensures the value for
the device owner is integrity protected.
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Appendi x A, ASN. 1 Modul e

Thi s appendi x provides the normative ASN. 1 [ X. 680] definitions for

the structures described in this specification using ASN.1 as defined

in [X 680], [X 681], [X. 682], and [ X 683].

Devi ceOnner At t ri but e- 2008

{ joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)

dod(2) infosec(1l) nodul e(0) id-deviceOmerAttribute-2008(34) }

DEFINITIONS | MPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

| MPORTS

-- I MPORTS from New PKI X ASN. 1 [ RFC5912]

ATTRI BUTE
FROM PKI X- CommonTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xConmon- 02(57) }

-- Inmports fromITU T X 501 [ X 501]
obj ectldentifierMtch

FROM | nf or mat i onFr amewor k
{ joint-iso-itu-t ds(5) nodul e(1) informtionFramework(l) 4 }

-- device owner attribute O D and syntax
i d-devi ceOaner OBJECT | DENTI FIER ::= {

joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) attributes(5) 69

at - devi ceOwner ATTRI BUTE :: = {
TYPE OBJECT | DENTI FI ER
EQUALI TY MATCHI NG RULE  objectldentifierMtch
| DENTI FI ED BY i d-devi ceOaner

}

END
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