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1. Introduction

In the past, the | AB has published a nunber of docunents relating to
Internet transparency and the end-to-end principle, and other |ETF
docunents have al so touched on these issues as well. These docunents
articul ate the general principles on which the Internet architecture
is based, as well as the core values that the Internet conmunity
seeks to protect going forward. Most recently, RFC 4924 [RFC4924]
reaffirns these principles and provides a review of the various
docunents in this area

Faci ng i nm nent |Pv4 address space exhaustion, recently there have
been increased efforts in | Pv6 depl oynent. However, since |ate 2008
there have al so been increased di scussions about whether the | ETF
shoul d standardi ze network address translation within I Pv6. People
who are agai nst standardi zing | Pv6 NAT argue that there is no
fundanmental need for I Pv6 NAT, and that as |Pv6 continues to rol

out, the Internet should converge towards reinstallation of the end-
to-end reachability that has been a key factor in the Internet’s
success. On the other hand, people who are for | Pv6 NAT believe that
NAT vendors woul d provide | Pv6 NAT inpl enentati ons anyway as NAT can
be a solution to a nunmber of problenms, and that the | ETF should avoid
repeating the same mstake as with | Pv4 NAT, where the | ack of
protocol standards led to different |1Pv4 NAT inpl enentations, nmaking
NAT traversal difficult.
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An earlier effort, [RFCA864], provides a discussion of the real or
percei ved benefits of NAT and suggests alternatives for nost of them
with the intent of showing that NAT is not required to get the
desired benefits. However, it also identifies several gaps renmining
to be filled.

Thi s document provides the 1AB's current thoughts on this debate. W
believe that the issue at hand nust be viewed from an overal
architectural standpoint in order to fully assess the pros and cons
of IPv6 NAT on the global Internet and its future devel opnent.

2. Wiat is the problenf

The di scussions on the desire for 1Pv6 NAT can be summari zed as
follows. Network address translation is viewed as a solution to

achi eve a nunber of desired properties for individual networks:
avoi di ng renunbering, facilitating nmultihom ng, nmaking configurations
honogenous, hiding internal network details, and providing sinple
security.

2.1. Avoiding Renumbering

As di scussed in [ RFC4864], Section 2.5, the ability to change service
providers with mninmal operational difficulty is an inportant

requi renent in nany networks. However, renunbering is still quite
pai nful today, as discussed in [RFC5887]. Currently it requires
reconfiguring devices that deal with | P addresses or prefixes,

i ncluding DNS servers, DHCP servers, firewalls, |Psec policies, and
potentially many other systens such as intrusion detection systens,

i nventory managenent systens, patch nmnagenment systens, etc.

In practice today, renunbering does not seemto be a significant
probl emin consumer networks, such as honme networks, where addresses
or prefixes are typically obtained through DHCP and are rarely
manual |y configured in any conponent. However, in nmanaged networks,
renunbering can be a serious problem

We also note that many, if not nost, |arge enterprise networks avoid
the renunbering problem by using provider-independent (Pl) |IP address
bl ocks. The use of Pl addresses is inherent in today' s Internet
operations. However, in snaller nanaged networks that cannot get
provi der-i ndependent | P address bl ocks, renunbering renmains a serious
i ssue. Regional Internet Registries (RIRs) constantly receive
requests for Pl address bl ocks; one main reason that they hesitate in
assigning Pl address blocks to all users is the concern about the P
addresses’ inpact on the routing systemscalability.
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2.2. Site Miltihom ng

Anot her inportant requirement in many networks is site nmultihom ng.
A multihomed site essentially requires that its IP prefixes be
present in the global routing table to achi eve the desired
reliability inits Internet connectivity as well as |oad bal anci ng.
In today’'s practice, multihoned sites with Pl addresses announce
their Pl prefixes to the global routing system multihoned sites with
provi der-al |l ocated (PA) addresses al so announce the PA prefix they
obtai ned fromone service provider to the global routing system

t hrough anot her service provider, effectively disabling provider-
based prefix aggregation. This practice nakes the global routing
table scale linearly with the nunber of nultihoned user networks.

This issue was identified in [ RFC4864], Section 6.4. Unfortunately,
no sol ution except NAT has been depl oyed today that can insulate the
gl obal routing systemfromthe growi ng nunber of mnultihoned sites,
where a nultihonmed site sinply assigns nmultiple |IPv4d addresses (one
fromeach of its service providers) to its exit router, which is an

I Pv4 NAT box. Using address translation to facilitate multihom ng
support has one uni que advantage: there is no inpact on the routing
system scal ability, as the NAT box sinply takes one address from each
service provider, and the nmultihomed site does not inject its own
routes into the system Intuitively, it also seens straightforward
to roll the same solution into nultihom ng support in the |Pv6

depl oynent. However, one should keep in mnd that this approach
brings all the drawbacks of putting a site behind a NAT box,
including the loss of reachability to the servers behind the NAT box.

It is also inmportant to point out that a nultihonmed site announcing
its own prefix(es) achieves two inportant benefits that NAT-based

mul ti hom ng support does not provide. First, end-to-end
communi cati ons can be preserved in face of connectivity failures of

i ndi vi dual service providers, as long as the site remmins connected
through at | east one operational service provider. Second,
announci ng one’s prefixes also gives a multi honed site the ability to
performtraffic engineering and | oad bal anci ng.

2.3. Hompogenous Edge Network Configurations

Servi ce providers supporting residential custoners need to ninimze
support costs (e.g., help desk calls). Oten a key factor in

m ni m zi ng support costs is ensuring custoners have honpgenous
configurations, including the addressing architecture. Today, when

I Pv4 NATs are provided by a service provider, all custonmers get the
sanme address space on their hone networks, and hence the home gat eway
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al ways has the sane address. From a customer-support perspective,
this perhaps represents the nost inportant property of NAT usage
t oday.

In I Pv6, link-1ocal addresses can be used to ensure that all hone

gat eways have the same address, and to provi de honpbgenous addresses
to any other devices supported by the service provider. Unlike |IPv4,
havi ng a gl obal |l y uni que address does not prevent the use of a
honogenous address within the subnet. 1t is only in the case of

mul ti-subnet customers that |1 Pv6 NAT woul d provi de sone honpgeneity
that wouldn’t be provided by |ink-local addresses. For nulti-subnet
custoners (e.g., a custonmer using a wireless access point behind the
service provider router/nmoden), service providers today m ght only

di scuss problens (for I1Pv4 or 1Pv6) fromconputers connected directly
to the service provider router.

It is currently unknown whether |1Pv6 |ink-local addresses provide
suf ficient honpgeneity to minimze help desk calls. If they do not,
providers nmight still desire IPv6 NATs in the residential gateways
they provi de.

2.4. Network Obfuscation

Most network administrators want to hide the details of the conputing
resources, information infrastructure, and comuni cati ons networks
within their borders. This desire is rooted in the basic security
principle that an organization’s assets are for its sole use and al

i nformati on about those assets, their operation, and the nmethods and
tactics of their use are proprietary secrets. Sone organi zations use
their informati on and conmuni cation technol ogies as a conpetitive
advantage in their industries. It is a generally held belief that
measures nust be taken to protect those secrets. The first |ayer of
protection of those secrets is preventing access to the secrets or
know edge about the secrets whenever possible. It is understandable
why network administrators would want to keep the details about the
hosts on their network, as well as the network infrastructure itself,
private. They believe that NAT hel ps achi eve this goal

2.4.1. Hding Hosts

As a specific measure of network obfuscation, network administrators
wi sh to keep secret any and all infornmation about the conputer
systens residing within their network boundaries. Such conputer
systens include workstations, |aptops, servers, function-specific
end-points (e.g., printers, scanners, |IP tel ephones, point-of-sale
machi nes, buil di ng door access-control devices), and such. They want
to prevent an external entity fromcounting the nunber of hosts on
the network. They also want to prevent host fingerprinting, i.e.,

Thal er, et al. I nf or mat i onal [ Page 5]



RFC 5902 | Pv6 NAT Consi derations July 2010

gaining informati on about the constitution, contents, or function of
a host. For exanple, they want to hide the role of a host, as
whether it is a user workstation, a finance server, a source code
build server, or a printer. A second el enent of host-fingerprinting
prevention is to hide details that could aid an attacker in

conprom sing the host. Such details mght include the type of
operating system its version nunber, any patches it nay or may not
have, the nake and nodel of the device hardware, any application
sof t war e packages | oaded, those version nunbers and patches, and so
on. Wth such information about hosts, an attacker can |aunch a nore
focused, targeted attack. Operators want to stop both host counting
and host fingerprinting.

Where host counting is a concern, it is worth pointing out sone of
the challenges in preventing it. [Bellovin] showed how one can
successfully count the nunber of hosts behind a certain type of

si mpl e NAT box. Modre conplex NAT depl oynents, e.g., ones enpl oying
Net wor k Address Port Transl ators (NAPTs) with a pool of public
addresses that are randomly bound to internal hosts dynamically upon
recei pt of any new connection, and do so w thout persistency across
connections fromthe same host are nore successful in preventing host
counting. However, the nore conplex the NAT depl oynent, the |ess
likely that conplex connection types like the Session Initiation
Protocol (SIP) [RFC3261] and the Stream Control Transni ssion Protocol
(SCTP) [ RFC4960] will be able to successfully traverse the NAT. This
observation foll ows the age-old axi om for networked computer systens:
for every unit of security you gain, you give up a unit of

conveni ence, and for every unit of conveni ence you hope to gain, you
must give up a unit of security.

If fields such as fragment ID, TCP initial sequence nunber, or
epheneral port nunber are chosen in a predictable fashion (e.qg.,
sequentially), then an attacker may correl ate packets or connections
com ng fromthe sanme host.

To prevent counting hosts by counting addresses, one m ght be tenpted
to use a separate |P address for each transport-I|ayer connection
Such an approach introduces other architectural problens, however.
Wthin the host’s subnet, various devices including swtches,
routers, and even the host’s own hardware interface often have a
limted anobunt of state avail abl e before causi ng communi cati on that
uses a | arge nunber of addresses to suffer significant performance
problems. |In addition, if an attacker can sonmehow determ ne an
aver age number of connections per host, the attacker can stil
estimate the number of hosts based on the number of connections
observed. Hence, such an approach can adversely affect legitimte
communi cation at all tinmes, sinply to raise the bar for an attacker
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Where host fingerprinting is concerned, even a conplex NAT cannot
prevent fingerprinting conpletely. The way that different hosts
respond to different requests and sequences of events will indicate
consistently the type of a host that it is, its OS, version nunber,
and sonetines applications installed, etc. Products exist that do
this for network adnministrators as a service, as part of a

vul nerability assessnent.

These scanning tools initiate connections of various types across a
range of possible I P addresses reachabl e through that network. They
observe what returns, and then send foll ow up nessages accordingly
until they "fingerprint" the host thoroughly. Wen run as part of a
net work assessment process, these tools are normally run fromthe

i nside of the network, behind the NAT. [If such a tool is set outside
a network boundary (as part of an external vulnerability assessnent
or penetration test) along the path of packets, and is passively
observing and recordi ng connecti on exchanges, over tine it can
fingerprint hosts only if it has a nmeans of determ ni ng which
externally viewed connections are originating fromthe sanme interna
host. If the NATing is sinple and static, and each host’s interna
address is always mapped to the sanme external address and vice versa,
the tool has 100% success fingerprinting the host. Wth the interna
hosts mapped to their external |IP addresses and fingerprinted, the
attacker can launch targeted attacks into those hosts, or reliably
attenpt to hijack those hosts’ connections. |If the NAT uses a single
external IP, or a pool of dynanically assigned |P addresses for each
host, but does so in a determ nistic and predictable way, then the
operation of fingerprinting is nore conplex, but quite achievable.

If the NAT uses dynamically assigned addresses, with short-term

persi stency, but no externally | earnable determ nism then the
probl em gets harder for the attacker. The observer may be able to
fingerprint a host during the lifetime of a particular |IP address
mappi ng, and across connections, but once that I P mapping is

term nated, the observer doesn't immedi ately know whi ch new mappi ng
will be that same host. After nuch observation and correlation, the
attacker could sonetinmes determine if an observed new connection in
flight is froma fanmliar host. Wth that information, and a good
set of man-in-the-mddle attack tools, the attacker could attenpt to
conprom se the host by hijacking a new connection of adequately |ong
duration. |If tenporal persistency is not deployed on the NAT, then
this tactic becomes al nost inmpossible. As the difficulty and cost of
the attack increases, the nunber of attackers attenpting to enmploy it
decreases. And certainly the attacker would not be able to initiate
a connection toward a host for which the attacker does not know the
current | P address binding. So, the attacker is limted to hijacking
observed connections thought to be froma famliar host, or to
blindly initiating attacks on connections in flight. This is why
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networ k adni ni strators appreci ate conpl ex NATs' ability to deter host
counting and fingerprinting, but such deterrence conmes at a cost of
host reachability.

2.4.2. Topol ogy Hiding

It is perceived that a network operator may want to hide the details
of the network topol ogy, the size of the network, the identities of
the internal routers, and the interconnection anong the routers.
This desire has been discussed in [ RFC4864], Sections 4.4 and 6. 2.

However, the success of topology hiding i s dependent upon the
compl exi ty, dynam sm and pervasi veness of bindings the NAT enpl oys
(all of which were described above). The nore conplex, the nore the
topol ogy will be hidden, but the less likely that conpl ex connection
types will successfully traverse the NAT barrier. Thus, the trade-
off is reachability across applications.

Even if one can hide the actual addresses of internal hosts through
address translation, this does not necessarily prove sufficient to
hide internal topology. It may be possible to infer sone aspects of
topol ogi cal information from passively observing packets. For
exanpl e, based on packet timng, delay neasurenents, the Hop Limt
field, or other fields in the packet header, one could infer the
relative distance between multiple hosts. Once an observed session
is believed to match a previously fingerprinted host, that host’s

di stance fromthe NAT device may be | earned, but not its exact

| ocation or particular internal subnet.

Host fingerprinting is required in order to do a thorough di stance
mappi ng. An attacker might then use nessage contents to lunp certain
types of devices into |ogical clusters, and take educated guesses at
attacks. This is not, however, a thorough mapping. Sonme NATs change
the TTL hop counts, nuch like an application-layer proxy would, while
others don't; this is an adm nistrative setting on nore advanced
NATs. The sinpler and nore static the NAT, the nore possible this
is. The nore conplex and dynam ¢ and non-persistent the NAT

bi ndi ngs, the nmore difficult.

2.4.3. Summary Regardi ng NAT as a Tool for Network Obfuscation

The degree of obfuscation a NAT can achieve will be a function of its
compl exity as neasured by:

0 The use of one-to-many NAPT mappi ngs;

Thal er, et al. I nf or mat i onal [ Page 8]



RFC 5902 | Pv6 NAT Consi derations July 2010

o The randommess over tine of the nmappings frominternal to externa
| P addresses, i.e., non-determnistic mappings froman outsider’s
per specti ve;

o The | ack of persistence of nappings, i.e., the shortness of
mapping lifetinmes and not using the sane nmappi ng repeatedly;

0 The use of re-writing in IP header fields such as TTL.

However, depl oyers be warned: as obfuscation increases, host
reachability decreases. Mechanisns such as STUN [ RFC5389] and Ter edo
[ RFC4380] fail with the nore conpl ex NAT nechani sns.

2.5. Sinmple Security

It is commonly perceived that a NAT box provides one | evel of
protection because external hosts cannot directly initiate

communi cation with hosts behind a NAT. However, one should not
confuse NAT boxes with firewalls. As discussed in [ RFC4864], Section
2.2, the act of translation does not provide security in itself. The
stateful filtering function can provide the same |evel of protection
without requiring a translation function. For further discussion,
see [ RFC4864], Section 4. 2.

2.6. Discussion

At present, the primary benefits one may receive from depl oyi ng NAT
appear to be avoiding renunbering, facilitating nultihom ng without
i mpacting routing scalability, and maki ng edge consunmer network
configurations honmogenous.

Net wor k obfuscati on (host hiding, both counting and fingerprinting
prevention, and topology hiding) may well be achieved with nore
conpl ex NATs, but at the cost of |osing sone reachability and
application success. Again, when it conmes to security, this is often
the case: to gain security one nmust give up sone neasure of

conveni ence.

3. Architectural Considerations of |Pv6 NAT

First, it is inmportant to distinguish between the effects of a NAT
box vs. the effects of a firewall. A firewall is intended to prevent
unwanted traffic [ RFC4948] without inpacting wanted traffic, whereas
a NAT box also interferes with wanted traffic. |In the remai nder of
this section, the term"reachability" is used with respect to wanted
traffic.
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The di scussions on | Pv6 NAT often refer to the w de depl oynent of

| Pv4 NAT, where people have both identified tangible benefits and

gai ned operational experience. However, the discussions so far seem
nostly focused on the potential benefits that | Pv6 NAT nmay, or may
not, bring. Little attention has been paid to the bigger picture, as
we el aborate bel ow

When consi dering the benefits that 1Pv6 NAT may bring to a site that
deploys it, we must not overl ook a bigger question: if one site

depl oys I Pv6 NAT, what is the potential inpact it brings to the rest
of the Internet that does not do I Pv6 NAT? By "the rest of the
Internet", we nmean the Internet conmunity that devel ops, deploys, and
uses end-to-end applications and protocols and hence is affected by
any loss of transparency (see [ RFC2993] and [ RFC4924] for further

di scussion). This inportant question does not seemto have been
addressed, or addressed adequately.

We believe that the discussions on | Pv6 NAT should be put in the
context of the overall Internet architecture. The forenpst question
is not how many benefits one may derive fromusing | Pv6 NAT, but nore
fundanmental |y, whether a significant portion of parties on the
Internet are willing to deploy |IPv6 NAT, and hence whet her we want to
make | P address translation a pernanent building block in the
Internet architecture.

One may argue that the answers to the above questions depend on

whet her we can find adequate solutions to the renunbering, site

mul ti hom ng, and edge network configuration problens, and whether the
solutions provide transparency or not. |If transparency is not

provi ded, nmaki ng NAT a permanent building block in the Internet would
represent a fundanental architectural change

It is desirable that 1 Pv6 users and applications be able to reach
each other directly w thout having to worry about address translation
boxes between the two ends. |Pv6 application devel opers in genera
shoul d be able to program based on the assunption of end-to-end
reachability (of wanted traffic), w thout having to address the issue
of traversing NAT boxes. For exanple, referrals and nulti-party
conversations are straightforward with end-to-end addressing, but
vastly conplicated in the presence of address translation

Simlarly, network adm nistrators should be able to run their

net wor ks wi thout the added conplexity of NATs, which can bring not
only the cost of additional boxes, but also increased difficulties in
net wor k nmoni toring and probl em debuggi ng.

Thal er, et al. I nf or mat i onal [ Page 10]



RFC 5902 | Pv6 NAT Consi derations July 2010

G ven the diversity of the Internet user popul ations and the
diversity in today' s operational practice, it is conceivable that
some parties may have a strong desire to deploy |IPv6 NAT, and the
Internet should accommbdate different views that lead to different
practices (i.e., some using | Pv6 NAT, others not).

If we accept the view that sone, but not all, parties want |Pv6 NAT
then the real debate should not be on what benefits | Pv6 NAT may
bring to the parties who deploy it. It is undeniable that network

address translation can bring certain benefits to its users.
However, the real challenge we should address is how to design | Pv6
NAT in such a way that it can hide its inpact within some |ocalized

scope. |If IPv6 NAT design can achieve this goal, then the Internet
as a whole can strive for (reinstalling) the end-to-end reachability
nodel .

4. Sol ution Space

From an end-to-end perspective, the solution space for renunbering
and nul ti homi ng can be broadly divided into three cl asses:

1. Endpoints get a stable, globally reachable address: In this class
of solutions, end sites use provider-independent addressing and
hence endpoi nts are unaffected by changi ng service providers.

For this to be a conmplete solution, provider-independent
addressi ng nust be available to all managed networks (i.e., al
net wor ks that use manual configuration of addresses or prefixes
in any type of systen). However, in today's practice, assigning
provi der-i ndependent addresses to all networks, including small
ones, raises concerns with the scalability of the global routing
system This is an area of ongoing research and experinmentation
In practice, network adm nistrators have al so been devel opi ng
short-term approaches to resol ve today’'s gap between the
continued routing table growh and limtations in existing router

capacity [ NANQG .

2. Endpoints get a stable but non-globally-routable address on
physi cal interfaces but a dynam c, globally routable address
inside a tunnel: In this class of solutions, hosts use |ocally-
scoped (and hence provider-independent) addresses for
communi cation within the site using their physical interfaces.
As a result, managed systens such as routers, DHCP servers, etc.
all see stable addresses. Tunneling fromthe host to sone
infrastructure device is then used to comuni cate externally.
Tunnel i ng provides the host with globally routabl e addresses that
may change, but address changes are constrained to systens that
operate over or beyond the tunnel, including DNS servers and
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applications. These systens, however, are the ones that often
can already deal with changes today using mechani sns such as DNS
dynam ¢ update. However, if endpoints and the tunne
infrastructure devices are owned by different organi zations, then
solutions are harder to increnentally deploy due to the incentive
and coordination issues invol ved.

3. Endpoints get a stable address that gets translated in the
network: In this class of solutions, end sites use non-globally-
routabl e addresses within the site, and translate themto
gl obal |l y rout abl e addresses sonewhere in the network. In
general, this causes the |oss of end-to-end transparency, which
is the subject of [RFC4924] and the docunents it surveys. |If the
translation is reversible, and the translation is indeed reversed
by the tinme it reaches the other end of communication, then end-
to-end transparency can be provided. However, if the two
translators involved are owned by different organizations, then
solutions are harder to increnmentally deploy due to the incentive
and coordi nation issues invol ved.

Concerning routing scalability, although there is no inmediate
danger, routing scalability has been a longtine concern in
operational communities, and an effective and depl oyabl e sol ution
must be found. W observe that the question at hand is not about
whet her some parties can run NAT, but rather, whether the Internet as
a whole would be willing to rely on NAT to curtail the routing

scal ability problem and whether we have investigated all the
potential inpacts of doing so to understand its cost on the overal
architecture. |If effective solutions can be deployed in tinme to

al | ow assigni ng provider-independent |Pv6 addresses to all user
conmunities, the Internet can avoid the conplexity and fragility and
ot her unforeseen problenms introduced by NAT

Di scussi on
As [ RFC4924] states:

A network that does not filter or transformthe data that it
carries may be said to be "transparent" or "oblivious" to the
content of packets. Networks that provide oblivious transport
enabl e the depl oynent of new services w thout requiring changes to
the core. It is this flexibility that is perhaps both the
Internet’s nost essential characteristic as well as one of the
nmost i nmportant contributors to its success.

We believe that providing end-to-end transparency, as defined above,
is key to the success of the Internet. Wile sone fields of traffic
(e.g., Hop Limt) are defined to be nutable, transparency requires
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that fields not defined as such arrive un-transformed. Currently,
the source and destination addresses are defined as inmutable fields,
and are used as such by many protocols and applications.

Each of the three classes of solution can be defined in a way that
preserves end-to-end transparency.

VWil e we do not consider 1 Pv6 NATs to be desirable, we understand
that some depl oynent of themis likely unless workable solutions to
avoi di ng renunbering, facilitating nmultihom ng without adversely

i mpacting routing scalability, and honogeneity are generally
recogni zed as useful and appropriate.

As such, we strongly encourage the community to consider end-to-end
transparency as a requirement when proposing any solution, whether it
be based on tunneling or translation or sone other technique.

Sol utions can then be conpared based on other aspects such as
scalability and ease of depl oynent.

5. Security Considerations

Section 2 discusses potential privacy concerns as part of the Host
Counti ng and Topol ogy Hi di ng probl ens.
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