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Abst ract

Thi s docunent relaxes the 1 ANA rules for the Protocol for Carrying
Aut hentication for Network Access (PANA).

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfcb5872

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction
Thi s docunent relaxes the 1 ANA rules for the Protocol for Carrying
Aut hentication for Network Access (PANA) [RFC5191]. Rules for the
followi ng protocol fields, all defined in [ RFC5191], are affected:
0 Message Types
o Message Fl ags
0 Attribute-Value Pair (AVP) Flags
0 Result-Code AVP Val ues
o Term nation-Cause AVP Val ues
The rationale for this update is that there can be situations in
which it nmakes sense to grant an allocation under special

circunstances. At the tine of this witing, the IETF is in the
process of approving one such allocation. By changing the current

IANA rules to allow for |1 ESG Approval [RFC5226] as well, it has
becone possible for the Internet Engineering Steering Goup (IESG to
consider an allocation request, even if it does not fulfill the

default rule. For instance, an experinental protocol extension could
per haps deserve an allocation froma field of reserved bits, as |ong
as a sufficient nunber of bits still remain for other purposes, and
the PANA conmunity is happy with such all ocation.

2. |1 ANA Consi derations

| ANA has updated the registries related to PANA Message Types,
Message Flags, AVP Fl ags, Result-Code AVP Val ues, and Term nati on-
Cause AVP Val ues, as specified below Al other PANA | ANA registries
are to renmai n unchanged.

2.1. Message Types

The Message Types namespace is used to identify PANA nessages. Val ue
0 is not used and is not assigned by I ANA. The range of values from
1 - 65,519 are for permanent, standard Message Types, allocated by

| ETF Review or | ESG Approval [RFC5226]. Previously, the rule for
this range was allocation by | ETF Review only. [RFC5191] defined the
range of values from1l - 4. The sane Message Type is used for both
the request and the answer nessages, except for type 1. The Request
bit distinguishes requests from answers.
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The range of val ues from 65,520 - 65,535 (hexadeci mal val ues OxfffO -
Oxffff) is reserved for experinental nmessages. As these codes are
only for experimental and testing purposes, no guarantee is nmade for
interoperability between the conmunicating PANA Cient (PaC) and PANA
Aut henti cati on Agent (PAA) using experinmental conmands, as outlined
in [ RFC3692].

2.2. Message Fl ags

There are 16 bits in the Flags field of the PANA nessage header.
Section 6.2 of [RFC5191] assigned bit 0 ("R), 1 ('S), 2 ('C), 3
(A), 4 (CP), and 5 ("1’"). Alocations fromthe remining free
bits in the PANA header Flag field are nmade via Standards Action or
| ESG Approval [RFC5226]. Previously, the rule for these bits was
al | ocati on by Standards Action only.

2.3. AVP Fl ags

There are 16 bits in the AVP Flags field of the AVP header, defined
in Section 6.3 of [RFC5191]. That RFC al so assigned bit 0 ('V).

The remaining bits are assigned via Standards Action or |ESG Approval
[ RFC5226]. Previously, the rule for these bits was allocation by

St andards Action only.

2.4. Result-Code AVP Val ues

As defined in Section 8.7 of [RFC5191], the Result-Code AVP ( AVP
Code 7) defines the values fromO0 - 2.

Al'l remai ning val ues are available for assignnent via | ETF Revi ew or
| ESG Approval [RFC5226]. Previously, the rule for these val ues was
al l ocation by | ETF Revi ew only.

2.5. Term nation-Cause AVP Val ues

As defined in Section 8.9 of [RFC5191], the Term nati on-Cause AVP
(AVP Code 9) defines the values 1, 4, and 8.

Al'l remaining values are avail able for assignnent via | ETF Revi ew or

| ESG Approval [RFC5226]. Previously, the rule for these val ues was
al |l ocation by | ETF Revi ew only.
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3.

4.

4.

4.

Security Considerations
Thi s specification does not change the security properties of PANA.

However, a few words are necessary about the use of the experinental
code points defined in Section 2.1. Potentially harnful side effects
fromthe use of the experinmental values need to be carefully

eval uat ed before depl oyi ng any experiment across networks that the
owner of the experinent does not entirely control. Quidance given in
[ RFC3692] about the use of experinmental val ues needs to be foll owed.
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Appendi x A.  Changes from RFC 5191

Thi s docunent changes the | ANA rules for: Message Types, Message
Fl ags, AVP Fl ags, Result-Code AVP Val ues, and Term nati on- Cause AVP
Val ues.
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