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Abstract

I P Security (I1Psec) provides various security services for IP
traffic. However, the benefits of |IPsec come at the cost of

i ncreased overhead. This docunent outlines a franework for

i ntegrati ng Robust Header Conpression (RCOHC) over |Psec (ROHCol Psec).
By conpressing the inner headers of |IP packets, ROHCol Psec proposes
to reduce the anount of overhead associated with the transm ssion of
traffic over | Psec Security Associations (SAs).
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1.

I nt roducti on

Thi s docunent outlines a framework for integrating ROHC [ ROHC] over

| Psec [I PSEC] (ROHCol Psec). The goal of ROHCol Psec is to reduce the
protocol overhead associated with packets traversing between | Psec SA
endpoints. This can be achieved by conpressing the transport |ayer
header (e.g., UDP, TCP, etc.) and inner |IP header of packets at the
ingress of the IPsec tunnel, and deconpressing these headers at the
egress.

For ROHCol Psec, this document assumes that ROHC will be used to
conpress the inner headers of |IP packets traversing an | Psec tunnel
However, since current specifications for ROHC detail its operation
on a hop-by-hop basis, it requires extensions to enable its operation
over | Psec SAs. This docunment outlines a framework for extending the
usage of ROHC to operate at | Psec SA endpoints.

ROHCol Psec targets the application of ROHC to tunnel node SAs.
Transport node SAs only protect the payload of an I P packet, |eaving
the I P header untouched. Internediate routers subsequently use this
I P header to route the packet to a decryption device. Therefore, if
ROHC is to operate over |Psec transport-node SAs, (de)conpression
functionality can only be applied to the transport |ayer headers, and
not to the | P header. Because current ROHC specifications do not

i ncl ude support for the conmpression of transport |ayer headers al one,
the ROHCol Psec framework outlined by this docunment describes the
application of ROHC to tunnel node SAs.

Audi ence

The authors target nenmbers of both the ROHC and | Psec conmunities who
may consi der extending the ROHC and | Psec protocols to nmeet the
requirenents put forth in this docunment. |In addition, this docunent
is directed towards vendors devel oping | Psec devices that will be
depl oyed in bandwi dt h-constrai ned | P networKks.

Ter mi nol ogy

ROHC Process

Generic reference to a ROHC instance (as defined in RFC 3759
[ ROHC-TERM ) or any supporting ROHC conponents.

Conpressed Traffic
Traffic that is processed through the ROHC conpressor and

deconpressor instances. Packet headers are conpressed and
deconpressed using a specific header conpression profile.
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Unconpressed Traffic

Traffic that is not processed by the ROHC conpressor instance.
Instead, this type of traffic bypasses the ROHC process.

| Psec Process

Generic reference to the Internet Protocol Security (IPsec)
process.

Next Header

Refers to the Protocol (I1Pv4) or Next Header (IPv6, Extension)
field.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ BRA97].

4, Probl em St atenent: | Psec Packet Over head

| Psec nmechani sns provide various security services for |IP networks
However, the benefits of |Psec cone at the cost of increased per-
packet overhead. For exanple, traffic flow confidentiality
(generally leveraged at security gateways) requires the tunneling of

| P packets between | Psec inplenmentations. Although these |IPsec
tunnels will effectively mask the source-destination patterns that an
i ntruder can ascertain, tunneling cones at the cost of increased
packet overhead. Specifically, an Encapsul ating Security Payl oad
(ESP) tunnel node SA applied to an IPv6 flow results in at l[east 50
byt es of additional overhead per packet. This additional overhead
may be undesirable for many bandw dt h- constrai ned w rel ess and/ or
satellite conmmuni cati ons networks, as these types of infrastructure
are not overprovisioned. ROHC applied on a per-hop basis over
bandwi dt h-constrained links will also suffer fromreduced perfornmance
when encryption is used on the tunnel ed header, since encrypted
headers cannot be conpressed. Consequently, the additional overhead
incurred by an I Psec tunnel may result in the inefficient utilization
of bandw dt h.

Packet overhead is particularly significant for traffic profiles
characterized by snmall packet payl oads (e.g., various voice codecs).
If these small packets are afforded the security services of an |Psec
tunnel node SA, the anount of per-packet overhead is increased.

Thus, a mechanismis needed to reduce the overhead associated with
such fl ows.
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Overvi ew of the ROHCol Psec Framework
ROHCol Psec Assunpti ons

The goal of ROHCol Psec is to provide efficient transport of IP
packets between | Psec devices wi thout conpronising the security
services offered by I Psec. The ROHCol Psec framework has been
devel oped based on the foll owi ng assunptions:

0 ROHC will be leveraged to reduce the ampunt of overhead associ at ed
with unicast | P packets traversing an | Psec SA

0 ROHC will be instantiated at the | Psec SA endpoints, and it will
be applied on a per-SA basis.

0 Once the deconpression operation conpl etes, deconpressed packet
headers will be identical to the original packet headers before
conpr essi on.

Sunmary of the ROHCol Psec Framewor k

ROHC reduces packet overhead in a network by exploiting intra- and
i nt er-packet redundanci es of network and transport-|ayer header
fields of a flow.

Current ROHC protocol specifications conmpress packet headers on a
hop- by- hop basis. However, I Psec SAs are instantiated between two
| Psec endpoints. Therefore, various extensions to both ROHC and

| Psec need to be defined to ensure the successful operation of the
ROHC protocol at |Psec SA endpoints.

The specification of ROHC over | Psec SAs is straightforward, since SA
endpoi nts provi de source/destination pairs where (de)conpression
operations can take place. Conpression of the inner |IP and upper

| ayer protocol headers in such a nmanner offers a reduction of packet
over head between the two SA endpoints. Since ROHC will now operate
bet ween | Psec endpoints (over multiple internediate nodes that are
transparent to an IPsec SA), it is inperative to ensure that its
performance will not be severely inpacted due to increased packet
reordering and/ or packet |oss between the conpressor and

deconpr essor.

In addition, ROHC can no longer rely on the underlying link | ayer for
RCOHC channel paraneter configuration and packet identification. The
RCOHCol Psec framework proposes that ROHC channel paraneter
configuration is acconplished by an SA nmanagenent protocol (e.g.,

I nternet Key Exchange Protocol version 2 (I1KEv2) [IKEV2]), while
identification of conpressed header packets is achieved through the
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Next Header field of the security protocol (e.g., Authentication
Header (AH) [AH, ESP [ESP]) header.

Usi ng the ROHCol Psec framework proposed bel ow, outbound and i nbound
IP traffic processing at an | Psec device needs to be nodified. For
an out bound packet, a ROHCol Psec inplenentation will conpress
appropri ate packet headers, and subsequently encrypt and/or integrity
protect the packet. For tunnel node SAs, conpression nay be applied
to the transport |ayer and the inner |IP headers. For inbound
packets, an | Psec device nust first decrypt and/or integrity check
the packet. Then, deconpression of the inner packet headers is
performed. After deconpression, the packet is checked agai nst the
access controls inposed on all inbound traffic associated with the SA
(as specified in RFC 4301 [I PSEC]) .

Not e: Conpressi on of inner headers is independent from conpression
of the security protocol (e.g., ESP) and outer |P headers. ROHC
profiles have been defined to allow for the conpression of the
security protocol and the outer |P header on a hop-by-hop basis.
The applicability of ROHCol Psec and hop-by-hop ROHC on an | Pv4
ESP- processed packet [ESP] is shown below in Figure 1.

IPv4 | new I P hdr | | orig IP hdr | | | ESP | ESP
| (any options)| ESP | (any options) | TCP| Data| Trailer| 1CV

(1) Conpressed hop-by-hop by the ROHC [ ROHC]
ESP/I P profile

(2) Comnpressed end-to-end by the ROHCol Psec [ PSEC- ROHC]
TCP/ I P profile

Figure 1. Applicability of hop-by-hop ROHC and ROHCol Psec on an
| Pv4 ESP- processed packet.

If IPsec NULL encryption is applied to packets, ROHC may still be
used to conpress the inner headers at | Psec SA endpoints. However,
conmpressi on of these inner headers nmay pose chal | enges for
intermedi ary devices (e.g., traffic nonitors, sanpling/ managenent
tools) that are inspecting the contents of ESP-NULL packets. For
exanpl e, policies on these devices nmay need to be updated to ensure
that packets that contain the "ROHC' protocol identifier are not

dropped. In addition, intermediary devices may require additiona
functionality to determ ne the content of the header conpressed
packets.
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6.

6.

In certain scenarios, a ROHCol Psec inplenmentation may encounter UDP-
encapsul ated ESP or | KE packets (i.e., packets that are traversing
NATs). For exanple, a ROHCol Psec inpl enentati on may recei ve a UDP-
encapsul at ed ESP packet that contains an ESP/UDP/ | P header chain.
Currently, ROHC profiles do not support conpression of the entire
header chain associated with this packet; only the UDP/I P headers can
be conpressed.

Details of the ROHCol Psec Framework
ROHC and | Psec Integration

Figure 2 illustrates the conmponents required to integrate ROHC with
the |1 Psec process, i.e., ROHCol Psec.

o mm e e e e e e a— oo oo +
| ROHC Modul e |
I I
I I
+----- + | +----- + B S + |
| | | | | ROHC | |
e Y N | B |----- | Process |------ > Path 1
| | | | | | | | ( ROHC- enabl ed SA)
S R + | S R + S - + |
I I I I
| | I R T R T > Path 2
| | | (ROHC- enabl ed SA,
| R + but no conpression)
I
I
I
I
R R T > Path 3
( ROHC- di sabl ed SA)
Figure 2. Integration of ROHC with | Psec
The process illustrated in Figure 2 augnents the |Psec processing
nmodel for outbound IP traffic (protected-to-unprotected). Initial

| Psec processing is consistent with RFC 4301 [IPSEC] (Section 5.1,
Steps 1-2).

Bl ock A: The ROHC data item (part of the SA state infornmation)
retrieved fromthe "rel evant SAD entry" ([IPSEC], Section 5.1,
Step3a) determines if the traffic traversing the SA is handed to the
ROHC nmodul e. Packets selected to a ROHC- di sabl ed SA MJST fol | ow
normal | Psec processing and MUST NOT be sent to the ROHC nodul e
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(Figure 2, Path 3). Conversely, packets selected to a ROHC enabl ed
SA MUST be sent to the ROHC nodul e.

Bl ock B: This step determnes if the packet can be conpressed. |If
the packet is conpressed, an integrity algorithm MAY be used to
conmpute an Integrity Check Value (I CV) for the unconpressed packet

([I PSEC-ROHC], Section 4.2; [IKE-ROHC], Section 3.1). The Next

Header field of the security protocol header (e.g., ESP, AH MJST be
popul ated with a "ROHC' protocol identifier [PROTOCOL], inner packet
headers MJST be conpressed, and the conputed | CV MAY be appended to
the packet (Figure 2, Path 1). However, if it is determned that the
packet will not be conpressed (e.g., due to one of the reasons
described in Section 6.1.3), the Next Header field MJST be popul ated
with the appropriate value indicating the next-level protocol (Figure
2, Path 2), and ROHC processing MUST NOT be applied to the packet.

After the ROHC process conpl etes, |Psec processing resunes, as
described in Section 5.1, Step3a, of RFC 4301 [|PSEC .

The process illustrated in Figure 2 al so augnents the | Psec
processing nodel for inbound IP traffic (unprotected-to-protected).
For inbound packets, |Psec processing is perforned ([IPSEC], Section
5.2, Steps 1-3) followed by AH or ESP processing ([IPSEC], Section
5.2, Step 4).

Bl ock A: After AH or ESP processing, the ROHC data itemretrieved
fromthe SAD entry will indicate if traffic traversing the SAis
processed by the ROHC nodul e ([IPSEC], Section 5.2, Step 3a).

Packets traversing a ROHC-di sabl ed SA MJUST foll ow normal | Psec
processi ng and MJUST NOT be sent to the ROHC nodule. Conversely,
packets traversing a ROHC enabl ed SA MJST be sent to the ROHC nodul e.

Bl ock B: The decision at Block B is made using the val ue of the Next
Header field of the security protocol header. |If the Next Header
field does not indicate a ROHC header, the deconpressor MJST NOT
attenpt deconpression (Figure 2, Path 2). |If the Next Header field
i ndi cates a ROHC header, deconpression is applied. After
deconpressi on, the signal ed ROHCol Psec integrity al gorithm MAY be
used to conpute an I CV value for the deconpressed packet. This ICV
if present, is conpared to the ICV that was cal cul ated at the
conpressor. |If the I1CVs match, the packet is forwarded by the ROHC
modul e (Figure 2, Path 1); otherw se, the packet MJST be dropped.
Once the ROHC nodul e conpl et es processing, |Psec processing resunes,
as described in Section 5.2, Step 4, of RFC 4301 [I|PSEC .

When there is a single SA between a conpressor and deconpressor, ROHC

MUST operate in unidirectional node, as described in Section 5 of RFC
3759 [ROHC-TERM . When there is a pair of SAs instantiated between
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6.

6.

ROHCol Psec i npl enent ati ons, ROHC MAY operate in bi-directional node,
where an SA pair represents a bi-directional ROHC channel (as
described in Sections 6.1 and 6.2 of RFC 3759 [ ROHC- TERM).

Note that to further reduce the size of an | Psec-protected packet,
RCOHCol Psec and | PConmp [I PCOMP] can be inplenented in a nested
fashion. This process is detailed in [I PSEC-ROHC], Section 4. 4.

1.1. Header Conpression Protocol Considerations

ROHCv2 [ ROHCV2] profiles include various nmechanisns that provide
i ncreased robust ness over reordering channels. These nechani sns
SHOULD be adopted for ROHC to operate efficiently over |Psec SAs.

A ROHC deconpressor inplemented within I Psec architecture MAY

| everage additional nechanisns to inprove performance over reordering
channel s (either due to random events or to an attacker intentionally
reordering packets). Specifically, |IPsec’s sequence nunber MAY be
used by the deconpressor to identify a packet as "sequentially late".
Thi s know edge will increase the Iikelihood of successful

deconpressi on of a reordered packet.

Addi tionally, ROHCol Psec inplenmentati ons SHOULD ni ni m ze the anount

of feedback sent fromthe deconpressor to the conpressor. |If a ROHC
f eedback channel is not used sparingly, the overall gains from

RCOHCol Psec can be significantly reduced. More specifically, any

f eedback sent fromthe deconpressor to the conpressor MJST be
processed by | Psec and tunnel ed back to the conpressor (as designated
by the SA associated with FEEDBACK FOR). As such, sone

i npl ementation alternatives can be considered, including the

fol | owi ng:

o Elimnate feedback traffic altogether by operating only in ROHC
Uni directional node (U node).

o Piggyback ROHC feedback nessages within the feedback el enent
(i.e., on ROHC traffic that normally traverses the SA designated
by FEEDBACK FOR).

1.2. Initialization and Negotiation of the ROHC Channel

Hop- by- hop ROHC typically uses the underlying link layer (e.g., PPP)
to negoti ate ROHC channel parameters. |In the case of ROHCol Psec,
channel paraneters can be set manually (i.e., adm nistratively
configured for manual SAs) or negotiated by | KEv2. The extensions
required for IKEv2 to support ROHC channel paraneter negotiation are
detailed in [| KE-ROHC] .
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If the ROHC protocol requires bi-directional comunications, two SAs
MJST be instantiated between the |Psec inplenentations. One of the
two SAs is used for carrying ROHC-traffic fromthe conpressor to the
deconpressor, while the other is used to communi cate ROHC-feedback
fromthe deconpressor to the conpressor. Note that the requirenent
for two SAs aligns with the operation of |KE, which creates SAs in
pairs by default. However, |Psec inplenentations will dictate how
deconpressor feedback received on one SA is associated with a
conmpressor on the other SA.  An IPsec inplenentation MIST relay the
f eedback received by the deconpressor on an inbound SA to the
conpressor associated with the correspondi ng out bound SA

6.1.3. Encapsulation and Identification of Header Conpressed Packets

As indicated in Section 6.1, new state information (i.e., a new ROHC
data item) is defined for each SA. The ROHC data item MJST be used
by the | Psec process to determine whether it sends all traffic
traversing a given SA to the ROHC nodul e (ROHC- enabl ed) or bypasses
the ROHC nodul e and sends the traffic through regular |Psec
processi ng ( ROHC- di sabl ed) .

The Next Header field of the |Psec security protocol (e.g., AH or

ESP) header MJST be used to demultipl ex header-conpressed traffic
fromunconpressed traffic traversing a ROHC-enabl ed SA. This
functionality is needed in situations where packets traversing a
ROHC- enabl ed SA contai n unconpressed headers. Such situations may
occur when, for exanple, a conpressor only supports up to n
conpressed fl ows and cannot conpress a flow nunber n+l1 that arrives
Anot her exanple is when traffic is selected to a ROHC enabl ed SA, but
cannot be conpressed by the ROHC process because the appropriate ROHC
Profil e has not been signaled for use. As a result, the deconpressor
MJST be able to identify packets with unconpressed headers and MJST
NOT attenpt to decompress them The Next Header field is used to
demul ti pl ex these header-conpressed and unconpressed packets where
the "ROHC' protocol identifier will indicate that the packet contains
conpressed headers. To acconplish this, | ANA has allocated val ue 142
to "ROHC' fromthe Protocol ID registry [ PROTOCOL]

It is noted that the use of the "ROHC' protocol identifier for

pur poses ot her than ROHCol Psec is currently not defined. |n other
words, the "ROHC' protocol identifier is only defined for use in the
Next Header field of security protocol headers (e.g., ESP, AH)

The ROHC Data Item |ANA Protocol ID allocation, and other |Psec
ext ensi ons to support ROHCol Psec are specified in [|IPSEC ROHC] .
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6.1.4. Mtivation for the ROHC | CV

Al t hough ROHC was designed to tol erate packet |oss and reordering,
the al gorithm does not guarantee that packets reconstructed at the
deconpressor are identical to the original packet. As stated in
Section 5.2 of RFC 4224 [ REORDR], the consequences of packet
reordering between ROHC peers may include undetected deconpression
failures, where erroneous packets are constructed and forwarded to
upper layers. Significant packet |oss can have simlar consequences.

When using | Psec integrity protection, a packet received at the
egress of an | Psec tunnel is identical to the packet that was
processed at the ingress (given that the key is not conproni sed,
etc.).

When ROHC is integrated into the | Psec processing framework, the ROHC
processed packet is protected by the AHESP I CV. However, bits in
the original |IP header are not protected by this ICV; they are
protected only by ROHC s integrity nechanisns (which are designed for
random packet | oss/reordering, not malicious packet | oss/reordering
introduced by an attacker). Therefore, under certain circunstances,
erroneous packets may be constructed and forwarded into the protected
domai n.

To ensure the integrity of the original |IP header within the
RCOHCol Psec- processi ng nodel, an additional integrity check MAY be
appl i ed before the packet is conpressed. This integrity check will
ensure that erroneous packets are not forwarded into the protected
domai n. The specifics of this integrity check are docunented in
Section 4.2 of [|PSEC ROHC] .

6.1.5. Pat h MU Consi der ati ons

By encapsul ating | P packets with AH ESP and tunneling | P headers,

| Psec increases the size of IP packets. This increase nmay result in
Path MIU i ssues in the unprotected donain. Several approaches to
resol ving these path MIU i ssues are docunmented in Section 8 of RFC
4301 [I PSEC]; approaches include fragnenting the packet before or
after | Psec processing (if the packet’s Don't Fragnent (DF) bit is
clear), or possibly discarding packets (if the packet’s DF bit is
set).

The addition of ROHC within the | Psec processing nodel may result in
simlar path MU chal |l enges. For exanple, under certain

ci rcunst ances, ROHC headers are | arger than the original unconpressed
headers. In addition, if an integrity algorithmis used to validate
packet headers, the resulting ICV will increase the size of packets.
Both of these properties of ROHCol Psec increase the size of packets,
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and therefore may result in additional challenges associated with
pat h Mru.

Approaches to addressing these path MIU i ssues are specified in
Section 4.3 of [|PSEC ROHC] .

6.2. ROHCol Psec Franework Summary
To summari ze, the followng itens are needed to achi eve ROHCol Psec:
0 | KEv2 Extensions to Support ROHCol Psec
0 |Psec Extensions to Support ROHCol Psec

7. Security Considerations

Several security considerations associated with the use of ROHCol Psec
are covered in Section 6.1.4. These considerations can be mtigated
by using a strong integrity-check algorithmto ensure the valid
deconpressi on of packet headers.

A mal functioning or nalicious ROHCol Psec conpressor (i.e., the
conpressor |ocated at the ingress of the |IPsec tunnel) has the
ability to send erroneous packets to the deconpressor (i.e., the
deconpressor |located at the egress of the I Psec tunnel) that do not
mat ch the original packets emitted fromthe end-hosts. Such a
scenario may result in decreased efficiency between conpressor and
deconpressor, or nay cause the deconpressor to forward erroneous
packets into the protected donmain. A nalicious conpressor could al so
intentionally generate a significant nunber of conpressed packets,
which may result in denial of service at the deconpressor, as the
deconpressi on of a significant nunber of invalid packets may drain
the resources of an | Psec device.

A mal functioning or nalicious ROHCol Psec deconpressor has the ability
to di srupt comruni cations as well. For exanple, a deconpressor may
simply discard a subset of (or all) the packets that are received,
even if packet headers were validly deconpressed. Utimtely, this
could result in denial of service. A malicious deconpressor could
also intentionally indicate that its context is not synchronized with
the conpressor’s context, forcing the conpressor to transition to a

| ower compression state. This will reduce the overall efficiency
gain of fered by ROHCol Psec.

8. | ANA Consi der ations

Al'l 1 ANA consi derations for ROHCol Psec are docunented in [| KE- ROHC
and [ | PSEC- ROHC] .
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