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1. Introduction

Metalink is a docunent format based on Extensible Markup Language
(XM.) that describes a file or list of files to be downl caded from a
server. Metalinks can list a nunber of files, each with an
extensible set of attached metadata. Each listed file can have a
description, multiple cryptographic hashes, and a list of Uniform
Resource ldentifiers (URIs) fromwhich it is avail able.

O'ten, identical copies of a file are accessible in nultiple

| ocations on the Internet over a variety of protocols, such as File
Transfer Protocol (FTP), Hypertext Transfer Protocol (HTTP), and
Peer-to-Peer (P2P). 1In sone cases, users are shown a list of these
mul ti pl e downl oad | ocations (mrror servers) and nust nmanual ly sel ect
one based on geographical location, priority, or bandwidth. This is
done to distribute the | oad across nultiple servers, and to give
human users the opportunity to choose a downl oad | ocation that they
expect to work best for them

At times, individual servers can be slow, outdated, or unreachabl e,
but this cannot be determned until the downl oad has been initiated.
This can lead to the user canceling the downl oad and needing to
restart it. During downloads, errors in transm ssion can corrupt the
file. There are no easy ways to repair these files. For |arge

downl oads, this can be especially troublesone. Any of the nunber of
probl enms that can occur during a download lead to frustration on the
part of users, and bandwi dth wasted with retransm ssion

Know edge about availability of a download on nmirror servers can be
acquired and mai ntained by the operators of the origin server or by a
third party. This know edge, together with cryptographic hashes,
digital signatures, and nore, can be stored in a machi ne-readabl e
Metalink file. The Metalink file can transfer this know edge to the
user agent, which can peruse it in automatic ways or present the
information to a human user. User agents can fall back to alternate
mrrors if the current one has an issue. Thereby, clients are
enabled to work their way to a successful downl oad under adverse
circunstances. All this can be done transparently to the human user
and the download is nuch nore reliable and efficient. |In contrast, a
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traditional HTTP redirect to one mrror conveys only conparatively
mnimal information -- a referral to a single server, and there is no
provision in the HITP protocol to handle failures.

O her features that sone clients provide include nmulti-source
downl oads, where chunks of a file are downl oaded fromnultiple
mrrors (and optionally, Peer-to-Peer) sinultaneously, which
frequently results in a faster downl oad. Metalinks can |everage
HTTP, FTP, and Peer-to-Peer protocols together, because regardl ess of
the protocol over which the Metalink was obtained, it can nake a
resource accessible through other protocols. If the Metalink was
obtained froma trusted source, included verification netadata can
sol ve trust issues when downl oading files fromreplica servers
operated by third parties. Metalinks also provide structured

i nformati on about downl oads that can be indexed by search engi nes.

1.1. Exanples
A brief, Metalink Document that describes a single file:

<?xm version="1.0" encodi ng="UTF-8""?>
<nmetal ink xm ns="urn:ietf:parans: xn :ns: netal i nk">
<file nanme="exanpl e. ext" >
<si ze>14471447</ si ze>
<url>ftp://ftp.exanpl e. conl exanpl e. ext</url >
<url >http://exanpl e. com exanpl e. ext </ url >
<met aur|l nedi atype="torrent">
http:// exanpl e. com exanpl e. ext.torrent </ netaurl >
</[file>
</ nmetal i nk>

A nore extensive Metalink Docunent that describes two files:

<?xm version="1.0" encodi ng="UTF-8""?>
<nmetal ink xm ns="urn:ietf:parans: xnm :ns: netal i nk">
<publ i shed>2009- 05- 15T12: 23: 23Z</ publ i shed>
<file name="exanpl e. ext" >
<si ze>14471447</ si ze>
<i dentity>Exanpl e</identity>
<versi on>1. 0</ ver si on>
<l anguage>en</ | anguage>
<descri pti on>
A description of the exanple file for downl oad.
</ descri ption>
<hash type="sha- 256" >f 0ad929cd259957e160ea442eb80986b5f 01. . . </ hash>
<url | ocation="de"
priority="1">ftp://ftp.exanpl e. conl exanpl e. ext</url >
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<url location="fr"
priority="1">http://exanpl e. conl exanpl e. ext</url >
<met aur| nediatype="torrent”
priority="2">http://exanpl e. com exanpl e. ext.torrent</netaurl >
</[file>
<file name="exanpl e2. ext">
<si ze>14471447</ si ze>
<i dentity>Exanmpl e2</identity>
<versi on>1. 0</ ver si on>
<l anguage>en</| anguage>
<descri pti on>
Anot her description for a second file.
</ descri ption>
<hash type="sha- 256" >2f 548ce50c459a0270e85a7d63b2383¢c5523. . . </ hash>
<url | ocation="de"
priority="1">ftp://ftp.exanpl e. conml exanpl e2. ext</url >
<url location="fr"
priority="1">http://exanpl e. conl exanpl e2. ext </ url >
<met aur|l nediatype="torrent”
priority="2">http://exanpl e. conl exanpl e2. ext.torrent </ netaurl >
</[file>
</ nmetalink>

1.2. Nanespace and Version

The XML Namespaces URI [REC- xm -nanmes] for the XM. data format
described in this specification is:

urn:ietf:parans: xm:ns: netalink

For convenience, this data format nmay be referred to as "Metalink",
which this specification uses internally.

1.3. Notational Conventions

Thi s specification describes conformance of Metalink Docunments.
Additionally, it places sone requirenments on Metalink Processors.

Thi s specification uses the nanespace prefix "metalink:" for the
Nanespace URI identified in Section 1.2, above. Note that the choice
of nanespace prefix is arbitrary and not senmantically significant.

Metalink is specified using terns fromthe XM | nfoset

[ REC-xm -infoset]. However, this specification uses a shorthand for
two common terns: the phrase "Information Itenf is omtted when

nam ng El enent Information Itens and Attribute Information Itens.
Therefore, when this specification uses the term"elenent," it is
referring to an Elenent Information Itemin Infoset terns. Likew se,
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when it uses the term"attribute," it is referring to an Attribute
Information Item

Sone sections of this specification are illustrated with fragnments of
a non-nornative RELAX NG Conpact schema [ RELAX-NG . However, the
text of this specification provides the definition of conformance. A
compl ete schema appears in Appendi x B.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC2119], as
scoped to those confornance targets.

2. Metalink Docunents
Thi s specification describes Metalink Docunents.

A Metalink Docunent describes a file or group of files, how to access
them and nmetadata that identifies them |Its root is the netalink:
metal i nk el ement.

nanespace netalink = "urn:ietf:parans: xn :ns: netalink"
start = metalinkMetalink

Met al i nk Docunents are specified in terns of the XM. Information Set,
serialized as XM_ 1.0 [REC-xm ] and identified with the "application/
met al i nk4+xm " nedi a type.

Met al i nk Docunents MJST be well-formed XM.. This specification does
not define a Docunment Type Definition (DTD) for Metalink Docunents,
and hence it does not require themto be valid (in the sense used by
XM) .

Metalink allows the use of Internationalized Resource ldentifiers
(IRI's), encoded according to [RFC3987]. Every URI [RFC3986] is also
an IR, so a URIl may be used wherever an IRl is naned below. There
i s one special consideration: when an IRl that is not also a URl is
given for dereferencing, it MJST be mapped to a URl using the steps
in Section 3.1 of [RFC3987].

Any el enent defined by this specification MAY have an xm : | ang
attribute, whose content indicates the natural |anguage for the

el ement and its descendents. The | anguage context is only
significant for elenents and attributes declared to be "Language-
Sensitive" by this specification. Requirements regarding the content
and interpretation of xm:lang are specified in XM. 1.0 [ REC-xm ],
Section 2.12.
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met al i nkCommonAttri butes =
attribute xm :lang { metalinkLanguageTag }?,
undefi nedAttri but e*

Al leading and trailing whitespace is part of the el enent content
and MJUST NOT be ignored. Consequently, it is disallowed for el enents
where the defined type does not all ow whitespace, such as dates,
integers, or IRIs. Sonme XM.-generating inplenmentations erroneously

i nsert whitespace around val ues by default, and such inplenentations
will generate invalid Metalink Docunents

Met al i nk Docunents that do not follow this specification are invalid
and SHOULD NOT be used by Metalink Processors.

Metalink is an extensible format. See Section 5 of this docunent for
a full description of how Metalink Docunents can be extended

3. Common Metalink Constructs

Many Metalink el ements share conmon structures. This section defines
those structures and their requirenents for conveni ent reference by
the appropriate el enent definitions.

When an elenent is identified as being a particular kind of
construct, it inherits the correspondi ng requirenents fromthat
construct’s definition in this section

3. 1. Text Constructs

A Text construct contai ns hunan-readabl e text, usually short in
| engt h.

met al i nkText Construct =
met al i nkCommonAt t ri but es,
t ext

For exanple, a netalink:description with text content:
<descri pti on>

A description of the exanple file for downl oad.
</ description>

The content of the Text construct MJST NOT contain child el ements.
Such text is intended to be presented to humans in a readabl e
fashi on. Thus, whitespace could be collapsed (including line
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breaks), and text could be displayed using typographic techniques
such as justification and proportional fonts.

3. 2. Dat e Constructs

A Date construct is an el ement whose content MUST conformto the
"date-time" production in [RFC3339]. In addition, an uppercase "T"
character MJST be used to separate date and tinme, and an uppercase
"Z" character MJST be present in the absence of a numeric time zone
of f set.

met al i nkDat eConstruct =

met al i nkConmonAt t ri but es,

xsd: dat eTi ne
Such date val ues happen to be conpatible with the foll ow ng
specifications: [1SO 8601.1988], [NOTE-datetine-19980827], and
[ REC- xm schema- 2- 20041028] .

Exanpl e Date constructs:

.<i1bdat ed>2010- 05- 01T12: 15: 02Z</ updat ed>
<updat ed>2010- 05- 01T12: 15: 02. 257</ updat ed>
<updat ed>2010- 05- 01T12: 15: 02+01: 00</ updat ed>

<updat ed>2010- 05- 01T12: 15: 02. 25+01: 00</ updat ed>

4, Met al i nk El enment Definitions
4.1. Container Elenments
4.1.1. The "netalink:nmetalink"” Element

The "netalink: netalink” elenent is the docunent (i.e., top-Ilevel)

el ement of a Metalink Docunment, acting as a container for netadata
and data associated with the listed files. It contains one or nore
netalink:file child el enents that consist of Mtadata el enents.

nmet al i nkMet al i nk =
el ement netalink: netalink {
met al i nkCommonAt tri but es,
(rmetal inkFil e+
& netal i nkGener at or ?
& netal i nkOrigin?
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& netal i nkPubl i shed?
& met al i nkUpdat ed?
& ext ensi onEl enent *)

}

The following child elements are defined by this specification (note
that the presence of sonme of these elenents is required):

o netalink:nmetalink elements MJUST contain one or nore netalink:file
el enent s.

o metalink:nmetalink elements MAY contain exactly one netalink
generator el ement and MUST NOT contain nore than one such el enent.

o netalink:nmetalink el ements SHOULD contain exactly one metalink
origin elenment and MUST NOT contain nore than one such el enent.

o metalink:nmetalink elements MAY contain exactly one netalink
publ i shed el ement and MJUST NOT contain nmore than one such el enent.

o netalink:nmetalink el enents MAY contain exactly one metalink
updat ed el enent and MUST NOT contain nore than one such el enent.

4.1.1.1. Providing Textual Content

Experi ence teaches that downl oads providing textual content are, in
general, nore useful than those that do not. Sone applications (one
exanple is full-text indexers) require a mni num anmobunt of text to
function reliably and predictably. Metalink publishers should be
aware of this. It is RECOWENDED that each nmetalink:file el enent
contain a non-enpty netalink:description elenment, a non-enpty
metal i nk:identity element, a non-enpty netalink:version el enent, and
a non-enpty netalink: publisher el ement when these el enents are
present. However, the absence of netalink:description, nmetalink
identity, metalink:version, and netalink:publisher is not an error,
and Metalink Processors MJUST NOT fail to function correctly as a
consequence of such an absence.

4.1.2. The "netalink:file" Elenent

The "netalink:file" elenment represents an individual file, acting as
a container for netadata and data associated with the file. Each
unique file described in a Metalink Docunment MJST have its own
metalink:file el ement.

Al nmetalink:url elenents contained in each netalink:file el ement

SHOULD | ead to identical files. That is, each netalink:url elenment
should be an alternative |ocation for the sane file and each
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met al i nk: metaurl el enent should provide nmetadata to retrieve the sane
file in another way, such as a Peer-to-Peer network. Refer to
Sections 4.2.8 and 4.2.16 for nore information.

metal inkFile =
element netalink:file {

met al i nkConmonAt t ri but es,
attribute name { text },
(et al i nkCopyri ght ?

met al i nkDescri ption?

met al i nkHash*

met al i nkl dentity?

met al i nkLanguage*

met al i nkLogo?

met al i nkMet aURL*

met al i nkOs*

met al i nkPi eces*

met al i nkPubl i sher ?

met al i nkSi gnat ur e?

met al i nkSi ze?

met al i nkURL*

met al i nkVer si on?

ext ensi onEl enent *)

Ro Ro Ro Ro Ro Ro Ro Ro Ro Qo Ro Ro Ro Qo

}

Thi s specification assigns no significance to the order of metalink
file elenents or to the order of metalink:url or netalink: netaurl

el ements. Significance is determ ned by the value of the "priority
attribute of the nmetalink:url or nmetalink:netaurl elenents.

The following child elements are defined by this specification (the
presence of some of themis required):

o netalink:file elements MAY contain exactly one netalink:copyright
el ement and MJUST NOT contain nore than one such el enent.

o metalink:file elements MAY contain exactly one netalink
description el ement and MJUST NOT contain nore than one such
el ement .

o netalink:file elements MAY contain exactly one netalink:identity
el ement and MJUST NOT contain nore than one such el enent.

o netalink:file elements MAY contain one or nore netalink: hash
el enent s.

o netalink:file elements MAY contain one or nore netalink:|anguage
el enent s.
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o netalink:file elements MAY contain exactly one netalink:| ogo
el ement and MUST NOT contain nore than one such el enment.

o netalink:file elenents MAY contain one or nore netalink:os
el enent .

o netalink:file elenents MJST contain at |east one netalink:url
el ement or at |east one nmetalink:netaurl element. Typically,
metalink:file elements contain nore than one netalink:url element
to provide nultiple downl oad sources

o netalink:file elenments MAY contain one or nore netalink: pieces
el ement s.

o netalink:file elements MAY contain exactly one netalink: publisher
el ement and MJUST NOT contain nore than one such el ement.

o netalink:file elements MAY contain one or nore netalink:signature
el ement s.

o netalink:file elements SHOULD contain exactly one netalink:size
el ement and MUST NOT contain nore than one such el ement.

o metalink:file elements MAY contain exactly one netalink:version
el enent and MUST NOT contain nore than one such el enent.

4.1.2.1. The "nane" Attribute

nmetalink:file el enments MUST have a "nane" attribute, which contains
the local file nanme to which the downl oaded file will be witten.
Hence, if a Metalink Document contains nultiple netalink:file

el ements, the value of the "nane" attribute MJST be uni que for each.

Directory information can al so be contained in a "path/file" fornmat
only, as in:

<fil e name="debi an- and64/ sar ge/ Cont ent s- and64. gz" >

In this example, a subdirectory "debi an-and64/sarge/" will be created
and a file nanmed "Contents-and64.gz" will be created inside it.

Security Note: The path MJST NOT contain any directory traversa
directives or information. The path MJST be relative. The path
MJUST NOT begin with a "/", "./", or "../"; contain "/../"; or end
with "/..".
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4.1.3. The "nmetalink: pi eces" El enent

The "netal i nk: pi eces"” el enent acts as a container for a list of
crypt ogr aphi ¢ hashes of contiguous, non-overl appi ng pi eces of the
file. The cryptographi c hashes MJST be listed in the sane order as
the correspondi ng pieces appear in the file, starting at the
beginning of the file. Metalink Docunments MAY contain one or

mul tiple nmetalink:pieces container elenents, if each "type" attribute
of metalink:pieces has a uni que val ue.

met al i nkPi eces =
el ement netalink: pieces {
attribute length { xsd:positivelnteger },
attribute type { text },
met al i nkHash+

}
4.1.3.1. The "type" Attribute

met al i nk: pi eces el ements MJUST have a "type" attribute

The Internet Assigned Nunbers Authority (1ANA) registry nanmed "Hash
Function Textual Nanmes" defines values for hash types. See
Section 7.4 for security inplications.

4.1.3.2. The "length" Attribute

met al i nk: pi eces el ements MUST have a "length" attribute, which is a
positive integer that describes the Iength of the pieces of the file
in octets. The whole file is divided into non-overl appi ng pi eces of
this length, starting fromthe beginning of the file. That is, every
pi ece MUST be the sane size, apart fromthe | ast piece, which is the
remai nder. The |last piece extends to the end of the file, and it
therefore MAY be shorter than the other pieces.

4.2. Metadata El enents
4.2.1. The "metalink:copyright" El enment

The "netalink:copyright” element is a Text construct that conveys a
human-r eadabl e copyright for a file. It is Language-Sensitive.

met al i nkCopyri ght =

el ement metal i nk: copyright {
met al i nkText Const ruct
}
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4.2.2. The "metalink:description" El enent

The "nmetal i nk: description" elenent is a Text construct that conveys a
human-readabl e file description. 1t is Language-Sensitive.

met al i nkDescription =
el ement netalink:description {
met al i nkText Const ruct
}

4.2.3. The "netalink:generator" El enent

The "nmetalink:generator” elenment’s content identifies the generating
agent name and version used to generate a Metalink Docunment, for
debuggi ng and ot her purposes.

met al i nkGenerator =
el ement netalink: generator {
et al i nkText Const ruct
}

The netalink:generator elenment’s content is defined bel owin ABNF
not ati on [ RFC5234].

t oken = 1*<any CHAR except CTLs or separators>
separat ors ="Myt @
[y ot """ [ DQUOTE
T A A A R B B
[{" 1 "y / SP/ HTAB
agent = token ["/" agent-version]
agent -versi on = token

Exanpl es:

ééénerator>M rrorBrain/2. 11</ gener at or >

%Qénerator>M rror Manager/ 1. 2.11</ gener at or >
ééénerator>netalinktooIs/0.3.6</generator>
ééénerator>wbtalinkEditor/l.2.0</generator>

Al t hough any token character MAY appear in an agent-version, this
token SHOULD only be used for a version identifier (i.e., successive

versi ons of the sanme agent SHOULD only differ in the agent-version
portion of the agent value).
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4.2.4. The "nmetalink: hash" El enent

The "nmetal i nk: hash” element is a Text construct that conveys a
cryptographic hash for a file. Al hashes are encoded in | owercase
hexadeci nal format. Hashes are used to verify the integrity of a
conplete file or portion of a file to deternine if the file has been
transferred without any errors.

met al i nkHash =
el ement netal i nk: hash {
attribute type { text }?
t ext

}

Met al i nk Docunents MAY contain one or multiples hashes of a conplete
file. metalink:hash elenments with a "type" attribute MJST contain a
hash of the conplete file. In this exanple, both SHA-1 and SHA- 256
hashes of the conplete file are included.

.%hash type="sha-1">a97f cf 6ba9358f 8a6f 62beee4421863d3e52b080</ hash>
<hash type="sha- 256" >f c87941af 7f d7f 03e53b34af 393f 4c14923d74. . . </ hash>

Met al i nk Documents MAY al so contain hashes for individual pieces of a
file. nmetalink:hash elements that are inside a netalink:pieces
cont ai ner el ement have a hash for that specific piece or chunk of the
file, and are of the sanme hash type as the netalink: pieces elenent in
which they are contained. Metalink Docunents MAY contain one or
mul ti pl e metalink: pieces container elements, if each "type" attribute
of metalink:pieces has a uni que val ue.

met al i nk: hash el enents without a "type" attribute MIJST contain a hash
for that specific piece or chunk of the file and MJST be listed in
the sane order as the correspondi ng pieces appear in the file,
starting at the beginning of the file. The size of the piece is
equal to the value of the "length" attribute of the metalink:pieces
el ement, apart fromthe | ast piece, which is the remainder. See
Section 4.1.3.2 for nore information on the size of pieces.
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In this exanple, SHA-1 and SHA-256 hashes of the conplete file are
i ncluded, along with four SHA-1 piece hashes.

<hash type="sha-1">a97f cf 6ba9358f 8a6f 62beee4421863d3e52b080</ hash>
<hash type="sha- 256" >f c87941af 7f d7f 03e53b34af 393f 4c14923d74. . . </ hash>
<pi eces | engt h="1048576" type="sha-1">
<hash>d96b9a4b92a899¢2099b7b31bddb5ca423bb9b30</ hash>
<hash>10d68f 4b1119014c123da2ala6baf 5c8a6d5bale</ hash>
<hash>3e84219096435c34e092b17b70a011771c52d87a</ hash>
<hash>67183e4c3ab892d3ebe8326b7d79eb62d077f 487</ hash>
</ pi eces>

4.2.4.1. The "type" Attribute

met al i nk: hash el enents MJUST have a "type" attribute, if and only if
it contains a hash of the conplete file. The | ANA registry naned
"Hash Function Textual Nanmes" defines values for hash types.

met al i nk: hash el enents MJUST NOT have a "type" attribute, if they are
inside a netalink:pieces container elenent. See Section 7.4 for
security inplications.

4.2.5. The "netalink:identity" El enent

The "nmetalink:identity" elenent is a Text construct that conveys a
human-readabl e identity for a file. For exanple, the identity of
Firefox 3.5 would be "Firefox"

metal i nkldentity =
el ement netalink:identity {
met al i nkText Const ruct
}

4.2.6. The "netalink:|anguage" El enent

The "nmetalink: | anguage" elenent is a Text construct that conveys a
code for the | anguage of a file, per [RFC5646].

Mul tiple netalink:|anguage el enents are allowed, for instance, to
describe a file such as an binary installation programthat provides
mul ti pl e | anguage options, a novie with multiple |anguage tracks, or
a docunent in nultiple |Ianguages.

met al i nkLanguage =

el ement netal i nk: | anguage {
met al i nkText Construct
}
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4.2.7. The "metalink:|ogo" El enent

The "nmetalink:logo" element’s content is an IR reference [ RFC3987]
that identifies an inmage that provides visual identification for a
file.

met al i nkLogo =
el ement metalink:logo {
met al i nkCommonAt t ri but es,
(rmetal i nkUri)

}

The i mage SHOULD have an aspect ratio of one (horizontal) to one
(vertical) and SHOULD be suitable for presentation at a small size.

4.2.8. The "netalink:metaurl" El enent

The "netalink:netaurl" elenent contains the IRl of a netadata file,
al so known as a netainfo file, about a resource to downl oad. For
exanple, this could be the IRl of a BitTorrent .torrent file, a
Met al i nk Docunent, or other type of netadata file. Note that the
information in the netalink: hash el enent does not apply to these
nmetadata files but to the files that are described by them

met al i nkMet aURL =
el ement netalink: netaurl ({

met al i nkConmonAt t ri but es,

attribute priority { xsd:positivelnteger {
max| ncl usi ve = "999999"}}?,

attribute nedi atype { text },

attribute name { text }?

(metal i nkUri)

}
4.2.8.1. The "priority" Attribute

met al i nk: metaurl el enents MAY have a priority attribute. Values MJST
be positive integers between 1 and 999999. Lower values indicate a
hi gher priority. metalink:netaurl elements without a priority
attribute are considered to have the |lowest priority, i.e., 999999.
The priority values of netalink:netaurl and netalink:url elenments are
conpared and those with the | owest values, starting with 1, are used
first. Miltiple netalink:metaurl and metalink:url elements MAY have
the sane priority, i.e., one BitTorrent .torrent file and three FTP
URIs could have priority="1". See also the "priority" attribute of
the nmetalink:url elenent.
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4.2.8.2. The "medi atype" Attribute

met al i nk: metaur!l el enents MJUST have a "nedi atype" attribute that

i ndi cates the Miultipurpose Internet Mail Extensions (M M) nedia type
[ RFC4288] of the netadata file available at the IRI. In the case of
Bit Torrent as specified in [BITTORRENT], the value "torrent" is

REQUI RED. Types without "/" are reserved. Currently, "torrent" is
the only reserved val ue.

Val ues for this attribute are defined below in ABNF notation
[ RFC5234] .

medi a-type = (type-name "/" subtype-nane) / nedia-reserved
medi a-reserved = "torrent"”

type-name = <Defined in Section 4.2 of RFC 4288>

subt ype-nane = <Defined in Section 4.2 of RFC 4288>

4.2.8.3. The "nanme" Attribute

met al i nk: metaurl el enents MAY have a "nane" attribute that indicates
a specific file in a BitTorrent .torrent file or a Metalink Docunent
that describes multiple files.

Directory information can al so be contained in a "path/file" format
only, as in:

<net aur |
medi at ype="torrent" nane="debi an- and64/ sar ge/ Cont ent s- and64. gz" >

In this exanple, a file named "Contents-and64.gz" is indicated, in a
"debi an- and64/ sarge/ " subdirectory. The path MJST NOT contain any
directory traversal directives or information. The path MJST be
relative. The path MJUST NOT begin with a /", "./", or "../[";
contain "/../"; or end with "/.."

4.2.9. The "netalink:origin" Elenent

The "nmetalink:origin" element is an IRl where the Metalink Docunent
was originally published. |If the dynamc attribute of netalink
originis "true", then updated versions of the Metalink can be found
at this IRI.

metal i nkOrigin =
el ement nmetalink:origin {
met al i nkConmonAt t ri but es,
attribute dynam c { xsd: bool ean }?,
(rmetal i nkUri)

}
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4.2.9.1. The "dynamc" Attribute

The netalink:origin element MAY have a "dynamic" attribute, set to
"true" or "false", which tells if a Metalink at the origin IR wll
contain dynam c updated information or if it is static and not likely
to be updat ed.

4.2.10. The "netalink:os" El ement

The "netalink:os" element is a Text construct that conveys an
perating Systemthat a file is suitable for. The I ANA registry
naned "COperating System Nanmes" defines values for OS types

met al i nkGCS =
el ement netalink:os {
met al i nkText Const r uct

}
4.2.11. The "netalink: published" El enent

The "nmetal i nk: published” element is a Date construct indicating an
instant in time associated with an event early in the life cycle of
the entry.

met al i nkPubl i shed =
el ement metal i nk: published {
met al i nkDat eConst r uct
}

Typically, netalink:published will be associated with the initia
creation or first availability of the resource. The netalink:updated
el ement is used when a Metal i nk Document has been updated after
initial publication

4.2.12. The "netalink: publisher" El enent

The "nmetal i nk: publisher"” element contains a human-readabl e group or
other entity that has published the file described in the Metalink
Docurment and an IRl for nore information

met al i nkPubl i sher =
el ement netal i nk: publisher {
met al i nkCommonAt t ri but es,
attribute name { text },
attribute url { nmetalinkUi }7?
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4.2.12.1. The "nane" Attribute

The netalink: publisher el ement MJST have a "nanme" attribute that
i ndi cates the human-readabl e name of the publisher

4.2.12.2. The "url" Attribute

The netalink: publisher el ement MAY have a "url" attribute whose val ue

MJUST be an IRl reference [ RFC3987].
4.2.13. The "netalink:signature" El enent

The "metalink:signature"” elenment is a Text construct that conveys a
digital signature for a file described in a Metalink Docunent.
Digital signatures verify that a file is fromthe entity that has
signed it.

Support in Metalink Processors for digital signatures included in
this element is OPTIONAL. Note that the signing of Metalink
Docurents, as opposed to a digital signature of a file described in a
Met al i nk Docunent, is covered in Section 7.1

met al i nkSi gnature =
el ement netalink:signature {
attribute nmedi atype { text },
met al i nkText Const r uct

}
Exanmpl e with an QpenPGP signature [ RFC4880]:

<si gnhature mnedi at ype="appl i cati on/ pgp-si gnature">
----- BEG N PGP SI GNATURE- - - - -
Versi on: GiuPG v1.4.10 (GNU Li nux)

i EYEABECAAYFAKr xdXQACgk Qe OEcayedXJHgFwCf d1p/ HhRf /i DvYhvFbTr QPz+p
p30A008I KHoOqOEOEMB3z mvELoYUr Nkg

=ggAf

----- END PGP S| GNATURE- - - - -

</ si gnat ur e>

4.2.13.1. The "nediatype" Attribute
met al i nk: si gnhature el enents MJUST have a "nedi atype" attribute that
i ndicates the M ME nedi a type [ RFC4288] of the included digita
si gnature.

Val ues for this attribute are defined below in ABNF notation
[ RFC5234] .
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medi a-type = type-nane "/" subtype-name
type-nanme = <Defined in Section 4.2 of RFC 4288>
subt ype-name = <Defined in Section 4.2 of RFC 4288>

4.2.14. The "netalink:size" Elenent

The "nmetalink:size" elenment indicates the length of the |inked
content in octets. This is the content length of the representation
returned when the IRl is mapped to a URI and dereferenced. Note that
the "netalink:size" elenment MJST override the actual content |ength
of the representation as reported by the underlying protocol, and
those that do not match MJUST be di scarded by Metalink Processors.
Thi s val ue MJST be a non-negative integer

met al i nkSi ze =
el ement netalink:size {
xsd: nonNegat i vel nt eger

}
4.2.15. The "netalink:updated" El enent

The "netalink:updated" elenent is a Date construct indicating the
nost recent instant in tine when a Metalink was nodified in a way the
publ i sher considers significant. Therefore, not all nodifications
necessarily result in a changed netalink: updated val ue.

met al i nkUpdat ed =
el ement netalink: updated {
met al i nkDat eConst ruct

}
Publ i shers MAY change the value of this el ement over tine.
4.2.16. The "netalink:url" El ement
The "netalink:url" elenent contains a file IRI. Mst netalink:file
container elements will contain nultiple nmetalink:url elenments, and

each one SHOULD be a valid alternative to downl oad the sanme file.

The netalink:url elenents SHOULD be resol vabl e and, if resol vable,
SHOULD | ead to identical files.

Met al i nk Processors MJUST filter out invalid files obtained from

"metalink:url" elements by using information in the netalink:size
el ement and netal i nk: hash el ements.
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met al i nkURL =
el ement metalink:url {
met al i nkConmonAt t ri but es,
attribute location { xsd:string {
m nLength = "2" nmaxLength="2"}
}?,

attribute priority { xsd:positivel nteger {
max| ncl usi ve = "999999"}}?,
(metal i nkUri)

}
4.2.16.1. The "priority" Attribute

metal i nk:url elements MAY have a priority attribute. Values MIST be
positive integers between 1 and 999999. Lower values indicate a
higher priority. nmetalink:url elenments without a priority attribute
are considered to have the |lowest priority, i.e., 999999. Miltiple
metal i nk: url el ements can have the sane priority, i.e., ten different
mrrors could have priority="1".

4.2.16.2. The "location"” Attribute
metal i nk: url el ements MAY have a "location" attribute, which is a
[1S0C3166-1] al pha-2 two letter country code for the geographica
| ocation of the physical server an IRl is used to access.
4.2.17. The "netalink:version" El enent
The "netalink:version" elenment is a Text construct that conveys a
human-r eadabl e version for a file. The version of Firefox 3.5 would
be "3.5".
met al i nkVer sion =
el ement netalink:version {
met al i nkText Const ruct
}
5. Extending Metalink
5.1. Extensions from Non-Metalink Vocabul ari es
Thi s specification describes Metalink’s XM. vocabul ary.
5.2. Extensions to the Metalink Vocabul ary
The Metalink namespace is reserved for future forward-conpatible

revisions of Metalink. Future versions of this specification could
add new el ements and attributes to the Metalink markup vocabul ary.
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Software witten to conformto this version of the specification wll
not be able to process such markup correctly and, in fact, will not
be able to distinguish it frommarkup error. For the purposes of
this discussion, unrecogni zed markup fromthe Metalink vocabul ary

wi Il be considered "foreign markup"

5.3. Processing Foreign Markup

Met al i nk Processors that encounter foreign markup in a |ocation that
is legal according to this specification MIST ignore such foreign
mar kup, in particular they MJST NOT stop processing or signal an
error. It mght be the case that the Metalink Processor is able to
process the foreign markup correctly and does so. Qherw se, such
mar kup is termed "unknown foreign markup".

When unknown foreign markup is encountered as a child of nmetalink
file, nmetalink:nmetalink, Metalink Processors MAY bypass the markup
and any textual content and MJUST NOT change their behavior as a
result of the markup's presence.

5. 4. Ext ensi on El enents

Metalink allows foreign markup anywhere in a Metalink docunent,
except where it is explicitly forbidden. Child elenments of netalink
file and netalink:metalink are considered Metadata el enents and are
descri bed below. The role of other foreign markup is undefined by
this specification.

5.4.1. Sinple Extension Elenents

A Sinpl e Extension el ement MUST NOT have any attributes or child
el ements. The el ement MAY contain character data or be enpty.
Si npl e Extensi on el enents are not Language- Sensitive.

si npl eExt ensi onEl enrent =
element * - metalink:* {
t ext
}

The el ement can be interpreted as a sinple property (or nane/val ue
pair) of the parent elenent that encloses it. The pair consisting of
t he nanespace URI of the elenent and the | ocal nane of the el enent
can be interpreted as the name of the property. The character data
content of the element can be interpreted as the value of the
property. |If the element is enpty, then the property value can be
interpreted as an enpty string.
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5.4.2. Structured Extension El enents

6

6

6

The root elenment of a Structured Extension el ement MJUST have at | east
one attribute or child elenent. It MAY have attributes, it MAY
contain well-formed XML content (including character data), or it NMAY
be empty. Structured Extension el enents are Language-Sensitive.

st ruct ur edExt ensi onEl enent =
element * - metalink:* {

(attribute * { text }+,
(text]|anyEl enent) *)

| (attribute * { text }*,
(text?, anyEl erment+, (text]|anyEl enent)*))
}

The structure of a Structured Extension el enent, including the order
of its child elenments, could be significant.
Thi s specification does not provide an interpretation of a Structured
Extensi on el enent. The syntax of the XM. contained in the el enent
(and an interpretation of how the elenment relates to its containing
el ement) is defined by the specification of the Metalink extension

I ANA Consi derations
1. XM Nanespace Registration

Thi s docunent nakes use of the XM registry specified in [ RFC3688].
Accordingly, | ANA has nmade the follow ng registration:

Regi stration request for the Metalink nanespace:
URI: urn:ietf:parans: xm :ns:nmetalink

Regi strant Contact: See the "Authors’ Addresses" section of this
docunent .

XM.: None. Nanespace URIs do not represent an XM. specification
2. application/netalinkd4+xm M ME type

A Metal i nk Docunent, when serialized as XM. 1.0, can be identified
with the follow ng nedia type:

Type name: application

Subt ype name: netalink4+xmn
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Requi red paraneters: None.

Optional parameters

"charset": This paraneter has semantics identical to the charset
paraneter of the "application/xm" nedia type as specified in

[ RFC3023] .
Encodi ng considerations: Identical to those of "application/xm" as

described in [ RFC3023], Section 3.2.

Security considerations: As defined in this specification
In addition, as this nedia type uses the "+xm" convention, it
shares the sanme security considerations as described in [ RFC3023],
Section 10.

Interoperability considerations: There are no known interoperability
i ssues.

Publ i shed specification: This specification.

Applications that use this nedia type: File transfer applications.
Addi tional information:

Magi ¢ nunber(s): None.

File extension: .neta4

Maci ntosh File Type code: TEXT

Person and emni|l address to contact for further information:
Ant hony Bryan <ant honybryan@nmuail . conp

I ntended usage: COMVON
Restrictions on usage: None.
Aut hor: Ant hony Bryan <ant honybryan@nail . con®
Change controller: |ESG
7. Security Considerations

Because Metalink is an XM.-based format, existing XM. security
mechani sns can be used to secure its content.
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Publ i shers of Metalink Documents may have sound reasons for signing
ot herw se-unprotected content. For exanple, a merchant night
digitally sign a Metalink that lists a file download to verify its
origin. Qher nmerchants may wish to sign and encrypt Metalink
Docurents that list digital songs that have been purchased. Many
ot her exanpl es are concei vabl e.

Publ i shers are encouraged to offer Metalink docunments via

aut henti cated HTTP under Transport Layer Security (TLS) as specified
in [RFC2818]. The choice of a secure content |ayer rests entirely
with the content providers.

Publ i shers are al so encouraged to include digital signatures of the
files within the Metalink Documents, if they are avail able, as
described in Section 4.2.13.

Normal |y, a publisher is in the best position to know how strong the
protective signing ought to be on their content. Thus, a publisher
can choose weak or strong cryptography, and a Metalink Processor
SHOULD normal |y accept that. There are potential applications where
the Metalink Processor chooses to reject weak cryptography, but that
is not envisioned as the comon use case.

7.1. Digital Signatures

The root of a Metalink Docunent (i.e., metalink:netalink) or any
metalink:file el enent MAY have an Envel oped Signature, as described
by XM.-Si gnature and Syntax Processing [ REC-xnl dsi g-core].

Al 't hough signing and verifying signatures are both OPTI ONAL, an
i mpl ementation that supports either feature SHOULD i npl ement RSA with
a mni num key size of 2048 with SHA-256

Met al i nk Processors that support verifying signatures MJST reject
Met al i nk Docunents with invalid signatures.

Met al i nk Processors MUST NOT reject a Metalink Docunent containing
such a signature because they are not capable of verifying it; they
MJUST conti nue processing and MAY informthe user of their failure to
val i date the signature.

In other words, the presence of an element with the namespace UR
"http://ww. w3. org/ 2000/ 09/ xm dsi g#" and a | ocal name of "Signature"
as a child of the docunent el enent MUST NOT cause a Metalink
Processor to fail nerely because of its presence.

O her elenents in a Metalink Docunent MUST NOT be signed unless their
definitions explicitly specify such a capability.
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Section 6.5.1 of [REC xni dsig-core] requires support for Canonica
XML [ REC-xm -cl14n]. However, many - inplenmenters do not use it
because signed XML docunents - enclosed in other XM. documents have
their signatures - broken. Thus, Metalink Processors that verify
signed Metalink Docunments MJUST be able to canonicalize with the

excl usive XM. canoni cal i zati on nmethod identified by the UR
"http://ww. w3. org/ 2001/ 10/ xm - exc-c14n#", as specified in Exclusive
XM. Canoni cal i zati on [ REG- xm - exc-cl4n].

Section 4.4.2 of [REGC xnml dsig-core] requires support for Digita

Si gnature Al gorithm (DSA) signatures and recomends support for RSA
signatures. However, because of the nmuch greater popularity in the
mar ket of RSA versus DSA, Metalink Processors that verify signed
Met al i nk Docunents MJST be able to verify RSA signatures, but do not
need be able to verify DSA signatures. Due to security issues that
can arise if the keying material for nessage authentication code
(MAC) authentication is not handl ed properly, Mtalink Docunents
SHOULD NOT use MACs for signatures.

7.2. URIs and IRI's

Met al i nk Processors handle URIs and IRIs. See Section 7 of [RFC3986]
and Section 8 of [RFC3987] for security considerations related to
their handling and use.

7.3. Spoofing

There is potential for spoofing attacks where the attacker publishes
Met al i nk Docunents with false information. Malicious publishers

m ght create Metalink Docunents containing inaccurate informtion
anywhere in the docunent. Unaware downl oaders coul d be deceived into
downl oadi ng malicious or worthless content. Malicious publishers
could attenpt a distributed denial-of-service attack by inserting
unrelated IRIs into Metalink Docunents.

Digital signatures address the issue of spoofing.
7.4. Cryptographic Hashes

Currently, some of the hash types defined in the | ANA registry named
"Hash Function Textual Nanes" are considered insecure. These include
t he whol e Message Digest fanmily of algorithms that are not suitable
for cryptographically strong verification. Mlicious parties could
provide files that appear to be identical to another file because of
a collision, i.e., the weak cryptographi c hashes of the intended file
and a substituted malicious file could match.
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Met al i nk Generators and Processors MJST support "sha-256", which is
SHA- 256, as specified in [FIPS-180-3], and MAY support stronger

hashes.

If a Metalink Docunent contains hashes, it SHOULD incl ude "sha-256",
which is SHA-256, or stronger. 1t MAY also include other hashes from
the 1 ANA regi stry named "Hash Function Textual Names".
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Appendi x B. RELAX NG Conpact Schena
Thi s appendi x is informative.

The Rel ax NG schena explicitly excludes el enents in the Metalink
namespace that are not defined in this revision of the specification.
Requi rements for Metalink Processors encountering such markup are
given in Sections 5.2 and 5. 3.

# -*-rnc -*-

# RELAX NG Conpact Syntax G ammar for the
# Metal ink Format Specification Version 4
# Based on RFC 4287 schena

nanespace |ocal =""

nanespace netalink = "urn:ietf:parans: xn :ns: netalink"
nanespace xsd = "http://ww. w3. org/ 2001/ XM_Schema"

# Common attributes

met al i nkCommonAttri butes =
attribute xm:lang { netalinkLanguageTag }?,
undefi nedAttri but e*

# Text Constructs

met al i nkText Construct =
met al i nkCommonAt t ri but es,
t ext

# Date Construct

met al i nkDat eConstruct =
met al i nkCommonAt t ri but es,
xsd: dat eTi ne

start = metalinkMetalink

met al i nkMetal i nk =
el ement netalink:netalink {
met al i nkConmonAt tri but es,
(metalinkFil e+
& met al i nkGener at or ?
& metal i nkOri gi n?
& net al i nkPubl i shed?
& net al i nkUpdat ed?
& ext ensi onEl enent *)
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metalinkFile =
element metalink:file {

met al i nkConmonAt t ri but es,
attribute name { text },
(et al i nkCopyri ght ?

met al i nkDescri pti on?

met al i nkHash*

met al i nkl dentity?

met al i nkLanguage*

met al i nkLogo?

met al i nkMet aURL*

met al i nkOS*

met al i nkPi eces*

met al i nkPubl i sher ?

met al i nkSi gnat ure?

met al i nkSi ze?

met al i nkURL*

met al i nkVer si on?

ext ensi onEl enent *)

Ro Ro Ro Qo Ro Ro Ro Ro RO RO RO Ro Ro Ro

}

met al i nkPi eces =
el ement netalink: pieces {
attribute length { xsd:positivelnteger },
attribute type { text },
met al i nkHash+

}

met al i nkCopyri ght =
el ement netal i nk: copyright {
met al i nkText Const ruct
}

met al i nkDescri ption =
el enent netalink: description {
met al i nkText Const ruct
}

met al i nkGenerator =
el ement netalink: generator {
met al i nkText Const ruct
}

met al i nkHash =
el ement netal i nk: hash {
attribute type { text }?,
t ext

}
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metal i nkldentity =
element nmetalink:identity {

}

met al i nkText Constr uct

met al i nkLanguage =
el ement netalink: | anguage {

}

met al i nkText Constr uct

met al i nkLogo =
el ement netalink:logo {

}

et al i nkConmonAt tri but es,
(metal i nkUri)

net al i nkMet aURL =
el ement netalink: netaurl {

}

met al i nkCommonAt t ri but es,

attribute priority { xsd:positivelnteger {
max| ncl usi ve = "999999"}}?,

attribute nedi atype { text },

attribute name { text }?

(metalinkUri)

met al i nkOrigin =
el ement nmetalink:origin{

}

met al i nkCommonAt t ri but es,
attribute dynam ¢ { xsd: bool ean }?,
(metalinkUri)

met al i nkOS =
el ement netalink:os {

}

met al i nkText Construct

met al i nkPubl i shed =
el ement netal i nk: published {

}

met al i nkDat eConst r uct

met al i nkPubl i sher =
el ement netal i nk: publ i sher {

Bryan,
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}

met al i nkSi gnature =
el ement netalink:signature {
attribute nedi atype { text },
met al i nkText Const ruct

}

met al i nkSi ze =
el ement netalink:size {
xsd: nonNegat i vel nt eger
}

met al i nkUpdat ed =
el ement netal i nk: updated {
net al i nkDat eConst r uct
}

met al i nkURL =
el ement metalink:url {
met al i nkConmonAt t ri but es,
attribute location { xsd:string {
m nLength = "2" nmaxLengt h="2"}
}?,

attribute priority { xsd:positivel nteger {
max| ncl usi ve = "999999"}}?,
(metal i nkUri)

}

met al i nkVer si on =
el ement netalink:version {
met al i nkText Constr uct
}

# As defined in RFC 3066 and conpatible with RFC 5646
met al i nkLanguageTag = xsd:string {

pattern = "[A-Za-2]{1,8}(-[A Za-z0-9]{1,8})*"
}

# Unconstrained; it's not entirely clear how IR fit into
# xsd:anyURl so let's not try to constrain it here
metal i nkUri = text

# Simpl e Extension
si npl eExt ensi onEl enent =

element * - metalink:* {
t ext
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}

# Structured Extension

struct ur edExt ensi onEl enent =
element * - metalink:* {
(attribute * { text }+
(text]anyEl enent) *)
| (attribute * { text }*,
(text?, anyEl enent+, (text|anyEl enment)*))
}

# Other Extensibility

ext ensi onEl ement =
si npl eExt ensi onEl enent | structuredExt ensi onEl ement

undefi nedAttri bute =
attribute * - (xm:lang | local:*) { text }

undefi nedContent = (text|anyForeignEl ement)*

anyEl enent =
el ement * {
(attribute * { text }
| text
| anyEl enent)*

anyFor ei gnEl emrent =
element * - metalink:* {
(attribute * { text }
| text
| anyEl enent)*

# EOF
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