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Abst ract

Thi s docunent defines a franework and the requirements for cal

control and nmulti-party usage of the Session Initiation Protoco
(SIP). To enable discussion of multi-party features and
applications, we define an abstract call nodel for describing the
medi a rel ati onshi ps required by many of these. The nodel and actions
descri bed here are specifically chosen to be independent of the SIP
signaling and/ or m xi ng approach chosen to actually set up the nedia
relationships. In addition to its dialog nmanipul ati on aspect, this
framewor k includes requirenents for communicating related infornation
and events such as conference and session state and session history.
This framework al so descri bes other goals that enbody the spirit of
SIP applications as used on the Internet such as the definition of
primtives (not services), invoker and participant oriented
primtives, signaling and m xi ng nodel independence, and others.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc5850
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1. Mbdtivation and Background

The Session Initiation Protocol (SIP) [RFC3261] was defined for the
initiation, maintenance, and term nation of sessions or calls between
one or nore users. However, despite its origins as a | arge-scale

mul ti-party conferencing protocol, SIP is used today primarily for

poi nt-to-point calls. This two-party configuration is the focus of
the SIP specification and nost of its extensions.

Thi s docunent defines a franmework and the requirenments for cal
control and multi-party usage of SIP. Mst multi-party operations
mani pul ate SIP dialogs (also known as call legs) or SIP conference
medi a policy to cause participants in a conversation to perceive
specific nedia relationships. |In other protocols that deal with the
concept of calls, this manipulation is known as call control. In
addition to its dialog or policy manipulation aspect, call contro
al so i ncludes comunicating informati on and events related to
mani pul ating calls, including information and events dealing with
session state and history, conference state, user state, and even
message state.

Based on input fromthe SIP community, the authors conpiled the
following set of goals for SIP call control and nulti-party
appl i cations:

o0 Define primtives, not services. Allow for a handful of robust
yet sinple nechani sns that can be conbined to deliver features and
services. Throughout this docunment, we refer to these sinple
mechani sms as "primitives". Prinitives should be sufficiently
robust so that when they are conbined with each other, they can be
used to build lots of services. However, the goal is not to
define a provably complete set of primtives. Note that while the
| ETF wi || NOT standardi ze behavior or services, it may define
exanpl e services for informational purposes, as in service
exanpl es [ RFC5359].

0 Be participant oriented. The primtives should be designed to
provi de services that are oriented around the experience of the
participants. The authors observe that end users of features and
services usually don't care how a nedia relationship is set up
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Their ultimte experience is only based on the resulting nmedia and
other externally visible characteristics.

Be signaling nodel independent. Support both a central-control
and a peer-to-peer feature invocation nodel (and conbinations of
the two). Baseline SIP already supports a centralized contro
nmodel described in 3pcc (third party call control) [RFC3725], and
the SIP comunity has expressed a great deal of interest in peer-
to-peer or distributed call control using prinmtives such as those
defined in REFER [ RFC3515], Repl aces [ RFC3891], and Join

[ RFC3911] .

Be mi xi ng nodel independent. The bulk of interesting nulti-party
applications involve mxing or conbining media frommultiple
participants. This m xing can be performed by one or nore of the
participants or by a centralized m xing resource. The experience
of the participants should not depend on the m xi ng nodel used.
Wil e nost exanples in this document refer to audio mxing, the
framework applies to any nmedia type. 1In this context, a "m xer"
refers to conbining nedia of the sane type in an appropriate,

medi a-specific way. This is consistent with the nodel described
in the SIP conferencing franmework

Be i nvoker oriented. Only the user who invokes a feature or a
servi ce needs to know exactly which service is invoked or why.
This is good because it allows new services to be created without
requiring new primtives fromall of the participants; and it

all ows for nuch sinpler feature authorization policies, for
exanpl e, when participation spans organi zati onal boundaries. As
di scussed in Section 2.7, this also avoi ds exponential state

expl osi on when conbi ning features. The invoker only has to manage
a user interface or application programring interface (APlI) to
prevent | ocal feature interactions. Al the other participants
sinmply need to manage the feature interactions of a rmuch snaller
nunber of primtives.

Primtives make full use of URIs (uniformresource identifiers).
URIs are a very powerful mechani smfor describing users and
services. They represent a plentiful resource that can be
extrenely expressive and easily routed, translated, and
mani pul ated -- even across organi zational boundaries. URIs can
contain special paraneters and informational header fields that
need only be relevant to the owner of the namespace (donain) of
the URI. Just as a user who selects an http: URL need not

under stand the significance and organi zation of the web site it
references, a user may encounter a SIP URl that translates into an
emai | -style group alias, which plays a pre-recorded nessage or
runs sone conplex call-handling logic. Note that while this may
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seem par adoxi cal to the previous goal, both goals can be satisfied
by the sane nodel

o0 Make use of SIP header fields and SIP event packages to provide
SIP entities with informati on about their environment. These
shoul d i nclude information about the status/handling of dialogs on
ot her user agents (UAs), information about the history of other
contacts attenpted prior to the current contact, the status of
participants, the status of conferences, user presence
informati on, and the status of nessages.

o Encourage service deconposition, and design to nake use of
standard components using well-defined, sinple interfaces. Sanple
components include a SIP nixer, recording service, announcenent
server, and voice-dialog server. (This is not an exhaustive
list).

0 Include authentication, authorization, policy, |ogging, and
accounting nmechanisns to allow these primtives to be used safely
anong nutual ly untrusted participants. Some of these nechani sns
may be used to assist in billing, but no specific billing system
wi |l be endorsed.

o Permt graceful fallback to baseline SIP. Definitions for new SIP
call control extensions/primtives nust describe a graceful way to
fall back to baseline SIP behavior. Support for one primtive nust
not inply support for another primtive.

o Don't reinvent traditional nodels, such as the nodel used for the
H. 450 fam ly of protocols, JTAPI (Java Tel ephony Application
Programm ng Interface), or the CSTA (Conputer-supported
tel econmuni cati ons applications) call nodel, as these other nodels
do not share the design goals presented in this docunent.

Note that the flexibility in this nbdel does have sone di sadvant ages
interms of interoperability. It is possible to build a call contro
feature in SIP using different conbinations of prinitives. For a

di scussion of the issues associated with this, see [BLISS-PROBLEM .

2. Key Concepts

Thi s section introduces a nunber of key concepts that will be used to
descri be and explain various call control operations and services in

the remai nder of this docunment. This includes the conversation space
nmodel , signaling and m xi ng nodel s, comon conponents, and the use of
URl s.
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2.1. Conversation Space Mde

Thi s docunent introduces the concept of an abstract "conversation
space" as a set of participants who believe they are all

conmuni cati ng anong one another. [Each conversation space contains
one or more participants.

Participants are SIP UAs that send original nedia to or termnate and
receive media fromother nenbers of the conversation space.

Logically, every participant in the conversation space has access to
all the nmedia generated in that space (this is strictly true if all
participants share a conmon nedia type). A SIP UA that does not
contribute or consune any nmedia is NOT a participant, nor is a UA
that nmerely forwards, transcodes, m xes, or selects nedia originating
el sewhere in the conversation space.

Note that a conversation space consists of zero or nore SIP calls
or SIP conferences. A conversation space is simlar to the
definition of a "call" in some other call nodels.

Partici pants may represent human users or non-human users (referred
to as robots or automatons in this docunment). Sone participants may
be hidden within a conversation space. Sone exanpl es of hidden
participants include: robots that generate tones, inmages, or
announcenents during a conference to announce users arriving and
departing, a human call center supervisor nonitoring a conversation
between a trainee and a customer, and robots that record nedia for
training or archival purposes.

Participants nay al so be active or passive. Active participants are
expected to be intelligent enough to | eave a conversati on space when
they no longer desire to participate. (An attentive hunman
participant is obviously active.) Some robotic participants (such as
a voi ce-nmessagi ng system an instant-nessagi ng agent, or a voice-

di al og systen) may be active participants if they can | eave the
conversation space when there is no human interaction. Oher robots
(for exanple, our tone-generating robot fromthe previous exanple)
are passive participants. A human participant "on hold" is passive.

An exanpl e di agram of a conversati on space can be shown as a "bubbl e"
or ovals, or as a "set" in curly or square bracket notation. Each
set, oval, or bubble represents a conversation space. Hidden

partici pants are shown in |owercase letters. Exanples are given in
Figure 1.

Note that while the term "conversation" usually applies to ora

exchange of information, we apply the conversation space nodel to any
medi a exchange between partici pants.
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{ A, B} [ A, b, C D]
I\ / \
I A\ /I A b\
( ) ( )
\ B/ \'C DI
W \ /

Figure 1. Conversation Spaces

2.2. Relationship between Conversation Space, SIP Dialogs, and SIP

Sessi ons
In [RFC3261], a call is "an informal termthat refers to sone
conmuni cati on between peers, generally set up for the purposes of a
mul ti medi a conversation". The concept of a conversation space is
needed because the SIP definition of call is not sufficiently precise
for the purpose of describing the user experience of nmulti-party
features.

Do any other definitions convey the correct neaning? SIP and SDP
(Session Description Protocol) [RFC4566] both define a conference as

"a mul tinmedia session identified by a cormon session description". A
session is defined as "a set of nultinedia senders and receivers and
the data streans flowing fromsenders to receivers”. The definition
of "call" in some call nmodels is nore sinmilar to our definition of a

conversati on space.

Sone exanpl es of the relationship between conversation spaces, SIP
di al ogs, and SIP sessions are listed below. In each exanple, a hunman
user will perceive that there is a single call

o0 Asinmple two-party call is a single conversation space, a single
session, and a single dial og.

o Alocally mxed three-way call is tw sessions and two dial ogs.
It is also a single conversation space.

o0 Asinmple dial-in audio conference is a single conversation space,
but is represented by as nmany dial ogs and sessions as there are
hurman parti ci pants.

o A multicast conference is a single conversation space, a single
session, and as many di al ogs as parti ci pants.
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2.3. Signaling Mdels

Qovi ously, to make changes to a conversation space, you nust be able
to use SIP signaling to cause these changes. Specifically, there
must be a way to manipulate SIP dialogs (call |legs) to nove
participants into and out of conversation spaces. Although this is
not as obvious, there also nmust be a way to mani pulate SIP dialogs to
i ncl ude non-participant UAs that are otherw se involved in a
conversation space (e.g., back-to-back user agents or B2BUAs, third
party call control (3pcc) controllers, mxers, transcoders,
translators, or relays).

I mpl enentati ons may setup the nmedia rel ationshi ps described in the
conversation space nodel using a centralized control nodel. One
common way to inplenent this using SIP is known as third party cal
control (3pcc) and is described in 3pcc [ RFC3725]. The 3pcc approach
relies on only the following three primtive operations:

0 Create a new dialog (INVITE)
o Mdify a dialog (rel NVITE)
0 Destroy a dialog (BYE)

The mai n advant age of the 3pcc approach is that it only requires very
basic SIP support fromend systens to support call control features.
As such, third party call control is a natural way to handl e protoco
conversion and md-call features. It also has the advantage and

di sadvant age that new features can/nust be inplenented in one place
only (the controller), and it neither requires enhanced client
functionality nor takes advantage of it.

In addition, a peer-to-peer approach is discussed at length in this
docunent. The prinmary drawback of the peer-to-peer nodel is
additional conplexity in the end system and authentication and
managenent nodels. The benefits of the peer-to-peer nodel include:
0 state remains at the edges,

o call signaling need only go through participants involved (there
are no additional points of failure), and

0 peers nmay take advantage of end-to-end nmessage integrity or
encryption
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The peer-to-peer approach relies on additional "prinitive"
operations, sone of which are identified here.

0 Replace an existing dialog

o Join a new dialog with an existing dial og

0 Locally performnedia forking (rmulti-unicast)

0 Ask another user agent (UA) to send a request on your behalf

The peer-to-peer approach also only results in a single SIP dialog,
directly between the two UAs. The 3pcc approach results in tw SIP
di al ogs, between each UA and the controller. As a result, the SIP
features and extensions that will be used during the dialog are
limted to the those understood by the controller. As aresult, in a
situation where both the UAs support an advanced SIP feature but the
controller does not, the feature will not be able to be used.

Many of the features, primtives, and actions described in this
docunent al so require sonme type of nedia m xing, conbining, or
sel ection as described in the next section

2.4. M xing Mdels

SIP permits a variety of m xing nodels, which are di scussed here
briefly. This topic is discussed nore thoroughly in the SIP
conferencing framework [ RFC4353] and [ RFC4579]. SIP supports both
tightly coupl ed and | ocosely coupl ed conferencing, although nore
sophi sti cated behavior is available in tightly coupl ed conferences.
In a tightly coupl ed conference, a single SIP user agent (called the
focus) has a direct dialog relationship with each participant (and
may control non-participant user agents as well). The focus can
authoritatively publish information about the character and
participants in a conference. 1In a |loosely coupled conference, there
are no coordinated signaling relationships anong the partici pants.

For brevity, only the two nost popul ar conferencing nodels are
significantly discussed in this document (local and centralized

m xing). Applications of the conversation spaces nodel to |oosely
coupled multicast and distributed full unicast nmesh conferences are
left as an exercise for the reader. Note that a distributed ful
mesh conference can be used for basic conferences, but does not
easily allow for nore conplex conferencing actions |like splitting,
mer gi ng, and si debars.
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Call control features should be designed to allow a nixer (local or
centralized) to decide when to reduce a conference back to a two-
party call, or drop all the participants (for exanple, if only two
aut omatons are conmuni cating). The actual heuristics used to rel ease
calls are beyond the scope of this docunent, but nmay depend on
properties in the conversation space, such as the nunber of active,
passive, or hidden participants and the send-only, receive-only, or
send- and-receive orientation of various participants.

2.4.1. Tightly Coupl ed

Tightly coupled conferences utilize a central point for signaling and
aut henti cati on known as a focus [ RFC4353]. The actual nedia can be
centrally mxed or distributed.

2.4.1.1. (Single) End System M xi ng

The first nodel we call "end systemnixing". |In this nodel, user A
calls user B, and they have a conversation. At sone point later, A
decides to conference in user C To do this, Acalls C, using a
completely separate SIP call. This call uses a different Call-ID
different tags, etc. There is no call set up directly between B and
C. No SIP extension or external signaling is needed. A nerely
decides to locally join two dial ogs.

B C
\ /

\

A

Figure 2. End System M xi ng Exanpl e

In Figure 2, A receives nedia streans fromboth B and C, and mi xes
them A sends a streamcontaining As and Cs streans to B, and a
streamcontaining A's and B's streans to C. Basically, user A
handl es both signaling and medi a nixi ng.

2.4.1.2. Centralized M xing

In a centralized mxing nodel, all participants have a pairwi se SIP
and nedia relationship with the m xer. Comobn applications of
centralized mxing include ad hoc conferences and scheduled dial-in
or dial-out conferences. |In Figure 3 below, the mixer Mreceives and
sends nedia to participants A, B, C, D, and E
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Figure 3. Centralized M xing Exanple
2.4.1.3. Centralized Signaling, D stributed Media

In this conferencing nodel, there is a centralized controller, as in
the dial-in and dial-out cases. However, the centralized server
handl es signaling only. The nmedia is still sent directly between
participants, using either multicast or multi-unicast. Participants
performtheir own mxing. Milti-unicast is when a user sends
mul ti pl e packets (one for each recipient, addressed to that
recipient). This is referred to as a "Decentralized Miltipoint
Conference" in [H 323]. Full nesh media with centralized mxing is
anot her appr oach.

2.4.2. Loosely Coupl ed

In these nodels, there is no point of central control of SIP
signaling. As in the "Centralized Signaling, Distributed Media" case
above, all endpoints send nedia to all other endpoints.

Consequently, every endpoint mxes their owm nedia fromall the other
sources and sends their own nedia to every other participant.

2.4.2.1. Large-Scale Milticast Conferences

Large-scale nmulticast conferences were the original notivation for
bot h the Session Description Protocol (SDP) [ RFC4566] and SIP. In a
| arge-scal e nulticast conference, one or nore nulticast addresses are
all ocated to the conference. Each participant joins those multicast
groups and sends their nmedia to those groups. Signaling is not sent
to the multicast groups. The sole purpose of the signaling is to
informparticipants of which nmulticast groups to join. Large-scale
mul ti cast conferences are usually pre-arranged, with specific start
and stop tines. However, multicast conferences do not need to be
pre-arranged, so long as a nmechanismexists to dynamically obtain a
mul ti cast address.
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2.4.2.2. Full Distributed Unicast Conferencing

In this conferencing nodel, each participant has both a pairw se
media relationship and a pairw se signaling relationship with every
other participant (a full nmesh). This nodel requires a nechanismto
mai ntain a consistent view of distributed state across the group
This is a classic, hard problemin conmputer science. Also, this
model does not scale well for |arge nunbers of participants. For <n>
partici pants, the nunber of nedia and signaling relationships is
approxi mately n-squared. As a result, this nodel is not generally
available in comercial inplenentations; to the contrary, it is
primarily the topic of research or experinmental inplenmentations

Note that this nodel assunmes peer-to-peer signaling.

2.5. Conveying Information and Events

Partici pants should have access to infornmation about the other
participants in a conversation space so that this information can be
rendered to a human user or processed by an automaton. Al though sone
of this information may be avail able fromthe Request-UR or To,

From Contact, or other SIP header fields, another mechani sm of
reporting this information i s necessary.

Many applications are driven by know edge about the progress of calls
and conferences. |n general, these types of events allow for the
construction of distributed applications, where the application
requires information on dialog and conference state, but is not
necessarily a co-resident with an endpoint user agent or conference
server. For exanple, a focus involved in a conversation space may

wi sh to provide URIs for conference status and/or conference/fl oor
control

The SI P Events architecture [RFC3265] defines general nechanisns for
subscription to and notification of events within SIP networks. |t

i ntroduces the notion of a package that is a specific "instantiation"
of the events nechanismfor a well-defined set of events.

Event packages are needed to provide the status of a user’s dial ogs,
the status of conferences and their participants, user-presence
information, the status of registrations, and the status of a user’s
messages. Wiile this is not an exhaustive list, these are sufficient
to enable the sanple features described in this docunent.

The conference event package [ RFCA575] allows users to subscribe to
i nformati on about an entire tightly coupled SIP conference.
Notifications convey infornmation about the participants such as the
SIP URI identifying each user, their status in the space (active,
decl i ned, departed), URIs to invoke other features (such as sidebar
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conversations), links to other relevant information (such as floor-
control policies), and if floor-control policies are in place, the
user’s floor-control status. For conversation spaces created from
cascaded conferences, conversation state can be gathered from

rel evant foci and nmerged into a cohesive set of state.

The di al og package [ RFC4235] provides information about all the

di al ogs the target user is nmaintaining, in which conversations the
user is participating, and how these are correlated. Likew se, the
regi strati on package [ RFC3680] provides notifications when contacts
have changed for a specific address-of-record (AOR). The conbination
of these allows a user agent to |earn about all conversations
occurring for the entire registered contact set for an address-of -
record.

Not e that user presence in SIP [ RFC3856] has a cl ose rel ationship
with these latter two event packages. It is fundanental to the
presence nodel that the information used to obtain user presence is
constructed from any nunmber of different input sources. Exanples of
ot her such sources include cal endaring information and upl oads of
presence documents. These two packages can be consi dered anot her
mechanismthat allows a presence agent to determ ne the presence
state of the user. Specifically, a user presence server can act as a
subscriber for the dialog and registration packages to obtain

addi tional information that can be used to construct a presence
docunent .

The nulti-party architecture may al so need to provide a nechanismto
get information about the status/handling of a dialog (for exanple,

i nformati on about the history of other contacts attenpted prior to
the current contact). Finally, the architecture should provide anple
opportunities to present informational URIs that relate to calls,
conversations, or dialogs in some way. For exanple, consider the SIP
Cal | -1 nfo header or Contact header fields returned in a 300-cl ass
response. Frequently, additional information about a call or dialog
can be fetched via non-SIP URIs. For exanple, consider a web page
for package tracking when calling a delivery conpany or a web page
with related documentation when joining a dial-in conference. The
use of URIs in the multi-party framework is discussed in nore detai
in Section 3.7.

Finally, the interaction of SIP with stinmnulus-signaling-based
applications, which allow a user agent to interact with an
application w thout know edge of the semantics of that application,
is discussed in the SIP application interaction framework [RFC5629].
Stinmulus signaling can occur with a user interface running locally
with the client, or with a renpte user interface, through nedia
streans. Stinmulus signaling enconpasses a wi de range of mechani sns,
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fromclicking on hyperlinks, to pressing buttons, to traditiona
Dual - Tone Multi Frequency (DTMF) input. |In all cases, stimulus
signaling is supported through the use of markup | anguages, which
play a key role in that franmework

2.6. Componentization and Deconposition

Thi s framewor k proposes a deconposed conponent architecture with a
very | oose coupling of services and components. This means that a
service (such as a conferencing server or an auto-attendant) need not
be inplenmented as an actual server. Rather, these services can be
built by conbining a few basic conponents in straightforward or
arbitrarily conpl ex ways

Since the conponents are easily depl oyed on separate boxes, by
separate vendors, or even with separate providers, we achieve a
separation of function that allows each piece to be devel oped in
conplete isolation. W can also reuse existing conponents for new
applications. This allows rapid service creation, and the ability
for services to be distributed across organi zati onal domai ns anywhere
in the Internet.

For many of these conponents, it is also desirable to discover their
capabilities, for exanple, querying the ability of a m xer to host a
10-di al og conference or to reserve resources for a specific tine.
These actions could be provided in the formof URI's, provided there
is an a priori neans of understanding their semantics. For exanple,
if there is a published dictionary of operations, a way to query the
service for the avail abl e operations and the associated URI's, the UR
can be the interface for providing these service operations. This
concept is described in nore detail in the context of dialog
operations in Section 3.

2.6.1. Media Internediaries

Media intermedi aries are not participants in any conversation space,
al though an entity that is also a nmedia translator nmay al so have a
co-located participant conponent (for example, a mixer that al so
announces the arrival of a new participant; the announcenent portion
is a participant, but the mxer itself is not). Mdia intermediaries
shoul d be as transparent as possible to the end users -- offering a
useful, fundanental service wi thout getting in the way of new
features inplenmented by participants. Some common nedi a
internmedi ari es are descri bed bel ow
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2.6.1.1. M xer

A SIP nmixer is a conponent that conbines nmedia fromall dialogs in
the sanme conversation in a nedia-specific way. For exanple, the
default conbining for an audi o conference mght be an N1
configuration, while a text mxer mght interleave text nessages on a
per-line basis. Mre details about how to manipul ate the nmedi a
policy used by m xers is discussed in [ XCON- CCMVP] .

2.6.1.2. Transcoder

A transcoder translates nedia fromone encoding or format to another
(for example, GSM (d obal System for Mdbile communications) voice to
G 711, MPE& to H. 261, or text/html to text/plain), or fromone nedia
type to another (for exanple, text to speech). A nore thorough

di scussion of transcoding is described in the SIP transcoding
services invocation [ RFC5369].

2.6.1.3. Media Relay

A nmedia relay term nates media and sinply forwards it to a new
destination w thout changing the content in any way. Sonetines,
medi a rel ays are used to provide source | P address anonynmity, to
facilitate m ddl ebox traversal, or to provide a trusted entity where
medi a can be forcefully di sconnected.

2.6.1.4. Queue Server

A queue server is a location where calls can be entered into one of
several FIFO (first-in, first-out) queues. A queue server would
subscribe to the presence of groups or individuals who are interested
inits queues. Wen detecting that a user is available to service a
queue, the server redirects or transfers the last call in the

rel evant queue to the avail able user. On a queue-by-queue basis,

aut hori zed users could al so subscribe to the call state (dialog
information) of calls within a queue. Authorized users could use
this information to effectively pluck (take) a call out of the queue
(for example, by sending an INVITE with a Repl aces header to one of
the user agents in the queue).

2.6.1.5. Parking Place

A parking place is a location where calls can be terninated
tenmporarily and then retrieved later. VWhile a call is "parked", it
can receive nedia "on hold" such as music, announcenents, or
advertisenents. Such a service could be further deconposed such that
announcenents or nusic are handl ed by a separate conponent.
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2.6.1.6. Announcenents and Voi ce Di al ogs

An announcenent server is a server that can play digitized media
(frequently audio), such as nusic or recorded speech. These servers
are typically accessible via SIP, HTTP (Hyper Text Transport
Protocol), or RTSP (Real -Tinme Streaning Protocol). An anal ogous
service is a recording service that stores digitized nmedia. A
convention for specifying announcenments in SIP URIs is described in
[ RFC4240]. Likew se, the sane server could easily provide a service
that records digitized nedia.

A "voice dialog" is a nmodel of spoken interactive behavior between a
human and an automaton that can include synthesized speech, digitized
audi o, recognition of spoken and DTMF key input, a recording of
spoken input, and interaction with call control. Voice dialogs
frequently consist of fornms or nmenus. Forns present information and
gather input; nenus offer choices of what to do next.

Spoken di al ogs are a basic building bl ock of applications that use
voi ce. Consider, for exanple, that a voicemil system the
conference-id and passcode col l ection systemfor a conferencing
system and conplicated voice-portal applications all require a
voi ce-di al og comnponent.

2.6.2. Text-to-Speech and Automati c Speech Recognition

Text-to-speech (TTS) is a service that converts text into digitized
audio. TTS is frequently integrated into other applications, but
when separated as a conponent, it provides greater opportunity for
broad reuse. Automatic Speech Recognition (ASR) is a service that
attenpts to decipher digitized speech based on a proposed gramar.
Li ke TTS, ASR services can be enbedded, or exposed so that many
applications can take advantage of such services. A standardized
(deconposed) interface to access standal one TTS and ASR services is
currently being devel oped as described in [ RFC4313].

2.6.3. VoiceXM

VoiceXM. is a WVBC (Wrld Wde Web Consortium reconmendation that was
designed to give authors control over the spoken dial og between users
and applications. The application and user take turns speaking: the
application pronpts the user, and the user in turn responds. |Its
maj or goal is to bring the advantages of web-based devel oprent and
content delivery to interactive voice-response applications. W
bel i eve that VoiceXM represents the ideal partner for SIP in the
devel opment of distributed I VR (interactive voice response) servers.
Voi ceXM. is an XM.- based scripting | anguage for describing I VR
services at an abstract level. VoiceXM. supports DTM- recognition,
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speech recognition, text-to-speech, and the playing out of recorded
media files. The results of the data collected fromthe user are
passed to a controlling entity through an HITP POST operation. The
controller can then return another script, or termnate the
interaction with the | VR server

A Voi ceXM. server al so need not be inplenmented as a nonolithic
server. Figure 4 shows a diagram of a VoiceXM. browser that is split
into nmedi a and non-nedi a handling parts. The VoiceXM interpreter
handl es SIP dialog state and state within a Voi ceXM. docunent, and
sends requests to the nedia conponent over another protocol

R +
| |
| Voi ceXM |
| I'nterpreter |
| (signaling) |
S +
N N
I I
SIP | | RTSP
I I
I I
v v
R + R +
I I
| SIP UA | RTP | RTSP Server |
I | <------ > (nmedia) |
I I I I
S + S +

Figure 4. Deconposed Voi ceXM. Server
2.7. Use of URI's

Al naming in SIP uses URlIs. URIs in SIP are used in a plethora of
contexts: the Request-URI; Contact, To, From and *-Info header

fields; application/uri bodies; and enbedded in email, web pages,
i nstant messages, and ENUM records. The Request-URl identifies the
user or service for which the call is destined.

SIP URI's enbedded in informational SIP header fields, SIP bodies, and
non-SI P content can al so specify nethods, special paraneters, header
fields, and even bodies. For exanple:

si p: bob@. exanpl e. com net hod=REFER?Ref er - To=htt p: / / exanpl e. coni ~al i ce
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Throughout this docunment, we discuss call control prinmtive
operations. One of the biggest problens is defining how these
operations may be invoked. There are a nunber of ways to do this.
One way is to define the prinmtives in the protocol itself such that
SIP nethods (for exanple, REFER) or SIP header fields (for exanple,
Repl aces) indicate a specific call control action. Another way to

i nvoke call control prinmtives is to define a specific Request-UR
nam ng convention. Either these conventions nmust be shared between
the client (the invoker) and the server, or published by or on behalf
of the server. The forner involves defining URl construction

techni ques (e.g., URI paraneters and/or token conventions) as
proposed in [ RFC4240]. The latter technique usually involves
discovering the URI via a SIP event package, a web page, a business
card, or an instant message. Yet, another neans to acquire the URI's
is to define a dictionary of primtives with well-defined semantics
and provide a neans to query the naned primtives and correspondi ng
URI's that may be invoked on the service or dial ogs.

2.7.1. Naming Users in SIP

An address-of-record, or public SIP address, is a SIP (or Secure SIP
(SIPS)) URI that points to a domain with a |location service that can
map the URI to set of Contact URIs where the user might be avail able.
Typically, the Contact URIs are popul ated via registration

Addr ess- of - Record Cont act s

si p: bob@i | oxi . exanpl e. com -> si p: bob@abyl on. bi | oxi . exanpl e. com 5060
si p: bbrown@rai | box. provi der. exanpl e. net
si p: +1. 408. 555. 6789@robi | e. exanpl e. net

Call ee Capabilities [ RFC3840] define a set of additional paraneters
to the Contact header field that define the characteristics of the
user agent at the specified URI. For exanple, there is a mohility
paraneter that indicates whether the UAis fixed or nobile. Wen a
user agent registers, it places these paraneters in the Contact
header fields to characterize the URIs it is registering. This

all ows a proxy for that domain to have information about the contact
addresses for that user.

When a caller sends a request, it can optionally request Caller

Pref erences [ RFC3841] by including the Accept-Contact, Request-

Di sposition, and Reject-Contact header fields that request certain
handling by the proxy in the target domain. These header fields
contain preferences that describe the set of desired URIs to which
the caller would like their request routed. The proxy in the target
domai n mat ches these preferences with the Contact characteristics
originally registered by the target user. The target user can also
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choose to run arbitrarily conmplex "Find-ne" feature logic on a proxy
in the target domain.

There is a strong asymetry in how preferences for callers and

call ees can be presented to the network. Wiile a caller takes an
active role by initiating the request, the callee takes a passive
role in waiting for requests. This notivates the use of call ee-
supplied scripts and caller preferences included in the call request.
This asymetry is also reflected in the appropriate relationship
between caller and callee preferences. A server for a callee should
respect the wishes of the caller to avoid certain | ocations, while
the preferences anong | ocations has to be the callee’s choice, as it
determ nes where, for exanple, the phone rings and whether the callee
i ncurs nobile tel ephone charges for incomng calls.

SI P User Agent inplenentations are encouraged to nmake intelligent
deci si ons based on the type of participants (active/passive, hidden,
human/ robot) in a conversation space. This information is conveyed
via the dialog package or in a SIP header field paraneter
communi cat ed using an appropriate SIP header field. For exanple, a
musi ¢ on hold service may take the sensible approach that if there
are two or nore unhidden participants, it should not provide hold
music; or that it will not send hold nusic to robots.

Mul tiple participants in the same conversati on space may represent
the sane human user. For exanple, the user may use one partici pant
device for video, chat, and whiteboard nmedia on a PC and another for

audio nedia on a SIP phone. In this case, the address-of-record is
the sane for both user agents, but the Contacts are different. In
this case, there is really only one human participant. In addition,

human users may add robot participants that act on their behalf (for
exanple, a call recording service or a cal endar announcenent
reminder). Call control features in SIP should continue to function
as expected in such an environnent.

2.7.2. Naming Services with SIP URI's

A critical piece of defining a session-|level service that can be
accessed by SIP is defining the naming of the resources within that
service. This point cannot be overstated.

In the context of SIP control of application conponents, we take
advantage of the fact that the left-hand side of a standard SIP UR
is a user part. Mst services may be thought of as user automatons
that participate in SIP sessions. It naturally follows that the user
part should be utilized as a service indicator
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For exanple, nedia servers commonly offer nmultiple services at a
singl e host address. Use of the user part as a service indicator
enabl es service consunmers to direct their requests w thout anbiguity.
It has the added benefit of enabling nmedia services to register their
availability with SIP Registrars just as any "real" SIP user woul d.
Thi s mai ntai ns consi stency and provi des enhanced flexibility in the
depl oynent of nedia services in the network.

There has been much di scussion about the potential for confusion if
medi a-service URIs are not readily distinguishable from other types
of SIP UAs. The use of a service namespace provides a nmechanismto
unanbi guously identify standard interfaces while not constraining the
devel opnment of private or experinental services.

In SIP, the Request-URl identifies the user or service for which the
call is destined. The great advantage of using URIs (specifically,
the SIP Request-URI) as a service identifier cones because of the
conbination of two facts. First, unlike in the PSTN (Public Switched
Tel ephone Network), where the nanespace (di al abl e tel ephone nunbers)
is limted, URIs come froman infinite space. They are plentiful,
and they are free. Secondly, the primary function of SIP is cal
routing through mani pul ations of the Request-URI. In the traditiona
SIP application, this URI represents a person. However, the URl can
al so represent a service, as we propose here. This nmeans we can
apply the routing services SIP provides to the routing of calls to
services. The result -- the problem of service invocation and
service |location beconmes a routing problem for which SIP provides a
scal abl e and flexible solution. Since there is such a vast nanespace
of services, we can explicitly nane each service in a finely granul ar
way. This allows the distribution of services across the network.

For further discussion about services and SIP URI's, see RFC 3087

[ RFC3087] .

Consi der a conferencing service, where we have separated t he nanes of
ad hoc conferences from schedul ed conferences, we can program proxies
to route calls for ad hoc conferences to one set of servers and calls
for schedul ed ones to another, possibly even in a different provider
In fact, since each conference itself is given a URI, we can

di stribute conferences across servers, and easily guarantee that
calls for the sanme conference always get routed to the sane server
This is in stark contrast to conferences in the tel ephone network,
where the equivalent of the URI -- the phone nunber -- is scarce. An
entire conferencing provider generally has one or two nunbers.
Conference | Ds nust be obtained through I VR interactions with the
caller or through a human attendant. This nmakes it difficult to

di stribute conferences across servers all over the network, since the
PSTN routing only knows about the dial ed nunber.
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For nore exanpl es, consider the URI conventions of RFC 4240 [ RFC4240]
for media servers and RFC 4458 [ RFC4458] for voicemail and |IVR
systens.

In practical applications, it is inportant that an invoker does not
necessarily apply semantic rules to various URIs it did not create.
Instead, it should allow any arbitrary string to be provisioned, and
map the string to the desired behavior. The administrator of a
service may choose to provision specific conventions or mmenonic
strings, but the application should not require it. |In any large
installation, the systemowner is likely to have preexisting rules
for menonic URIs, and any attenpt by an application to define its
own rules may create a conflict. |Inplenmentations should allow an
arbitrary mix of URIs fromthese schenmes, or any other schene that
renders valid SIP URIs, rather than enforce only one particul ar
schene.

As we have shown, SIP URIs represent an ideal, flexible mechanismfor
descri bi ng and nani ng service resources, regardl ess of whether the
resources are queues, conferences, voice dial ogs, announcenents,

voi cemai| treatnments, or phone features

2.8. Invoker |ndependence

Wth functional signaling, only the invoker of features in SIP needs
to know exactly which feature they are invoking. One of the primary
benefits of this approach is that conbinations of functional features
work in SIP call control wthout requiring conplex feature-
interaction matrices. For exanple, let us exam ne the conbination of
a "transfer" of a call that is "conferenced".

Alice calls Bob. Alice silently "conferences in" her robotic
assistant Al bert as a hidden party. Bob transfers Alice to Carol
If Bob asks Alice to Replace her leg with a new one to Carol, then
both Alice and Al bert should be communi cating with Carol
(transparently).

Usi ng the peer-to-peer nodel, this conbination of features works fine
if Ais doing local mxing (Alice replaces Bob’s dialog with
Carol’s), or if Alis using a central mxer (the mxer replaces Bob's
dialog with Carol’s). A clever inplenentation using the 3pcc nodel
can generate simlar results.

New extensions to the SIP Call Control Framework should attenpt to
preserve this property.
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2.9. Billing Issues
Billing in the PSTNis typically based on who initiated a call. At
the monent, billing in a SIP network is neither consistent with

itself nor with the PSTN. (A billing nodel for SIP should allow for
both PSTN-style billing and non-PSTN billing.) The exanple bel ow
denonstrates one such inconsistency.

Alice places a call to Bob. Alice then blind transfers Bob to Carol
through a PSTN gateway. |n current usage of REFER, Bob may be billed
for a call he did not initiate (his UA originated the outgoing
di al og, however). This is not necessarily a terrible thing, but it
demonstrates a security concern (Bob nmust have appropriate |oca
policy to prevent fraud). Also, Alice may wish to pay for Bob’'s

session with Carol. There should be a way to signal this in SIP

Li kewi se, a Replacenent call may maintain the sanme billing
relationship as a Replaced call, so if Alice first calls Carol, then
asks Bob to Replace this call, Alice may continue to receive a bill
Further work in SIP billing should define a way to set or discover
the direction of billing.

3. Catalog of Call Control Actions and Sanpl e Features

Call control actions can be categorized by the dial ogs upon which
they operate. The actions may involve a single or nmultiple dial ogs.
These di al ogs can be early or established. Miltiple dialogs my be
related in a conversation space to forma conference or other

i nteresting nedia topol ogies.

It should be noted that it is desirable to provide a nmeans by which a
party can di scover the actions that nay be perforned on a dial og.

The interested party may be independent or related to the dialogs.
One neans of acconplishing this is through the ability to define and
obtain URIs for these actions, as described in Section 2.7.2.

Bel ow are |listed several call control "actions" that establish or
nmodi fy dialogs and relate the participants in a conversation space.
The nanes of the actions listed are for descriptive purposes only
(they are not normative). This list of actions is not neant to be
exhausti ve.

In the exanples, all actions are initiated by the user "Alice"
represented by UA "A"
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3.1. Renote Call Control Actions on Early Dial ogs

The following are a set of actions that may be perfornmed on a single
early dialog. These actions can be thought of as a set of renote
control operations. For exanple, an automaton m ght performthe
operation on behalf of a user. Alternatively, a user night use the
renote control in the formof an application to performthe action on
the early dialog of a UA that may be out of reach. Al of these
actions correspond to telling the UA how to respond to a request to
establish an early dialog. These actions provide usefu
functionality for PDA-, PC-, and server-based applications that
desire the ability to control a UA. A proposed nechanismfor this
type of functionality is described in renpte call contro

[ FEATURE- REF] .

3.1.1. Renot e Answer

A dialog is in some early dialog state such as 180 Ringing. It may
be desirable to tell the UA to answer the dialog. That is, tell it
to send a 200 OK response to establish the dial og.

3.1.2. Renpte Forward or Put

It may be desirable to tell the UA to respond with a 3xx class
response to forward an early dialog to another UA.

3.1.3. Renote Busy or Error Qut

It may be desirable to instruct the UA to send an error response such
as 486 Busy Here.

3.2. Renote Call Control Actions on Single D alogs

There is another useful set of actions that operate on a single
established dialog. These operations are useful in building
productivity applications for aiding users in controlling their
phones. For exanple, a Customer Rel ationship Managenent (CRM
application that sets up calls for a user elimnating the need for
the user to actually enter an address. These operations can al so be
t hought of as renote control actions. A proposed nechanismfor this
type of functionality is described in renpote call contro

[ FEATURE- REF] .

3.2. 1. Renpte D a

This action instructs the UAto initiate a dialog. This action can
be perforned using the REFER net hod.
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3.2.2. Renpte On and O f Hold

This action instructs the UA to put an established dialog on hold.
Though this operation can conceptually be perforned with the REFER
met hod, there are no senmantics defined as to what the referred party
should do with the SDP. There is no way to distinguish between the
desire to go on or off hold on a per-nedia stream basi s.

3.2.3. Renote Hangup

This action instructs the UAto termnate an early or established
dialog. A REFER request with the following Refer-To URI and Target -
Di al og header field [ RFC4538] perforns this action. Note: this
exanpl e does not show the full set of header fields.

REFER si p: carol @l i ent.chicago.net SIP/2.0

Ref er-To: si p: bob@abyl on. bi | oxi . exanpl e. com net hod=BYE

Target-Di al og: 13413098; | ocal -t ag=879738; r enot e-t ag=023214
3.3. Call Control Actions on Miltiple Dial ogs

These actions apply to a set of related dial ogs.

3.3.1. Transfer

Thi s section describes how call transfer can be achi eved using
centralized (3pcc) and peer-to-peer (REFER) approaches.

The conversation space changes as foll ows:

bef ore after
{A, B} --> { C, B}

A replaces itself with C

To make this happen using the peer-to-peer approach, "A" would send
two SIP requests. A shorthand for those requests is shown bel ow

REFER B Refer-To:C
BYE B

To make this happen using the 3pcc approach instead, the controller
sends requests represented by the shorthand bel ow

INVI TE C (w SDP of B)

rel N\VITE B (w SDP of C)
BYE A

Mahy, et al. I nf or mat i onal [ Page 25]



RFC 5850 SIP Call Control Franework May 2010

Feat ures enabled by this action:

- blind transfer

- transfer to a central mxer (sone type of conference or forking)
- transfer to park server (park)

- transfer to nusic on hold or announcenent server

- transfer to a "queue"

- transfer to a service (such as voice-dial og service)

- transition fromlocal mxer to central m xer

This action is frequently referred to as "conpleting an attended
transfer". It is described in nore detail in [RFC5589].

Note that if a transfer requires URI hiding or privacy, then the 3pcc
approach can nore easily inplenent this. For exanple, if the UR of
C needs to be hidden from B, then the use of 3pcc hel ps acconplish
this.

3.3.2. Take
The conversation space changes as foll ows:
{B, C}-->{B, A}

A forcibly replaces Cwith itself. |In nost uses of this primtive, A
is just "un-replacing" itself.

Usi ng the peer-to-peer approach, "A" sends:
INVITE B Repl aces: <di al og between B and C
Usi ng the 3pcc approach (all requests sent fromcontroller):

INVITE A (W SDP of B)
rel N\VITE B (w SDP of A)
BYE C

Feat ures enabled by this action:

- transferee conpletes an attended transfer

- retrieve fromcentral mxer (not recomended)

- retrieve fromnusic on hold or park

- retrieve from queue

- call center take

- voice portal resum ng ownership of a call it originated
- answering-nmachi ne styl e screening (pickup)

- pickup of aringing call (i.e., early dialog)
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Note that pick up of a ringing call has perhaps some interesting
additional requirements. First of all, it is an early dialog as
opposed to an established dialog. Secondly, the party that is to
pick up the call may only wish to do so only while it is an early
dialog. That is in the race condition where the ringing UA accepts
just before it receives signaling fromthe party wishing to take the
call, the taking party wishes to yield or cancel the take. The goa
is to avoid yanking an answered call fromthe called party.

This action is described in Replaces [ RFC3891] and in [ RFC5589].

3.3.3. Add
Note that the follow ng four actions are described in [ RFC4579].

This is merely adding a participant to a SIP conference. The
conversation space changes as foll ows:

{A,B}-->{A, B, C}
A adds C to the conversation.

Usi ng the peer-to-peer approach, adding a party using |local nixing
requires no signaling. To transition froma two-party call or a
locally mixed conference to central mxing, A could send the

foll owi ng requests:

REFER B Refer-To: conference-UR
I NVI TE conf erence- UR
BYE B

To add a party to a conference:

REFER C Refer-To: conference-UR
or
REFER conf er ence- UR Refer-To: C

Usi ng the 3pcc approach to transition to centrally mxed, the
controller would send:

INVITE mixer leg 1 (w SDP of A)
INVITE mixer leg 2 (w SDP of B)
INVITE C (| ate SDP)

relNVITE A (w SDP of mixer leg 1)
relNVITE B (w SDP of m xer |leg 2)
I NVITE m xer |eg3 (w SDP of C)

Mahy, et al. I nf or mat i onal [ Page 27]



RFC 5850 SIP Call Control Franework May 2010

To add a party to a SIP conference:

INVITE C (|l ate SDP)
I NVI TE conference-URl (w SDP of C)

Feat ures enabl ed:

- standard conference feature

- call recording

- answering-machi ne style screening (screening)
3.3.4. Local Join

The conversation space changes like this:

{A,B}Y, {A,C} --> {A, B, C}

or like this
{A,B},{C,D} -->{A,B, C, D}

A takes two conversation spaces and joins themtogether into a single
space.

Usi ng the peer-to-peer approach, A can mx locally, or REFER the
partici pants of both conversation spaces to the same central m xer
(as in Section 3.3.5).

For the 3pcc approach, the call flows for inserting participants, and
joining and splitting conversation spaces are tedious yet
straightforward, so these are left as an exercise for the reader

Feat ures enabl ed:

- standard conference feature
- leaving a sidebar to rejoin a |arger conference

3.3.5. Insert
The conversation space changes like this:
{B,C}-->{A, B, C}
Ainserts itself into a conversation space
A proposed nechani smfor signaling this using the peer-to-peer

approach is to send a new header field in an INVITE with "joi ni ng"
[ RFC3911] senmntics. For exanple:

Mahy, et al. I nf or mat i onal [ Page 28]



RFC 5850 SIP Call Control Franework May 2010

INVITE B Join: <dialog id of B and C
If B accepted the INVITE, B would accept responsibility to set up the
di al ogs and m xi ng necessary (for exanple, to mx locally or to
transfer the participants to a central nmixer).
Feat ures enabl ed:
- barge-in
- call center nonitoring
- call recording
3.3.6. Split
{A,B,C,D}-->{A,B}, {C, D}
If using a central conference with peer-to-peer
REFER C Refer-To: conference-UR (new URI)
REFER D Refer-To: conference-UR (new URI)
BYE C
BYE D
Feat ures enabl ed:
- sidebar conversations during a | arger conference
3.3.7. Near-Fork
A participates in two conversation spaces sinmultaneously:
{AB}-->{B, A} &{ A, C}
Ais a participant in two conversation spaces such that A sends the
sanme nedia to both spaces, and renders nedia from both spaces,
presumably by mixing or rendering the nedia fromboth. W can define
that Ais the "anchor" point for both forks, each of which is a
separ at e conversation space
This action is purely local inplementation (it requires no special
signaling). Local features such as switching calls between the
background and foreground are possible using this nmedia relationship.
3.3.8. Far-Fork
The conversation space di agram

{A B} -->{ A, B} &{ B, C}
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A requests B to be the "anchor" of two conversation spaces.

This is easily set up by creating a conference with two sub-
conferences and setting the nmedia policy appropriately such that B is
a participant in both. Media forking can also be set up using 3pcc,
as described in Section 5.1 of RFC 3264 [ RFC3264] (an of fer/answer
nmodel for SDP). The session descriptions for forking are quite
complex. Controllers should verify that endpoints can handl e forked
medi a, for exanple, using prior configuration.

Feat ures enabl ed:

- barge-in

- voice-portal services

- whi sper

- key word detection

- sendi ng DTMF sonewhere el se

4. Security Considerations

Call control primtives provide a powerful set of features that can
be dangerous in the hands of an attacker. To conplicate nmatters,
call control primtives are likely to be automatically authorized
wi t hout direct hunman oversight.

The class of attacks that are possible using these tools includes the
ability to eavesdrop on calls, disconnect calls, redirect calls,
render irritating content (including ringing) at a user agent, cause
an action that has billing consequences, subvert billing (theft-of-
service), and obtain private information. Call control extensions
must take extra care to describe how these attacks will be prevented.

We can al so make sone general observations about authorization and
trust with respect to call control. The security nodel is
dramatical ly dependent on the signaling nodel chosen (see Section
2.3)

Let us first exami ne the security nodel used in the 3pcc approach.
Al'l signaling goes through the controller, which is a trusted entity.
Traditional SIP authentication and hop-by-hop encryption and nessage
integrity work fine in this environnent, but end-to-end encryption
and nessage integrity nay not be possible.

When using the peer-to-peer approach, call control actions and
primtives can be legitimately initiated by a) an existing
participant in the conversation space, b) a fornmer participant in the
conversation space, or c) an entity trusted by one of the
participants. For exanple, a participant always initiates a
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transfer; a retrieve frompark (a take) is initiated on behalf of a
former participant, and a barge-in (insert or far-fork) is initiated
by a trusted entity (an operator, for exanple).

Aut henticating requests by an existing participant or a trusted
entity can be done with baseline SIP nmechanisns. |In the case of
features initiated by a former participant, these should be protected
agai nst replay attacks, e.g., by using a unique name or identifier
per invocation. The Replaces header field exhibits this behavior as
a by-product of its operation (once a Replaces operation is
successful, the dial og being Replaced no | onger exists). These
credentials may, for exanple, need to be passed transitively or
fetched in an event body.

To authorize call control primtives that trigger special behavior
(such as an INVITE with Replaces or Join semantics), the receiving
user agent nmay have trouble finding appropriate credentials with
which to challenge or authorize the request, as the sender nmay be
compl etely unknown to the receiver, except through the introduction
of a third party. These credentials need to be passed transitively
in some way or fetched in an event body, for exanple.

Standard SIP privacy and anonym ty nechani sns such as [ RFC3323] and

[ RFC3325] used during SIP session establishnment apply equally well to
SIP call control operations. SIP call control nechanisns shoul d
address privacy and anonynity issues associated with that operation
For exanple, privacy during a transfer operation using REFER is

di scussed in Section 7.2 of [RFC5589]
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Appendi x A. Exanpl e Features

Primtives are defined in terns of their ability to provide features.
These exanpl e features should require an anply robust set of services
to denonstrate a useful set of primtives. They are described here
briefly. Note that the descriptions of these features are non-
normati ve. Note also that this document describes a nmixture of both
features originating in the world of tel ephones and features that are
clearly Internet oriented.

Appendi x A. 1. Attended Transfer

In Attended Transfer [RFC5589], the transferring party establishes a
session with the transfer target before conpleting the transfer.

Appendi x A 2. Auto Answer

In Auto Answer, calls to a certain address or URI answer inmrediately
via a speakerphone. The Answer-Mde header field [ RFC5373] can be
used for this feature.

Appendi x A. 3. Autonmatic Callback

In Automatic Call back [ RFC5359], Alice calls Bob, but Bob is busy.
Alice would like Bob to call her autonmatically when he is avail able.
When Bob hangs up, Alice’s phone rings. Wen Alice answers, Bob’s
phone rings. Bob answers and they talKk.

Appendi x A 4. Barge-In

In Barge-in, Carol interrupts Alice who has an in-progress call with
Bob. In some variations, Alice forcibly joins a new conversation
with Carol, in other variations, all three parties are placed in the
sanme conversation (basically a three-way conference). Barge-in works
the sane as call nonitoring except that it nust indicate that the
send nedia stream be mxed so that all of the other parties can hear
the streamfromthe UA that is barging in.

Appendi x A 5. Blind Transfer
In Blind Transfer [ RFC5589], Alice is in a conversation with Bob
Alice asks Bob to contact Carol, but nakes no attenpt to contact

Carol independently. In many inplenentations, Alice does not verify
Bob’ s success or failure in contacting Carol
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Appendi x A. 6. Call Forwarding

In call forwarding [RFC5359], before a dialog is accepted, it is
redirected to another |ocation, for exanple, because the originally

i ntended recipient is busy, does not answer, is disconnected fromthe
network, or has configured all requests to go el sewhere

Appendi x A.7. Call Monitoring

Call nmonitoring is a Join operation [RFC3911]. For exanple, a cal
center supervisor joins an in-progress call for nonitoring purposes.
The nonitoring UA sends a Join to the dialog to which it wants to
listen. It is able to discover the dialog via the dialog state on
the monitored UA. The nonitoring UA sends SDP in the I NVITE that

i ndi cates receive-only nedia. As the UAis only nonitoring, it does
not matter whether the UA indicates it wi shes the send streamto be
m xed or point to point.

Appendi x A. 8. Call Park

In Call Park [ RFC5359], a participant parks a call (essentially puts
the call on hold), and then retrieves it at a later tine (typically
fromanother location). Call park requires the ability to put a

di al og sone place, advertise it to users in a pickup group, and to
uniquely identify it in a means that can be conmuni cated (including
human voice). The dialog can be held locally on the UA parking the
dialog or alternatively transferred to the park service for the

pi ckup group. The parked dialog then needs to be |abeled (e.g.,
orbit 12) in a way that can be communicated to the party that is to
pick up the call. The UAs in the pickup group discover the parked
di al og(s) via the dialog package fromthe park service. |If the
dialog is parked locally, the park service nerely aggregates the
parked call states fromthe set of UAs in the pickup group

Appendi x A.9. Call Pickup

There are two different features that are called Call Pickup

[ RFC5359]. The first is the pickup of a parked dialog. The UA from
which the dialog is to be picked up subscribes to the dialog state of
the park service or the UA that has locally parked the dial og.

Di al ogs that are parked should be |abeled with an identifier. The

| abel s are used by the UA to allow the user to indicate which dialog
is to be picked up. The UA picking up the call invoked the URI in
the call state that is |abeled as replace-renote.

The other call pickup feature involves picking up an early dial og

(typically ringing). A party picks up a call that was ringing at
anot her |ocation. One variation allows the caller to choose which
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| ocation, another variation just picks up any call in that user’s
"pi ckup group". This feature uses sone of the same primtives as the
pi ckup of a parked call. The call state of the UA ringing phone is

advertised using the dialog package. The UA that is to pick up the
early dial og subscribes either directly to the ringing UA or to a
service aggregating the states for UAs in the pickup group. The cal
state identifies early dialogs. The UA uses the call state(s) to
hel p the user choose which early dialog is to be picked up. The UA
then invokes the URI in the call state |abeled as replace-renote.

Appendi x A 10. Call Return

In Call Return, Alice calls Bob. Bob misses the call or is

di sconnected before he is finished talking to Alice. Bob invokes
Call return, which calls Alice, even if Alice did not provide her
real identity or location to Bob.

Appendi x A 11. Call Witing

In Call Waiting, Alice is in a call, then receives another call.
Alice can place the first call on hold, and talk with the other
caller. She can typically switch back and forth between the callers.

Appendi x A 12. dick-to-D a

In Cick-to-Dial [RFC5359], Alice |ooks in her conpany directory for
Bob. Wen she finds Bob, she clicks on a URI to call him Her phone
rings (or possibly answers automatically), and when she answers,
Bob’ s phone rings. The application or server that hosts the di ck-
to-Dial application captures the URI to be dialed and can set up the
call using 3pcc or can send a REFER request to the UAthat is to dial
the address. As users sometines change their mind or wish to give up
listing to a ringing or voicenmail answered phone, this application
illustrates the need to also have the ability to renotely hangup a
call.

Appendi x A 13. Conference Cal

In a Conference Call [RFC4579], there are three or nore active,
visible participants in the same conversati on space.

Appendi x A 14. Consultative Transfer
In Consultative Transfer [RFC5589], the transferring party
establishes a session with the target and m xes both sessions

together so that all three parties can participate, then disconnects
| eaving the transferee and transfer target with an active session
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Appendi x A 15. Distinctive R ng

In Distinctive Ring, incomng calls have different ring cadences or
sanpl e sounds depending on the Fromparty, the To party, or other
factors. The target UA either nakes a | ocal decision based on
information in an incomng INVITE (To, From Contact, Request-URI) or
trusts an Alert-Info header field [ RFC3261] provided by the caller or

inserted by a trusted proxy. |In the latter case, the UA fetches the
content described in the URI (typically via HITP) and renders it to
t he user.

Appendi x A.16. Do Not Disturb

In Do Not Disturb, Alice selects the Do Not Disturb option. Calls to
her either ring briefly or not at all and are forwarded el sewhere.
Sone variations allow specially authorized callers to override this
feature and ring Alice anyway. Do Not Disturb is best inplenented in
SI P using presence [ RFC3856].

Appendi x A 17. Find-Me

In Find-Me, Alice sets up conplicated rules for how she can be
reached (possibly using CPL (Call Processing Language) [RFC3880],
presence [ RFC3856], or other factors). When Bob calls Alice, his
call is eventually routed to a tenporary Contact where Alice happens
to be avail abl e.

Appendi x A 18. Hotline
In Hotline, Alice picks up a phone and is imedi ately connected to
the technical support hotline, for exanmple. Hotline is also
someti mes known as a Ringdown |ine.

Appendi x A . 19. |IM Conference Alerts

In IMConference Alerts, a user receives a notification as an instant
message whenever someone joins a conference in which they are already
a participant.

Appendi x A 20. Inbound Call Screening
In I nbound Call Screening, Alice doesn’t want to receive calls from

Matt. Inbound Screening prevents Matt fromdisturbing Alice. In
some variations, this works even if Matt hides his identity.
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Appendi x A.21. Intercom

In Intercom Alice typically presses a button on a phone that

i medi atel y connects to another user or phone and causes that phone
to play her voice over its speaker. Sone variations i mediately set
up two-way commruni cations, other variations require another button to
be pressed to enable a two-way conversation. The UAinitiates a
di al og using I NVITE and the Answer-Mde: Auto header field as
described in [RFC5373]. The called UA accepts the INVITE with a 200
K and automatically enabl es the speakerphone.

Alternatively, this can be a local decision for the UA to auto answer
based upon called-party identification

Appendi x A 22. Message Witing

In Message Waiting [ RFC3842], Bob calls Alice when she has stepped
away from her phone. Wen she returns, a visible or audible

i ndi cator conveys that sonmeone has |eft her a voicemail nessage. The
message waiting indication may al so convey how many nessages are

wai ting, fromwhom at what time, and ot her useful pieces of

i nfornation.

Appendi x A 23. Misic on Hold

In Music on Hold [ RFC5359], when Alice places a call with Bob on
hold, it replaces its audio with stream ng content such as nusic,
announcenents, or advertisenents. Misic on hold can be inplenented a
nunber of ways. One way is to transfer the held call to a hol ding
service. \Wen the UA wishes to take the call off hold, it basically
performs a take on the call fromthe holding service. This involves
subscribing to call state on the hol ding service and then invoking
the URI in the call state |abel ed as replace-renote.

Al ternatively, rmusic on hold can be perforned as a | ocal m xing
operation. The UA holding the call can mx in the nusic fromthe
musi c service via RTP (i.e., an additional dialog) or RTSP or other
stream ng medi a source. This approach is sinmpler (i.e., the held
di al og does not nmove so there is | ess chance of |oosing then) froma
protocol perspective, however it does use nore LAN bandw dth and
resources on the UA

Appendi x A 24. CQutbound Call Screening
In Qutbound Call Screening, Alice is paged and unknowi ngly calls a

PSTN pay-service tel ephone nunber in the Caribbean, but |ocal policy
bl ocks her call, and possibly inforns her why.
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Appendi x A 25. Pre-Paid Calling

In Pre-paid Calling, Alice pays for a certain currency or unit anount

of calling value. Wen she places a call, she provides her account
nunber sonehow. |If her account runs out of calling value during a
call, her call is disconnected or redirected to a service where she

can purchase nore calling val ue.

For prepaid calling, the user’s media al ways passes through a device
that is trusted by the pre-paid provider. This nay be the other
endpoint (for exanple, a PSTN gateway). 1In either case, an

i ntermedi ary proxy or B2BUA can periodically verify the anmount of
time avail able on the pre-paid account, and use the session-timer
extension to cause the trusted endpoint (gateway) or intermediary
(media relay) to send a rel NVITE before that time runs out. During
the reINVITE, the SIP internmediary can re-verify the account and

i nsert another session-timer header field.

Note that while nobst pre-paid systenms on the PSTN use an VR to

coll ect the account nunber and destination, this isn't strictly
necessary for a SIP-originated prepaid call. SIP requests and SIP
URIs are sufficiently expressive to convey the final destination, the
provi der of the prepaid service, the location fromwhich the user is
calling, and the prepaid account they want to use. |If a pre-paid IVR
is used, the mechani sm described bel ow (Voice Portal s) can be

combi ned as wel | .

Appendi x A 26. Presence-Enabl ed Conferencing

I n Presence- Enabl ed Conferencing, Alice wants to set up a conference
call with Bob and Cathy when they all happen to be available (rather
than scheduling a predefined time). The server providing the
application nonitors their status, and calls all three when they are
all "online", not idle, and not in another call. This could be

i mpl ement ed usi ng conferencing [ RFC4579] and presence [ RFC3264]
primtives.

Appendi x A.27. Single Line Extension/Miltiple Line Appearance

In Single Line Extension/Miltiple Line Appearances, groups of phones
are all treated as "extensions" of a single line or AOR A call for
one rings themall. As soon as one answers, the others stop ringing.
If any extension is actively in a conversation, another extension can
"pick up" and imrediately join the conversation. This enulates the
behavi or of a home tel ephone line with nultiple phones. Incom ng
calls ring all the extensions through basic parallel forking. Each
ext ensi on subscribes to dialog events fromeach other extension

Wi | e one user has an active call, any other UA extension can insert
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itself into that conversation (it already knows the dial og
information) in the same way as barge-in.

When i npl emented using SIP, this feature is known as Shared
Appear ances of an AOR [BLI SS-SHARED]. Extensions to the dial og
package are used to convey appearance nunbers (line nunbers).

Appendi x A.28. Speaker phone Pagi ng

I n Speaker phone Paging, Alice calls the paging address and speaks.
Her voice is played on the speaker of every idle phone in a
preconfigured group of phones. Speakerphone pagi ng can be

i npl emrented using either nulticast or through a sinple nultipoint
mxer. In the nulticast solution, the paging UA sends a nulticast
INVITE with send-only media in the SDP (see al so [ RFC3264]). The
aut omati ¢ answer and enabling of the speakerphone is a locally
configured decision on the paged UAs. The pagi ng UA sends RTP via
the multicast address indicated in the SDP

The nultipoint solution is acconplished by sending an INVITE to the
mul tipoint mxer. The mixer is configured to automatically answer
the dialog. The paging UA then sends REFER requests for each of the
UAs that are to becone pagi ng speakers (the UAis likely to send out
a single REFER that is parallel forked by the proxy server). The UAs
perform ng as pagi ng speakers are configured to automatically answer
based upon caller identification (e.g., the To field, URI, or

Ref erred- To header fields).

Finally, as a third option, the user agent can send a mass-invitation
request to a conference server, which would create a conference and
send I NVI TEs containing the Answer-Mde: Auto header field to al

user agents in the pagi ng group

Appendi x A 29. Speed D a

In Speed Dial, Alice dials an abbreviated nunber, enters an alias, or
presses a special speed-dial button representing Bob. Her action is
interpreted as if she specified the full address of Bob

Appendi x A 30. Voice Message Screening

In Voice Message Screening, Bob calls Alice. Alice is screening her
calls, so Bob hears Alice’'s voicenail greeting. Alice can hear Bob

| eave his nmessage. |If she decides to talk to Bob, she can take the
call back fromthe voicemai|l system otherw se, she can | et Bob | eave
a nmessage. This enul ates the behavior of a home tel ephone answering
machi ne.
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At first, this is the same as Call Mnitoring (Appendix A 7). In
this case, the voicenmail service is one of the UAs. The UA screening
the message nonitors the call on the voicemail service, and al so
subscribes to dialog information. |If the user screening their
messages decides to answer, they performa take fromthe voi cenail
system (for exanple, send an INVITE with Replaces to the UA | eaving

t he message).

Appendi x A.31. Voice Porta

Voice Portal is service that allows users to access a portal site
usi ng spoken dialog interaction. For exanple, Alice needs to
schedul e a working dinner with her co-worker Carol. Alice uses a

voi ce portal to check Carol’s flight schedule, find a restaurant near
her hotel, make a reservation, get directions there, and page Carol
with this information. A voice portal is essentially a conpl ex
collection of voice dialogs used to access interesting content. One
of the nobst desirable call control features of a Voice Portal is the
ability to start a new outgoing call fromw thin the context of the
Portal (to make a restaurant reservation, or return a voi cemai
message, for exanple). Once the new call is over, the user should be
able to return to the Portal by pressing a special key, using sone
DTMF sequence (e.g., a very long pound or hash tone), or by speaking
a key word (e.g., "Main Menu").

In order to acconplish this, the Voice Portal starts with the
foll owi ng medi a rel ati onshi p:

{ User , Voice Portal }

The user then asks to nake an outgoing call. The Voice Portal asks
the user to performa far-fork. |In other words, the Voice Porta
wants the follow ng nmedia relationship:

{ Target , User } & { User , Voice Portal }

The Voice Portal is nowjust listening for a key word or the
appropriate DTMF. As soon as the user indicates they are done, the
Voice Portal takes the call fromthe old target, and we are back to
the original nedia relationship.

This feature can al so be used by the account nunber and phone nunber

collection menu in a pre-paid calling service. A user can press a
DTMF sequence that presents themw th the appropriate nenu again.
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Appendi x A 32. Voicenmi |

In Voicemail, Alice calls Bob who does not answer or is not

avail able. The call forwards to a voicenmail server that plays Bob's
greeting and records Alice’'s nessage for Bob. An indication is sent
to Bob that a new nessage is waiting, and he retrieves the nessage at
a later date. This feature is inplemented using features such as
Call Forwarding (Appendix A 6) and the History-Info header field

[ RFC4244] or voicemail URl convention [RFC4458] and Message Waiting

[ RFC3842] features.

Appendi x A.33. \Wispered Call Wiiting

I'n Whispered Call Waiting, Alice is in a conversation wth Bob.
Carol calls Alice. Either Carol can "whisper” to Alice directly
("Can you get lunch in 15 mnutes?"), or an automaton whispers to
Alice informing her that Carol is trying to reach her.
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