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Abstract

This specification defines a new nobility option for allow ng the
nmobi | e access gateway and the local nobility anchor to negotiate
Generi ¢ Routing Encapsul ati on (GRE) encapsul ati on node and exchange
the downlink and uplink GRE keys that are used for marking the
downlink and uplink traffic that belong to a specific mobility
session. In addition, the same nobility option can be used to

negoti ate the GRE encapsul ati on node w t hout exchangi ng the GRE keys.
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I nformation about the current status of this docunent, any errata,
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2

2

2

I nt roducti on

The Proxy Mobile 1 Pv6 specification [RFC5213] and | Pv4 Support for
Proxy Mobile | Pv6 [ RFC5844] allow the use of IPv6 and | Pv4
encapsul ati on nodes as specified in [ RFC2473] and [ RFC2003] for the
tunneled traffic between the local nobility anchor (LMA) and the
mobi | e access gateway (MAG . There are scenarios where these
encapsul ati on nodes are not sufficient to uniquely identify the
destination of packets of a specific nmobility session. Thus, there
is a need for an encapsul ation node with richer semantics. The
Generic Routing Encapsul ation (GRE) [ RFC2784], and the Key extension
as defined in [ RFC2890], has the required semantics to allow such a
distinction for use in Proxy Mbile |Pv6.

Thi s specification defines the GRE Key option to be used for the
negoti ati on of GRE encapsul ati on nbde and exchange of the uplink and
downl i nk GRE keys. The negotiated downlink and uplink GRE keys can
be used for marking the downlink and uplink traffic for a specific
mobility session. In addition, this specification enables the nobile
access gateway and the local mobility anchor to negotiate the use of
GRE encapsul ati on node wi t hout exchangi ng the GRE keys.

Thi s specification has no inpact on | Pv4d or | Pv6 nobil e nodes.
Conventi ons and Ter m nol ogy
1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
specification are to be interpreted as described in RFC 2119

[ RFC2119] .

2. Term nol ogy

Al the general nobility-related term nology and abbreviations are to
be interpreted as defined in the Mbile I Pv6 [ RFC3775], Proxy Mbile
| Pv6 [ RFC5213], and | Pv4 Support for Proxy Mbile | Pv6 [ RFC5844]
specifications. The following ternms are used in this specification

Downl i nk Traffic

The traffic in the tunnel between the local nobility anchor and
the mobil e access gateway, heading towards the nobil e access
gateway and tunneled at the local nobility anchor. This traffic
is also called forward direction traffic.
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Uplink Traffic

The traffic in the tunnel between the npbile access gateway and
the local mobility anchor, heading towards the local nobility
anchor and tunnel ed at the nobile access gateway. This traffic is
al so called reverse direction traffic.

Downl i nk GRE Key

The GRE key is assigned by the nobile access gateway and used by
the local mobility anchor to mark the downlink traffic that

bel ongs to a specific nobility session as described in this
speci fication.

Upl i nk GRE Key

The GRE key is assigned by the local nobility anchor and used by
the nobil e access gateway to mark the uplink traffic that bel ongs
to a specific nobility session as described in this specification

A Policy Check

When a local nobility anchor receives an initial, handoff-
triggered Binding Lifetinme Extension, or Binding Lifetine

Ext ensi on Proxy Binding Update for a mobility session, the |oca
mobility anchor determines if the GRE encapsul ati on node only or
GRE encapsul ation and GRE keys are required based on a policy
check. This policy could be a per-MAG LMA pair, a per-LMA |oca
policy, a per-M policy, or the conbination of any of them

3. GRE Encapsul ati on and Key Exchange

Thi s section describes how GRE encapsul ati on nbde i s negoti ated and
the GRE keys are dynam cally exchanged using Proxy Mobile | Pv6
protocol [RFC5213] signaling.

3.1. GRE Encapsul ati on Overvi ew

Using the GRE Key option defined in this specification, the nobile
access gateway and the | ocal nobility anchor can negotiate GRE
encapsul ati on node only or GRE encapsul ati on node and exchange the
GRE keys for marking the downlink and uplink traffic. In the case
when GRE encapsul ati on node only is negotiated between the nobile
access gateway and the local nmobility anchor, then no GRE keys are
used.
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However, once the GRE keys have been exchanged between the nobile
access gateway and the local mobility anchor as per this
specification, the nobile access gateway will use the uplink GRE key
that is assigned by the local nmobility anchor in the GRE header of
the uplink payl oad packet. Simlarly, the local nmobility anchor will
use the downlink GRE key as negotiated with the nobil e access gateway
in the GRE header of the downlink payl oad packet.

The following illustration explains the use of GRE encapsul ati on node
and the CGRE keys for supporting the usecase where overl apping | Pv4d
private address [RFC1918] allocation is in use.

o +
| Operator-A |
| 10.x.0.0/16]
oo +

/
+o-o - - + +o-o - - + /
| | ————=—=—=—=—=—=———=——=——=—=—=—==—=—=—=—== | | /
M\ 1-- - | | Vo |/ Key-1
| M /| ---Flows with GRE Key-1 ---- \ | L | / Traffic
W2 A |- | 1 M-
| G | \ ---Flows with GRE Key-2 ----/ | A | \ Key-2

M- 3- - - | R I | \Traffic

| | ————=—=—=—=—=—=———=——=——=—=—=—==—=—=—=—== | | \

M\ 4- - - | | Proxy Mobile |1 Pv6 Tunnel | | \

to-am- - + to-am- - + \
\
perator-C. Access Network S L +
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| 10.x.0.0/ 16
oo +

Figure 1: GRE Tunneling for |1 Pv4 Private Address Space Overl apping

Figure 1 illustrates a local nobility anchor providing nobility
service to nobile nodes that are fromdifferent operators and are
assigned | Pv4 addresses from overl apping private address space. In

this scenario, the nobile access gateway and the local nobility
anchor must be able to distinguish flows belonging to different
oper at ors.

The nobile nodes MN-1 and M\-2 are visiting from Qperator-A, and the

mobi | e nodes MN-3 and MN-4 are visiting from Qperator-B. The nobile
access gateway and the | ocal nmobility anchor exchange a specific pair
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of downlink and uplink GRE keys and save them as part of the nobile
node’s binding to be used for identifying the fl ows bel onging to each
nmobi | e node.

The LMA and the MAG will be able to distinguish each nobile node
flowms) based on the GRE key present in the GRE header of the
tunnel ed payl oad packet, and route them accordingly. However, the
GRE keys, as in this specification, apply to the individual mobility
bi ndi ng updated by the Proxy Binding Update but not to all bindings
that the nobile nmay have registered followi ng procedures described in
[ RFC5648] .

3.2. GRE Encapsul ati on Mode Only

In order for the nobile access gateway to request GRE encapsul ation
node only wi thout exchanging the GRE keys, the npbile access gat eway
MUST include the GRE Key option but omt the GRE Key ldentifier field
in the Proxy Binding Update.

If the local nobility anchor supports CGRE encapsul ation and the

recei ved Proxy Binding Update contains the GRE Key option but the GRE
Key ldentifier field is omtted, the nobile access gateway is
requesting GRE encapsul ati on wi thout exchangi ng the GRE keys
dynanmically. |If the Proxy Binding Update processing is successful,
the local mobility anchor sends a successful Proxy Binding

Acknow edgenent nessage with the GRE Key option but the GRE Key
ldentifier field is omtted.

When the nobil e access gateway and the |ocal nobility anchor
successfully negotiate the GRE encapsul ati on node only, then no GRE
keys are used.

3.3. GRE Encapsul ati on and Key Exchange

The foll owi ng subsections descri be how the nobile access gateway and
the Il ocal mobility anchor negotiate CGRE encapsul ati on and exchange
downl i nk and uplink GRE keys using the Proxy Mbile |Pv6 registration
pr ocedur e.

3.3.1. Initial GRE Key Exchange

When the nobil e access gateway determ nes, based on, e.g., private
| Pv4 address support [RFC1918], the nobil e access gateway | oca
policy, or the MAG LMA peer agreenent, that GRE encapsul ation is
needed and CGRE keys are required, the nobile access gateway MJIST
include the GRE Key option in the initial Proxy Binding Update

Muhanna, et al. St andards Track [ Page 6]



RFC 5845 GRE Key Option for Proxy M Pv6 June 2010

message sent to the local mobility anchor. The nobil e access gateway
MUST i ncl ude the downlink GRE key in the GRE Key ldentifier field of
the GRE Key option.

After the local nobility anchor successfully processes the initia
Proxy Bi ndi ng Update and accepts the GRE encapsul ati on request and
the downlink GRE key based on a policy check, the local mobility
anchor MJST include the GRE Key option with the uplink GRE key in the
GRE Key ldentifier field in a successful Proxy Binding

Acknowl edgenent and send it to the nobile access gateway.

3.3.2. GRE Key Exchange during Binding Re-Registration

If the local nobility anchor has successfully negotiated and
exchanged the initial GRE keys with the nobile access gateway for a
specific nobile node’s nobility session, the local nobility anchor
MUST nmai ntain the sanme negotiated uplink GRE key for the lifetine of
that nobility session. However, for adninistrative reasons, e.g.,

| ocal mobility anchor reboot, the local mobility anchor MAY change
the uplink GRE key for the mobility session. |In that case, sone
packet | oss may be experienced.

If the nobil e access gateway has successfully negotiated and
exchanged the initial GRE keys with the local nobility anchor for a
specific nobile node’s mobility session, the nobil e access gateway
MUST include the GRE Key option with the downlink GRE key in the
Proxy Bi nding Update that is used to request a Binding Lifetinme
Extension. In this case, if the local nobility anchor successfully
processes the Proxy Binding Update nessage, the local nobility anchor
MUST return the sane uplink GRE key that was exchanged with the
mobi | e access gateway in the last successful Proxy Binding Update for
the sane mobility session in the GRE Key option in a successful Proxy
Bi ndi ng Acknow edgement message.

However, during inter-MAG handoff and if the new nobile access
gateway determ nes, based on, e.g., private | Pv4d address support, the
mobi | e access gateway | ocal policy, the MAG LMA peer agreenent, or an
i ndi cation during the handoff process, that GRE encapsul ation and GRE
keys exchange are required, the new nobil e access gateway MJST
include the GRE Key option with the downlink GRE key in the Proxy

Bi nding Update that is used to request an after-handoff Bi nding
Lifetime Extension. 1In this case, the new nobile access gateway nay
either pick a new downlink GRE key or use the downlink GRE key that
was used by the previous mobil e access gateway for the same binding.
For the new nobil e access gateway to know t he downl i nk GRE key used
by the previous nobile access gateway, it nmay require transfer of
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4.

4.

context fromthe previous nobile access gateway to the new nobile
access gateway during a handoff. Such mechani snms are out of scope
for this specification.

If the local nobility anchor successfully processes a handof f -
triggered Binding Lifetine Extension Proxy Binding Update nessage
that contains a CRE Key option with a downlink GRE key included, the
| ocal nmobility anchor MUST return the same uplink GRE key that was
exchanged with the previ ous nmobil e access gateway for the sane
mobility session in the GRE Key option in a successful Proxy Binding
Acknowl edgenent .

If the local mobility anchor receives a handoff-triggered Binding

Li feti me Extension Proxy Binding Update message w t hout the GRE Key
option for a Binding Cache entry (BCE) that is using GRE keys and GRE
encapsul ation, the local nobility anchor nmakes a policy check
regardi ng GRE encapsul ation and GRE key exchange. |If, according to
the policy check, GRE encapsul ati on and GRE key exchange are

requi red, the local mobility anchor MJST reject the Proxy Binding
Updat e by sending a Proxy Bi nding Acknow edgenment message with the
Status field set to GRE_ KEY_OPTI ON REQUI RED as defined in

Section 6.4. Qherwise, the local nobility anchor SHOULD accept the
Proxy Binding Update, and if it is processed successfully, the loca
mobi ity anchor MUST return a successful Proxy Binding

Acknowl edgenent wi thout including the GRE Key option

Mobi | e Access Gat eway Consi derations
1. Extensions to the Conceptual Data Structure

Every mobil e access gateway nmaintains a Binding Update List (BUL)
entry for each currently attached nobile node, as explained in
Section 6.1 of the Proxy Mbile |IPv6e specification [ RFC5213]. To
support this specification, the conceptual Binding Update List entry
data structure nust be extended with the follow ng four new
additional fields.

o A flag (GRE-encapsul ation-enabled) is used for indicating whether
GRE encapsul ation is enabled for the nobile node’s traffic.

o0 The downlink GRE key used in the GRE encapsul ati on header of the
tunnel ed payl oad packet fromthe local nobility anchor to the
mobi | e access gateway that is destined to the nobile node. This
GRE key is generated by the nobile access gateway and conmmuni cat ed
to the local nobility anchor in the GRE Key option in the Proxy
Bi ndi ng Updat e nessage.
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(0]

2

The uplink GRE key used in the GRE encapsul ati on header of the
tunnel ed payl oad packet fromthe nobile access gateway to the

| ocal nmobility anchor that is originating fromthe nobil e node.
This GRE key is obtained fromthe GRE Key ldentifier field of the
GRE Key option present in the received Proxy Binding

Acknowl edgenent nessage sent by the local nobility anchor as
specified in this docunent.

A flag indicating whether UDP-based TLV-header fornat

(Section 7.2) is enabled for the nobile node’'s traffic. This flag
is TRUE only when UDP tunneling as in [ RFC5844] and GRE

encapsul ation as in this specification are both enabled for this
mobility session.

Qper ational Summary

If the nobil e access gateway deternines that GRE encapsul ation

nmode only is required, the nobile access gateway MJST include the
GRE Key option but omt the GRE Key Identifier field in the Proxy
Bi ndi ng Update nessage that is sent to the local nobility anchor.

If the nobil e access gateway deternines that GRE encapsul ati on and
GRE keys are required, the nobile access gateway MJST include the

GRE Key option with the downlink GRE key in the GRE Key ldentifier
field in the Proxy Binding Update nessage that is sent to the

| ocal mobility anchor.

After receiving a successful Proxy Bindi ng Acknow edgenent nessage
with the GRE Key option with the GRE Key ldentifier field onmtted,
the nobil e access gateway MJUST update the nobile node’s Binding
Update List entry described in Section 4.1 by only setting the
GRE- encapsul ati on-enabl ed fl ag.

After receiving a successful Proxy Binding Acknow edgenent nessage
with the GRE Key option and the uplink GRE key included in the GRE
Key ldentifier field, the npbile access gateway MJST update the
related fields in the nobile node’s Binding Update List entry
described in Section 4.1. Additionally, the nobile access gateway
MJUST use the assigned uplink GRE Key for tunneling all the traffic
that belongs to this nobile node BUL entry and that originated
fromthe nobile node before forwarding the tunneled traffic to the
| ocal nobility anchor.

If the nobil e access gateway includes the GRE Key option in the
Proxy Bi nding Update for a specific nobile node and the |oca
mobi l ity anchor accepts the Proxy Binding Update by sending a
Proxy Bi ndi ng Acknow edgenent with a success status code (Il ess
than 128) other than GRE_KEY_OPTI ON_NOT_REQUI RED, but wi thout the
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GRE Key option, then the nobile access gateway MJST consi der that
the local nmobility anchor does not support the GRE Key option as
per this specification. The nobile access gateway SHOULD NOT
include the GRE Key option in any subsequent Proxy Bindi ng Update
message that is sent to that local nobility anchor

o |If the nobile access gateway sent a Proxy Bindi ng Update nessage
wi t hout the GRE Key option, but the received Proxy Binding
Acknowl edgenent has the status code GRE _KEY_OPTI ON_REQUI RED,

i ndi cating that GRE encapsul ation and GRE keys are required, the
nmobi | e access gateway SHOULD resend the Proxy Binding Update
message with the GRE Key option. |f the npbile access gateway
does not support the GRE Key option, it MAY |log the event and
possibly raise an alarmto indicate a possible m sconfiguration

o |If the nobile access gateway sent a Proxy Binding Update nessage
with the GRE Key option and the downlink GRE key included and
recei ved a successful Proxy Binding Acknow edgenent message with
the status code CGRE_KEY_OPTI ON_NOT_REQUI RED, the nobile access
gat eway MJST consi der that GRE encapsul ati on and GRE keys are not
required for this specific nobility session. The nobile access
gateway follows procedures in the Proxy Mbile | Pv6 specification
[ RFC5213] for the handling of uplink and downlink traffic and MJUST
NOT include the GRE Key option in any subsequent Proxy Binding
Update nessage that is sent to the local nobility anchor for this
mobility session.

o |If the nobile access gateway has successfully negotiated GRE
encapsul ati on and exchanged the GRE keys with the local nobility
anchor for a specific nobility session, the nobile access gateway
SHOULD NOT include the GRE Key option in the de-registration Proxy
Bi ndi ng Updat e.

0 On receiving a packet fromthe tunnel with the GRE header, the
nmobi | e access gateway MJUST use the CRE key present in the GRE
ext ensi on header as an additional identifier to determ ne to which
mobility session this packet belongs. The GRE header is renoved
before further processing takes place.

5. Local Mdbility Anchor Considerations

5.1. Extensions to the Binding Cache Entry
When the local nmobility anchor and the nobil e access gateway
successful ly negotiate GRE encapsul ati on and exchange downlink and
upl i nk GRE keys, the local mohility anchor MJUST mai ntain the downlink

and uplink GRE keys as part of the npbile node’s BCE. This requires
the BCE described in Section 5.1 of the Proxy Mobile |Pv6
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5.

2

specification [ RFC5213] to be extended. To support this
speci fication, the BCE nust be extended with the follow ng four
addi tional fields.

A flag indicating whether GRE encapsul ation is enabled for the
mobi |l e node’s traffic fl ows.

The downl i nk GRE key, assigned by the nobile access gateway and
used in the GRE encapsul ati on header of the tunnel ed payl oad
packet fromthe local nobility anchor to the nobile access

gat eway.

The uplink GRE key, assigned by the local nobility anchor and used
in the GRE encapsul ati on header of the tunnel ed payl oad packet
fromthe nobile access gateway to the local mobility anchor

A flag indicating whether UDP-based TLV-header fornat

(Section 7.2) is enabled for the nobile node’'s traffic. This flag
is TRUE only when UDP tunneling as in [ RFC5844] and GRE

encapsul ation as in this specification are both enabled for this
mobility session

Qperational Summary

If the local nobility anchor successfully processes a Proxy

Bi ndi ng Update nessage with the GRE Key option, but the GRE Key
ldentifier field is omtted for initial GRE key exchange, the

| ocal nmobility anchor MUST include the GRE Key option but omt the
GRE Key ldentifier field when responding with a successful Proxy
Bi ndi ng Acknow edgenent nessage.

If the local nobility anchor successfully processes a Proxy

Bi ndi ng Update nessage with the GRE Key option and the downlink
GRE key included in the GRE Key ldentifier field for initial GRE
key exchange as in Section 3.3.1, the local nobility anchor MJST
include the GRE Key option with the uplink GRE key included in the
GRE Key ldentifier field when responding with a successful Proxy
Bi ndi ng Acknow edgement message.

If the GRE tunneling is negotiated and the downlink and uplink GRE
keys have been exchanged between the nobil e access gateway and the
|l ocal nmobility anchor for a specific nobility session, the |oca
mobi l ity anchor MJST use the negotiated downlink GRE key in the
GRE header of every packet that is destined to the nobile node of
this specific nmobility session over the GRE tunnel to the nobile
access gateway.
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6

o |If the received Proxy Binding Update nessage does not contain the
GRE Key option, and if the local nobility anchor based on a policy
check determ nes that GRE encapsul ati on and GRE keys are required,
e.g., overlapping IPv4d private addressing is in use, a l|loca
mobi l ity anchor |ocal policy, or LMA-MAG peer agreenent, the |oca
mobi l ity anchor MJST reject the request and send a Proxy Binding
Acknowl edgenent nessage to the nobile access gateway with the
status code GRE KEY _OPTI ON REQUI RED as defined in Section 6.4
This indicates that GRE encapsul ati on and CGRE keys are required.

o |If, after receiving and successfully processing a Proxy Binding
Update nessage with the GRE Key option, the local nobility anchor
det ermi nes, based on a policy check, that GRE encapsul ati on and
GRE keys are not required for this specific binding, e.g., private
| Pv4 addressing is not in use, the local nobility anchor SHOULD
send a successful Proxy Bindi ng Acknow edgenent nessage to the
nmobi | e access gateway with the status code
GRE_KEY_OPTI ON_NOT_REQUIRED. In this case, the local nobility
anchor MUST NOT include the GRE Key option in the Proxy Binding
Acknowl edgenent .

o If the local mohility anchor successfully processes a de-
regi stration Proxy Binding Update nessage, the local mobility
anchor follows the sanme de-registration process as described in
the Proxy Mobile | Pv6 specification [RFC5213] to clean the Binding
Cache entry and all associated resources including the downlink
and uplink GRE keys.

0 On receiving a packet fromthe tunnel with the GRE header, the
I ocal mobility anchor MJUST use the GRE key in the CGRE extension
header as an additional identifier to determine to which nobility
session this packet belongs. The GRE header is renoved before
further processing takes place.

Message Formats

This section defines an extension to the Mbile | Pv6 protoco

[ RFC3775] nessages. The use of the GRE Key option for supporting GRE
tunnel i ng and GRE key exchange for Proxy Mbile IPv6 is defined in
this specification.

1. CRE Key Option

A new nobility option, the GRE Key option, is defined for use in the
Proxy Bi ndi ng Update and Proxy Bi ndi ng Acknowl edgement nessages
exchanged between the nobil e access gateway and the |l ocal mohility
anchor. This option can be used for negotiating GRE encapsul ation
nmode only or GRE encapsul ati on and exchangi ng the downlink and uplink
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GRE keys. These GRE keys can be used by the peers in all GRE
encapsul at ed payl oad packets for marking that specific nobile node’s
data traffic.

The alignnent requirenment for this option is 4n

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | Reserved |
I i i i i i i S i e R S
| GRE Key ldentifier |
i I i i S i i I S O i i

Figure 2: GRE Key Option
Type
33
Length

An 8-bit unsigned integer indicating the length in octets of the
option, excluding the Type and Length fields. |If the Length field
is set to 2, it indicates that the GRE Key ldentifier field is not
being carried in the option. |If the Length field is set to a
value of 6, it means that either the downlink or the uplink GRE
key is carried.

Reser ved

These fields are unused. They MJST be initialized to zero by the
sender and MJST be ignored by the receiver

GRE Key ldentifier

A 32-bit field containing the downlink or the uplink GRE key.
This field is present in the GRE Key option only if the GRE keys
are bei ng exchanged using the Proxy Bi ndi ng Update and Proxy

Bi ndi ng Acknow edgenent nessages.

6.2. Proxy Binding Update Message Extension
Thi s specification extends the Proxy Bindi ng Update nessage as
defined in [RFC5213] with the new TLV-header format (T) flag. The

new (T) flag is described bel ow and shown as part of the Proxy
Bi ndi ng Update nessage as in Figure 3.
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0 1 2 3
01234567890123456789012345678901
i S i i S S S

| Sequence # |
I i i S
|AIH L|KIM R P| F| T| Reserved | Lifetinme |
i e i I i i I S S S R

Figure 3: Proxy Binding Update Message

TLV- header format (T)

When set, this flag indicates that the nobil e access gateway
requests the use of the TLV header for encapsul ating |Pv6 or |Pv4
packets in I Pv4. The TLV-header format is described in

Section 7.2. None of the other fields or flags in the Proxy

Bi ndi ng Update are nodified by this specification.

6.3. Proxy Binding Acknow edgenent Message Extension

Thi s specification extends the Proxy Binding Acknow edgenent nessage
as defined in [ RFC5213] with the new TLV-header format (T) flag. The
new (T) flag is described bel ow and shown as part of the Proxy

Bi ndi ng Acknow edgenent nessage as in Figure 4.

0 1 2 3
01234567890123456789012345678901
B i S S ik s S N S S
| St at us | KI R P] T| Res |
I S i o T s S S S e s s T
Sequence # | Lifetime |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 4: Proxy Bindi ng Acknow edgenent Message

TLV- header format (T)

When set, this flag indicates that the sender of the Proxy Binding
Acknowl edgenent, the LMA, supports tunneling IPv6-or-1Pv4 in |Pv4
usi ng TLV-header format. None of the other fields or flags in the
Proxy Bi ndi ng Acknow edgenent are nodified by this specification.

6.4. Status Codes

The foll owi ng status code values are defined for use in the Binding
Acknowl edgenent nessage when using Proxy Mobile | Pv6.
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GRE_KEY_OPTI ON_NOT_REQUI RED (2)

When the local nobility anchor receives a Proxy Binding Update
with the GRE Key option, and based on a policy check it deterni nes
that GRE encapsulation is not required for this specific mobility
session, it uses this code to indicate to the nobile access
gateway that the Proxy Binding Update has been processed
successfully but GRE encapsul ati on and GRE keys are not required.

GRE_TUNNELI NG_BUT_TLV_HEADER_NOT_SUPPORTED ( 3)

If the local nobility anchor receives a Proxy Binding Update with
the GRE Key option and TLV-header format (T) flag set, the |oca
mobi l ity anchor uses this code to indicate to the nmobil e access
gateway that CGRE encapsul ati on has been successfully negoti ated
but TLV-header format is NOT supported.

GRE_KEY_OPTI ON_REQUI RED ( 163)

When the local nobility anchor receives a Proxy Binding Update

wi t hout the GRE Key option while based on a policy check, the

| ocal nmobility anchor determ nes that GRE encapsulation is
required for this specific nobility session and uses this code to
reject the Proxy Binding Update and indicate to the nobile access
gateway that CGRE encapsul ati on and GRE keys are required.

7. Data Packets Processing Considerations

Thi s section describes how the local nobility anchor and nobile
access gateway encapsul ate and decapsul ate data packets when GRE
encapsul ati on and GRE keys are used for tunneling the nmobile node's
data traffic between these two nobil e nodes.

7.1. Tunneling Format

When GRE encapsul ation is used, the nobile access gateway is all owed
to use various tunneling formats dependi ng on the nobile access
gateway | ocation and the network capabilities between the nobile
access gateway and the local nobility anchor. Using GRE
encapsul ati on, as described in [RFC2784] and [ RFC2890], the nobile
access gateway can tunnel the |Pv6-or-1Pv4 payl oad packet in | Pv6 or
in |IPvd following the rules in [RFC5213] and [ RFC5844].

I f UDP-based tunneling is used in conjunction with GRE encapsul ati on

bet ween the nobil e access gateway and the |l ocal nobility anchor, the
TLV- header UDP tunneling format as shown in Figure 5 MJIST be used.
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[1 Pv4 Header]

[ UDP Header ]

[ TLV Header]

[ GRE Header]

[ Payl oad - 1Pv6 or |Pv4 Header]

Upper Layer protocols

Fi gure 5: TLV-Header UDP-Based Encapsul ati on Header Order

VWhen a UDP-based tunneling format is used between the nobile access
gateway and the local nobility anchor, the use of the TLV header is
negoti ated during the Proxy Bi ndi ng Updat e/ Acknow edgenent exchange
as described in Sections 7.3 and 7.4. |If the TLV-header format is
agreed upon between the nobil e access gateway and local nobility
anchor, the local nobility anchor expects the TLV header to foll ow
the UDP header as shown in Figure 5. The TLV header contains the
Type field, the follow ng payl oad packet header type, and its |ength.
The Type field in the TLV header is always set to a value of 0 to
enhance the processing of the received packet by ensuring that the
receiver can differenti ate whether what canme after the UDP header is
a TLV-header Type field or an IP version field of an |I P header.
Hence, the TLV header can carry traffic other than IP as indicated in
the Next Header field. The distinction between IP and TLV
encapsul ati on i s needed, because the Proxy Binding Update (1P packet)
and the data packets (GRE packets) can be sent over the sane UDP

t unnel

When processing a UDP packet with the TLV-header format, if the
recei ving node found that the payl oad packet |ength as cal cul ated
fromthe UDP header length field is different than its length as

cal culated fromthe TLV-header length field, the receiving node MJST
di scard the received | P packet.

7.2. TLV-Header Tunneling Negotiation

The nobil e access gateway negotiates the format for tunneling payl oad
traffic during the Proxy Mobile I Pv6 registration procedure. |f the
mobi | e access gateway is required to use the TLV-header UDP
encapsul ati on format, the nobil e access gateway MJST set the TLV-
header format (T) flag in the Proxy Binding Update nessage sent to
the local mobhility anchor. |If the local nobility anchor supports the
TLV- header UDP tunneling format, the local nobility anchor SHOULD set
the TLV-header format (T) flag in the Proxy Bindi ng Acknow edgenent.
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O herwi se, the TLV-header format (T) flag is cleared. The setting of
the TLV-header Format (T) flag in the Proxy Binding Acknow edgenent
indicates to the nobile access gateway that it MJST use the TLV-
header UDP encapsul ation format for all packets tunneled to the |oca
mobil ity anchor for the entire duration the nobile node is attached
to the nobile access gateway. The TLV-header UDP tunneling fornat
SHOULD NOT change during a Binding Lifetinme Extension Proxy Binding
Update (re-registration) fromthe sane nobil e access gateway.

Any Proxy Binding Update nessage triggered by a handoff (Section
5.3.4 of [RFC5213]) mmy renegotiate the tunneling format. Therefore,
in order to avoid interoperability issues, the local nmobility anchor
MUST NOT set the TLV-header format (T) flag unless it was set in the
Proxy Bi ndi ng Update received fromthe nobile access gateway.

The TLV-header format is as shown belowin Figure 6

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Res. | Next Header | Length |
el i I e i it T e e e e i i T o S e e S e T R R

Fi gure 6: TLV-Header Format

Type

This field is always 0 (zero) and distingui shes the TLV header
fromthe | Pv4 and | Pv6 headers.

Res.

These fields are Reserved and unused. They MJST be initialized to
zero by the sender and MJST be ignored by the receiver

Next Header

An 8-bit unsigned integer that indicates the protocol number of
the payl oad header following this TLV header. It is set to the
protocol nunber as assigned by I1ANA in the "Assigned |nternet

Prot ocol Nunbers" registry. For exanple, if an | Pv6 header
follows, it should be "41'; if a GRE header follows, it should be
T 4T

Length

A 16-bit unsigned integer indicating the length in octets of the
payl oad follow ng this header, excluding the TLV header itself.
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7.3. Mobile Access Gateway Operation

When sendi ng a Proxy Binding Update nessage over an |Pv4 transport
network, the nobile access gateway foll ows the procedures specified
in [ RFC5844] for using |Pv4-UDP encapsul ati on nobde. However, when
usi ng CRE header in conjunction with | Pv4-UDP encapsul ati on node is
required, the nobile access gateway MJST set the TLV-header format
(T) flag in the Proxy Binding Update and follow this specification
for GRE encapsul ation negotiation. |If the received Proxy Binding
Acknowl edgenent is successful and the TLV-header format (T) flag is
set and the GRE Key option included, the nobile access gateway MJST
update the nobile node’s Binding Update List entry described in
Section 4.1 by setting the UDP-based TLV-header format (T) flag. In
this case, the nobile access gateway MJST use the TLV-header UDP-
based encapsul ation format as shown in Figure 5

If the nobil e access gateway receives a Proxy Bindi ng Acknow edgenent
with the status GRE_TUNNELI NG BUT TLV_HEADER NOT_SUPPORTED i n
response to a Proxy Binding Update with the GRE Key option and the
(T) flag set, the nobile access gateway MJST use GRE encapsul ation

wi t hout UDP encapsul ation. |If the nobile access gateway is all owed
to use GRE encapsul ation w thout UDP tunneling, the nobile access

gat eway MJST update the nobil e node’s Binding Update List entry
described in Section 4.1 by setting the GRE-encapsul ati on-enabl ed
flag and the uplink and downlink GRE key fields. 1In this case, the
mobi | e access gateway MUST set the UDP-based TLV-header format (T)
flag to FALSE. A Proxy Binding Acknow edgement message with the
status code GRE_TUNNELI NG BUT_TLV_HEADER NOT_SUPPCRTED has the (T)
flag cleared. Alternatively, the nobil e access gateway may resend
the Proxy Binding Update to negotiate different tunneling options,
e.g., using UDP-based tunneling without GRE encapsul ation if possible
or de-register the nobile node nobility session

7.3.1. Sending and Receiving Data Packets

When the nobile access gateway is located in an | Pv6-enabled or |Pv4-
enabl ed network, it may be required to use GRE encapsul ation for
tunneling IPv6 or | Pv4 data packets to the local mobility anchor. In
this case, and if the nobile access gateway has successfully
negoti at ed GRE encapsul ati on node only or GRE encapsul ati on and GRE
keys as described in this specification, the nobile access gateway
encapsul ates or decapsul ates | Pv6-or-1Pv4 payl oad packets foll ow ng
the rules described in [RFC5213] and [ RFC5844] whil e ensuring that
the GRE header is present as shown in Figure 7
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[1Pv6 or | Pv4d Header]

[ GRE Header]

[ Payl oad - 1Pv6 or |Pv4 Header]

Upper Layer protocols

Figure 7: I Pv6-or-1Pv4 over |Pv4 Using GRE Encapsul ation

On the other hand, if the nobile access gateway is located in an

| Pv4-only network where NAT has been detected on the path between the
mobi | e access gateway and the |local nobility anchor and successfully
negoti ated GRE encapsul ati on and the TLV-header format, the nobile
access gateway MJST use UDP TLV- header tunneling format when sending
an | Pv6-or-1Pv4 payl oad packet to the local nobility anchor according
to the format described in Figure 5. The source and the destination
of the I Pv4 outer header are nobile node |IPv4 Proxy Care-of Address,

| Pv4- Proxy- CoA, and the IPv4 local nobility anchor address, |Pv4-
LMAA, respectively. 1In addition, the source and the destination IP
addresses of the |IPv6-or-1Pv4 payl oad data packet are the nobile
node’' s | Pv6-or-1Pv4 hone address, |Pv6/1Pv4-M\-HoA, and the | Pv6-or-

| Pv4 correspondi ng node’s address, |Pv6/1Pv4-CN- Addr, respectively.

7.4. Local Mbility Anchor Operation

When the local nobility anchor receives a Proxy Binding Update
encapsul ated in UDP and containing the | Pv4 Honme Address Request
option ([RFC5844]), it needs to follow all the steps in [ RFC5213] and
[ RFC5844]. In addition, if the TLV-header format (T) flag is set in
the Proxy Binding Update, the local mobility anchor needs to

determ ne whether it can accept the TLV-header UDP-based

encapsul ation format. If it does, it SHOULD set the TLV-header
format (T) flag in the Proxy Binding Acknow edgenent. O herwi se, the
| ocal mobility anchor MJUST NOT set the TLV-header format (T) flag in
t he Proxy Bi ndi ng Acknow edgenent .

If the local nobility anchor (LMA) receives a Proxy Binding Update
with the GRE Key option and TLV-header format (T) flag set and, based
on a policy check, the LMA determ nes that GRE encapsul ation is
required and the LMA supports TLV-header tunneling and the LMA sent a
successful Proxy Binding Acknow edgenent with the TLV-header format
(T) flag set, the LMA MJUST update the nobile node’ s Binding Cache
entry described in Section 5.1 by setting the GRE-encapsul ation-

enabl ed flag and update the uplink and downlink GRE key fields. In
addition, the LMA MJUST set the UDP-based TLV-header format fl ag.
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If the LMA receives a Proxy Binding Update with the GRE Key option
and TLV-header format (T) flag set and, based on a policy check, the
LMA determ nes that GRE encapsul ation is required BUT the LMA does
NOT support TLV-header tunneling and if the Proxy Binding Update has
been successfully processed, the LMA MJST send a successful Proxy

Bi ndi ng Acknow edgenent with the status code

GRE_TUNNELI NG BUT_TLV_HEADER _NOT_SUPPCRTED. This way, the LMA
indicates to the nobil e access gateway that GRE encapsul ati on has
been successfully negotiated BUT TLV-header UDP-based tunneling
format is not supported. In this case, the LMA MJUST update the
nmobi | e node’ s BCE described in Section 5.1 by setting the GRE
encapsul ati on enabled flag and update the uplink and downlink GRE key
fields. In this case, the LMA MIST set the UDP-based TLV-header
format flag to FALSE

If the local nobility anchor and the nobile access gateway have
successfully negotiated the TLV-header UDP-based tunneling format and
GRE encapsul ation for a specific nobility session, the |local nmobility
anchor processes data packets as described in the foll ow ng
subsecti on.

7.4.1. Sending and Receiving Data Packets

The local nobility anchor nmay use GRE encapsul ation for tunneling an
I Pv6 or |1 Pv4 data packet to the nmobile access gateway. |If the loca
mobi l ity anchor has successfully negotiated GRE encapsul ation with
the mobil e access gateway for a specific nobility session, the |oca
mobi | ity anchor encapsul ates and decapsul ates | Pv6-or-1Pv4 payl oad
data packets followi ng the rules described in [RFC5213] and [ RFC5844]
whil e ensuring that the GRE header is present as shown in Figure 7

In the case when TLV-tunneling format and GRE encapsul ation for a
specific nobility session have been successfully negotiated between
the local mobility anchor and the nobil e access gateway, the |loca
mobi l ity anchor follows the TLV-header UDP-based tunneling fornmat and
header order as shown in Figure 5 to encapsulate |Pv4 or |Pv6 payl oad
packets in | Pv4 before sending the | Pv4 packet to the nobile access
gateway. In this case, the source and the destination of the |IPv4
out er header are |Pv4-LMAA and | Pv4-Proxy- CoA, respectively. In
addition, the source and the destination |P addresses of the |Pv6-or-
| Pv4 payl oad data packet are |Pv6/1Pv4-CN Addr and | Pv6/ | Pv4- M\- HOA,
respectively. On the other hand, the local nobility anchor ensures
the sane TLV-header UDP-based tunneling format and header order when
it decapsul ates received | Pv4 packets fromthe nmobil e access gat eway
for the same nobility session
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8.

10.

| ANA Consi der ati ons

This specification defines a new mobility option, the GRE Key option,
described in Section 6.1. This option is carried in the Mbility
Header. The type value for this option has been assigned fromthe
sanme nunbering space as allocated for the other nobility options
defined in the Mbile | Pv6 specification [ RFC3775].

Thi s specification also defines three new Bi ndi ng Acknow edgenent
status codes as described in Section 6.4 and | ANA has all ocated the
nuneric values as specified in Section 6.4 fromthe "Status Codes"
registry of the Mbility | Pv6 Paraneters.

Security Considerations

The GRE Key option, defined in this specification, when carried in
Proxy Bi ndi ng Update and Proxy Bi ndi ng Acknowl edgenent nessages,
reveals the group affiliation of a nobile node identified by its

Net wor k Access ldentifier (NAI) or an | P address. It may help an
attacker in targeting flows belonging to a specific group. This

vul nerability can be prevented, by enabling confidentiality
protection on the Proxy Binding Update and Proxy Binding

Acknowl edgenent nessages where the presence of the NAI and GRE Key
options establish a nobile node’s relation to a specific group. This
vul nerability can al so be avoided by enabling confidentiality
protection on all the tunnel ed data packets between the nobil e access
gateway and the local nobility anchor, for hiding all the markings.

In Proxy Mobile IPv6 [ RFC5213], the use of |Psec [ RFC4301] for
protecting a nobile node’'s data traffic is optional. Additionally,
Proxy Mobile I Pv6 recommends the use of Encapsul ating Security

Payl oad (ESP) [RFC4303] in tunnel node when using ESP for protecting
the mobile node’s data traffic. However, when GRE encapsul ation is
used, both |IPsec tunnel node and transport node can be used to
protect the GRE header. The |Psec traffic selectors will contain the
protocol nunber for GRE, and there is currently no nechanismto use
the GRE key as a traffic selector.
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