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1.

1.

I nt roducti on

In an attenpt to anthroponorphize the bit streans on countl ess
physi cal |ayer networks throughout the world, we propose a TCP option
to express packet nmood [DSM1V].

Packets cannot feel. They are created for the purpose of noving data
fromone systemto another. However, it is clear that in specific
situations sonme neasure of emption can be inferred or added. For
instance, a packet that is retransmtted to resend data for a packet
for which no ACK was received could be described as an 'angry’

packet, or a 'frustrated packet (if it is not the first

retransm ssion for instance). So how can these kinds of feelings be
conveyed in the packets thenselves. This can be addressed by addi ng
TCP Options [RFC793] to the TCP header, using ASCI| characters that
encode conmonly used "enpticons" to convey packet nood.

1. Term nol ogy
The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD

SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ RFC2119].

Synt ax
A TCP Option has a 1-byte kind field, followed by a 1-byte length
field [RFC793]. It is proposed that option 25 (rel eased 2000-12-18)

be used to define packet nobod. This option would have a | ength val ue
of 4 or 5 bytes. Al the sinple enotions described as expressible
via this mechani smcan be displayed with two or three 7-bit, ASCII-
encoded characters. Miltiple nood options nmay appear in a TCP
header, so as to express nore conpl ex nmoods than those defined here
(for instance if a packet were happy and surprised).

TCP Header For mat
Ki nd Lengt h Meani ng

25 Vari abl e Packet Mbod
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3.

In nore detail:

Fomm oo Fomm oo Fomm oo Fomm oo +
| 00011001| 00000100| 00111010] 00101001
Fommmoo - Fommmoo - Fommmoo - Fommmoo - +
Ki nd=25 Length=4 ASC | ASCI I )
Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - +
| 00011001| 00000101] 00111110| 00111010] 01000000|
S SRR S SRR S SRR S SRR S SRR +
Kind=25 Length=5 ASCIl > ACSII : AsSCI @

Si npl e Enotional Representation

It is proposed that common enoticons be used to denote packet nood.
Packets do not "feel" per se. The enotions they could be tagged with
are a reflection of the user nood expressed through packets.

So the humanity expressed in a packet would be entirely sourced from
humans.

To this end, it is proposed that sinple enptions be used convey nood
as foll ows.

: Anused
% Conf used
10 Bor ed

:0 Sur pri sed

' P Silly

@ Frustrated
> @ Angry

O Apat heti c

; Sneaky

>:) Evi |
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Proposed ASCI| character encodi ng

Bi nary Dec Hex Char act er
010 0101 37 25 %
010 1000 40 28 (
010 1001 41 29 )
011 1010 58 3A

011 1011 59 3B ;
011 1110 62 3E >
100 0000 64 40 @
100 0100 68 44 D
100 1111 79 4F O
101 0000 80 50 P
110 1111 111 6F 0
111 1100 124 7C |

For the purposes of this RFC, 7-bit ASCI| encoding is sufficient for
representing enoticons. The ASCI|I characters will be sent in 8-bit
bytes with the | eading bit always set to O.

4, Use Cases

There are two ways to denote packet nobod. One is to infer the nood
based on an event in the TCP session. The other is to derive nood
froma higher-order action at a higher |ayer (subject matter of

payl oad for instance).

For packets where the '"nood is inferred fromactivity within the TCP
session, the 'nood’ MJST be set by the host that is watching for the

trigger event. |If a client sends a frame and receives no ACK, then
the retransmtted franme MAY contain the TCP OPTI ON header with a nood
set.

Any packet that exhibits behavior that allows for nood to be inferred
SHOULD add the TCP OPTION to the packets with the inplied nood.

Applications can take advantage of the defined noods by expressing
themin the packets. This can be done in the SYN packet sent from
the client. Al packets in the session can be then tagged with the
mood set in the SYN packet, but this would have a per-packet
performance cost (see Section 5, "Performance Consi derations").

Each application MIST define the preconditions for marking packets as
happy, sad, bored, confused, angry, apathetic, and so on. This is a
framewor k for defining how such nbods can be expressed, but it is up
to the devel opers to determ ne when to apply these encoded | abel s.
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4.1. Happy Packets

Heal t hy packets are happy packets you could say. If the ACK packets
return within <10 nms end-to-end froma sender’s stack to a receiver’s
stack and back again, this would reflect high-speed bidirectiona
capability, and if no retransmits are required and all ACKs are

recei ved, all subsequent packets in that session SHOULD be marked as

" happy’ .

No | oss, |lowlatency packets al so nakes for happy users. So the
packet would be reflecting the end-user experience.

4.2. Sad Packets
If retransm ssion rates achi eve greater than 20% of all packets sent
in a session, it is fair to say the session can be in nourning for
all of the good packets lost in the sensel ess wasteland of the wild
I nternet.
Thi s should not be confused with retransmtted packets marked as
"angry’ since this tag would apply to all frames in the session
nunbed by the staggering | oss of packet life.

4.3. Amused Packets

Any packet that is carrying a text joke SHOULD be nmarked as ’'anused’

Exanpl e:
1: Knock Knock
2: VWo's there?
1: Inpatient chicken
2: lnpatient chi...
1: BAWK!I!!!

If such a joke is in the packet payload then, honestly, how can you
not be amused by one of the only knock-knock jokes that survives the
3rd grade?

4.4. Confused Packets
Wien is a packet confused? There are network elenents that perform
per - packet |oad balancing, and if there are asymmetries in the
| at enci es between end-to-end paths, out-of-order packet delivery can
occur.

When a receiver host gets out-of-order packets, it SHOULD nark TCP
ACK packets sent back to the sender as confused.
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The sane can be said for packets that are sent to incorrect VLAN
segnments or are msdirected. The receivers mght be aware that the
packet is confused, but there is no way to know at ingress if that
will be the fate of the frane.

That being said, application devel opers SHOULD mark packets as

confused if the payl oad contains conpl ex phil osophi cal questions that

make one ponder the neaning of |ife and one’s place in the universe.
4.5. Bored Packets

Packets carrying accounting data with debits, credits, and so on MJST
be marked as ' bored’

It could be said that many peopl e consider RFCs boring. Packets
contai ning RFC text MAY be nmarked as ' bored

Packets with phone book |istings MJST be marked ' bored’

Packets containing | egal disclaimers and anything in Latin SHOULD be
mar ked ' bored’

4.6. Surprised Packets

Who doesn’t | ove when the out-of-order packets in your session
surprise you while waiting in a congested queue for 20 nms?

Packets do not have birthdays, so packets can be marked as surprised
when t hey encounter unexpected error conditions.

So when | CVP destinati on unreachabl e nessages are received (perhaps
due to a routing | oop or congestion discards), all subsequent packets
in that session SHOULD be marked as surprised.

4.7. Silly Packets
Not all packets are sent as part of a session. Random keepalives
during a TCP session MAY be set up as a repartee between systens
connected as client and server. Such random and even playfu
i nt erchanges SHOULD be marked as silly.

4.8. Frustrated Packets

Packets that are retransmtted nore than once SHOULD be mar ked as
frustrated.
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4.9. Angry Packets
Packets that are retransmtted SHOULD be nmarked as angry.
4.10. Apathetic Packets

When sendi ng a RST packet to a connected system the packet should be
mar ked as apathetic so that the receiver knows that your system does
not care what happens after that.

4.11. Sneaky Packets

When a packet is used in a particularly clever way, it SHOULD be

mar ked as sneaky. What is "clever" is rather subjective, so it would
be prudent to get a few opinions about a particular use to nake sure
that it is clever.

4.12. Evil Packets

It is hard for a TCP packet to discern higher noral quandaries |ike
the meaning of life or what exactly defines ’evil’ and from whose
perspective such a characterization is being made. However,

devel opers of TCP-based applications MAY choose to see sone
activities as evil when viewed through their particular lens of the
world. At that point, they SHOULD mark packets as evil.

Sone organi zations are prohibited fromusing this nmbod by m ssion
statenent. This would also prohibit using the security flag in the
| P header described in [ RFC3514] for the sane reasons.

5. Perfornmance Consi derations

Addi ng extensions to the TCP header has a cost. Using TCP extensions
with the ASCII|-encoded nmood of the packet would detract fromthe
avai |l abl e MSS usable for data payload. |If the TCP header is nore
than 20 bytes, then the extra bytes would be unavail able for use in
the payl oad of the frame.

Thi s added per-packet overhead shoul d be consi dered when usi ng packet
nood ext ensi ons.

6. Security Considerations

The TCP checksum as a 16-bit value, could be m staken if ASClI
characters with the sane nunber of zeros and ones were substituted
out. A happy ":)" could be replaced with a frown by a nalicious
attacker, by using a winking eye ";(". This could m srepresent the
i ntended nood of the sender to the receiver

Hay & Tur kal I nf or mat i onal [ Page 7]



RFC 5841 TCP Option to Denote Packet Modod 1 April 2010

7. Related Wrk

Thi s docunent does not seek to build a sentient network stack.
However, this framework coul d be used to express the enotions of a
sentient stack. |If that were to happen, a new technical job class of
net wor k psychol ogi sts could be created. Wo doesn’'t |ike new jobs?

:)
8. | ANA Consi der ations

If this work is standardi zed, ANA is requested to officially assign
val ue 25 as described in Section 3. Additional nbods and enoticon
representati ons would require | ESG approval or standards action

[ RFC5226] .
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