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Abstract

Thi s docunent describes the Wapped Encapsul ati ng Security Payl oad
(VESP) protocol, which builds on the Encapsul ati ng Security Payl oad
(ESP) RFC 4303 and is designed to allow internedi ate devices to (1)
ascertain if data confidentiality is being enployed within ESP, and
if not, (2) inspect the | Psec packets for network mnonitoring and
access control functions. Currently, in the |IPsec ESP standard,
there is no determnistic way to differentiate between encrypted and
unencrypted payl oads by sinply exam ning a packet. This poses
certain challenges to the internedi ate devices that need to deep

i nspect the packet before making a decision on what shoul d be done
with that packet (Inspect and/or Allow Drop). The mechani sm
described in this docunent can be used to easily di sanbi guate
integrity-only ESP from ESP-encrypted packets, w thout conprom sing
on the security provided by ESP

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5840
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1.

I nt roducti on

Use of ESP within |IPsec [ RFC4303] specifies how ESP packet

encapsul ation is perfornmed. It also specifies that ESP can provide
data confidentiality and data integrity services. Data integrity

wi thout data confidentiality ("integrity-only ESP") is possible via
the ESP-NULL encryption algorithm[RFC2410] or via conbi ned- node

al gorithms such as AES- GVAC [ RFC4543]. The exact encapsul ation and
al gorithnms enpl oyed are negotiated out of band using, for exanple,

I nternet Key Exchange Protocol version 2 (1KEv2) [RFC4306] and based
on policy.

Enterprise environnents typically enploy numerous security policies
(and tools for enforcing then), as related to access control, content
screening, firewalls, network nonitoring functions, deep packet

i nspection, Intrusion Detection and Prevention Systens (IDS and | PS)
scanni ng and detection of viruses and worns, etc. |In order to
enforce these policies, network tools and internediate devices
require visibility into packets, ranging from sinple packet header

i nspection to deeper payl oad exam nation. Network security protocols
that encrypt the data in transit prevent these network tools from
perform ng the aforenentioned functions.

When enpl oying | Psec within an enterprise environnment, it is
desirable to enploy ESP instead of Authentication Header (AH)

[ RFC4302], as AH does not work in NAT environments. Furthernore, in
order to preserve the above network monitoring functions, it is
desirable to use integrity-only ESP. 1In a m xed-node environnent,
sonme packets containing sensitive data enploy a given encryption

ci pher suite, while other packets enploy integrity-only ESP. For an
i ntermedi at e devi ce to unanbi guously distingui sh which packets are
using integrity-only ESP requires know edge of all the policies being
enpl oyed for each protected session. This is clearly not practical
Heuri sti cs-based nmethods can be enployed to parse the packets, but
these can be very expensive, requiring nunerous rules based on each
di fferent protocol and payload. Even then, the parsing nmay not be
robust in cases where fields within a given encrypted packet happen
to resenble the fields for a given protocol or heuristic rule. 1In
cases where the packets may be encrypted, it is also wasteful to
check agai nst heuristics-based rules, when a sinple exception policy
(e.g., allow, drop, or redirect) can be enployed to handle the
encrypted packets. Because of the non-deterninistic nature of
heuri sti cs-based rul es for disanbi guati ng between encrypted and non-
encrypted data, an alternative nmethod for enabling internediate
devices to function in encrypted data environnents needs to be
defined. Additionally, there are many types and cl asses of network
devi ces enployed within a given network and a determ nistic approach
provides a sinple solution for all of them Enterprise environnments
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typically use both stateful and statel ess packet inspection

mechani sms.  The previ ous considerations weigh particularly heavy on
statel ess mechani snms such as router Access Control Lists (ACLs) and
Net Fl ow exporters. Nevertheless, a determnistic approach provides a
sinmple solution for the nyriad types of devices enployed within a
network, regardless of their stateful or stateless nature.

Thi s docunent defines a nechanismto provide additional information
in relevant | Psec packets so intermedi ate devices can efficiently
differentiate between encrypted and integrity-only packets.
Additionally, and in the interest of consistency, this extended
format can al so be used to carry encrypted packets without 10ss in
di sanbi guati on.

Thi s docunent is consistent with the operation of ESP in NAT
envi ronments [ RFC3947].

The design principles for this protocol are the foll ow ng:

o Allow easy identification and parsing of integrity-only |Psec
traffic

0 Leverage the existing hardware | Psec parsing engi nes as much as
possible to mninize additional hardware design costs

0 Mnimze the packet overhead in the comon case
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Applicability Statenent
The docunent is applicable only to the wapped ESP header defined
bel ow, and does not describe any changes to either ESP [ RFC4303] or
the I P Authentication Header (AH) [ RFC4302].

There are two wel | -accepted ways to enable internediate security
devi ces to distinguish between encrypted and unencrypted ESP traffic:

- The heuristics approach [Heuristics] has the internedi ate node

i nspect the unchanged ESP traffic, to determne with extrenely high
probability whether or not the traffic streamis encrypted.
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- The Wapped ESP (WESP) approach, described in this docunment, in
contrast, requires the ESP endpoints to be nodified to support the
new protocol. WESP allows the internediate node to distinguish
encrypted and unencrypted traffic determnistically, using a
sinmpler inplenentation for the internedi ate node.

Bot h approaches are being docunented sinultaneously by the IP
Security Maintenance and Extensions (|1 PsecME) Wirking G oup, with
VWESP (this docunment) as a Standards Track RFC while the heuristics
approach is expected to be published as an Informational RFC. Wile
endpoints are being nodified to adopt WESP, we expect both approaches
to coexist for years because the heuristic approach is needed to

i nspect traffic where at |east one of the endpoints has not been

modi fied. |In other words, intermedi ate nodes are expected to support
bot h approaches in order to achieve good security and performance
during the transition period.

2. Wapped ESP (WESP) Header For nat

W apped ESP (WESP) encapsul ati on uses protocol number 141
Accordingly, the (outer) protocol header (IPv4, 1Pv6, or Extension)
that imedi ately precedes the WESP header SHALL contain the val ue
(141) inits Protocol (1Pv4) or Next Header (IPv6, Extension) field.
VWESP provi des additional attributes in each packet to assist in
differentiating between encrypted and non-encrypted data, and to aid
in parsing of the packet. WESP follows RFC 4303 for all IPv6 and

I Pv4 considerations (e.g., alignment considerations).

Thi s extension essentially acts as a wapper to the existing ESP
protocol and provides an additional 4 octets at the front of the
exi sting ESP packet for IPv4. For |Pv6, additional padding rmay be
required and this is described bel ow

The packet format nmay be depicted as foll ows:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| W apped ESP Header |
el i I e i it T e e e e i i T o S e e S e T R R
Exi sting ESP Encapsul ati on

I I
I I
T S i T o S T i S SEp S A S

Figure 1. WESP Packet For mat
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By preserving the body of the existing ESP packet format, a conpliant
i mpl ementation can sinply add in the new header, w thout needing to
change the body of the packet. The value of the new protocol used to
identify this new header is 141. Further details are shown bel ow

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Next Header | Hdr Len | TrailerLen | Fl ags |
el i I e i it T e e e e i i T o S e e S e T R R
| Paddi ng (optional) |
I S i o T s S S S e s s T
Exi sting ESP Encapsul ati on

I I
| |
i S S T i S S e S AT i S S

Figure 2: Detail ed WESP Packet For mat
Wher e:

Next Header, 8 bits: This field MIST be the sane as the Next Header
field in the ESP trailer when using ESP in the Integrity-only node.
When using ESP with encryption, the "Next Header" field | ooses this
nane and semantics and beconmes an enpty field that MJST be
initialized to all zeros. The receiver MIST do sonme sanity checks
before the WESP packet is accepted. The receiver MJST ensure that
the Next Header field in the WESP header and the Next Header field in
the ESP trailer match when using ESP in the Integrity-only node. The
packet MJUST be dropped if the two do not match. Simlarly, the

recei ver MJST ensure that the Next Header field in the WESP header is
an enpty field initialized to zero if using WESP with encryption

The WESP flags dictate if the packet is encrypted.

HdrLen, 8 bits: Ofset fromthe beginning of the WESP header to the
begi nning of the Rest of Payload Data (i.e., past the IV, if present
and any other WESP options defined in the future) within the
encapsul at ed ESP header, in octets. HdrLen MJST be set to zero when
using ESP with encryption. Wen using integrity-only ESP, the

foll owi ng HdrLen values are invalid: any value |ess than 12; any
value that is not a multiple of 4; any value that is not a nultiple
of 8 when using |Pv6. The receiver MJST ensure that this field

mat ches with the header of fset conputed from using the negoti ated
Security Association (SA) and MUST drop the packet in case it does
not mat ch.
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TrailerLen, 8 bits: TrailerLen contains the size of the Integrity
Check Value (1CV) being used by the negotiated algorithnms within the
I Psec SA, in octets. TrailerLen MIST be set to zero when using ESP
with encryption. The receiver MJST only accept the packet if this
field matches with the val ue conmputed from using the negoti ated SA
This ensures that sender is not deliberately setting this value to
obfuscate a part of the payload from exam nation by a trusted

i ntermedi ary devi ce.

Flags, 8 bits: The bits are defined nost-significant-bit (MSB) first,
so bit 0 is the nost significant bit of the flags octet.

01234567
S
|V VIE|P| Rsvd |
R

Fi gure 3: Fl ags Fornat

Version (V), 2 bits: MIST be sent as 0 and checked by the receiver.
If the version is different than an expected version nunber (e.g.,
negotiated via the control channel), then the packet MJST be dropped
by the receiver. Future nodifications to the WESP header require a

new versi on nunber. |In particular, the version of WESP defined in
this docunment does not allow for any extensions. However, old
implementations will still be able to find the encapsul ated cl eart ext
packet using the HdrLen field fromthe WESP header, when the "E bit
is not set. Internmedi ate nodes dealing with unknown versions are not
necessarily able to parse the packet correctly. Internediate
treatment of such packets is policy dependent (e.g., it may dictate

droppi ng such packets).

Encrypted Payload (E), 1 bit: Setting the Encrypted Payload bit to 1
i ndicates that the WESP (and therefore ESP) payload is protected with
encryption. If this bit is set to 0, then the payload is using
integrity-only ESP. Setting or clearing this bit also inpacts the
value in the WESP Next Header field, as described above. The
reci pi ent MJUST ensure consistency of this flag with the negoti ated
policy and MJST drop the incom ng packet otherwi se.

Paddi ng header (P), 1 bit: If set (value 1), the 4-octet padding is

present. If not set (value 0), the 4-octet padding is absent. This
paddi ng MJST be used with IPv6 in order to preserve |Pv6 8-octet
alignment. |If WESP is being used with UDP encapsul ation (see Section

2.1 below) and IPv6, the Protocol Ildentifier (0x00000002) occupies 4

octets so the I Pv6 padding is not needed, as the header is already on
an 8-octet boundary. This padding MJUST NOT be used with IPv4, as it

is not needed to guarantee 4-octet |Pv4 alignnent.
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Rsvd, 4 bits: Reserved for future use. The reserved bits MJST be
sent as 0, and ignored by the receiver. Future documents defining
any of these bits MJUST NOT affect the distinction between encrypted
and unencrypted packets or the semantics of HdrLen. In other words,
even if new bits are defined, old inplenentations will be able to
find the encapsul ated packet correctly. |Internedi ate nodes dealing
wi th unknown reserved bits are not necessarily able to parse the
packet correctly. Intermediate treatnment of such packets is policy
dependent (e.g., it may dictate dropping such packets).

Future versions of this protocol may change the version nunber and/or
the reserved bits sent, possibly by negotiating themover the control
channel .

As can be seen, the WESP format extends the standard ESP header by
the first 4 octets for IPv4 and optionally (see above) by 8 octets
for | Pv6.

2.1. UDP Encapsul ati on

Thi s section describes a nechani smfor running the new packet format
over the existing UDP encapsul ation of ESP as defined in RFC 3948.
This all ows | everaging the existing | KE negotiation of the UDP port
for Network Address Translation Traversal (NAT-T) discovery and usage
[ RFC3947] [ RFC4306], as well as preserving the existing UDP ports for
ESP (port 4500). Wth UDP encapsul ation, the packet format can be
depi cted as foll ows.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Src Port (4500) | Dest Port (4500) |
B i s T T i i o S o T Ji I
| Lengt h | Checksum |
e L o i e e R  h h o i R S S
| Protocol ldentifier (value = 0x00000002) |
i e e R ol o o i e R b b i o i N S T
| Next Header | Hdr Len | TrailerLen | Fl ags |
B i s T T i i o S o T Ji I
| Exi sting ESP Encapsul ati on |
I+- et o i e e e e TR o S SR +-|+

Fi gure 4: UDP-Encapsul at ed VWESP Header
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Wher e:

Sour ce/ Destination port (4500) and checksum describes the UDP
encapsul ati on header, per RFC 3948.

Protocol ldentifier: new field to denultiplex between UDP
encapsul ati on of | KE, UDP encapsul ati on of ESP per RFC 3948, and the
UDP encapsul ation in this specification

According to RFC 3948, Section 2.2, a 4-octet value of zero (0)

i Mmedi ately followi ng the UDP header indicates a Non-ESP narker,

whi ch can be used to assunme that the data followi ng that value is an
| KE packet. Similarly, a value greater then 255 indicates that the
packet is an ESP packet and the 4-octet value can be treated as the
ESP Security Paraneter Index (SPI'). However, RFC 4303, Section 2.1

i ndicates that the values 1-255 are reserved and cannot be used as
the SPI. W |everage that know edge and use one of these reserved
val ues to indicate that the UDP encapsul ated ESP header contains this
new packet format for ESP encapsul ation

The remaining fields in the packet have the same meaning as per
Section 2 above.

2.2. Transport and Tunnel Mde Considerations
This extension is equally applicable to transport and tunnel node
where the ESP Next Header field is used to differenti ate between
these nodes, as per the existing | Psec specifications.

2.2.1. Transport Mode Processing
In transport node, ESP is inserted after the I P header and before a
next |ayer protocol, e.g., TCP, UDP, ICMP, etc. The follow ng

diagrans illustrate how WESP is applied to the ESP transport node for
a typical packet, on a "before and after" basis.
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BEFORE APPLYI NG WESP -1 Pv4

|orig IP hdr | ESP | | | ESP | ESP|
| (any options)| Hdr | TCP | Data | Trailer | 1CV|
| <---- encryption ---->|
| <------- integrity -------- >|
AFTER APPLYI NG VESP - | Pv4
|orig P hdr | WESP | ESP | | | ESP | ESP|
| (any options)| Hdr | Hdr | TCP | Data | Trailer | 1CV|
| <---- encryption ---->|
[ <------- integrity -------- >|
BEFORE APPLYI NG VESP - | Pv6
| orig | hop-by-hop, dest*, | | dest | | | ESP | ESP|
| I P hdr|routing, fragnent | ESP|opt*| TCP| Data| Trailer| |CV|
| <---- encryption --->|
| <----- integrity ------- >|
AFTER APPLYI NG VEESP - | Pv6
| orig | hop-by-hop, dest*, | | | dest | | | ESP | ESP|
| 1P hdr|routing, fragment | WESP| ESP| opt *| TCP| Data| Trail er| 1CV|
| <---- encryption --->|
| <----- integrity ------- >|

* = if present, could be before WESP, after ESP, or both
Al'l other considerations are as per RFC 4303.
2.2.2. Tunnel Mde Processing
In tunnel node, ESP is inserted after the new | P header and before
the original |IP header, as per RFC 4303. The follow ng diagram

illustrates how WESP is applied to the ESP tunnel node for a typical
packet, on a "before-and-after” basis.
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BEFORE APPLYI NG VESP - | Pv4

| new I P hdr* | | orig IP hdr* | | | ESP | ESP|
| (any options)| ESP| (any options) | TCP| Data| Trailer| |CV|
| <--------- encryption --------- >|
[ <-----m-m--- integrity ------------ >|

AFTER APPLYI NG VESP - | Pv4

| new I P hdr* | | | orig IP hdr* | | | ESP | ESP|
| (any options)| WESP| ESP| (any options) | TCP| Data] Trailer| 1CV|
| <--------- encryption --------- >|
[ <----------- integrity ------------ >|
BEFORE APPLYI NG VESP - | Pv6
| new | P| new ext | |orig IPlorig ext| | | ESP | ESP|
| hdr* | hdrs* |ESP| hdr* | hdrs * | TCP|Data| Trailer| |CV|
| <--------- encryption ---------- >|
I integrity ----------- >|

| new | P| new ext | | |orig IPlorig ext| | | ESP | ESP|
| hdr* | hdrs* |WESP|ESP| hdr* | hdrs * | TCP| Data| Trailer| |CV|
| <=-------- encryption ---------- >|
| <----ommem---- integrity ----------- >|
* = if present, construction of outer |IP hdr/extensions and

nmodi fication of inner IP hdr/extensions is discussed in
the Security Architecture docunent.

Al'l other considerations are as per RFC 4303.

2.3. | KE Considerations
Thi s docunent assunes that WESP negotiation is perforned using | KEv2.
In order to negotiate the new format of ESP encapsul ation via | KEv2
[ RFC4306], both parties need to agree to use the new packet format.

This can be achieved using a notification nmethod sinlar to
USE_TRANSPORT_MCDE, defined in RFC 4306.
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The notification, USE WESP_MODE (val ue 16415) MUST be included in a
request message that al so includes an SA payl oad requesting a

CH LD SA using ESP. It signals that the sender supports the WESP
version defined in the current docunment and requests that the
CHI LD _SA use WESP node rather than ESP for the SA created. |If the
request is accepted, the response MJST al so include a notification of
type USE_ WESP_MODE. |If the responder declines the request, the

CH LD SAwill be established using ESP, as per RFC 4303. If this is
unacceptable to the initiator, the initiator MIJST delete the SA

Not e: Except when using this option to negotiate WESP node, all
CHI LD SAs will use standard ESP

Negoti ati on of WESP in this manner preserves all other negotiation
paraneters, including NAT-T [ RFC3948]. NAT-T is wholly conpatible
with this wapped format and can be used as-is, wthout any
nmodi fi cations, in environnents where NAT is present and needs to be
taken into account.

WESP version negotiation is not introduced as part of this
specification. |If the WESP version is updated in a future
specification, then that docunent MJST specify how the WESP version
i s negoti at ed.

3. Security Considerations

As this document augnments the existing ESP encapsul ation format, UDP
encapsul ati on definitions specified in RFC 3948 and | KE negoti ati on
of the new encapsul ation, the security observations nade in those
docunents al so apply here. In addition, as this docunent allows
intermedi ate device visibility into I Psec ESP encapsul ated franes for
the purposes of network nonitoring functions, care should be taken
not to send sensitive data over connections using definitions from
this docunment, based on network domai n/admnistrative policy. A
strong key agreenent protocol, such as |KEv2, together with a strong
policy engine should be used in determining appropriate security
policy for the given traffic streams and data over which it is being
enpl oyed.

ESP is end-to-end and it will be inpossible for the internediate
devices to verify that all the fields in the WESP header are correct.
It is thus possible to nodify the WESP header so that the packet
sneaks past a firewall if the fields in the WESP header are set to
something that the firewall will allow The endpoint thus nust
verify the sanity of the WESP header before accepting the packet. In
an extreme case, soneone colluding with the attacker, coul d change
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the WESP fields back to the original values so that the attack goes
unnoticed. However, this is not a new problemand it already exists
| Psec.

4. | ANA Consi derations

The WESP protocol nunber assigned by | ANA out of the I P Protoco
Nunber space is 141.

The USE WESP_MODE notification nunber assigned out of the "I KEv2
Notify Message Types - Status Types" registry’'s 16384-40959 (Expert
Revi ew) range is 16415.

The SPI val ue of 2 has been assigned by | ANA out of the reserved SP
range fromthe SPI values registry to indicate use of the WESP
protocol within a UDP-encapsul ated, NAT-T environnent.

| ANA has created a new registry for "WESP Fl ags" to be nanaged as
fol | ows:

The first 2 bits are the WESP Version Nunber. The value 0 is
assigned to the version defined in this specification. Further

assi gnnents of the WESP Version Nunber are to be managed via the | ANA
Policy of "Standards Action" [RFC5226]. For WESP version nunbers,

t he unassigned values are 1, 2, and 3. The Encrypted Payload bit is
used to indicate if the payload is encrypted or using integrity-only
ESP. The Padding Present bit is used to signal the presence of
padding. The renmaining 4 bits of the WESP Fl ags are undefi ned and
future assignnent is to be managed via the 1 ANA Policy of "IETF

Revi ew' [ RFC5226] .
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