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Abst r act

This meno defines a portion of the Managenment |nformati on Base (M B)

for use with network managenent protocols. |In particular, it

descri bes the nmanaged objects for nodeling the Control And

Provi sioning of Wreless Access Points (CAPWAP) Protocol. This MB

nmodul e is presented as a basis for future work on the SNVP managenent
of the CAPWAP protocol.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5833.
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1.

I nt roducti on

The CAPWAP Protocol [RFC5415] defines a standard, interoperable
protocol, which enables an Access Controller (AC) to manage a
collection of Wreless Term nation Points (WPs).

Thi s docunent defines a MB nodul e that can be used to manage the
CAPWAP i mpl enentations. This MB nodul e covers both configuration
and WIP status-monitoring aspects of CAPWAP, and provides a way to
reuse M B nodules for any wirel ess technology. It presented as a
basis for future work on a SNVWP managenent of the CAPWAP pr ot ocol

The | nternet-Standard Managenment Framework

For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579], and STD 58, RFC 2580
[ RFC2580] .

Ter mi nol ogy

Thi s docunent uses term nology fromthe CAPWAP Protocol specification
[ RFC5415] and the Architecture Taxonony for CAPWAP [ RFC4118].

Access Controller (AC): The network entity that provides WP access
to the network infrastructure in the data plane, control plane,
managenent plane, or a conbination therein.

Wrel ess Termination Point (WIP): The physical or network entity that
contains an radi o frequency (RF) antenna and wirel ess physical |ayer
(PHY) to transmit and receive station traffic for wreless access

net wor ks.

Control And Provisioning of Wreless Access Points (CAPWAP): It is a
generic protocol defining AC and WIP control and data pl ane

communi cati on via a CAPWAP protocol transport mechanism  CAPWAP
control messages, and optionally CAPWAP data nessages, are secured
usi ng Datagram Transport Layer Security (DTLS) [ RFC4347].
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CAPWAP Control Channel: A bi-directional flow defined by the ACIP
Address, WP | P Address, AC control port, WP control port, and the
transport-layer protocol (UDP or UDP-Lite) over which CAPWAP contro
packets are sent and received.

CAPWAP Data Channel: A bi-directional flow defined by the ACIP
Address, WP | P Address, AC data port, WP data port, and the
transport-layer protocol (UDP or UDP-Lite) over which CAPWAP data
packets are sent and received.

Station (STA): A device that contains an interface to a wirel ess

medi um (W) .

Split and Local MAC. The CAPWAP protocol supports two nodes of
operation: Split and Local MAC (nedium access control). In Split MAC
node, all Layer 2 wireless data and nanagenent franes are

encapsul ated via the CAPWAP protocol and exchanged between the AC and
the WIPs. The Local MAC node allows the data franes to be either
locally bridged or tunneled as 802.3 framnes.

Wrel ess Binding: The CAPWAP protocol is independent of a specific

WIP radi o technol ogy, as well its associated wireless |ink-Iayer
protocol. Elenments of the CAPWAP protocol are designed to
accommpdat e the specific needs of each wireless technology in a
standard way. |nplenentation of the CAPWAP protocol for a particul ar

wi rel ess technol ogy MJST define a binding protocol for it, e.g., the
bi nding for | EEE 802. 11, provided in [ RFC5416].

Aut ononous Wrel ess Local Area Network (WLAN) Architecture: It is the
traditi onal autonomous W.AN architecture, in which each WIP is a
singl e physical device that inplenents all the wireless services.

Centralized WLAN Architecture: It is an energing hierarchica
architecture utilizing one or nore centralized controllers for
managi ng a | arge nunber of WIP devices. It can be said that the ful
wi rel ess functions are inplenmented across nultiple physical network
devi ces, nanely, the WIPs and ACs.

4. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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5.

5.

5.

5.

Overvi ew
1. Requirements and Constraints
The CAPWAP Protocol M B nodul e (CAPWAP-BASE-M B) i s designed to:

- Support centralized managenent and nonitoring of WIPs fromthe AC
in conmbination with the CAPWAP prot ocol ;

- Allow operators to nake configurations for WIPs before and after
they connect to the AC

- Support querying of CAPWAP protocol paraneters;
- Support displaying of WIPs” current states and confi gurations;

- Provide basic property information about the AC, WIPs, radi os, and
stations, and their rel ationships;

- Provide counters for events on WIPs and radi os such as reboot and
hardware fail ure;

- Provide various notifications such as channel up and join failure.
2. Wreless Binding MB Mdul es

O her Standards Devel opnent Organi zations (SDOs), such as | EEE, have
al ready defined M B nodules for a specific wireless technol ogy, e.g.,
| EEE 802.11 M B nodul e [I EEE. 802-11.2007]. Such M B nodul es are
called wirel ess binding MB nodul es.

3. Design Objectives

Thi s docunent introduces a nechanismto avoid redefining MB objects
in the existing MB nodules for a specific wireless technology, in
ot her words, a mechanismto reuse wreless binding MB nodul es
defined by ot her SDCs.

In summary, the CAPWAP-BASE-M B nodul e has the foll owi ng design
obj ecti ves:

- To inmplement an architecture that uses SNWP for the managenent and
control of wireless networks, and answering the operator’s
requirenents for centralized managenment, whatever the wirel ess
devi ces are configured and depl oyed (centralized, autononobus, or
sonme mXx);

- To be consistent with the CAPWAP protocol;
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5

5.

4.

5.

- To be independent of any wirel ess technol ogies and be able to
reuse wireless binding MB nodul es defined by other SDGCs;

- To enable interoperability between vendors;

- To neet the managenent requirements for the centralized W.AN
architecture.

Desi gn | dea
The basic design idea of the CAPWAP-BASE-M B nodul e is:

- The SNWP agent MJST be run on the AC devices and is not REQUI RED
on the WIP devices. It follows the sanme nodel as the CAPWAP
protocol : Centralized Control

- It is designed to accommpdate the specific needs of each wireless
technology in a standard way. It is independent of any wirel ess
t echnol ogi es.

- The iflndex [RFC2863] is used as a conmon index for correspondi ng
interfaces in the CAPWAP-BASE-M B and the M B npdul es of specific
Wi rel ess technol ogi es.

- The operator could nanage and control the centralized W.AN
architectures using nmultiple MB nodul es defined by multiple SDCs,
whi | e keeping them | oosely coupl ed.

Mechani sm of Reusing Wrel ess Binding MB Mdul es

For any wirel ess technol ogy, the configuration and managenent of
radios are very inportant. As usual, wireless binding MB nodul es
support radi o managenment on their own. For exanple, the MB tables
such as the dot11QperationTable [|EEE. 802-11.2007] are able to
support WIP radi o configuration. These tables use the iflndex as the
i ndex, and work well under autononous W.AN architecture.

To reuse such wireless binding MB nodules is very inportant to
centralized WLAN architectures. According to [RFC5415], a specific
PHY radio could be identified by the conbination of the identifiers
of the WIP and radio (WIP ID + Radio ID), so the key point is to nmake
use of the iflndex idea and find a way to maintain the nmappings
between "WIP ID + radio ID and the iflndex. As a generic nechani sm
an iflndex can identify an interface in an abstract way, and it does
NOT care for the interface’s PHY location (either on the WIP or AC).
The AC can have WIP Virtual Radio Interfaces to logically represent
PHY radi os on the WIP. Fromthe operator’s perspective, it appears
that PHY radios are |ocated on the AC, and the PHY | ocation of the
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WP (radio) is hidden. The operator can operate radi os through MB
tables with the iflndex of a WIP Virtual Radio Interface. As a type
of abstract interface, the WIP Virtual Radio Interface could be used
by any wirel ess technol ogy such as | EEE 802. 11 and 802.16. The
capwapBaseW r el essBi ndi ngTabl e in the CAPWAP- BASE-M B nodul e i s used
to store the mappi ngs between the '"WIP ID + Radio ID and the

i f1ndex.

5.6. CAPWAP Protocol Wreless Binding MB Mdule

According to the CAPWAP Protocol specification [ RFC5415], when
defining a binding for wirel ess technol ogi es, the authors MJST

i nclude any necessary definitions for technol ogy-specific nmessages
and all technol ogy-specific message el enments for those nmessages. A
CAPWAP bi nding protocol is required for a specific wreless binding
technol ogy, e.g., the protocol of [RFC5416] for |EEE 802.11 binding.

Sonetinmes, not all the technol ogy-specific nessage el enents in a
CAPWAP bi ndi ng protocol have M B objects defined by other SDGs. For
exanpl e, the protocol of [RFC5416] defines WAN managenent. The W.AN
refers to a | ogical conponent instantiated on a WIP device. A single
physi cal WIP MAY operate a nunber of W.ANs. Also, Local or Split MAC
nodes coul d be specified for a W.AN. The MAC node for a WLAN i s not
in the scope of |EEE 802.11 [I|EEE. 802-11.2007]. |In such cases, in
addition to the existing wireless binding MB nodul es defined by

ot her SDGOs, a CAPWAP protocol wireless binding MB nodule is required
to be defined for a wireless binding, e.g, the CAPWAP Prot ocol
Binding MB for | EEE 802.11 [ RFC5834].

5.7. WP Profile

In a centralized W.AN architecture, a WIP profile is used to make
configurations such as a static |IP address for a WIP before and after
it connects to the AC. It MJUST contain the Base MAC address

[ RFC5415] of the WIP because the CAPWAP nessage received fromthe WP
contai ns the Base MAC address and the AC uses this Base MAC address
to find the corresponding WIP profile.

Section 4.6.40 of [RFC5415] omts indicating that the WIP s Base MAC
address MJUST be included in the WIP Board Data nessage el enent. This
is a known errata item[Err1832] and should be fixed in any future
revi sion of RFC 5415.

Anot her inportant function of WIP profile is to trigger the creation
of WIP Virtual Radio Interfaces on the AC. To inplenent this
function, a WIP profile MJST include the WIP's nodel nunber

[ RFC5415], which reflects the nunber of PHY radios on the WIP. In
this way, the creation of a WIP profile triggers the ACto

Shi, et al. I nf or mat i onal [ Page 7]



RFC 5833 CAPWAP Prot ocol Base M B May 2010

automatically create the sane nunber of WIP Virtual Radio Interfaces
corresponding to the WIP’s PHY radi os wi thout nmanual intervention.
Wth the iflndexes of WIP Virtual Radio Interfaces, the operator
coul d configure and manage the WIP's PHY radi os through the wireless
bi ndi ng M B nodul es.

6. Structure of the MB Mdul e

The M B objects are derived fromthe CAPWAP protocol docunent
[ RFC5415] .

1) capwapBaseAcNamneLi st Tabl e
The AC nane list table is used to configure the AC nane |ist.
2) capwapBaseMacAcl Tabl e

The ACL table is used to configure stations’ Access Control Lists
(ACLs) .

3) capwapBaseW pProfil eTabl e
The WIP profile table is used to configure WIP profiles for WPs
to be nanaged before they connect to the AC. An operator could
change a WIP's current configuration by changi ng the val ues of
paraneters in the corresponding WIP profile, then the WIP coul d
get the new configuration through the CAPWAP control channel

4) capwapBaseW pSt at eTabl e
The state table of WIPs is used to indicate the AC s CAPWAP FSM
state for each WIP, and hel ps the operator to query a WIP' s
current configuration

5) capwapBaseW pTabl e

The WIP table is used to display properties of the WIPS in running
state.

6) capwapBaseW r el essBi ndi ngTabl e
The wirel ess binding table is used to display the mappi ngs between

WP Virtual Radio Interfaces and PHY radi os, and the wirel ess
bi ndi ng type for each PHY radio.
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7) capwapBaseSt ati onTabl e

The station table is used for providing stations’ basic property
i nfornation.

8) capwapBaseW pEvent sSt at sTabl e

The WIP events statistic table is used for collecting WP reboot
count, link failure count, hardware failure count and so on.

9) capwapBaseRadi oEvent sSt at sTabl e

The radi o events statistic table is used for collecting radio
reset count, channel change count, hardware failure count, and so
on.

7. Relationship to Gher M B Mdul es
7.1. Relationship to SNMPv2-M B Modul e

The CAPWAP- BASE-M B nodul e does not duplicate the objects of the
"system group in the SNMPv2-M B [ RFC3418] that is defined as being
mandatory for all systens, and the objects apply to the entity as a
whol e. The ’system group provides identification of the managenent
entity and certain other systemw de dat a.

7.2. Relationship to IF-MB Mdul e

The Interfaces Group [ RFC2863] defines generic managed objects for
managi ng interfaces. This nenp contains the media-specific
extensions to the Interfaces Goup for managi ng WIP PHY radi os t hat
are nodel ed as interfaces.

The IF-M B nodule is required to be supported on the AC. Each PHY
radio on the WIP corresponds to a WIP Virtual Radio Interface on the
AC. The WP Virtual Radio Interface provides a way to configure the
radio’s paraneters and query radio’'s traffic statistics, and reuse
wi rel ess bindi ng nmodul es defined by other SDOs. The interface MJUST
be nodeled as an ifEntry, and ifEntry objects such as iflndex,

i fDescr, ifName, and ifAlias are to be used as per [ RFC2863].

Al so, as an iflndex [RFC2863] is used as a conmon index for
correspondi ng interfaces in the CAPWAP-BASE-M B and specific wirel ess
technol ogi es M B nmodul es, the AC MUST have a nechani smthat preserves
the values of the iflndexes in the ifTable at AC reboot.
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7.3. Relationship to ENTITY-M B Mdul e

The ENTITY-M B nmodul e [ RFC4133] neets the need for a standardi zed way
of representing a single agent that supports multiple instances of
one MB. It could express a certain relationship between nmultiple
entities and provide entity properties for each entity.

In a centralized W.AN architecture, the SNWP agent runs on the AC and
is not required on the WIP. Wth the ENTITY-M B nodule on the AC, it
could keep entity information such as firmvare revision and software
revision of the AC and WIPs. Fromthe ENTITY-M B nodul e’ s
perspective, the overall physical entity (AC is a 'conpound of

mul ti ple physical entities (that is, the WIPs connected to AC), and
all entities are each identified by a physical index. The
capwapBaseW pTabl e of the CAPWAP- BASE-M B nodul e uses the
capwapBaseW pPhyl ndex object to store the mappi ngs of WP obj ect

bet ween CAPWAP- BASE-M B and ENTI TY-M B nodul es.

By querying both the CAPWAP- BASE-M B and ENTI TY-M B nodul es,
operators could query the status and properties of the AC and WIPs.
For exanple, they could get a WIPs current status through the
CAPWAP- BASE- M B nodul e, and a WIP's software revision information
through the ENTITY-M B nodul e. The CAPWAP- BASE- M B nodul e does not
duplicate those objects defined in the ENTITY-M B nodul e.

7.4. Relationship to Wreless Binding MB Mdul es

The wirel ess binding MB nodule of a wireless technol ogy (such as

[ 1 EEE. 802-11.2007]) is required to be supported on the AC. The
CAPWAP- BASE-M B nodul e is able to support any wirel ess binding.
Through the iflndexes of WIP Virtual Radio Interfaces, it provides a
consi stent and abstract way of reusing M B objects in the wreless
bi nding M B nodul es. The CAPWAP- BASE-M B nodul e does not duplicate
those objects defined in the wirel ess binding MB nodul es.

7.5. MB Mdul es Required for | MPORTS
The following MB nodul e | MPORTS obj ects from SYSAPPL-M B [ RFC2287] ,
SNWPv2- SM [ RFC2578], SNWPv2- TC [ RFC2579], SNMWPv2- CONF [ RFC2580],
IF-M B [ RFC2863], SNWP- FRAVMEVWORK- M B [ RFC3411], | NET- ADDRESS-M B
[ RFC4001], and ENTITY-M B [ RFC4133] .

8. Exampl e of CAPWAP- BASE-M B Modul e Usage

Bel ow, the | EEE 802.11 binding is used as an exanple of how the MB
nmodul es operate.

1) Create a WIP profile.
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Suppose the WIP's Base MAC address is '00:01:01:01:01:00°. Create
the WIP profile as foll ows:

I n capwapBaseW pProfil eTabl e
1

"WIP Profile 123456,
* 00: 01: 01: 01: 01: 00’ ,

capwapBaseW pProfileld
capwapBaseW pPr of i | eNane
capwapBaseW pProf i | eW pMacAddr ess

capwapBaseW pPr of i | eW pModel Nunber = "WIP123’
capwapBaseW pPr of i | eW pNane = "WIP 123456,
capwapBaseW pProfil eW pLocati on = 'office’,
capwapBaseW pProfil eW pStati cl pEnabl e =true(l),
capwapBaseW pProfil eW pStaticl pType = ipv4(l),
capwapBaseW pProfil eW pSt ati cl pAddr ess = '192.0.2.10",
capwapBaseW pPr of i | eW pNet mask = ' 255.255.255. 0",
capwapBaseW pPr of i | eW pGat eway ='192.0.2.1",
capwapBaseW pProf i | eW pFal | backEnabl e = true(l),
capwapBaseW pPr of i | eW pEchol nt er val = 30,
capwapBaseW pProfi | eW pl dl eTi neout = 300,
capwapBaseW pPr of i | eW pMaxDi scoveryl nt erval = 20,
capwapBaseW pProf i | eW pReport | nt erval = 120,
capwapBaseW pProfil eW pStatisticsTi ner = 120,
capwapBaseW pProf i | eW pEcnSupport = limted(0)

Suppose the WIP with nodel nunber ' WIP123" has one PHY radi o,
which is identified by ID 1. The creation of this WIP profile
triggers the ACto automatically create a WIP Virtual Radio
Interface and add a new row object to the

capwapBaseW r el essBi ndi ngTabl e wi t hout manual intervention.
Suppose the iflndex of the WIP Virtual Radio Interface is 10. The
following information is stored in the

capwapBaseW r el essBi ndi ngTabl e.

I n capwapBaseW r el essBi ndi ngTabl e

{

capwapBaseW pProfileld = 1,
capwapBaseW r el essBi ndi ngRadi ol d = 1,
capwapBaseW r el essBi ndi ngVi rt ual Radi ol f | ndex = 10,
capwapBaseW r el essBi ndi ngType = dot 11( 2)

}

The WIP Virtual Radio Interfaces on the AC correspond to the PHY
radios on the WIP. The WIP Virtual Radio Interface is nodel ed by
i f Tabl e [ RFC2863] .
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In ifTable

{
i fl ndex
i f Descr
i f Type
ifMu
i f Speed
i f PhysAddr ess
i f Adm nSt at us
i f Oper St at us
i f Last Change
iflnCctets
i fl nUcast Pkts
i flnD scards
iflnErrors
i f I nUnknownPr ot os
i fQutCctets
i f Qut Ucast Pkt's
i f Qut Di scards
ifQutErrors

}
2) Query the iflndexes of WIP Virtual Radio Interfaces.

10,

"WIP Virtual Radio Interface’,
254,

0,

0,

’ 00: 00: 00: 00: 00: 00",

true(l),

fal se(0),

ejejojejojojolole)e)

Before configuring PHY radi os, the operator needs to get the
i flndexes of WIP Virtual Radio Interfaces corresponding to the PHY
radi os.

As capwapBaseW r el essBi ndi ngTabl e al ready stores the mappi ngs

bet ween PHY radios (Radio IDs) and the iflndexes of WIP Virtua
Radi o I nterfaces, the operator can get the iflndex information by
querying this table. Such a query operation SHOULD run fromradio
ID1 to radio ID 31 according to [ RFC5415]), and stop when an
invalid iflndex value (0) is returned.

Thi s exanpl e uses capwapBaseW pProfileld = 1 and
capwapBaseW r el essBi ndingRadiold = 1 as inputs to query the
capwapBaseW r el essBi ndi ngTabl e, and gets
capwapBaseW r el essBi ndi ngVi rtual Radi ol f1 ndex = 10. Then it uses
capwapBaseW pProfileld = 1 and capwapBaseW r el essBi ndi ngRadi ol d =
2, and gets an invalid iflndex value (0), so the query operation
ends. This nmethod gets not only the iflndexes of WIP Virtua
Radi o I nterfaces, but also the nunmbers of PHY radi os. Besides
checki ng whether the iflndex value is valid, the operator SHOULD
check whet her the capwapBaseWr el essBi ndi ngType is the desired

bi ndi ng type.
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3) Configure specific wireless binding paraneters for a WP Virtual
Radi o I nterface.

This configuration is nade on the AC through a specific wireless
bi nding M B nodul e such as the | EEE 802.11 M B nodul e.

The foll owi ng shows an exanpl e of configuring paranmeters for a WIP
Virtual Radio Interface with iflndex 10 through the | EEE 802. 11
dot 11Cperati onTabl e [ EEE. 802- 11. 2007] .

I n dot 11QOperati onTabl e

{
i f1ndex = 10,
dot 11MACAddr ess = ' 00: 00: 00: 00: 00: 00’ ,
dot 11RTSThr eshol d = 2347,
dot11ShortRetryLimt =7,
dot1lLongRetryLimt = 4,
dot 11Fr agnent ati onThr eshol d = 256,
dot 11MaxTransm t MSDULi feti ne = 512,
dot 11MaxRecei velLi feti nme = 512,
dot 11Manuf acturer| D = ' capwap’,
dot 11Pr oduct I D = 'capwap’,
dot 11CAPLi mi t = 2,
dot 11HCCW n = 0,
dot 11HCCWrax = 0,
dot 11HCCAI FSN =1,
dot 11ADDBAResponseTi neout = 1,
dot 11ADDTSResponseTi neout = 1,
dot 11Channel Wil i zati onBeaconl nt erval = 50,
dot 11Schedul eTi neout = 10,
dot 11DLSResponseTi meout = 10,
dot 11QAPM ssi ngAckRet ryLimit = 1,
dot 11EDCAAver agi ngPeri od =5

}

4) Cet the current configuration status report fromthe WIP to the
AC.

According to [ RFC5415], before a WIP that has joined the AC gets
configuration fromthe AC, it needs to report its current
configuration status by sending a configuration status request
message to the AC, which uses the nessage to update M B objects on
the AC. For exanple, for |EEE 802.11 binding, the AC updates data
in the ifTable [ RFC2863] and | EEE 802.11 M B nodul e, and so on,
according to the nessage. For iflndex 10, its ifQperStatus in

i fTabl e i s updated according to the current radi o operati onal
status in the CAPWAP nessage.

Shi, et al. I nf or mat i onal [ Page 13]



RFC 5833 CAPWAP Prot ocol Base M B May 2010

9.

5)

6)

Query WIP and radi o statistical data.

After WIPs start to run, the operator could query WIP and radio
statistical data through CAPWAP-BASE-M B and the specific binding
M B nodul e on the AC. For exanple, through dot11CountersTable in
the | EEE 802.11 M B nodul e, the operator could query the counter
data of a radio using the iflndex of the corresponding WP Virtual
Radio Interface. Wth the capwapBaseW pTabl e table in the CAPWAP-
BASE- M B nodul e, the operator could query the properties of

runni ng WIPs.

Run M B operations through a CAPWAP protocol wreless binding MB

nodul e.

7)

For exanple, for the CAPWAP | EEE 802. 11 bi ndi ng prot ocol

[ RFC5416], sone M B operations such as MAC node configuration for
a WLAN depend on the CAPWAP Protocol Binding MB for | EEE 802. 11
[ RFC5834]. For nore information, refer to [ RFC5834].

Query other properties of a WP.

The Operator could query MB objects in the ENTITY-M B [ RFC4133]
nmodul e by using the capwapBaseW pPhyl ndex in the

capwapBaseW pTabl e of CAPWAP- BASE-M B nodul e. The properties of a
WP such as software version, hardware version are available in
the ENTITY-M B nodul e.

Definitions

CAPWAP- BASE-M B DEFI NI TIONS :: = BEG N

I MPORTS

PhysAddr ess, TEXTUAL- CONVENTI QN, Trut hVal ue,
Dat eAndTi me, RowSt at us

FROM SNWPv2-TC

LongUtf8String

FROM SYSAPPL-M B

I nterfacel ndex, ifGenerallnformationG oup

FROM I F-M B

Physi cal | ndex

FROM ENTI TY-M B

SnipAdmi nStri ng

FROM SNWVP- FRAVEWORK- M B

NOTI FI CATI ON- GROUP, OBJECT- GROUP, MCODULE- COVPLI ANCE

FROM SNWVPv2- CONF

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, mi b- 2,
I nteger 32, Unsigned32, Counter32, Gauge32, Ti meTicks

Shi ,

et al. I nf or mat i onal [ Page 14]



RFC 5833 CAPWAP Prot ocol Base M B May 2010

FROM SNMPv2- SM
I net Addr essType, | net Address
FROM | NET- ADDRESS- M B;

capwapBaseM B MODULE- | DENTI TY

LAST- UPDATED "201004300000Z" -- 30 April 2010

ORGANI ZATI ON "I ETF Control And Provisioning of Wrel ess Access
Poi nts ( CAPWAP) Wor ki ng G oup
http://ww. ietf.org/htm.charters/capwap-charter.htm"”

CONTACT- | NFO

"General Discussion: capwap@rascone. com
To Subscribe: http://lists.frascone.con nail man/listinfo/capwap

Yang Shi (editor)

Hangzhou H3C Tech. Co., Ltd.

Beijing R&D Center of H3C, Digital Technol ogy Pl aza
NO. 9 Shangdi 9th Street, Haidian District

Beijing 100085

Chi na
Phone: +86 010 82775276
Emai |l : rishyang@nmail . com

David T. Perkins (editor)
228 Bayvi ew Dr.
San Carlos, CA 94070

USA
Phone: +1 408 394-8702
Enmai | : dperki ns@sperki ns. com

Chris Elliott (editor)
1516 Kent St.

Durham NC 27707

USA

Phone: +1 919-308-1216
Enmai | : chel | i ot @obox. com

Yong Zhang (editor)
Fortinet, Inc.

1090 Kifer Road

Sunnyval e, CA 94086

USA

Emai | : yzhang@ortinet. cont

DESCRI PTI ON

"Copyright (c) 2010 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.
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Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC 5833;
see the RFC itself for full legal notices.

This M B npdul e contai ns nanaged object definitions for
t he CAPWAP Protocol . "

REVI SI ON "201004300000Z"
DESCRI PTI ON
"Initial version published as RFC 5833"
c:={ mb-2 196 }
-- Textual Conventions
CapwapBaseW pProfil el dTC :: = TEXTUAL- CONVENTI ON
Dl SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a WIP profile."
SYNTAX Unsi gned32 (0..4096)
CapwapBaseW pl dTC : : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1x:"
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a WP instance.
As usual, the Base MAC address of the WIP is used."
SYNTAX OCTET STRI NG (Sl ZE(6] 8))
CapwapBaseSt ati onl dTC : : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1x:"
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a station instance.
As usual, the MAC address of the station is used."
SYNTAX OCTET STRI NG (Sl ZE(6] 8))
CapwapBaseRadi ol dTC :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a radio on a WIP. "
SYNTAX Unsi gned32 (1..31)
Shi, et al. I nf or mat i onal [ Page 16]
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CapwapBaseTunnel ModeTC :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents the tunneling nodes of operation that are
supported by a WIP.
The WIP MAY support nore than one option, represented by
the bit field bel ow
| ocal Bridgi ng(0) - Local bridging node

dot 3Tunnel (1) - 802.3 frane tunnel node
nativeTunnel (2) - Native frane tunnel node"
REFERENCE
"Section 4.6.43 of CAPWAP Protocol Specification, RFC 5415."
SYNTAX BI TS {

| ocal Bri dgi ng(0),
dot 3Tunnel (1),
nati veTunnel (2)

}
CapwapBaseMacTypeTC :: = TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON

"Represents the MAC node of operation supported by a WP.
The foll owi ng enunerated val ues are support ed:
| ocal MAC(0) - Local - MAC node
split MAC(1l) - Split-MAC node
bot h( 2) - Both Local - MAC and Split-MAC
Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this M B object
follows that rule."”

REFERENCE
"Section 4.6.44 of CAPWAP Protocol Specification, RFC 5415."
SYNTAX I NTEGER {
| ocal MAC(0),
splitMAC(1),
bot h( 2)
}
CapwapBaseChannel TypeTC: : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Represents the channel type for CAPWAP protocol.
The foll owi ng enunerated val ues are support ed:

data(1) - Data channel
control (2) - Control channel™
SYNTAX I NTEGER {
data(1),
control (2)
}
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CapwapBaseAut henMet hodTC : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents the authentication credential type for a WP.
The foll owi ng enunerated val ues are support ed:
other(1) - O her nethod, for exanple, vendor specific
clear(2) - Cear text and no authentication
x509(3) - X 509 certificate authentication
psk(4) - Pre-Shared secret authentication
As a mandatory requirenment, CAPWAP control channel
aut henti cati on SHOULD use DTLS, either by certificate or
PSK. For data channel authentication, DILS is optional."
SYNTAX I NTEGER {
other(1),
clear(2),
x509( 3),
psk(4)
}

-- Top-1evel components of this MB nodul e

-- Notifications

capwapBaseNoti fi cati ons OBJECT | DENTI FI ER
::={ capwapBaseM B 0 }

-- Tables, Scal ars

capwapBasehj ect s OBJECT | DENTI FI ER
::={ capwapBaseM B 1 }

-- Confornmance

capwapBaseConf or mance OBJECT | DENTI FI ER
::={ capwapBaseM B 2 }

-- AC Objects G oup

capwapBaseAc OBJECT | DENTI FI ER
;.= { capwapBaseObjects 1 }

capwapBaseW pSessi ons OBJECT- TYPE
SYNTAX Gauge32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the total nunber of WIPs that are connecting to
the AC."
REFERENCE
"Section 4.6.1 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAc 1 }
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capwapBaseW pSessi onsLimt OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Represents the maxi mnum nunber of WP sessions configured on
the AC.
The val ue of the object is persistent at restart/reboot."
REFERENCE
"Section 4.6.1 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAc 2 }

capwapBaseSt ati onSessi ons OBJECT- TYPE
SYNTAX Gauge32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the total nunber of stations that are accessing
the wirel ess service provided by the AC."
REFERENCE
"Section 4.6.1 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAc 3 }

capwapBaseSt ati onSessi onsLinmit OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Represents the maxi mum nunber of station sessions configured
on the AC
The val ue of the object is persistent at restart/reboot."
REFERENCE
"Section 4.6.1 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseAc 4 }

capwapBaseDat aChannel DTLSPol i cyOpti ons OBJECT- TYPE

SYNTAX BI TS {
ot her (0),
clear(1),
dtls(2)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The AC communicates its policy on the use of DTLS for

t he CAPWAP dat a channel .

The AC MAY support nore than one option, represented by the bit
field bel ow
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other(0) - Oher nethod, for exanple, vendor specific
clear(1l) - Cear text
dtls(2) - DTLS"
REFERENCE
"Section 4.6.1 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAc 5 }

capwapBaseCont r ol Channel Aut henOpti ons OBJECT- TYPE
SYNTAX BI TS {
x509(0),
psk(1)

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the authentication credential type supported by the
AC for CAPWAP control channel
The AC MAY support nore than one option, represented by the bit
field bel ow
x509(0) - X. 509 certificate based
psk(1) - Pre-Shared secret”
REFERENCE
"Section 4.6.1 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAc 6 }

-- capwapBaseAcNaneLi st Tabl e tabl e

capwapBaseAcNaneLi st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseAcNaneLi st Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that configure the AC name |ist.
Val ues of all read-create objects in this table are
persistent at restart/reboot."
REFERENCE
"Section 4.6.5 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAc 9 }

capwapBaseAcNaneLi st Entry OBJECT- TYPE
SYNTAX CapwapBaseAcNaneLi st Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that configures the AC nane list."
I NDEX { capwapBaseAcNaneListld }
::= { capwapBaseAcNaneLi st Table 1 }
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CapwapBaseAcNaneLi st Entry ::= SEQUENCE ({
capwapBaseAcNaneLi st 1 d Unsi gnhed32,
capwapBaseAcNaneLi st Nane LongUt f 8Stri ng,

capwapBaseAcNaneLi stPriority Unsi gned32,
capwapBaseAcNaneLi st RowSt at us RowsSt at us

capwapBaseAcNaneLi st1d OBJECT- TYPE
SYNTAX Unsi gned32 (1..255)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Represents the unique identifier of an AC Nane |ist."
::={ capwapBaseAcNaneLi stEntry 1 }

capwapBaseAcNaneLi st Nanme OBJECT- TYPE

SYNTAX LongUtf8String (Sl ZE(1..512))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Represents the name of an AC, and it is expected to be

an UTF-8 encoded string."

REFERENCE

"Section 4.6.5 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAcNaneLi stEntry 2 }

capwapBaseAcNaneLi st Priority OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Represents the priority order of the preferred AC

For instance, the value of one (1) is used to set the primary

AC, the value of two (2) is used to set the secondary AC, etc."
REFERENCE

"Section 4.6.5 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseAcNaneLi stEntry 3 }

capwapBaseAcNaneLi st RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is used to create, nodify, and/or delete a row

in this table.
The val ue of capwapBaseAcNaneLi st Nane and
capwapBaseAcNaneLi st Priority can be changed when this
object is in state 'active’ or in 'notlnService'.
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The capwapBaseAcNanelLi st RowSt at us may be changed to " active’

if all the managed objects in the conceptual row with

MAX- ACCESS r ead-create have been assigned valid val ues.
::= { capwapBaseAcNaneLi stEntry 4 }

-- End of capwapBaseAcNaneLi st Tabl e tabl e

-- capwapBaseMacAcl Tabl e tabl e

capwapBaseMacAcl Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseMacAcl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of objects that configure station Access Control
Li sts (ACLS).

The WIP wi Il not provide service to the MAC addresses
configured in this table.
Val ues of all read-create objects in this table are persistent
at AC restart/reboot."
REFERENCE
"Section 4.6.7 of CAPWAP Protocol Specification, RFC 5415."
;.= { capwapBaseAc 10 }

capwapBaseMacAcl Entry OBJECT- TYPE

SYNTAX CapwapBaseMacAcl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that configures station Access Control
Lists (ACLs)."

I NDEX { capwapBaseMacAcl 1d }
::= { capwapBaseMacAcl Table 1 }

CapwapBaseMacAcl Entry :: = SEQUENCE {
capwapBaseMacAcl I d Unsi ghed32,
capwapBaseMacAcl St ati onl d CapwapBaseSt ati onl dTC,
capwapBaseMacAcl Rowst at us RowsSt at us

capwapBaseMacAcl | d OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Represents the unique identifier of an ACL."
::={ capwapBaseMacAcl Entry 1 }
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capwapBaseMacAcl St ati onl d OBJECT- TYPE

SYNTAX CapwapBaseSt ati onl dTC
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Represents the MAC address of a station to which WIPs wi ||
no | onger provides service."
REFERENCE
"Section 4.6.7 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseMacAcl Entry 2 }

capwapBaseMacAcl Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object is used to create, nodify, and/or delete a row

inthis table.

The val ue of capwapBaseMacAcl Stationld can be changed when

this object is in state "active’ or in 'notlnService'.

The capwapBaseMacAcl RowSt at us may be changed to 'active’

if all the managed objects in the conceptual row with

MAX- ACCESS r ead-create have been assigned valid val ues."
.. = { capwapBaseMacAcl Entry 3 }

-- End of capwapBaseMacAcl Tabl e tabl e

-- End of AC bjects Goup

-- WIP bj ects G oup

capwapBaseW ps OBJECT | DENTI FI ER
::= { capwapBasebjects 2 }

-- capwapBaseW pProfil eTabl e Tabl e

capwapBaseW pProfi | eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseW pProfil eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that configure WIP profiles for WIPs to
be managed before they connect to the AC

An operator could change a WIP's configuration by changi ng
the val ues of paraneters in the corresponding WP profile,
then the WIP coul d get the new configuration through the
CAPWAP control channel.
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Val ues of all
persistent at restart/reboot."
= { capwapBaseWps 1 }

capwapBaseW pProfil eEntry OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

CapwapBaseW pProfil eEntry
not - accessi bl e
current

DESCRI PTI ON
"A set of objects that configures and di splays a WIP profile."
| NDEX { capwapBaseW pProfileld }

CapwapBaseW pProfil eEntry ::=

}

= { capwapBaseW pProfileTable 1 }

SEQUENCE {
capwapBaseW pProfileld

capwapBaseW pPr of i | eNane

capwapBaseW pProf i | eW pMacAddr ess
capwapBaseW pPr of i | eW pModel Nunber
capwapBaseW pPr of i | eW pNane
capwapBaseW pProfil eW pLocati on
capwapBaseW pProfil eW pStati cl pEnabl e
capwapBaseW pProfil eW pStaticl pType
capwapBaseW pProfil eW pSt ati cl pAddr ess
capwapBaseW pPr of i | eW pNet mask
capwapBaseW pPr of i | eW pGat eway
capwapBaseW pProf i | eW pFal | backEnabl e
capwapBaseW pPr of i | eW pEchol nt er val
capwapBaseW pProf i | eW pl dl eTi neout
capwapBaseW pPr of i | eW pMaxDi scoveryl nt erval
capwapBaseW pProf i | eW pReport | nt erval
capwapBaseW pProfil eW pStatisticsTi ner
capwapBaseW pProf i | eW pEcnSupport
capwapBaseW pPr of i | eRowSt at us

capwapBaseW pProfil eld OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

CapwapBaseW pProfil el dTC
not - accessi bl e
current

DESCRI PTI ON
"Represents the unique identifier of a WIP profile."

= { capwapBaseW pProfileEntry 1 }

capwapBaseW pProfi |l eNane OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

SnnpAdmi nStri ng
read-create
current

DESCRI PTI ON

Shi ,
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read-create objects in this table are

SnnpAdm nString,

CapwapBaseW pProfil el dTC,

CapwapBaseW pl dTC,

SnnpAdmi nStri ng,
LongUtf 8Stri ng,
LongUt f 8Stri ng,
Tr ut hval ue,

I net Addr essType,
| net Addr ess,

| net Addr ess,

| net Addr ess,

| NTEGER,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi ghed32,

| NTEGER,
RowsSt at us
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"Represents the nanme of a WIP profile."
::={ capwapBaseW pProfil eEntry 2 }

capwapBaseW pProf i | eW pMacAddress OBJECT- TYPE

SYNTAX CapwapBaseW pl dTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the Base MAC address of a WIP.
A WIP profile MJST contain the Base MAC address of the WP
because the CAPWAP nessage received fromthe WIP cont ai ns
its Base MAC address and the AC uses the Base MAC address to
find the corresponding WIP profile.
Section 4.6.40 of [RFC5415] omits indicating that the WIP' s
Base MAC address nust be included in the WIP Board Dat a
message elenent. This is a known errata item and shoul d be
fixed in any future revision of the RFC 5415."
REFERENCE
"Section 4.6.40 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pProfil eEntry 3 }

capwapBaseW pPr of i | eW pModel Nunber OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the nodel nunmber of a WIP.
A WIP profile MJST include the WIP's nodel nunber, which
refl ects the nunber of Physical Layer (PHY) radi os on the WIP.
In this way, the creation of a WIP profile triggers the AC
to automatically create the same nunber of WIP Virtual Radio
Interfaces corresponding to the WIP's PHY radi os without
manual intervention. Wth the iflndexes of WP Virtual
Radi o I nterfaces, the operator could configure and nanage
the WIP's PHY radi os through the wirel ess binding MB
nodul es. "
REFERENCE
"Section 4.6.40 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pProfil eEntry 4 }

capwapBaseW pProfil eW pNane OBJECT- TYPE

Shi ,

SYNTAX LongUtf8String (SIZE(1..512))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the nane of the WIP."
REFERENCE
"Section 4.6.45 of CAPWAP Protocol Specification, RFC 5415."
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::= { capwapBaseW pProfileEntry 5 }

capwapBaseW pProfil eW pLocati on OBJECT- TYPE

SYNTAX LongUtf8String (SIZE(1..1024))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Represents the |l ocation of the WIP."
REFERENCE

"Section 4.6.30 of CAPWAP Protocol Specification, RFC 5415.

::={ capwapBaseW pProfil eEntry 6 }

capwapBaseW pProfil eW pSt ati cl pEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Represents whether the WIP SHOULD use a static | P address

or not. A value of false disables the static |IP address,
while a value of true enables it."

REFERENCE

"Section 4.6.48 of CAPWAP Protocol Specification, RFC 5415.

;.= { capwapBaseW pProfil eEntry 7 }

capwapBaseW pProfil eW pStaticl pType OBJECT- TYPE

SYNTAX I net Addr essType {ipv4(1l)}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Represents the static | P address type used by the WP.
Only ipv4(l) is supported by the object.
Al t hough the CAPWAP protocol [RFC5415] supports both |Pv4
and 1 Pv6, note that the CAPWAP field nodeled by this
obj ect does not support |Pv6, so the object does not
support ipv6(2)."

REFERENCE

"Section 4.6.48 of CAPWAP Protocol Specification, RFC 5415.

::={ capwapBaseW pProfil eEntry 8 }

capwapBaseW pProfil eW pStaticl pAddress OBJECT- TYPE

SYNTAX I net Address (S| ZE(4))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"When capwapBaseW pProfil eW pStaticlpEnable is true,

it represents the static IP address to be assigned to the
The format of this IP address is determ ned by the
correspondi ng i nstance of object

WI'P.
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capwapBaseW pProfil eW pStaticl pType."
REFERENCE
"Section 4.6.48 of CAPWAP Protocol Specification, RFC 5415."
;.= { capwapBaseW pProfil eEntry 9 }

capwapBaseW pProf i | eW pNet mask OBJECT- TYPE
SYNTAX I net Address (Sl ZE(4))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"When capwapBaseW pProfil eW pStaticlpEnable is true,
it represents the netnmask to be assigned to the WIP.
The format of this netnask is determ ned by the
correspondi ng i nstance of object
capwapBaseW pProfil eW pStaticl pType. "
REFERENCE
"Section 4.6.48 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pProfileEntry 10 }

capwapBaseW pProf i | eW pGat eway OBJECT- TYPE
SYNTAX I net Address (Sl ZE(4))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"When capwapBaseW pProfil eW pStaticl pEnable is true,
it represents the gateway to be assigned to the WP.
The format of this IP address is determ ned by the
correspondi ng i nstance of object
capwapBaseW pProfil eWpStaticl pType."
REFERENCE
"Section 4.6.48 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pProfileEntry 11 }

capwapBaseW pProf i | eW pFal | backEnabl e OBJECT- TYPE
SYNTAX I NTEGER {
enabl ed(1),
di sabl ed(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents whether to enable or disable automatic CAPWAP
fallback in the event that a WIP detects its preferred AC
and is not currently connected to it.
The foll owi ng enunerated val ues are support ed:

enabl ed(1) - The fallback nbode is enabl ed
di sabl ed(2) - The fallback nbde is disabl ed"
REFERENCE
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"Section 4.6.42 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { enabl ed }
::={ capwapBaseW pProfileEntry 12 }

capwapBaseW pProf i | eW pEchol nt erval OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "second"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the minimumtine, in seconds, between sendi ng Echo
Request nessages to the AC that the WIP has joi ned."
REFERENCE
"Section 4.7.7 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 30 }
;.= { capwapBaseW pProfileEntry 13 }

capwapBaseW pProfil eW pl dl eTi meout OBJECT- TYPE
SYNTAX Unsi gnhed32
UNI TS "second"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the idle timeout value that the WIP SHOULD enf or ce
for its active stations.”
REFERENCE
"Section 4.7.8 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 300 }
;.= { capwapBaseW pProfil eEntry 14 }

capwapBaseW pProf i | eW pMaxDi scoveryl nterval OBJECT- TYPE
SYNTAX Unsi gned32 (2..180)
UNI TS "second"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the maxi mumtinme all owed between sendi ng Di scovery
Request nessages, in seconds."
REFERENCE
"Section 4.7.10 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 20 }
::={ capwapBaseW pProfil eEntry 15 }

capwapBaseW pProfi | eW pReportlnterval OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "second"
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"Represents the interval for WIP to send the Decryption Error
report."
REFERENCE
"Section 4.7.11 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 120 }
::={ capwapBaseW pProfil eEntry 16 }

capwapBaseW pProfil eW pStatisticsTi ner OBJECT- TYPE
SYNTAX Unsi gned32
UNI' TS "second"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the interval the WIP uses between the WP Event
Requests it transmits to the ACto comrunicate its statistics,
in seconds."
REFERENCE
"Section 4.7.14 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 120 }
1= { capwapBaseW pProfileEntry 17 }

capwapBaseW pProf i | eW pEcnSupport OBJECT- TYPE
SYNTAX | NTEGER {
limted(0),
ful l AndLi mited(1)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Represents the support for the Explicit Congestion Notification
(ECN) bits, as defined in [ RFC3168].
The foll owi ng enunerated val ues are support ed:
limted(0) - Limted ECN support
full AndLimted(1) - Full and |imted ECN support
Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this MB object follows
that rule.”
REFERENCE
"Section 4.6.25 of CAPWAP Protocol Specification, RFC 5415."
;.= { capwapBaseW pProfil eEntry 18 }

capwapBaseW pPr of i | eRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object is used to create, nodify, and/or delete a row
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inthis table.
The val ue of capwapBaseW pProfil eNane,
capwapBaseW pProf i | eW pNane and capwapBaseW pProfil eW pLocati on
can be changed when this object is in state "active’ or in
"not | nService’.
The other objects in a row can be nodified only when the val ue
of this object in the correspondi ng conceptual row is not
"active'. Thus, to nodify one or nmore of the objects in
this conceptual row
a. change the row status to 'notlnService’
b. change the val ues of the row
c. change the row status to 'active’
The capwapBaseW pProfi| eRowSt at us may be changed to "active’
i f the nanaged obj ects capwapBaseW pProfil eNane,
capwapBaseW pPr of i | eW pMacAddr ess,
capwapBaseW pPr of i | eW pModel Nunber,
capwapBaseW pPr of i | eW pNane, and
capwapBaseW pProfil eW pLocation in the conceptual row
have been assigned valid val ues.

Deleting a WIP profile in use will disconnect the WIP from
the AC. So the network nanagenent system SHOULD
ask the operator to confirmsuch an operation.
Wen a WIP profile entry is renoved fromthe tabl e,
the corresponding WIP Virtual Radio Interfaces are also
renoved fromthe capwapBaseW rel essBi ndi ngTabl e and
i f Tabl e [ RFC2863] .
Al so, the related object instances SHOULD be renoved from
the wirel ess binding MB nodul es such as the | EEE 802. 11
M B nodul e [I EEE. 802-11.2007]."

::={ capwapBaseW pProfil eEntry 19 }

-- End of capwapBaseW pProfil eTable table

-- capwapBaseW pSt at eTabl e tabl e

capwapBaseW pSt at eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseW pSt at eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that indicate the AC s CAPWAP FSM st ate
for each WIP, and hel ps the operator to query a WIP's
current configuration.”

;.= { capwapBaseWps 2 }

capwapBaseW pSt at eEntry OBJECT- TYPE
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SYNTAX CapwapBaseW pSt at eEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A set of objects that displays the AC s CAPWAP FSM st ate
for each WIP.
Al so, the operator could query the current configuration
of a WIP by using the identifier of the correspondi ng
WP profile.”

| NDEX { capwapBaseW pStateW pld }

;.= { capwapBaseW pStateTable 1 }

CapwapBaseW pSt at eEntry :: = SEQUENCE {
capwapBaseW pSt at eW pl d CapwapBaseW pl dTC,
capwapBaseW pSt at eW pl pAddr essType I net Addr essType,
capwapBaseW pSt at eW pl pAddr ess | net Addr ess,
capwapBaseW pSt at eW pLocal | pAddr essType | net Addr essType,
capwapBaseW pSt at eW pLocal | pAddr ess | net Addr ess,
capwapBaseW pSt at eW pBaseMacAddr ess PhysAddr ess,
capwapBaseW pSt at e | NTEGER,
capwapBaseW pSt at eW pUpTi ne Ti meTi cks,
capwapBaseW pSt at eW pCurr W pProfileld CapwapBaseW pProfil el dTC
}
capwapBaseW pSt at eW pl d OBJECT- TYPE
SYNTAX CapwapBaseW pl dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Represents the unique identifier of a WIP."
::={ capwapBaseW pStateEntry 1 }

capwapBaseW pSt at eW pl pAddr essType OBJECT- TYPE

SYNTAX I net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the | P address type of a WP.
Only ipv4(l) and ipv6(2) are supported by the object.”
;.= { capwapBaseW pStateEntry 2 }

capwapBaseW pSt at eW pl pAddr ess OBJECT- TYPE

Shi ,

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the | P address of a WIP that corresponds to
the I P address in the I P packet header.
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The format of this IP address is determ ned by

the correspondi ng i nstance of object

capwapBaseW pSt at eW pl pAddr essType. "
REFERENCE

"Section 4 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pStateEntry 3 }

capwapBaseW pSt at eW pLocal | pAddr essType OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the local |IP address type of a WIP.
Only ipv4(l) and ipv6(2) are supported by the object.’
::={ capwapBaseW pStateEntry 4 }

capwapBaseW pSt at eW pLocal | pAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the local |IP address of a WIP and nodel s the
CAPWAP Local |Pv4 Address or CAPWAP Local |Pv6 Address fields
[ RFC5415] .
If a Network Address Transl ation (NAT) device is present
between WIP and AC, the val ue of
capwapBaseW pSt at eW pLocal | pAddress will be different fromthe
val ue of capwapBaseW pSt at eW pl pAddr ess.
The format of this IP address is determ ned by
the correspondi ng i nstance of object
capwapBaseW pSt at eW pLocal | pAddr essType. "
REFERENCE
"Sections 4.6.11 and 4.6.12 of CAPWAP Protocol Specification,
RFC 5415. "
;.= { capwapBaseW pStateEntry 5 }

capwapBaseW pSt at eW pBaseMacAddr ess OBJECT- TYPE
SYNTAX PhysAddress (Sl ZE(6] 8))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the WIP's Base MAC Address, which MAY be
assigned to the primary Ethernet interface.
The instance of the object corresponds to the Base MAC Address
sub-el ement in the CAPWAP protocol [RFC5415]."
REFERENCE
"Section 4.6.40 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pStateEntry 6 }
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capwapBaseW pSt ate OBJECT- TYPE
SYNTAX I NTEGER {

dtls(1),
join(2),
i mage(3),
configure(4),
dat aCheck(5),
run(6),
reset(7),
dt | sTear down( 8),
unknown( 9)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the various possibilities of the ACs CAPWAP FSM
state for each WIP.
The foll owi ng enunerated val ues are support ed:

dtls(1) - DTLS negotiation states, which include
DTLS setup, authorize, DILS connect

join(2) - The WIP is joining with the AC

i mage( 3) - The WIP i s downl oadi ng software

configure(4) - The WIP is getting configuration from
the AC

dat aCheck(5) - The ACis waiting for the Data Channel Keep
Al ive Packet

run( 6) - The WIP enters the running state

reset (7) - The AC transmits a reset request nessage
to the WIP

dt| sTeardown(8) - DTLS session is torn down

unknown( 9) - Operator already prepared configuration

for the WIP, while the WIP has not
contacted the AC until now'
REFERENCE
"Section 2.3.1 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pStateEntry 7 }

capwapBaseW pSt at eW pUpTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the time (in hundredths of a second) since the
WP has been in the running state (corresponding to the
val ue run(6) of capwapBaseW pState)."

;.= { capwapBaseW pStateEntry 8 }

capwapBaseW pSt at eW pCurr W pProfil eld OBJECT- TYPE
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SYNTAX CapwapBaseW pProfil el dTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Represents the current identifier of a WIP profile.

The operator could query a WIP's current configuration
with the identifier of a WIP profile."

::={ capwapBaseW pStateEntry 9 }

-- End of capwapBaseW pSt at eTabl e Tabl e

-- capwapBaseW pTabl e Tabl e

capwapBaseW pTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseW pEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that display properties of the WIPs
in running state.”
::={ capwapBaseWps 3 }

capwapBaseW pEntry OBJECT- TYPE
SYNTAX CapwapBaseW pEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that displays properties of the WIPs
in running state."
| NDEX { capwapBaseW pCurrld }
::={ capwapBaseW pTable 1 }

CapwapBaseW pEntry ::= SEQUENCE {
capwapBaseW pCurrld CapwapBaseW pl dTC,
capwapBaseW pPhyl ndex Physi cal | ndex,
capwapBaseW pBaseMacAddr ess PhysAddr ess,
capwapBaseW pTunnel MbdeQpt i ons CapwapBaseTunnel ModeTC,
capwapBaseW pMacTypeQpt i ons CapwapBaseMacTypeTC,
capwapBaseW pDi scoveryType | NTEGER,
capwapBaseW pRadi osl nUseNum Gauge32,
capwapBaseW pRadi oNunLi mi t Unsi gned32,
capwapBaseW pRet ransmi t Count Count er 32
}
capwapBaseW pCurrld OBJECT- TYPE
SYNTAX CapwapBaseW pl dTC

MAX- ACCESS not-accessi bl e
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STATUS current
DESCRI PTI ON

"Represents the unique identifier of a WIP in running state.”
::= { capwapBaseW pEntry 1 }

capwapBaseW pPhyl ndex OBJECT- TYPE
SYNTAX Physi cal | ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the uni que physical index of a physical entity
in the ENTITY-M B nodul e [ RFC4133].
I nformation about a specific WIP such as its software version
coul d be accessed through this index."
::={ capwapBaseW pEntry 2 }

capwapBaseW pBaseMacAddress OBJECT- TYPE

SYNTAX PhysAddress (S| ZE(6] 8))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the WIP's Base MAC Address, which MAY be assi gned
to the primary Ethernet interface.
The instance of the object corresponds to the Base MAC Address
sub-el ement in the CAPWAP protocol [RFC5415]."

REFERENCE
"Section 4.6.40 of CAPWAP Protocol Specification, RFC 5415."

::= { capwapBaseW pEntry 3 }

capwapBaseW pTunnel ModeOpti ons OBJECT- TYPE
SYNTAX CapwapBaseTunnel ModeTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the tunneling nodes of operation supported by
the WIP. "
REFERENCE
"Section 4.6.43 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEntry 4 }

capwapBaseW pMacTypeOpti ons OBJECT- TYPE
SYNTAX CapwapBaseMacTypeTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the MAC node of operation supported by the WIP."
REFERENCE
"Section 4.6.44 of CAPWAP Protocol Specification, RFC 5415."
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::={ capwapBaseW pEntry 5 }

capwapBaseW pDi scoveryType OBJECT- TYPE

SYNTAX I NTEGER {
unknown(0),
staticConfig(1l),
dhcp(2),
dns(3),
acRef (4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Represents how the WP di scovers the AC.
The foll owi ng enunerated val ues are support ed:

unknown( 0) - Unknown
staticConfig(1l) - Static configuration
dhcp(2) - DHCP

dns(3) - DNS

acRef (4) - AC referral

Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this M B object
follows that rule."”
REFERENCE
"Section 4.6.21 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEntry 6 }

capwapBaseW pRadi osl nUseNum OBJECT- TYPE
SYNTAX Gauge32 (0..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of radios in use on the WIP."
REFERENCE
"Section 4.6.41 of CAPWAP Protocol Specification, RFC 5415."
.. = { capwapBaseW pEntry 7 }

capwapBaseW pRadi oNunlLi mit OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the maxi nrum radi o nunber supported by the WIP."
REFERENCE
"Section 4.6.41 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEntry 8 }

capwapBaseW pRet ransmi t Count OBJECT- TYPE
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SYNTAX Count er 32

UNI TS "retransm ssi ons"
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Represents the nunber of retransm ssions for a given
CAPWAP packet . "
REFERENCE
"Section 4.8.8 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseW pEntry 9 }

-- End of capwapBaseW pTabl e table

-- capwapBaseWr el essBi ndi ngTabl e Tabl e

capwapBaseW r el essBi ndi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseW r el essBi ndi ngEntry
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"A table of objects that display the mappi ngs between

WP Virtual Radio Interfaces and PHY radi os, and the

wirel ess binding type for each PHY radio.

As capwapBaseW r el essBi ndi ngTabl e stores the nappi ngs between
PHY radi os (Radio IDs) and the iflndexes of WIP Virtual Radio
Interfaces, the operator can get the iflndex information by
querying this table. Such a query operation SHOULD run from
radio ID 1 to radio ID 31 according to [ RFC5415],

and stop when an invalid iflndex value (0) is returned.

Val ues of all objects in this table are persistent at
restart/reboot."

::={ capwapBaseWps 4 }

capwapBaseW r el essBi ndi ngEntry OBJECT- TYPE

SYNTAX CapwapBaseW r el essBi ndi ngEntry
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"A set of objects that displays the mappi ng bet ween
a specific WIP Virtual Radio Interface and a PHY
radio, and the wireless binding type for the PHY radio."
I NDEX {
capwapBaseW pProfileld,
capwapBaseW r el essBi ndi ngRadi ol d

;.= { capwapBaseWrel essBi ndi ngTable 1 }
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CapwapBaseW r el essBi ndi ngEntry ::= SEQUENCE {
capwapBaseW r el essBi ndi ngRadi ol d CapwapBaseRadi ol dTC,
capwapBaseW r el essBi ndi ngVi rt ual Radi ol f 1 ndex | nterfacel ndex,
capwapBaseW r el essBi ndi ngType | NTEGER

capwapBaseW r el essBi ndi ngRadi ol d OBJECT- TYPE

SYNTAX CapwapBaseRadi ol dTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Represents the identifier of a PHY radio on a WIP, which
is required to be unique on a WP.
For exanple, WIP A and WIP B use a sane val ue of
capwapBaseW r el essBi ndi ngRadi old for their first radio.”
REFERENCE
"Section 4.3 of CAPWAP Protocol Specification, RFC 5415."
.. = { capwapBaseWrel essBi ndi ngEntry 1 }

capwapBaseW r el essBi ndi ngVi rt ual Radi ol f | ndex OBJECT- TYPE

SYNTAX I nt er f acel ndex
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Represents the index value that uniquely identifies a
W.AN Virtual Radio Interface. The interface identified by
a particular value of this index is the sane interface as
identified by the sane val ue of the ifl ndex.
Bef ore WIPs contact the AC to get configuration,
the operator configures WIP profiles for them
The creation of a WIP profile triggers the systemto
automatically create a specific nunmber of WIP Virtual Radio
Interfaces and add a new row object in the
capwapBaseW r el essBi ndi ngTabl e wi t hout nmanual intervention.
As npost M B nodul es use the iflndex to identify an interface
for configuration and statistical data (for exanple, the | EEE
802.11 M B nodul e [I| EEE. 802-11.2007]), it will be easy to
reuse other wireless binding MB nodul es through the WP
Virtual Radio Interface in the Centralized W.AN
Architecture. "
;.= { capwapBaseWrel essBi ndi ngEntry 2 }
capwapBaseW r el essBi ndi ngType OBJECT- TYPE
SYNTAX I NTEGER {
dot 11(1),
epc(3)

}
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"Represents the wireless binding type for the radio.
The foll owi ng enunerated val ues are support ed:
dot 11(1) - | EEE 802.11
epc(3) - EPCd obal "
REFERENCE
"Section 4.3 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseWrel essBi ndi ngEntry 3 }

-- End of capwapBaseW el essBi ndi ngTabl e Tabl e

-- capwapBaseSt ati onTabl e Tabl e

capwapBaseSt ati onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseStati onEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that display stations that are accessing
the wirel ess service provided by the AC. "
REFERENCE
"Section 4.6.8 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseWps 5 }

capwapBaseSt ati onEntry OBJECT- TYPE

SYNTAX CapwapBaseSt ati onEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of objects that displays a station that is

associated with the specific radio on the WP.
Note that in sone cases such as roamng that a station may
simul taneously associate with two WIPs for sone (short) tine.
The M B inplenmentati on MUST ensure there is only one valid
and neani ngful entry for a specific station."

| NDEX { capwapBaseStationld }

::={ capwapBaseStationTable 1 }

CapwapBaseSt ati onEntry ::= SEQUENCE ({
capwapBaseSt ationld CapwapBaseSt ati onl dTC,
capwapBaseSt ati onW pl d CapwapBaseW pl dTC,
capwapBaseSt at i onW pRadi ol d CapwapBaseRadi ol dTC,
capwapBaseSt ati onAddedTi e Dat eAndTi e,
capwapBaseSt ati onVl anNane SnnpAdmi nStri ng
}
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capwapBaseSt ati onl d OBJECT- TYPE
SYNTAX CapwapBaseSt ati onl dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Represents the unique identifier of the station."
REFERENCE
"Section 4.6.8 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseStationEntry 1 }

capwapBaseSt ati onW pl d OBJECT- TYPE
SYNTAX CapwapBaseW pl dTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a WIP in running state."
::={ capwapBaseStationEntry 2 }

capwapBaseSt ati onW pRadi ol d OBJECT- TYPE
SYNTAX CapwapBaseRadi ol dTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the identifier of a PHY radio on a WIP, which
is required to be unique on a WP.
For exanple, WIP A and WIP B use a sane val ue of
capwapBaseSt ati onW pRadi old for their first radio.”
REFERENCE
"Section 4.3 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseStationEntry 3 }

capwapBaseSt at i onAddedTi ne OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the time when the station is added."
REFERENCE
"Section 4.6.8 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseStationEntry 4 }

capwapBaseSt ati onVl anNanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O. . 32))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents VLAN nane to which the station is associated."
REFERENCE
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"Section 4.6.8 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseStationEntry 5 }

-- End of capwapBaseStationTabl e Tabl e

-- capwapBaseW pEvent sSt at sTabl e

capwapBaseW pEvent sSt at sTabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseW pEventsStatseEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of objects that display the WIPs’ events statistics.”
REFERENCE

"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseWps 6 }

capwapBaseW pEventsStat seEntry OBJECT- TYPE

SYNTAX CapwapBaseW pEvent sSt at seEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that displays the events statistics
of a WIP. "
REFERENCE

"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
| NDEX { capwapBaseW pCurrld }
::={ capwapBaseW pEventsStatsTable 1 }

CapwapBaseW pEvent sStat sEntry :: = SEQUENCE {
capwapBaseW pEvent sSt at sReboot Count Count er 32,
capwapBaseW pEvent sSt at sl ni t Count Count er 32,
capwapBaseW pEvent sSt at sLi nkFai | ur eCount Count er 32,
capwapBaseW pEvent sSt at sSwrai | ur eCount Count er 32,
capwapBaseW pEvent sSt at sHwFai | ur eCount Count er 32,
capwapBaseW pEvent sSt at sQt her Fai | ur eCount Count er 32,
capwapBaseW pEvent sSt at sUnknownFai | ur eCount Count er 32,
capwapBaseW pEvent sSt at sLast Fai | ur eType | NTEGER
}
capwapBaseW pEvent sSt at sReboot Count OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of reboots that have occurred due to a
WI'P crash.
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Note that the CAPWAP field [RFC5415] nodel ed by this counter
takes the value 65535 to indicate that the information is not
avail able on the WIP. This M B object does not follow this
behavi or, which would not be standard in SMv2. |f the WP
does not have the information, the agent will not instantiate
the object."
REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEventsStatsEntry 1 }

capwapBaseW pEvent sSt at sl ni t Count OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the nunber of reboots that have occurred at the
request of a CAPWAP protocol nessage, such as a change in
configuration that requires a reboot or an explicit CAPWAP
protocol reset request.
Note that the CAPWAP field [RFC5415] mnodel ed by this counter
takes the value 65535 to indicate that the information is not
avail abl e on the WIP. This M B object does not follow this
behavi or, which would not be standard in SMv2. |f the WP
does not have the information, the agent will not instantiate
the object."

REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."

::= { capwapBaseW pEventsStatsEntry 2 }

capwapBaseW pEvent sSt at sLi nkFai | ur eCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of tinmes that a CAPWAP pr ot ocol
connection with an AC has failed due to link failures."
REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEventsStatsEntry 3 }

capwapBaseW pEvent sSt at sSwkai | ur eCount OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Represents the nunber of times that a CAPWAP pr ot ocol

connection with an AC has failed due to software-rel ated
reasons. "
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REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEventsStatsEntry 4 }

capwapBaseW pEvent sSt at sHwFai | ur eCount OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that a CAPWAP pr ot ocol
connection with an AC has failed due to hardware-rel ated
reasons. "
REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEventsStatsEntry 5 }

capwapBaseW pEvent sSt at sQ her Fai | ur eCount OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that a CAPWAP pr ot ocol
connection with an AC has fail ed due to known reasons, other
than the ACGinitiated, link, software or hardware failures."
REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEventsStatsEntry 6 }

capwapBaseW pEvent sSt at sUnknownFai | ur eCount OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that a CAPWAP pr ot ocol
connection with an AC has failed for unknown reasons."
REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEventsStatsEntry 7 }

capwapBaseW pEvent sSt at sLast Fai | ur eType OBJECT- TYPE

Shi ,

SYNTAX I NTEGER {
unsupported(0),
aclnit(l),

i nkFailure(2),
swrai l ure(3),
hwFai | ure(4),

ot her Fai | ure(5),
unknown( 255)
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}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the failure type of the nost recent WIP failure.
The foll owi ng enunerated val ues are support ed:
unsupported(0) - Not supported

aclnit(1l) - The ACinitiated

linkFailure(2) - Link failure

swkai | ure(3) - Software failure

hwiai | ure(4) - Hardware failure

otherFailure(5) - Oher failure

unknown( 255) - Unknown (e.g., WP doesn’'t keep track
of info)

Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this M B object
follows that rule."”
REFERENCE
"Section 4.6.47 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseW pEventsStatsEntry 8 }

--  End of capwapBaseW pEventsStatsTable table

-- capwapBaseRadi oEvent sSt at sTabl e tabl e

capwapBaseRadi oEvent sSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF CapwapBaseRadi oEvent sSt at seEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that display statistics on the radios’
behavi ors and reasons why the WIP radi o has been reset.
To get the events statistics of all radios on a specific WP
(identified by the capwapBaseW pCurrld), a query
operation SHOULD run fromradio ID 1 to radio ID 31 until there
is no data returned. The radio ID here corresponds to the
obj ect capwapBaseRadi oEvent sW pRadiold. |If the previous MB
operations such as query on the capwapBaseW rel essBi ndi ngTabl e
know t he exact value of each radio ID, the query operation on
t he capwapBaseRadi oEvent sSt at sTabl e coul d use that val ue
of Radio IDs."
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseWps 7 }

capwapBaseRadi oEvent sStat sEntry OBJECT- TYPE
SYNTAX CapwapBaseRadi oEvent sSt at sEntry
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that displays the statistical data of
events that happened on a specific radio of a WIP."
I NDEX { capwapBaseW pCurrld, capwapBaseRadi oEvent sW pRadi ol d }
::= { capwapBaseRadi oEventsStatsTable 1 }

CapwapBaseRadi oEvent sStat sentry ::= SEQUENCE {
capwapBaseRadi oEvent sW pRadi ol d CapwapBaseRadi ol dTC,
capwapBaseRadi oEvent sSt at sReset Count Count er 32,
capwapBaseRadi oEvent sSt at sSwkai | ur eCount Count er 32,
capwapBaseRadi oEvent sSt at sHwFai | ur eCount Count er 32,
capwapBaseRadi oEvent sSt at sO her Fai | ur eCount Count er 32,
capwapBaseRadi oEvent sSt at sUnknownFai | ur eCount Count er 32,
capwapBaseRadi oEvent sSt at sConf i gUpdat eCount Count er 32,
capwapBaseRadi oEvent sSt at sChannel ChangeCount Count er 32,
capwapBaseRadi oEvent sSt at sBandChangeCount Count er 32,
capwapBaseRadi oEvent sSt at sCur r Noi seFl oor I nt eger 32,
capwapBaseRadi oEvent sSt at sDecr ypt Er r or Count Count er 32,
capwapBaseRadi oEvent sSt at sLast Fai | ureType | NTEGER
}
capwapBaseRadi oEvent sW pRadi ol d OBJECT- TYPE
SYNTAX CapwapBaseRadi ol dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Represents the identifier of a PHY radio on a WIP, whi ch

is required to be unique on a WP.

For exanple, WIP A and WIP B use the sane val ue of

capwapBaseRadi oEvent sW pRadi ol d for their first radio."
REFERENCE

"Section 4.3 of CAPWAP Protocol Specification, RFC 5415."
.. = { capwapBaseRadi oEventsStatsEntry 1 }

capwapBaseRadi oEvent sSt at sReset Count OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of tinmes that the radi o has been
reset."”
REFERENCE

"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 2 }

capwapBaseRadi oEvent sSt at sSwrai | ur eCount OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that the radio has failed due
to software-rel ated reasons.”
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 3 }

capwapBaseRadi oEvent sSt at sHwFai | ur eCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that the radio has failed due
to hardware-rel ated reasons.”
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 4 }

capwapBaseRadi oEvent sSt at sO her Fai | ur eCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that the radio has failed due to
known reasons, other than software or hardware failure."
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 5 }

capwapBaseRadi oEvent sSt at sUnknownFai | ur eCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that the radio has failed for
unknown reasons."
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
.= { capwapBaseRadi oEventsStatsEntry 6 }

capwapBaseRadi oEvent sSt at sConf i gUpdat eCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"Represents the nunber of tinmes that the radi o configuration has
been updated."
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 7 }

capwapBaseRadi oEvent sSt at sChannel ChangeCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of times that the radi o channel has
been changed."
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 8 }

capwapBaseRadi oEvent sSt at sBandChangeCount OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the nunber of times that the radi o has changed
frequency bands."

REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."

::= { capwapBaseRadi oEventsStatsEntry 9 }

capwapBaseRadi oEvent sSt at sCur r Noi seFl oor OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS " dBni

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the noise floor of the radio receiver in units of
dBm "

REFERENCE

"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseRadi oEventsStatsEntry 10 }

capwapBaseRadi oEvent sSt at sDecr ypt Err or Count OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the nunber of decryption errors that have occurred
on the WIP. Note that this field is only valid in cases where
the WIP provi des encryption/decryption services."
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REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 11 }

capwapBaseRadi oEvent sSt at sLast Fai | ureType OBJECT- TYPE

SYNTAX | NTEGER {
unsupported(0),
swrai lure(1),
hwFai | ure(2),
ot her Fai l ure(3),
unknown( 255)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Represents the failure type of the npbst recent radio failure.
The foll owi ng enunerated val ues are support ed:

unsupported(0) - Not supported
swrai |l ure(1) - Software failure
hwkai | ure(2) - Hardware failure
otherFailure(3) - Oher failure
unknown( 255) - Unknown

Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this MB object follows
that rule.”
REFERENCE
"Section 4.6.46 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseRadi oEventsStatsEntry 12 }

--  End of capwapBaseRadi oEvent sStatsTable table

-- End of WIP Objects G oup

-- CAPWAP Base Paraneters G oup

capwapBasePar anet ers OBJECT | DENTI FI ER
::={ capwapBaseObjects 3}

capwapBaseAcMaxRet ransnit OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"Represents the maxi mum nunber of retransm ssions for a given

CAPWAP packet before the link |ayer considers the peer dead.
The val ue of the object is persistent at restart/reboot."

REFERENCE
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"Section 4.8.7 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 5}
::={ capwapBaseParaneters 1 }

capwapBaseAcChangeSt at ePendi ngTi ner OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "second"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Represents the maxi mumtine, in seconds, the ACw !l wait
for the Change State Event Request fromthe WIP after having
transm tted a successful Configuration Status Response
nmessage.
The val ue of the object is persistent at restart/reboot."
REFERENCE
"Section 4.7.1 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 25 }
::={ capwapBaseParaneters 2 }

capwapBaseAcDat aCheckTi mer OBJECT- TYPE
SYNTAX Unsi gned32
UNI' TS "second"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Represents The number of seconds the ACwill wait for
the Data Channel Keep Alive, which is required by the
CAPWAP state machine’'s Data Check state.
The AC resets the state nmachine if this tinmer expires
prior to transitioning to the next state.
The value of the object is persistent at restart/reboot."
REFERENCE
"Section 4.7.4 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 30 }
.. = { capwapBaseParaneters 3 }

capwapBaseAcDTLSSessi onDel et eTi mer OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "second"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Represents the minimumtinme, in seconds, the AC MJST wait
for DTLS session del etion.
The val ue of the object is persistent at restart/reboot."
REFERENCE
"Section 4.7.6 of CAPWAP Protocol Specification, RFC 5415."
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DEFVAL { 5}
::= { capwapBaseParaneters 4 }

capwapBaseAcEchol nt erval OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "second"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Represents the minimumtinme, in seconds, between sendi ng Echo
Request nessages to the AC with which the WIP has j oi ned.
The val ue of the object is persistent at restart/reboot."
REFERENCE
"Section 4.7.7 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 30 }
::= { capwapBaseParaneters 5 }

capwapBaseAcRetransm tinterval OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "second"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Represents the nmininumtine, in seconds, in which a

non- acknow edged CAPWAP packet will be retransmitted.
The val ue of the object is persistent at restart/reboot."

REFERENCE
"Section 4.7.12 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 3}

.. = { capwapBaseParaneters 6 }

capwapBaseAcSi | ent | nt erval OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "second"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents the minimumtinme, in seconds, during which the AC

SHOULD i gnore all CAPWAP and DTLS packets received fromthe

WP that is in the Sulking state.

The val ue of the object is persistent at restart/reboot."
REFERENCE

"Section 4.7.13 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 30 }
::= { capwapBaseParaneters 7 }

capwapBaseAcWai t DTLSTi ner OBJECT- TYPE
SYNTAX Unsi gned32 (30..4294967295)
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UNI'TS "second"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Represents the maxi mumtine, in seconds, the AC MIST wait
wi t hout having received a DTILS Handshake nessage from an AC
This timer MJST be greater than 30 seconds.
The val ue of the object is persistent at restart/reboot."
REFERENCE
"Section 4.7.15 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 60 }
.. = { capwapBaseParaneters 8 }

capwapBaseAcWi t Joi nTi ner OBJECT- TYPE

SYNTAX Unsi gned32 (20..4294967295)

UNI TS "second"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Represents the maxi mumtinme, in seconds, the ACw !l wait
after the DTLS session has been established until it receives

the Join Request fromthe WIP. This tinmer MJST be greater
than 20 seconds.
The val ue of the object is persistent at restart/reboot."
REFERENCE
"Section 4.7.16 of CAPWAP Protocol Specification, RFC 5415."
DEFVAL { 60 }
::= { capwapBaseParaneters 9 }

capwapBaseAcEcnSupport OBJECT- TYPE
SYNTAX I NTECGER ({
limted(0),
ful | AndLi m ted(1)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Represents the support for the Explicit Congestion Notification
(ECN) bits, as defined in [ RFC3168].
The val ue of the object is persistent at restart/reboot.
The foll owi ng enunerated val ues are support ed:
I'imted(0) - Linmted ECN support
full AndLimted(1) - Full and linmited ECN support
Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this MB object follows
that rule.”
REFERENCE
"Section 4.6.25 of CAPWAP Protocol Specification, RFC 5415."
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::={ capwapBaseParaneters 10 }

-- End of CAPWAP Base Paraneters G oup

-- CAPWAP Statistics Group

capwapBaseSt ats OBJECT | DENTI FI ER
::={ capwapBasebjects 4 }

capwapBaseFai | edDTLSAut hFai | ur eCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

May 2010

"Represents the nunber of failed DILS session establishnent

attenpts due to authentication failures."
REFERENCE
"Section 4.8.3 of CAPWAP Protocol Specification,
::={ capwapBaseStats 1 }

capwapBaseFai | edDTLSSessi onCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the nunber of failed DILS session
establishnent attenpts.”
REFERENCE
"Section 4.8.4 of CAPWAP Protocol Specification,
::={ capwapBaseStats 2 }

-- Notifications

capwapBaseChannel Up NOTI FI CATI ON- TYPE
OBJECTS {
capwapBaseNt f W pl d,
capwapBaseNt f Channel Type,
capwapBaseNt f Aut henMet hod

STATUS current
DESCRI PTI ON

RFC 5415. "

RFC 5415."

"This notification is sent by the AC when a CAPWAP channel

is established.

The notification is separated for data or control channel.’

::= { capwapBaseNotifications 1 }

capwapBaseChannel Down NOTI FI CATI ON- TYPE
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OBJECTS {
capwapBaseNt f W pl d,
capwapBaseNt f Channel Type,
capwapBaseNt f Channel DownReason

STATUS current
DESCRI PTI ON
"This notification is sent by the AC when a CAPWAP channe
is down.
The notification is separated for data or control channel."
;.= { capwapBaseNotifications 2 }

capwapBaseDecr ypt Error Report NOTI FI CATI ON- TYPE
OBJECTS {
capwapBaseNt f W pl d,
capwapBaseN f Radi ol d,
capwapBaseNt f St ati onl dLi st

}
STATUS current
DESCRI PTI ON
"This notification is generated when a WIP has had a
decryption error since the |ast report."”
REFERENCE
"Section 4.6.17 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNotifications 3}

capwapBaseJoi nFai | ure NOTI FI CATI ON- TYPE
OBJECTS {
capwapBaseNt f W pl d,
capwapBaseNt f Joi nFai | ur eReason

STATUS current
DESCRI PTI ON

"This notification is generated when a WIP fails to join."
REFERENCE

"Section 4.6.35 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseNotifications 4 }

capwapBasel mageUpgr adeFai | ure NOTI FI CATI ON- TYPE
OBJECTS {
capwapBaseNt f W pl d,
capwapBaseN f | nageFai | ur eReason

}
STATUS current
DESCRI PTI ON
"This notification is generated when a WIP fails to update
the firmvare i mage."
REFERENCE
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"Section 4.6.35 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNotifications 5 }

capwapBaseConfi gMsgEr ror NOTI FI CATI ON- TYPE
OBJECTS {
capwapBaseNt f W pl d,
capwapBaseNt f Confi gMsgErr or Type
capwapBaseNt f MsgEr r or El enent s

STATUS current
DESCRI PTI ON
"This notification is generated when a WIP recei ves nessage
el ements in the configuration nanagenment nessages that it
is unable to apply locally."
REFERENCE
"Section 4.6.35 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNotifications 6 }

capwapBaseRadi oQper abl eSt at us NOTI FI CATI ON- TYPE
OBJECTS {
capwapBaseNt f W pl d,
capwapBaseN f Radi ol d,
capwapBaseNt f Radi oQper St at usFl ag,
capwapBaseNt f Radi oSt at usCause

}

STATUS current
DESCRI PTI ON

"The notification is generated when a radi o’'s operational state

has changed. "

REFERENCE

"Section 4.6.34 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNotifications 7 }

capwapBaseAut henFai | ure NOTI FI CATI ON- TYPE
OBJECTS {
capwapBaseNt f W pl d,
capwapBaseNt f Channel Type,
capwapBaseNt f Aut henMet hod,
capwapBaseNt f Aut henFai | ur eReason

}
STATUS current
DESCRI PTI ON
"This is notification of an authentication failure event
and provides the reason for it."
::={ capwapBaseNotifications 8 }

-- (bjects used only in notifications
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-- Notification Objects
capwapBaseNot i f yVar Obj ect s OBJECT | DENTI FI ER
::={ capwapBaseObjects 5 }

capwapBaseNt f W pl d OBJECT- TYPE
SYNTAX CapwapBaseW pl dTC
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the unique identifier of a WIP."
::={ capwapBaseNotifyVar Cbjects 1 }

capwapBaseNt f Radi ol d OBJECT- TYPE

SYNTAX CapwapBaseRadi ol dTC
MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Represents the identifier of a PHY radio on a WIP, which is
only required to be unique on a WP.
For exanple, WIP A and WIP B can use the sane val ue of
capwapBaseNt f Radi old for their first radio."
REFERENCE
"Section 4.3 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNoti fyVar Cbjects 2 }

capwapBaseNt f Channel Type OBJECT- TYPE
SYNTAX CapwapBaseChannel TypeTC
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the channel type for the CAPWAP protocol."
::={ capwapBaseNotifyVar Cbjects 3 }

capwapBaseNt f Aut henMet hod OBJECT- TYPE
SYNTAX CapwapBaseAut henMet hodTC
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the authentication method for the CAPWAP Channel . "
::= { capwapBaseNoti fyVar Cbjects 4 }

capwapBaseNt f Channel DownReason OBJECT- TYPE
SYNTAX I NTEGER {
timeout (1),
rekeyFail ure(2),
acReboot W p(3),
dtl sError(4),
maxRet ransni t (5)
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}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the reason the channel is down.
The foll owi ng enunerated val ues are support ed:

timeout (1) - The keepalive tined out

rekeyFailure(2) - Rekey process failed; channel wll be
br oken

acReboot W p(3) - The AC rebooted the WIP

dtl sError(4) - DTLS notifications: DTLSAborted,

DTLSReassenbl yFai | ure, DTLSPeer Di sconnect,
or frequent DTLSDecapFailure

The underlying reliable transport’s
Retransm t Count counter has reached the
MaxRetransnit vari abl e"

::={ capwapBaseNotifyVar Cbjects 5 }

maxRet ransni t (5)

capwapBaseNt f St ati onl dLi st OBJECT- TYPE

SYNTAX LongUtf8String (SIZE (6..1024))
MAX- ACCESS accessible-for-notify

STATUS current

DESCRI PTI ON

"Represents a |list of station MAC addresses separated by
sem col ons. "
REFERENCE
"Section 4.6.17 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseNoti fyVar Cbjects 6 }

capwapBaseNt f Aut henFai | ureReason OBJECT- TYPE
SYNTAX I NTEGER {

keyM smat ch(1),
invalidCert(2),
reassenbl yFai l ure(3),
decapFai |l ure(4),
encapFai l ure(5),
ti meout (6),
unknown( 8)

}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the reason for WP aut hori zation failure.
The foll owi ng enunerated val ues are support ed:

keyM smat ch( 1) - WIPs and AC s keys did not match
i nval i dCert (2) - Certificationis not valid
reassenbl yFai l ure(3) - Fragment reassenbly failure
decapFai |l ure(4) - Decapsul ation error

Shi, et al. I nf or mat i onal [ Page 56]



RFC 5833 CAPWAP Prot ocol Base M B May 2010

encapFai |l ure(5) - Encapsul ation error

ti meout ( 6) - Wi t DTLS tinmer tineout

unknown( 8) - Unknown reason”
REFERENCE

"Section 2.3.1 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNotifyVar Cbjects 7 }

capwapBaseNt f Radi oOper St at usFl ag OBJECT- TYPE
SYNTAX | NTEGER {
oper abl e(0),
i noper abl e(1)

}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the operation status of a radio.
The foll owi ng enunerated val ues are support ed:
oper abl e(0) - The radio is operable
i noperabl e(1) - The radio is inoperable, and the
capwapBaseNt f Radi oSt at usCause obj ect
gi ves the reason in detail
Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this M B object
follows that rule.”
REFERENCE
"Section 4.6.34 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNotifyVar Cbjects 8 }

capwapBaseN f Radi oSt at usCause OBJECT- TYPE

SYNTAX | NTEGER {
nor mal (0),
hwerror (1),
SwWError(2),
adm nSet ( 3)
}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

"Represents the reason why the radio is out of service.
The foll owi ng enunerated val ues are support ed:

nor mal (0) - Nornal status
hweError(1l) - Radio failure
swError(2) - Software failure

adm nSet (3) - Administratively set
Note that the CAPWAP field [ RFC5415] nodel ed by this
obj ect takes zero as starting value; this M B object
follows that rule."”
REFERENCE
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"Section 4.6.34 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNoti fyVar Cbjects 9 }

capwapBaseNt f Joi nFai | ureReason OBJECT- TYPE
SYNTAX I NTEGER {

unspeci fied(1),

resDepl etion(2),
unknownSour ce( 3),

i ncorrectDat a(4),
sessi onl dl nUse(5),
unsupport edHw( 6) ,
unsupport edBi ndi ng(7)

}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the reason of join failure.
The foll owi ng enunerated val ues are support ed:

unspeci fied(1) - Unspecified failure

resDepl etion(2) - Resource depletion

unknownSour ce( 3) - Unknown source

i ncorrectDat a(4) - Incorrect data

sessi onl dl nUse(5) - Session ID already in use

unsupport edHw( 6) - WIP hardware not supported

unsupport edBi ndi ng(7) - Binding not supported"
REFERENCE

"Section 4.6.35 of CAPWAP Protocol Specification, RFC 5415."
::= { capwapBaseNoti fyVar Cbjects 10 }

capwapBaseN f | nageFai | ureReason OBJECT- TYPE
SYNTAX I NTEGER {
i nval i dChecksum(1),
i nval i dLengt h(2),
ot her (3),
i nSt orage(4)

}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the reason of inage failure.
The foll owi ng enunerated val ues are support ed:

i nval i dChecksum(1) - Invalid checksum

i nval i dLengt h(2) - Invalid data | ength

ot her ( 3) - O her error

i nSt or age(4) - I mage al ready present”
REFERENCE

"Section 4.6.35 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNoti fyVar Cbjects 11 }
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capwapBaseNt f Confi gMsgError Type OBJECT- TYPE
SYNTAX I NTEGER {
unknownEl enent (1),
unsupport edEl enent (2),
unknownVal ue(3),
unsupport edVal ue(4)

}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Represents the type of configuration nmessage error
The foll owi ng enunerated val ues are support ed:

unknownEl enment (1) - Unknown nessage el enent

unsupport edEl erent (2) - Unsupported nessage el enent

unknownVal ue( 3) - Unknown message el erent val ue

unsupport edVal ue(4) - Unsupported nessage el enent val ue"
REFERENCE

"Section 4.6.36 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNoti fyVar Cbjects 12 }

capwapBaseNt f MsgError El ements OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Represents the message el enents sent by the ACin the
Configuration Status Response nessage that caused the error."
REFERENCE
"Section 4.6.36 of CAPWAP Protocol Specification, RFC 5415."
::={ capwapBaseNoti fyVar Cbjects 13 }

-- Notification Contro
capwapBaseNot i f yControl Cbj ects OBIJECT | DENTI FI ER
;.= { capwapBasebjects 6 }

capwapBaseChannel UpDownNot i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents whether the Channel Up / Channel Down notification
shoul d be generat ed.
A val ue of true(1l) nmeans that the notification is enabl ed.
A value of false(2) nmeans that the notification is disabled.
The val ue of the object is persistent at restart/reboot."
DEFVAL { false }
;.= { capwapBaseNotifyControl Gbjects 1 }
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capwapBaseDecr ypt Error Not i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents whether the decryption error notification should
be generat ed.
A value of true(l) neans that the notification is enabled.
A value of false(2) means that the notification is disabled.
The val ue of the object is persistent at restart/reboot."
DEFVAL { true }
::={ capwapBaseNotifyControl Objects 2 }

capwapBaseJoi nFai | ureNot i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents whether the notification of a WIP join failure
shoul d be generat ed.
A value of true(l) neans that the notification is enabl ed.
A value of false(2) neans that the notification is disabled.
The val ue of the object is persistent at restart/reboot."
DEFVAL { true }
::={ capwapBaseNotifyControl Objects 3 }

capwapBasel mageUpgr adeFai | ur eNot i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents whether the notification of a WIP i mage upgr ade
failure should be generat ed.
A value of true(l) neans that the notification is enabl ed.
A value of false(2) neans that the notification is disabled.
The val ue of the object is persistent at restart/reboot."
DEFVAL { true }
::={ capwapBaseNotifyControl Objects 4 }

capwapBaseConfi gMsgError Noti f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents whether the notification of configuration nessage
error shoul d be generated.

A value of true(l) neans that the notification is enabl ed.

A val ue of false(2) neans that the notification is disabled.
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The val ue of the object is persistent at restart/reboot."
DEFVAL { false }

::={ capwapBaseNotifyControl Objects 5 }

capwapBaseRadi oQper abl eSt at usNot i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents whether the notification of a radio’ s operationa
state change shoul d be generat ed.
A val ue of true(1l) nmeans that the notification is enabl ed.
A val ue of false(2) neans that the notification is disabled.
The val ue of the object is persistent at restart/reboot."
DEFVAL { false }
::= { capwapBaseNotifyControl Objects 6 }

capwapBaseAut henFai | ureNot i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents whether the notification of authentication failure
shoul d be generat ed.
A val ue of true(1l) neans that the notification is enabl ed.
A value of false(2) means that the notification is disabled.
The val ue of the object is persistent at restart/reboot."
DEFVAL { true }
;.= { capwapBaseNotifyControl Objects 7 }

-- Mbdul e conpliance

capwapBaseConpl i ances OBJECT | DENTI FI ER
::= { capwapBaseConfornmance 1 }

capwapBaseG oups OBJECT | DENTI FI ER
::={ capwapBaseConformance 2 }

capwapBaseConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for conformance to the
CAPWAP- BASE- M B nodul e. "

MODULE IF-M B -- The Interfaces M B, RFC 2863

MANDATORY- GROUPS {
i f General I nformati onG oup
}
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MODULE -- this nodul e
MANDATORY- GROUPS {

capwapBaseAcNodeG oup,
capwapBaseW pProfi |l eG oup,
capwapBaseW pSt at eG oup,
capwapBaseW pG oup,
capwapBaseRadi oG oup,
capwapBaseSt ati onG oup

}

GROUP capwapBaseAcNodeG oup?2
DESCRI PTI ON
"The capwapBaseAcNodeG oup2 group is optional."

GROUP capwapBaseAcNaneLi st G oup
DESCRI PTI ON
"The capwapBaseAcNaneLi st G oup group is optional."

GROUP capwapBaseMacAcl sG oup
DESCRI PTI ON
"The capwapBaseMacAcl sGroup group is optional."

GROUP capwapBaseW pProfil eG oup2
DESCRI PTI ON
"The capwapBaseW pProfil eG oup2 group is optional."

GROUP capwapBaseW pG oup?2
DESCRI PTI ON
"The capwapBaseW pGroup2 group is optional."

GROUP capwapBaseW pEvent sSt at sG oup
DESCRI PTI ON
"The capwapBaseW pEvent sStatsG oup group is optional."”

GROUP capwapBaseRadi oEvent sSt at sG oup
DESCRI PTI ON
"The capwapBaseRadi oEventsStatsG oup group is optional."

GROUP capwapBasePar anet er sG oup
DESCRI PTI ON
"The capwapBasePar anetersG oup group is optional."

GROUP capwapBaseSt at sG oup
DESCRI PTI ON
"The capwapBaseStatsG oup group is optional."

GROUP capwapBaseNoti fi cati onsG oup
DESCRI PTI ON
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"The capwapBaseNotificati onsG oup group is optional."

GROUP capwapBaseNot i f yVar sG oup
DESCRI PTI ON
"The capwapBaseNotifyVarsG oup group is optional.
I f capwapBaseNotificationsGoup is supported,
this group nust be inplenented.”

GROUP capwapBaseNoti f yCont r ol G oup
DESCRI PTI ON
"The capwapBaseNotifyControl G oup group is optional.
I f capwapBaseNotificationsGoup is supported,
this group nust be inplenented.”
::={ capwapBaseConpliances 1 }

capwapBaseAcNodeG oup OBJECT- GROUP
OBJECTS {
capwapBaseW pSessi ons,
capwapBaseW pSessi onsLim t,
capwapBaseSt ati onSessi ons,
capwapBaseSt ati onSessi onsLi m t

}
STATUS current
DESCRI PTI ON
"A collection of objects that is used to represent
the basic properties of the AC fromthe CAPWAP
prot ocol perspective."”
::={ capwapBaseGroups 1 }

capwapBaseAcNodeG oup?2 OBJECT- GROUP
OBJECTS {
capwapBaseDat aChannel DTLSPol i cyOpt i ons,
capwapBaseCont r ol Channel Aut henOpt i ons

}

STATUS current

DESCRI PTI ON
"A collection of objects that is used to represent
the other properties (such as security) of the AC from
the CAPWAP protocol perspective.”

::= { capwapBaseG oups 2 }

capwapBaseAcNaneLi st G oup OBJECT- GROUP
OBJECTS {
capwapBaseAcNaneLi st Nane,
capwapBaseAcNaneLi st Priority,
capwapBaseAcNaneLi st RowSt at us

}
STATUS current
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DESCRI PTI ON
"A collection of objects that is used to configure
the AC nane |ist."

::= { capwapBaseG oups 3 }

capwapBaseMacAcl sGroup OBJECT- GROUP
OBJECTS {
capwapBaseMacAcl St ati onl d,
capwapBaseMacAcl Rowst at us

}
STATUS current
DESCRI PTI ON
"A collection of objects that is used to configure
the stations ACL."
::={ capwapBaseG oups 4 }

capwapBaseW pProfil eG oup OBJECT- GROUP
OBJECTS {

capwapBaseW pPr of i | eNane,
capwapBaseW pPr of i | eW pMacAddr ess,
capwapBaseW pPr of i | eW pMbdel Nunber ,
capwapBaseW pProf i | eW pNane,
capwapBaseW pProfil eW pLocati on,
capwapBaseW pPr of i | eRowSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects that is used to configure
the WIP profile."

::={ capwapBaseGroups 5 }

capwapBaseW pProfi |l eG oup2 OBJECT- GROUP
OBJECTS {

capwapBaseW pProfil eW pStati cl pEnabl e,
capwapBaseW pProfil eW pStaticl pType,
capwapBaseW pProfil eW pStati cl pAddress,
capwapBaseW pPr of i | eW pNet mask,
capwapBaseW pPr of i | eW pGat eway,
capwapBaseW pProf i | eW pFal | backEnabl e,
capwapBaseW pProf i | eW pEchol nt erval ,
capwapBaseW pProfi | eW pl dl eTi neout,
capwapBaseW pPr of i | eW pMaxDi scoveryl nterval,
capwapBaseW pProfi |l eW pReportlnterval,
capwapBaseW pProfil eW pStati sticsTi ner,
capwapBaseW pPr of i | eW pEcnSupport

}
STATUS current
DESCRI PTI ON
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"A collection of optional objects that is used to
configure the WIP profile."
::={ capwapBaseG oups 6 }

capwapBaseW pSt at eG oup OBJECT- GROUP
OBJECTS {

capwapBaseW pSt at eW pl pAddr essType,
capwapBaseW pSt at eW pl pAddr ess,
capwapBaseW pSt at eW pLocal | pAddr essType,
capwapBaseW pSt at eW pLocal | pAddr ess,
capwapBaseW pSt at eW pBaseMacAddr ess,
capwapBaseW pSt at e,
capwapBaseW pSt at eW pUpTi ne,
capwapBaseW pSt at eW pCurr W pProfileld

}

STATUS current

DESCRI PTI ON
"A collection of objects that is used to represent
the WIP's state information."

::={ capwapBaseG oups 7 }

capwapBaseW pG oup OBJECT- GROUP
OBJECTS {

capwapBaseW pBaseMacAddr ess,
capwapBaseW pTunnel MbdeOpt i ons,
capwapBaseW pMacTypeOpt i ons,
capwapBaseW pDi scoveryType,
capwapBaseW pRadi osl nUseNum
capwapBaseW pRadi oNunLi mi t

}
STATUS current
DESCRI PTI ON
"A collection of objects that is used to represent
the properties information for the WIPs in running state."
::={ capwapBaseG oups 8 }

capwapBaseW pG oup2 OBJECT- GROUP
OBJECTS {
capwapBaseW pPhyl ndex,
capwapBaseW pRet ransm t Count

}

STATUS current

DESCRI PTI ON
"A collection of optional objects that is used to represent
the properties of the WIPs in running state.”

::= { capwapBaseG oups 9 }

capwapBaseRadi oG oup OBJECT- GROUP
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OBJECTS {
capwapBaseW r el essBi ndi ngVi rt ual Radi ol f | ndex,
capwapBaseW r el essBi ndi ngType

}
STATUS current
DESCRI PTI ON
"A collection of objects that is used to represent
the wirel ess binding type and the mappi ngs between the
i flndexes of WLAN Virtual Radio Interfaces and PHY radios."
;.= { capwapBaseG oups 10 }

capwapBaseSt ati onG oup OBJECT- GROUP
OBJECTS {
capwapBaseSt ati onW pl d,
capwapBaseSt at i onW pRadi ol d,
capwapBaseSt ati onAddedTi e,
capwapBaseSt ati onVl anNane

}

STATUS current

DESCRI PTI ON
"A collection of objects that is used to represent
the stations’ basic properties.”

;.= { capwapBaseG oups 11 }

capwapBaseW pEvent sSt at sG oup OBJECT- GROUP
OBJECTS {

capwapBaseW pEvent sSt at sReboot Count ,
capwapBaseW pEvent sSt at sl ni t Count ,
capwapBaseW pEvent sSt at sLi nkFai | ur eCount,
capwapBaseW pEvent sSt at sSwkai | ur eCount ,
capwapBaseW pEvent sSt at sHwFai | ur eCount ,
capwapBaseW pEvent sSt at sQt her Fai | ur eCount
capwapBaseW pEvent sSt at sUnknownFai | ur eCount ,
capwapBaseW pEvent sSt at sLast Fai | ur eType

}
STATUS current

DESCRI PTI ON
"A collection of objects that is used for collecting
WP reboot count, link failure count, hardware failure

count, and so on."
;.= { capwapBaseG oups 12 }

capwapBaseRadi oEvent sSt at sG oup OBJECT- GROUP
OBJECTS {
capwapBaseRadi oEvent sSt at sReset Count
capwapBaseRadi oEvent sSt at sSwkai | ur eCount ,
capwapBaseRadi oEvent sSt at sHwai | ur eCount ,
capwapBaseRadi oEvent sSt at sO her Fai | ur eCount ,
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capwapBaseRadi oEvent sSt at sUnknownFai | ur eCount ,
capwapBaseRadi oEvent sSt at sConf i gUpdat eCount ,
capwapBaseRadi oEvent sSt at sChannel ChangeCount ,
capwapBaseRadi oEvent sSt at sBandChangeCount ,
capwapBaseRadi oEvent sSt at sCur r Noi seFl oor,
capwapBaseRadi oEvent sSt at sDecr ypt Err or Count ,
capwapBaseRadi oEvent sSt at sLast Fai | ureType

}

STATUS current

DESCRI PTI ON
"A collection of objects that is used for collecting
radi o reset count, channel change count, hardware failure
count, and so on"

::={ capwapBaseG oups 13 }

capwapBasePar anet er sG oup OBJECT- GROUP
OBJECTS {

capwapBaseAcMaxRetransm t,
capwapBaseAcChangeSt at ePendi ngTi ner,
capwapBaseAcDat aCheckTi mer,
capwapBaseAcDTLSSessi onDel et eTi ner,
capwapBaseAcEchol nterval ,
capwapBaseAcRetransmi tinterval,
capwapBaseAcSi | ent | nt erval,
capwapBaseAcWi t DTLSTi ner,
capwapBaseAcWi t Joi nTi ner,
capwapBaseAcEcnSupport

}
STATUS current
DESCRI PTI ON
"(bj ects used for the CAPWAP protocol’s paraneters."
::={ capwapBaseG oups 14 }

capwapBaseSt at sG oup OBJECT- GROUP
OBJECTS {
capwapBaseFai | edDTLSAut hFai | ur eCount
capwapBaseFai | edDTLSSessi onCount

}
STATUS current
DESCRI PTI ON
"Obj ects used for collecting the CAPWAP protocol’s statistics."
::={ capwapBaseG oups 15 }

capwapBaseNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
capwapBaseChannel Up,
capwapBaseChannel Down,
capwapBaseDecr ypt Err or Report,
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capwapBaseJoi nFai | ure,
capwapBasel mageUpgr adeFai | ur e,
capwapBaseConfi gMsgError,
capwapBaseRadi oQper abl eSt at us,
capwapBaseAut henFai | ure

}
STATUS current
DESCRI PTI ON
"A collection of notifications in this MB nodule."”
::= { capwapBaseG oups 16 }

capwapBaseNot i f yVar sG oup OBJECT- GROUP
OBJECTS {

capwapBaseNt f W pl d,
capwapBaseNt f Radi ol d,
capwapBaseNt f Channel Type,
capwapBaseNt f Aut henMet hod,
capwapBaseNt f Channel DownReason,
capwapBaseNt f St ati onl dLi st
capwapBaseNt f Aut henFai | ur eReason,
capwapBaseNt f Radi oOper St at usFl ag,
capwapBaseNt f Radi oSt at usCause,
capwapBaseNt f Joi nFai | ur eReason,
capwapBaseN f | mageFai | ur eReason,
capwapBaseNt f Confi gMsgEr r or Type,
capwapBaseNt f MsgEr r or El enent s

}
STATUS current
DESCRI PTI ON
"bj ects used for notifications."
::={ capwapBaseG oups 17 }

capwapBaseNot i f yControl G oup OBJECT- GROUP
OBJECTS {

capwapBaseChannel UpDownNot i f yEnabl e,
capwapBaseDecrypt Error Not i f yEnabl e,
capwapBaseJoi nFai | ureNoti f yEnabl e,
capwapBasel mageUpgr adeFai | ur eNot i f yEnabl e,
capwapBaseConfi gMsgError Not i f yEnabl e,
capwapBaseRadi oQper abl eSt at usNot i f yEnabl e,
capwapBaseAut henFai | ureNoti f yEnabl e

}
STATUS current
DESCRI PTI ON

"(bj ects used to enable or disable notifications."
;.= { capwapBaseG oups 18 }

END
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10.

Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects MAY be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. The follow ngs are the tables and objects and
their sensitivity/vulnerability:

- Unaut hori zed changes to the capwapBaseW Profil eTable and witable
obj ects under capwapBaseAcs group MAY disrupt allocation of
resources in the network. For exanple, a WIP's static |P address
coul d be changed by setting the
capwapBaseW pProfil eW pSt ati cl pAddress obj ect.

- Unaut hori zed changes to witabl e objects under the capwapBaseAc
group MAY disrupt allocation of resources in the network. For
exanmpl e, an invalid value for the capwapBaseW pSessi onsLimit
object will increase the AC s traffic burden.

- Unaut hori zed changes to the capwapBaseMacAcl Tabl e MAY prevent
| egal stations frombeing able to access the network, while
illegal stations are able to access it.

- Unaut hori zed changes to witable objects under the
capwapBasePar anet ers group MAY influence CAPWAP protocol behavi or
and status. For exanmple, an invalid value set for the
capwapBaseAcDat aCheckTi mer MAY i nfluence the CAPWAP state machi ne.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) MAY be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. The followi ngs are the tables and objects and
their sensitivity/vulnerability:

- The capwapBaseDat aChannel DTLSPol i cyOpti ons and
capwapBaseCont r ol Channel Aut henOpti ons under the capwapBaseAc group
expose the current security option for CAPWAP data and control
channel s.

- The capwapBaseW pTabl e exposes a WIP's inportant information |ike
tunnel node, MAC type, and so on.

- The capwapBaseW pEvent sSt at sTabl e exposes a WIP's failure
i nformation.
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- The capwapBaseRadi oEvent sSt at sTabl e exposes a radio’'s failure
i nformati on.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cati on and privacy).

Furt her, the deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

11. | ANA Consi derations
11.1. | ANA Considerations for CAPWAP- BASE-M B Mdul e
The M B nodule in this docunent uses the follow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:
Descri pt or OBJECT | DENTI FI ER val ue
capwapBaseMB { mib-2 196 }
11.2. | ANA Considerations for ifType
I ANA has assigned the follow ng ifType:
Deci mal Narme Descri ption
254 capwapVWpVirtual Radio WP Virtual Radio Interface
12. Contributors
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