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Abst ract

Thi s docunent is intended to be a source of information about the
Russi an Federal standard for el ectronic encryption, decryption, and
message aut hentication algorithns (GOST 28147-89), which is one of
the Russi an cryptographic standard al gorithns called GOST
algorithms). Recently, Russian cryptography is being used in
Internet applications, and this docunent has been created as

i nformati on for devel opers and users of GOST 28147-89 for encryption,
decryption, and nmessage aut hentication

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenent about its value for

i mpl ement ation or depl oynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5830

Dol mat ov I nf or mati onal [ Page 1]



RFC 5830 GOST 28147-89 March 2010

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docurment.

Thi s docunent nmay not be nodified, and derivative works of it may not
be created, except to format it for publication as an RFC or to
translate it into | anguages other than Engli sh.

Tabl e of Contents

1. IntroducCti ON . ... 3
1.1. General InformBation ....... ... ... e 3
2. Applicabi ity .. 3
3. Definitions and Notati ons ......... ... i 3
3.1, DefinitioNs ..o 3
3.2, Notati ON ... e 4
4. General Stat emBNt S ... ... 4
5. The El ectroni c Codebook NMbde ........ ... .. . . ... 6

5.1. Encryption of Plain Text in the El ectronic Codebook Mde ...6
5.2. Decryption of the Ciphertext in the Electronic

Codebook Mode . ... ... 9

6. The Counter Encryption Mdde .......... . . .. ... 10

6.1. Encryption of Plain Text in the Counter Encryption Mde ...10

6.2. Decryption of Ci phertext in the Counter Encryption Mde ...13

7. The Ci pher Feedback Mode ....... ... . .. . . .. 13
7.1. Encryption of Plain Text in the C pher Feedback Mdde ...... 13
7.2. Decryption of Ci phertext in the C pher Feedback Mdde ...... 14

8. Message Authentication Code (MAC) CGeneration Mode .............. 15

9. Security Considerati ONS . ... ... ... i 17

10. Normative References . ....... .. .. 17

Appendi x A. Values of the Constants Cl and C2 ..................... 18

Appendi x B. Contributors .......... .. .. .. 19

Dol mat ov I nf or mat i onal [ Page 2]



RFC 5830 GOST 28147-89 March 2010

1. Introduction
1.1. General Information

[ GOST28147-89] is the unified cryptographic transfornmation algorithm
for information processing systens of different purposes, defining
the encryption/decryption rules and the nessage authentication code
(MAC) generation rules.

This cryptographic transformation algorithmis intended for hardware
or software inplenentati on and corresponds to the cryptographic
requirenents. It puts no linmtations on the encrypted information
secrecy | evel

2. Applicability
GOST 28147-89 defines the encryption/decryption nodel and MAC
generation for a given nessage (docunent) that is neant for

transm ssion via insecure public tel ecomunicati on channel s between
data processing systens of different purposes.

GOST 28147-89 is obligatory to use in the Russian Federation in al
data processing systens providing public services.

3. Definitions and Notations
3.1. Definitions
The following terns are used in the standard:

Runni ng key: a pseudo-random bit sequence generated by a given
algorithmfor encrypting plain texts and decrypting encrypted texts.

Encryption: the process of transformng plain text to encrypted data
usi ng a ci pher.

MAC. an information string of fixed length that is generated from
plain text and a key according to sone rule and added to the
encrypted data for protection against data falsification

Key: a defined secret state of sone paraneters of a cryptographic
transformation algorithm that provides a choice of one
transformation out of all the possible transfornations.

Cryptographic protection: data protection using the data
crypt ographi ¢ transfornations.
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Cryptographic transformati on: data transformati on using encryption
and (or) MAC

Decryption: the process of transform ng encrypted data to plain text
usi ng a cipher.

Initialisation vector: initial values of plain paraneters of a
crypt ographi c transformation al gorithm

Encryption equation: a correlation showi ng the process of generating
encrypted data out of plain text as a result of transfornmations
defined by the cryptographic transformation al gorithm
Decryption equation: a correlation showi ng the process of generating
plain text out of encrypted data as a result of transformations
defined by the cryptographic transformation al gorithm
Cipher: a set of reversible transformations of the set of possible
plain texts onto the set of encrypted data, nade after certain rules
and using keys.

3.2. Notation
In this docunent, the follow ng notations are used:
A is a power operator
(+) is a bitwise addition of the words of the same | ength nodulo 2
[+] is an addition of 32-bit vectors nodul o 2732
[+]’ is an addition of the 32-bit vectors nodul o 2732-1
1..Nis all values from1l to N

4, CGeneral Statenents

The structure nodel of the cryptographic transformation algorithm(a
crypt ographi ¢ nodel) contains:

- a 256-bit key data store (KDS) consisting of eight 32-bit registers
(X0, X1, X2, X3, X4, X5, X6, X7);

four 32-bit registers (N1, N2, N3, MN);
- two 32-bit registers (N5 and N6) containing constants Cl and C2;

- two 32-bit adders nodul o 2732 (CML, CMB);
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- a 32-bit adder of bitwi se suns nodulo 2 (CW);
- a 32-bit adder nodulo (2732-1) (CwW);

- an adder nodulo 2 (CWb), wWith no limtation to its wdth;

a substitution box (K);
- aregister for a cyclic shift of 11 steps to the top digit (R).

A substitution box (S-box) K consists of eight substitution points
K1, K2, K3, K4, K5, K6, K7, K8, with 64-bit nenory. A 32-bit vector
comng to the substitution box is divided into eight successive 4-bit
vectors, and each of themis transforned into a 4-bit vector by a
correspondi ng substitution point. A substitution point is a table
consisting of 16 lines, each containing four bits. The incom ng
vector defines the line address in the table, and the contents of
that line is the outgoing vector. Then, these 4-bit outgoing vectors
are successively conbined into a 32-bit vector

Remark: the standard doesn’t define any S-boxes. Sone of them are
defined in [ RFC4357].

When adding and cyclically shifting binary vectors, the registers
with larger nunbers are considered the top digits.

VWen witing a key (W, W, ..., W56), Wj = 0..1, g = 1..256, in the
KDS t he val ue:

- W is witten into the 1st bit of the register Xo;

- the value W2 is witten into the 2nd bit of the register X0 (etc.);
- the value WB2 is witten into the 32nd bit of the register XO;

- the value VB3 is witten into the 1st bit of the register Xi;

- the value VB4 is witten into the 2nd bit of the register X1
(etc.);

the value W4 is witten into the 32nd bit of the register Xi;

the value W5 is witten into the 1st bit of the register X2
(etc.);

the value W56 is witten into the 32nd bit of the register X7
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5.

5

When rewiting the information, the value of the p-th bit of one
register (adder) is witten into the p-th bit of another register
(adder).

The val ues of the constants Cl and C2 in the registers N5 and N6 are
in the Appendi x 1.

The keys defining fillings of KDS and the substitution box K tables
are secret elenents and are provided in accordance with the

est abl i shed procedure.

The filling of the substitution box Kis described in GOST 28147-89
as a long-termkey el enent comon for a whol e conputer network

Usual ly, Kis used as a paraneter of algorithm sone possible sets of
K are described in [ RFC4357].

The cryptographi ¢ nodel contenplates four working nodes:

- data encryption (decryption) in the electronic codebook (ECB) node,
- data encryption (decryption) in the counter (CNT) node,

- data encryption (decryption) in the cipher feedback (CFB) node, and

the MAC generation node.

[ RFC4357] al so descri bes the CBC node of GOST 28147-89, but this node
is not a part of the standard.

The El ectroni ¢ Codebook Mode
1. Encryption of Plain Text in the El ectronic Codebook Mbde

The plain text to be encrypted is split into 64-bit blocks. Input of
a binary data block Tp = (al(0), a2(0), ... , a31(0), a32(0), bi(o0),
b2(0), ..., b32(0)) into the registers N1 and N2 is done so that the

val ue of al(0) is put into the first bit of N1, the value of a2(0) is
put into the second bit of N1, etc., and the value of a32(0) is put
into the 32nd bit of Nl. The value of b1(0) is put into the first
bit of N2, the value of b2(0) is put into the 2nd bit of N2, etc.,
and the value of b32(0) is input into the 32nd bit of N2.

The result is the state (a32(0), a31(0), ..., a2(0), al(0)) of the
register N1 and the state (b32(0), b31(0), ..., bl1l(0)) of the
regi ster N2.

The 256 bits of the key are entered into the KDS. The contents of
eight 32-bit registers X0, X1, ..., X7 are:
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X0 = W2, W81, ..., W, W
X1 = W64, W63, ..., WB4, WB3
X7 = W56, W55, ..., W26, W25

The al gorithm for enciphering 64-bit blocks of plain text in the
el ectroni ¢ codebook node consists of 32 rounds.

In the first round, the initial value of register N1 is added nodul o
2732 in the adder CML to the contents of the register X0. Note: the
val ue of register Nl is unchanged.

The result of the addition is transformed in the substitution block
K, and the resulting vector is put into the register R where it is
cyclically shifted by 11 steps towards the top digit. The result of
this shift is added bitwi se nodulo 2 in the adder CM2 to the 32-bit
contents of the register N2. The result produced in CM is then
written into N1, and the old contents of N1 are witten in N2. Thus,
the first round ends.

The subsequent rounds are simlar to the first one:

- in the second round, the contents of X1 are read fromthe KDS

in the third round, the contents of X2 are read fromthe KDS, etc.;

in the 8th round, the contents of X7 are read fromthe KDS

in rounds 9 through 16 and 17 through 24, the contents of the KDS
are read in the sane order:

X0, X1, X2, X3, X4, X5, X6, XI.

in the last eight rounds fromthe 25th to the 32nd, the contents of
the KDS are read backwards

X7, X6, X5, X4, X3, X2, X1, XO.

Thus, during the 32 rounds of encryption, the foll owi ng order of
choosing the registers’ contents is inplenmented:

X0, X1, X2, X3, X4, X5, X6, X7, X0, X1, X2, X3, X4, X5, X6, X7,

X0, X1, X2, X3, X4, X5, X6, X7, X7, X6, X5, X4, X3, X2, X1, XO
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In the 32nd round, the result in the adder CM2 is witten into the
register N2, and the old contents of register Nl are unchanged.

After the 32nd round, the contents of the registers NL and N2 are an
encrypted data bl ock corresponding to a bl ock of plain text.

The equations for enciphering in the electronic codebook node are:

la(j) = (a(j-1) [+] X(j-1)(nmod 8))*K*R (+) b (j-1) ,
| j = 1..24;
Ib(j) = a(j-1)
la(j) = (a(j-1) [+] X(32-j))*K*R (+) b(j-1)
I j = 25..31; a32 = a31;
Ib(j) = a(j-1)
b(32) = (a(31) [+] XO0)*K*R (+) b(31) j =32
wher e:
a(0) = (a32(0), a31(0), ..., al(0)) constitutes the initial contents

of N1 before the first round of encryption;

b(0) = (b32(0), b31(0), ..., bl(0)) constitutes the initial contents
of N2 before the first round of encryption;

a(j) = (a32(j), a31(j), ..., al(j)) constitutes the contents of N1
after the j-th round of encryption;

b(j) = (b32(j), b31(j), ..., bl(j)) constitutes the contents of N2
after the j-th round of encryption, j = 1..32.

Ris the operation of cyclic shift towards the top digit by 11 steps,
as foll ows:

R(r32, r31, r30, r29, r28, r27, r26, r25, r24, r23, r22, r21
r20, ..., r2, rl) =

(r21, r20, ..., r2, r1, r32, r31, r30, r29, r28, r27, r26, r25,
r24, r23, r22)

The 64-bit block of ciphertext Tc is taken out of the registers N1
N2 in the foll owing order:

the first, second, ..., 32nd bit of the register N1, then the first,
second, ..., 32nd bit of the register N2, i.e.,
Tc = al(32), a2(32), ..., a32(32), bi(32), b2(32), ..., b32(32)).
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The remaining bl ocks of the plain text in electronic codebook node
are encrypted in the sanme fashion.

5.2. Decryption of the Ci phertext in the El ectronic Codebook Mde
The sane 256-bit key that was used for encryption is |oaded into the
KDS, the encrypted data to be deciphered is divided into 64-bit
bl ocks. The | oading of any binary information bl ock

Tc = (al(32), a2(32), ..., a32(32), bl(32), b2(32), ..., b32(32))
into the registers N1 and N2 is done in such a way that:

- the contents of al(32) are witten into the first bit of Nl

- the contents of a2(32) are witten into the second bit of Nl (and
SO on);

the contents of a32(32) are witten into the 32nd bit of N1

- the contents of bl(32) are witten into the first bit of N2 (and so
on);

- and the contents of b32(32) are witten into the 32nd bit of N2.
The decryption procedure uses the same algorithmas the encryption of
plain text, with one exception: the contents of the registers X0, XI,
., X7 are read fromthe KDS in the decryption rounds in the
foll owi ng order:
X0, X1, X2, X3, X4, X5, X6, X7, X7, X6, X5, X4, X3, X2, X1, X0,
X7, X6, X5, X4, X3, X2, X1, X0, X7, X6, X5, X4, X3, X2, X1, X0.

The decryption equations are:

|a(32-j) = (a(32-j+1) [+] X(j-1))*K*R (+) b(32-j+1)

| j =1..8;
[ b(32-1) = a(32-+1)

|a(32-j) = (a(32-j+1) [+] X(j-1)(nmod 8))*K*R (+) b(32-]+1)

| j = 9..31,
[b(32-1) = a(32-j +1)

|a(0) = a(1) |

| j =32.
| b(0) = (a(1l) [+] XO)*K*R (+) bl
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The fillings of the adders N1 and N2 after 32 working rounds are a
pl ain text bl ock.
Tp = (al(0), a2(0), ... , a32(0), bi(0), b2(0), ..., b32(0))
corresponding to the encrypted data bl ock

- the value of al(0) of the block Tp corresponds to the contents of
the first bit of NI,

the val ue of a2(0) corresponds to the contents of the second bit of
N1 (etc.);

the value of bl1l(0) corresponds to the contents of the first bit of
N2;

the val ue of b2(0) corresponds to the contents of the second bit of
N2 (etc.);

the val ue of b32(0) corresponds to the contents of 32nd bit of N2;
- the remaining bl ocks of encrypted data are decrypted simlarly.

The encryption algorithmin the el ectroni c codebook node of a 64-bit
block Tp is denoted by A, that is:

A(Tp) is A(a(0), b(0)) = (a(32), b(32)) = Tc.
6. The Counter Encryption Mde
6.1. Encryption of Plain Text in the Counter Encryption Mde
The plain text divided into 64-bit blocks Tp(1l), Tp(2), ..., Tp(M1),
Tp(M is encrypted in the counter encryption node by bitw se addition
modulo 2 in the adder Cvb with the running key Gc produced in 64-bit
bl ocks, that is:
G = (CGe(1), C(2), ..., G(M1), &(M)
where Mis defined by the size of the plain text being encrypted.
CGe(i) is the i-th 64-bit block where i=1..M the nunber of bits in a

bl ock Tp(M can be less than 64. |In this case, the unused part of
the running key block Gc(M is discarded.
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256 bits of the key are put into the KDS. The registers N1 and N2
accept a 64-bit binary sequence (an initialisation vector) S = (S1,
S2, ..., S64), that is, the initial filling of these registers for
subsequent generation of M bl ocks of the running key. The
initialisation vector is put into the registers N1 and N2 so:

the value of Sl is witten into the first bit of Nl

- the value of S2 is witten into the second bit of N1 (etc.);
- the value of S32 is witten into the 32nd bit of N1

- the value of S33 is witten into the first bit of N2;

- the value of S34 is witten into the 33th bit of N2 (etc.);
- the value of S64 is witten into the 32nd bit of N2.

The initial filling of the registers N1 and N2 (the initialisation
vector S) is encrypted in the el ectronic codebook node in accordance
with the requirenents fromsection 5.1. The result of that
encryption A(S) = (Y0, Z0) is rewitten into the 32-bit registers N3
and N4 so as the contents of N1 are witten into N3, and the contents
of N2 are witten into N4

The filling of the register Nd is added nodul o (2732-1) in the adder
CV4 to the 32-bit constant Cl fromthe register N6; the result is
witten into NA. The filling of the register N3 is added nodul o 2732
in the adder CM3 with the 32-bit constant C2 fromthe register N5;
the result is witten into N3.

The filling of N3 is copied into N1, and the filling of Nd is copied
into N2, while the fillings of N3 and N4 are kept.

The filling of N1 and N2 is encrypted in the el ectronic codebook node
according to the requirenments of section 5.1. The resulting
encrypted filling of NI and N2 is the first 64-bit block of the
runni ng key Gc(1l), this block is bitw se added nodulo 2 in the adder
Cvb with the first 64-bit block of the plain text:

Tp(l) = (t1(1), t2(1), ..., t63(1), t64(1)).
The result of this addition is a 64-bit bl ock of the encrypted data:

Tc(1l) = (taul(l), tau2(l), ..., tau63(1l), taub4(l)).
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The value of taul(l) of the block Tc(1l) is the result of the addition
of modulo 2 in the CVMb the value t1(1) of the block Tp(1l) to the
value of the first bit of Nl; the value of tau2(l) of the block Tc(1)
is the result of addition nmodulo 2 in the CVvb the value of t2(1) from
the block Tp(1l) to the value of the second bit of N1, etc.; the value
of tau64(1l) of the block Tc(1l) is the result of addition nodulo 2 in
the Cvb of the value t64(1) of the block Tp(1l) to the value of the
32nd bit of N2.

To get the next 64-bit block of the running key Gc(2), the filling of
N4 is added nodul o (2732-1) in the adder OV with the constant Cl
fromN6;, the filling of N3 is added nodulo 2732 in the adder CMB with

the constant C2 fromN5. The new filling of N3 is copied into Nl

the new filling of Nd is copied into N2; the fillings of N3 and N4
are kept.

The filling of N1 and N2 is encrypted in the el ectronic codebook node

according to the requirenments of section 5.1. The resulting
encrypted filling of NL and N2 is the second 64-bit bl ock of the
runni ng key Gc(2); this block is bitwi se added nodulo 2 in the adder
Cvb with the first 64-bit block of the plain text Tp(2). The
remai ni ng runni ng key blocks Gc(3), Ge(4), ..., &G(M are generated
and the plain text blocks Tp(3), Tp(4), ..., Tp(M are encrypted
simlarly. |If the length of the last Mth block of the plain text is
|l ess than 64 bits, then only the correspondi ng nunber of bits from
the last Mth block of the running key is used; remaining bits are

di scar ded

The initialisation vector S and the bl ocks of encrypted data Tc(1),
Tc(2), ..., Tc(M are transnmitted to the tel ecommunication channel or
to the computer nenory.

The encryption equation is:

Tec(i)

ACY[I-1] [+] @, Zz[i-1]) [+]" C1) (+) Tp(i)
Ge(i) (+) Tp(i) i=1..M

wher e:

Y[i] is the contents of the register N3 after encrypting the
i-th block of the plain text Tp(i);

Z(i) is the contents of the register Nd after encrypting the
i-th block of the plain text Tp(i);

(Y[O], Z[0]) = A(S).
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6.2. Decryption of Ciphertext in the Counter Encryption Mde

256 bits of the key that was used for encrypting the data Tp(1),

Tp(2), ..., Tp(M are put into the KDS. The initialisation vector S
is put into the registers N1 and N2 and, like in the section 6.1 M
bl ocks of the running key, CGc(1), Gc(2), ..., G(M are generated.
The encrypted data bl ocks Tc(1), Tc(2), ..., Tc(M are added bitw se
modulo 2 in the adder Cvb with the bl ocks of the running key, and
this results in the blocks of plain text Tp(1l), Tp(2), ..., Tp(M,

and Tp(M may contain |ess than 64 bit.

The decryption equation is:

Tp(i)

A (Y[i-1] [+] C2, Z[i-1] [+]’ C1) (+) Tc(i)
Ge(i) (+) Te(i) i =1..M

7. The G pher Feedback Mode
7.1. Encryption of Plain Text in the G pher Feedback Mdde

The plain text is divided into 64-bit blocks Tp(1l), Tp(2), ..., Tp(M
and encrypted in the cipher feedback node by bitwi se addition nodul o
2 in the adder CMb with the running key Gc generated in 64-bit

bl ocks, i.e., C(i)=(Cc(1l), CG(2), ..., &G(M), where Mis defined by

the length of the plain text, Go(i) is the i-th 64-bit block, i=1, M
The nunber of bits in the block Tp(M may be | ess than 64.

256 bits of the key are put into the KDS. The 64-bit initialisation
vector S = (S1, S2, ..., S64) is put into NI and N2 as described in
section 6. 1.

The initial filling of NL and N2 is encrypted in the electronic
codebook npde in accordance with the requirenents in section 6.1. |If
resulting encrypted filling N1 and N2 is the first 64-bit block of
the running key Gc(1)=A(S), then this block is added bitw se nodulo 2
with the first 64-bit block of plain text Tp(1l) = (t1(1), t2(1), ...,
t64(1)).

The result is a 64-bit block of encrypted data

Tc(l) = (taul(l), tau2(1l), ..., tau64(l)).
The bl ock of encrypted data Tc(1) is simultaneously the initial state
of N1 and N2 for generating the second bl ock of the running key Gc(2)

and is witten on feedback in these registers. Here:

- the value of taul(l) is witten into the first bit of Ni;
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- the value of tau2(1l) is witten into the second bit of N1, etc.;
- the value of tau32(1l) is witten into the 32nd bit of N1

- the value of tau33(1l) is witten into the first bit of NZ2;

- the value of tau34(1l) is witten into the second bit of N2, etc.;
- the value of tau64(1l) is witten into the 32nd bit of N2.

The filling of N1 and N2 is encrypted in the el ectronic codebook node
in accordance with the requirenents in the section 6.1. The
encrypted filling of N1 and N2 nmakes the second 64-bit bl ock of the
runni ng key Gc(2), this block is added bitw se nodulo 2 in the adder
CVb to the second block of the plain text Tp(2).

The generation of subsequent bl ocks of the running key Gc(i) and the
encryption of the correspondi ng bl ocks of the plain text Tp(i) (i =
3..M are perfornmed simlarly. |If the length of the |ast Mth bl ock
of the plain text is less than 64 bits, only the correspondi ng number
of bits of the Mth block of the running key Gc(M is used; remaining
bits are di scarded

The encryption equations in the cipher feedback node are:

| Te(1)

}Tc(i)

ACS) (+) Tp(1l) = Ge(1) (+) Tp(1)

A(Te(i-1)) (+) Tp(i) = Ge(i) + Tp(i), i =2..M

The initialisation vector S and the bl ocks of encrypted data Tc(1),
Tc(2), ..., Tc(M are transnmitted into the tel ecomruni cati on channe
or to the conputer nenory.

7.2. Decryption of Ci phertext in the G pher Feedback Mde
256 bits of the key used for the encryption of Tp(1l), Tp(2), ...,

Tp(M are put into the KDS. The initialisation vector Sis put into
N1 and N2 simlar to 6.1

The initial filling of NL and N2 (the initialisation vector S) is
encrypted in the el ectroni c codebook node in accordance with the
subsection 6.1. The encrypted filling of NI, N2 is the first block

of the running key Gec(1l) = A(S), this block is added bitw se nodulo 2
in the adder Cvb with the encrypted data bl ock Tc(1). This results
inthe first block of plain text Tp(1l).
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The bl ock of encrypted data Tc(1l) makes the initial filling of N1, N2
for generating the second bl ock of the running key Gc(2). The bl ock
Tc(1l) is witten in N1 and N2 in accordance with the requirenments in
the subsection 6.1, the resulted block Gc(2) is added bitw se nodul o
2 in the adder CVb to the second bl ock of the encrypted data Tc(2).
This results in the block of plain text Tc(2).

Simlarly, the blocks of encrypted data Tc(2), Tc(3), ..., Tc(M1)
are witten in N1, N2 successively, and the bl ocks of the running key
Ge(3), Ge(4), ..., &G(M are generated out of themin the electronic

codebook nbde. The bl ocks of the running key are added bitw se
modulo 2 in the adder Cvb to the bl ocks of the encrypted data Tc(3),
Tc(4), ..., Tc(M, this results in the blocks of plain text Tp(3),
Tp(4), ..., Tp(M; here, the nunmber of bits in the |ast bl ock of the
plain text Tp(M can be less than 64 bit.

The decryption equations in the cipher feedback node are:

I Tp(1)

| Tp(1)

8. Message Authentication Code (MAC) Generation Mde

ACS) (+) Te(l) = Ge(1) (+) Te(l)

A(Tc(i-1)) (+) Tc(i) = Ge(i) (+) Te(i), i=2..M

To provide the protection fromfalsification of plain text consisting
of M64-bit blocks Tp(1l), Tp(2), ..., Tp(M, M>= 2, an additiona

| -bit block is generated (the nessage authentication code I(1)). The
process of MAC generation is the sane for all the

encryption/ decrypti on nodes.

- The first block of plain text:

Tp(1) = (t1(1), t1(2), ..., t64(1)) = (al(1)[0], a2(1)[0], ...,
a32(1)[0], bl(1)[0], b2(1)[0], ..., b32(1)[0])

is witten to the registers N1 and N2;

the value of t1(1) al(1)[0] is witten into the first bit of N1

- the value of t2(1)
etc.;

a2(1)[0] is witten into the second bit of N1

- the value of t32(1)

a32(1)[0] is witten into the 32nd bit of N1

- the value of t33(1)
etc.;

b1(1)[0] is witten into the first bit of N2,

- the value of t64(1)

b32(1)[0] is witten into the 32nd bit of N2.
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The filling of N1 and N2 is transformed in accordance with the first
16 rounds of the encryption algorithmin the electronic codebook node
(see the subsection 6.1). |In the KDS, there exists the sanme key that

is used for encrypting the blocks of plain text Tp(1), Tp(2), ...,
Tp(M in the correspondi ng bl ocks of encrypted data Tc(1), Tc(2),

., Tc(M.
The filling of N1 and N2 after the 16 working rounds, |ooking |ike
(al(1)[16], a2(1)[16], ..., a32(1)[16], bl(1)[16], b2(1)[16], ...,

b32(1)[16]), is added in CVb nodulo 2 to the second block Tp(2) =
(t1(2), t2(2), ..., t64(2)).

The result of this addition

(al(1)[16] (+)t1(2), a2(1)[16](+)t2(2), ..., a32(1)[16](+)t32(2),
b1(1)[16] (+)t33(2), b2(1)[16](+)t34(2), ..., b32(1)[16](+)t64(2))
(al(2)[0], a2(2)[0] ..., a32(2)[0], bi(2)[0], b2(2)[0], ...,

b32(2)[0])

is witten into NL and N2 and is transformed in accordance with the
first 16 rounds of the encryption algorithmin the electronic
codebook node.

The resulting filling of N1 and N2 is added in the CVb nmodulo 2 with
the third block Tp(3), etc., the last block Tp(M = (t1(M, t2(M,

., t64(M), padded if necessary to a conplete 64-bit block by
zeros, is added in CMb nodulo 2 with the filling N1, N2 (al(M1)[16],
a2(mM1)[16], ..., a32(mM1)[16], bi(M1)[16], b2(M1)[16], ...,
b32(M 1)[16]).

The result of the addition

(al(M1)[16](+)t1(M, a2(M1)[16](Ht2(M, ..., a32(M1)[16](+)
t32(M, bl(M1)[16](+)t33(M, b2(M1)[16](+)t34(M, ...,
b32( M 1)[16] (+)t 64(M)

(al(M[O], a2(M[O] ..., a32(M[O], bl(M[O], b2(M[O], ...,
b32(M [0])

is witten into NI, N2 and encrypted in the el ectroni c codebook node
after the first 16 rounds of the algorithms work. Qut of the
resulting filling of the registers NI and N2:
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10.

(al(M[16], a2(M[16] ..., a32(M[16], bl(M[16], b2(M[16], ...,
b32(M [ 16])

an | -bit string I(l) (the MAC) is chosen:
I(l) =[a(32-1+1)(M[16], a(32-1+2)(M[16], ..., a32(M[16]].

The MAC I (1) is transmitted through the tel econmuni cati on channel or
to the computer nenory attached to the end of the encrypted data,
i.e., Tc(1l), Tc(2), ..., Tc(M, I(I).

The encrypted data Tc(1l), Tc(2), ..., Tc(M, when arriving, are
decrypted, out of the resulting plain text blocks Tp(1), Tp(2), ...,
Tp(M. The MAC I’ (l) is generated as described in the subsection 5.3
and conpared with the MAC I (1) received together with the encrypted
data fromthe tel ecomruni cati on channel or fromthe conputer nenory.
If the MACs are not equal, the resulting plain text blocks Tp(1),
Tp(2), ..., Tp(M are considered fal se.

The MAC I (1) (I'(l)) can be generated either before encryption (after
decryption, respectively) of the whole nmessage or sinultaneously with
the encryption (decryption) in blocks. The first plain text blocks,
used in the MAC generation, can contain service information (the
address section, a time mark, the initialisation vector, etc.) and
they may be unencrypt ed.

The paraneter | value (the bit length of the MAC) is defined by the
actual cryptographic requirenments, while considering that the
possibility of inposing false data is 2”-1.

Security Considerations
This entire docunment is about security considerations.
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Appendi x A, Values of the Constants Cl and C2
The constant Cl is:
The bit of N6 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18

The bit val ue 0 0 000 O 0O 1 0 OO0 0 00O

The bit of N6 17 16 15 14 13 12 11 10 98 76 54 3 2 1

The bit val ue 1 00 0 0O OOO 10000O0O1IO00O0
The constant C2 is:

The bit of N6 32 31 30 29 28 27 26 25 24 23 22 21 20 19 18

The bit val ue 0 0 0 0O0O O O 1 0 00 0 00O

The bit of N6 17 16 15 14 13 12 11 1098 76 54 3 2 1

The bit val ue 1 00 0 0 0O OO 10000OO0CO0O01
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