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Abstract

There has been significant recent work in increasing the capabilities
of Ethernet switches and Ethernet forwarding nodels. As a
consequence, the role of Ethernet is rapidly expanding into
"transport networks" that previously were the domain of other
technol ogi es such as Synchronous Optical Network (SONET) /
Synchronous Digital H erarchy (SDH), Time-Di vision Miltiplexing
(TDM, and Asynchronous Transfer Mbdde (ATM. This docunent defines
an architecture and framework for a Generalized- MPLS-based contro
pl ane for Ethernet in this "transport network" capacity. GWLS has
al ready been specified for simlar technologies. Some additiona
extensions to the GWLS control plane are needed, and this docunent
provides a framework for these extensions.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc5828
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1.

I nt roducti on

There has been significant recent work in increasing the capabilities
of Ethernet switches. As a consequence, the role of Ethernet is

rapi dly expanding into "transport networks" that previously were the
domai n of other technol ogi es such as SONET/ SDH, TDM and ATM The
evol ution and devel opnment of Ethernet capabilities in these areas is
a very active and ongoi ng process.

Mul tipl e organi zati ons have been active in extendi ng Ethernet
technol ogy to support transport networks. This activity has taken
place in the Institute of Electrical and El ectroni cs Engi neers (| EEE)
802.1 Working Group, the International Tel ecomruni cation Union -

Tel ecommuni cati on Standardi zati on Sector (I TU-T) and the Metro

Et hernet Forum (MEF). These groups have been focusing on Ethernet
forwardi ng, Ethernet nmanagenent plane extensions, and the Ethernet
Spanni ng Tree Control Plane, but not on an explicitly routed,
constraint-based control plane.

In the forwardi ng-pl ane context, extensions have been, or are being,
defined to support different transport Ethernet forwardi ng nodels,
protection nodes, and service interfaces. Exanples of such

ext ensions include [802.1ah], [802.1Qay], [G 8011], and [ MEF. 6].
These extensions allow for greater flexibility in the Ethernet
forwardi ng plane and, in sone cases, the extensions allow for a
departure from forwardi ng based on a spanning tree. For exanple, in
the [802. 1ah] case, greater flexibility in forwarding is achieved
through the addition of a "provider" address space. [802.1Qay]
supports the use of provisioning systens and network contro
protocols that explicitly select traffic-engineered paths.

Thi s docunent provides a framework for GVPLS Et hernet Label Switching
(CGELS). CGELS will likely require nmore than one switching type to
support the different nodels, and as the GWLS procedures that will
need to be extended are dependent on switching type, these will be
covered in the technol ogy-specific docunents.

In the provider bridge nodel devel oped in the | EEE 802. 1ad proj ect
and anended to the | EEE 802. 1Q standard [802. 1, an extra Virtua
Local Area Network (VLAN) identifier (VID) is added. This VIDIis
referred to as the Service VID (S-VID) and is carried in a Service
TAG (S-TAG . In Provider Backbone Bridges (PBBs) [802.1lah], a
Backbone VID (B-VID) and B-MAC header with a service instance (I-TAG
encapsul ate a custoner Ethernet frane or a service Ethernet frane.

In the | EEE 802. 1Q standard, the terns Provi der Backbone Bri dges
(PBBs) and Provider Backbone Bridged Network (PBBN) are used in the
context of these extensions.
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An exanpl e of Ethernet protection extensions can be found in

[ G 8031]. Ethernet operations, adm nistration, and mai ntenance (QAM
is another inportant area that is being extended to enabl e provider
Et hernet services. Related extensions can be found in [802.1lag] and
[VY.1731].

An Et hernet-based service nodel is being defined within the context
of the MEF and ITU-T. [MEF.6] and [ G 8011] provide parallel
framewor ks for defining network-oriented characteristics of Ethernet
services in transport networks. These framework docunents di scuss
general Ethernet connection characteristics, Ethernet User-Network
Interfaces (UNIs), and Ethernet Network-Network Interfaces (NNI's).
[G 8011.1] defines the Ethernet Private Line (EPL) service, and

[ G 8011.2] defines the Ethernet Virtual Private Line (EVPL) service.
[ MEF. 6] covers both service types. These activities are consistent
with the types of Ethernet switching defined in [802. 1lah].

The Et hernet forwarding-plane and managenent - pl ane extensions al |l ow
for the disabling of standard Spanning Tree Protocols but do not
define an explicitly routed, constraint-based control plane. For
exanpl e, [802.1Qay] is an anendment to | EEE 802.1Q that explicitly
allows for traffic engineering of Ethernet forwarding paths.

The | ETF s GWLS work provides a common control plane for different
dat a- pl ane technol ogies for Internet and tel ecomunication service
providers. The GWLS architecture is specified in RFC 3945

[ RFC3945]. The protocols specified for GWLS can be used to contro
"Transport Network" technologies, e.g., optical and TDM net wor ks
GWPLS can al so be used for packet and Layer 2 Switching (frame/cell-
based networks).

Thi s docunent provides a framework for the use of GWLS to control
"transport” Ethernet Label Sw tched Paths (Eth-LSPs). Transport

Et hernet adds new constraints that require it to be distinguished
fromthe previously specified technol ogies for GWLS. Sone
addi ti onal extensions to the GWLS control plane are needed, and this
docunent provides a framework for these extensions. Al extensions
to support Eth-LSPs will build on the GWLS architecture and rel ated
speci fications.

Thi s docunent introduces and explains GWLS control plane use for
transport Ethernet and the concept of the Eth-LSP. The dat a-pl ane
aspects of Eth-LSPs are outside the scope of this document and | ETF
activities.

The intent of this docunent is to reuse and be aligned with as nuch

of the GWLS protocols as possible. For exanple, reusing the IP
control - pl ane addressing all ows existing signaling, routing, Link
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Managenment Protocol (LMP), and path conputation to be used as
specified. The GVWLS protocols support hierarchical LSPs as well as
contiguous LSPs. Al so, GWLS protocol mechani sms support a variety
of network reference points fromUNIs to NNIs. Additions to existing
GWPLS capabilities will only be made to accommpdat e features uni que
to transport Ethernet.

1.1. Term nol ogy

1.1.1. Concepts
The foll owing are basic Ethernet and GWLS terns:
0 Asymmetric Bandw dth

This termrefers to a property of a bidirectional service instance
that has differing bandwi dth allocation in each direction

o Bidirectional congruent LSP
This termrefers to the property of a bidirectional LSP that uses
only the sane nodes, ports, and links in both directions. Ethernet
data planes are nornally bidirectional congruent (sonetines known
as reverse path congruent).

o Contiguous Eth-LSP
A contiguous Eth-LSP is an end-to-end Eth-LSP that is formed from
mul tiple Eth-LSPs, each of which is operating within a VLAN and is
mapped one-to-one at the VLAN boundaries. Stitched LSPs form
conti guous LSPs.

o Eth-LSP

This termrefers to Ethernet Label Switched Paths that nmay be
controlled via GWLS

o Hi erarchical Eth-LSP
Hi erarchical Eth-LSPs create a hierarchy of Eth-LSPs.

o I n-band GWLS signaling
I n-band GWLS signaling is conposed of |P-based control messages
that are sent on the native Ethernet |inks encapsul ated by a

singl e-hop Ethernet header. Logical links that use a dedicated VID
on the sane physical |inks would be considered in-band signaling.
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o Qut-of-band GVWLS signaling

Qut - of -band GWPLS signaling is conposed of |P-based control
messages that are sent between Ethernet switches over |inks other
than the Iinks used by the Ethernet data plane. CQut-of-band
signaling typically shares a different fate fromthe data |inks.

o0 Point-to-point (P2P) Traffic Engineering (TE) service instance

A TE service instance made up of a single bidirectional P2P or two
P2P uni directional Eth-LSPs.

0 Point-to-multipoint (P2MP) Traffic Engineering (TE) service
i nstance

A TE service instance supported by a set of LSPs that conprises one
P2MP LSP froma root to n |eaves, plus a bidirectional congruent
poi nt-to-point (P2P) LSP fromeach of the | eaves to the root.

o Shared forwarding

Shared forwarding is a property of a data path where a single
forwarding entry (VID + Destination MAC address) nay be used for
franmes fromnultiple sources (Source MAC addresses). Shared
forwardi ng does not change any data-pl ane behavior. Shared
forwardi ng saves forwardi ng database (FDB) entries only. Shared
forwarding offers simlar benefits to merging in the data pl ane.
However, in shared forwarding, the Ethernet data packets are
unchanged. Wth shared forwardi ng, dedicated control -plane states
for all Eth-LSPs are numintained regardl ess of shared forwarding
entries.

1.1.2. Abbreviations and Acronyns

The foll owi ng abbreviati ons and acronyns are used in this docunent:

ccm Continuity Check Message

CFM Connectivity Fault Managenent

DVAC Destinati on MAC Address

Et h- LSP Et hernet Label Switched Path

|-SID Backbone Service ldentifier carried in the I-TAG

I - TAG A Backbone Service Instance TAG defined in the
| EEE 802. 1ah Standard [802. lah]

LMP Li nk Management Prot ocol

MAC Medi a Access Contr ol

VP2 MP Mul tipoint to nultipoint

NVS Net wor k Managenent System

OAM Operations, Administration, and Mii ntenance

Fedyk, et al.
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PBB Provi der Backbone Bridges [802. lah]

PBB- TE Provi der Backbone Bridges Traffic Engi neering
[ 802. 1Qay]

P2P Poi nt to Point

P2\VP Point to Miltipoint

QS Quality of Service

SVAC Sour ce MAC Address

S-TAG A Service TAG defined in the | EEE 802.1 Standard
[802. 1Q

TE Traffic Engi neering

TAG An Ethernet short formfor a TAG Header

TAG Header An extension to an Ethernet frame carrying
priority and other information

TSpec Traffic specification
VI D VLAN I dentifier
VLAN Virtual LAN

2. Background

Thi s section provides background to the types of switching and
services that are supported within the defined framework. The former
is particularly inportant as it identifies the switching functions
that GWLS will need to represent and control. The intent is for
this docunent to allow for all standard fornms of Ethernet swtching
and servi ces.

The material presented in this section is based on both finished and

ongoi ng work taking place in the | EEE 802.1 Wrking Goup, the ITU-T,
and the MEF. This section references and, to sone degree, summarizes
that work. This section is not a replacenent for or an authoritative
description of that work.

2.1. FEthernet Sw tching

In Ethernet switching term nology, the bridge relay is responsible
for forwarding and replicating the frames. Bridge relays forward
frames based on the Ethernet header fields: Virtual Local Area
Network (VLAN) Identifiers (VIDs) and Destination Media Access
Control (DMAC) address. PBB [802.1ah] has al so introduced a Service
Instance tag (1-TAG. Across all the Ethernet extensions (already
referenced in the Introduction), nmultiple forwarding functions, or
service interfaces, have been defined using the conbinati on of VI Ds,
DMACs, and |-TAGs. PBB [802.1ah] provides a breakdown of the
different types of Ethernet switching services. Figure 1 reproduces
this breakdown.
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PBB Net wor k
Servi ce Types
_11_, | ,".._

LR} (3R}
. ..

Port based S-tagged I -t agged

one-t o-one bundl ed

many-t o- one all -to-one

Tr anspar ent
Figure 1: Ethernet Switching Service Types

The switching types are defined in Cause 25 of [802.1ah]. While not
specifically described in [802.1ah], the Ethernet services being
defined in the context of [MEF.6] and [ G 8011] also fall into the
types defined in Figure 1 (with the exception of the newy defined
| -tagged service type).
[ 802. 1ah] defines a new | -tagged service type but does not
specifically define the Ethernet services being defined in the
context of [MEF.6] and [G 8011], which are also illustrated in Figure
1.
To sumari ze the definitions:
o Port based

This is a frame-based service that supports specific frane types;
no Service VLAN taggi ng or MAC- addr ess-based swi tching.

0 S-tagged
There are nmultiple S-TAG aware services, including:
+ one-to-one

In this service, each VLAN identifier (VID) is napped into a
different service
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+ bundl ed

Bundl ed S-tagged service supports the mapping of multiple VIDs
into a single service and i ncl udes:

* many-to-one

In this frame-based service, nultiple VIDs are mapped into the
sanme service

* all-to-one

In this frame-based service, all VIDs are mapped into the sane
servi ce.

- transparent

This is a special case, all frames are mapped froma single
incoming port to a single destination Ethernet port.

o | -tagged

The edge of a PBBN consists of a conbi ned backbone rel ay
(B-component relay) and service instance relay (I|-conmponent relay).
An | -TAG contains a service identifier (24-bit [-SID) and priority
mar ki ngs as well as some other fields. An I-tagged service is
typically between the edges of the PBBN and term nated at each edge
on an |-conponent that faces a custoner port so the service is
often not visible except at the edges. However, since the

| -conponent relay involves a distinct relay, it is possible to have
a visible |I-tagged Service by separating the |-conponent relay from
the B-conponent relay. Two exanples where it makes sense to do
this are an | -tagged service between two PBBNs and as an attachnent
to a customer’s Provider Instance Port.

In general, the different switching types determ ne which of the

Et hernet header fields are used in the forwardi ng/sw tching function,
e.g., VIDonly or VID and DMACs. The switching type nay al so require
the use of additional Ethernet headers or fields. Services defined
for UNls tend to use the headers for requesting service (service
delinmter) and are rel evant between the custoner site and network
edge.

In nost bridging cases, the header fields cannot be changed, but sone

translations of VID field values are permtted, typically at the
net wor k edges.

Fedyk, et al. I nf or mat i onal [ Page 9]



RFC 5828 GWPLS Et hernet LS Architecture March 2010

Across all service types, the Ethernet data plane is bidirectional
congruent. This neans that the forward and reverse paths share the
exact sanme set of nodes, ports, and bidirectional links. This
property is fundanental. The 802.1 group has maintained this

bi directional congruent property in the definition of Connectivity
Faul t Managerment (CFM, which is part of the overall OAM capability.

2.2. (Qperations, Adm nistration, and Mi ntenance (OQAM

Robust ness is enhanced with the addition of data-plane OAMto provide
both fault and perfornmance nmanagenent.

Et hernet OAM nessages ([802.1ag] and [Y.1731]) rely on data-pl ane
forwarding for both directions. Determning a broken path or

m sdirected packet in this case relies on QAM fol | owi ng the Eth-LSP.
These OAM nessage identifiers are dependent on the data plane, so
they work equally well for provisioned or GWLS-control | ed pat hs.

Et hernet OAM currently consists of:

Defined in both [802.1ag] and [Y.1731]:

- CCMRDI: Continuity Check Message / Renpte Defect Indication
- LBMLBR:  Loopback Message/ Reply

- LTMLTR  Link Trace Message/ Reply

- VSM VSR Vendor - Speci fi c Message/ Reply

Additionally defined in [Y.1731]:

- AlS Al arm | ndi cation Signal

- LCK: Locked Si gnal

- TST: Test

- LMMLMR  Loss Measurenent Message/ Reply
- DM Del ay Measur enent

- DVW DVR:  Del ay Measurenent Message/ Reply

- EXM EXR: Experinental Message/ Reply

- APS, MCC. Automatic Protection Sw tching, Mintenance
Comuni cati on Channel

These functions are supported across all the standardi zed Et h-LSP
formats.

2.3. FEthernet Switching Characteristics
Ethernet is simlar to MPLS as it encapsul ates different packet and
frane types for data transm ssion. |In Ethernet, the encapsul ated

data is referred to as MAC client data. The encapsulation is an
Et hernet MAC franme with a header, a source address, a destination
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address, and an optional VLAN identifier, type, and length on the
front of the MAC client data with optional padding and a Frame Check
Sequence at the end of the frane.

The type of MAC client data is typically identified by an "Ethertype"
value. This is an explicit type indication, but Ethernet also
supports an inplicit type indication

Et hernet bridging switches based on a frane’s destinati on MAC address
and VLAN. The VLAN identifies a virtual active set of bridges and
LANs. The address is assuned to be unique and invariant within the
VLAN. MAC addresses are often globally unique, but this is not
necessary for bridging.

3. Fr amewor k

As defined in the GWLS architecture [ RFC3945], the GWLS contro

pl ane can be applied to a technology by controlling the data-pl ane
and switching characteristics of that technol ogy. The GWLS
architecture, per [RFC3945], allowed for control of Ethernet bridges
and ot her Layer 2 technol ogies using the Layer-2 Switch Capabl e
(L2SC) switching type. But, the control of Ethernet swi tching was
not explicitly defined in [ RFC3471], [RFC4202], or any ot her
subsequent GVPLS reference docunent.

The GWPLS architecture includes a clear separation between a contro
pl ane and a data plane. Control plane and data pl ane separation

all ows the GWPLS control plane to remain architecturally and
functionally unchanged while controlling different technol ogies. The
architecture also requires I P connectivity for the control plane to
exchange information, but does not otherw se require an | P data

pl ane.

Al'l aspects of GWLS, i.e., addressing, signaling, routing and |ink
managenent, nmay be applied to Ethernet switching. GWLS can provide
control for traffic-engineered and protected Ethernet service paths.
Thi s docunment defines the term"Eth-LSP" to refer to Ethernet service
paths that are controlled via GWLS. As is the case with all GWLS
controll ed services, Eth-LSPs can | everage common traffic engineering
attributes such as:

- bandwi dth profile;

- forwarding priority level;

- connection preenption characteristics;

- protection/resiliency capability;

- routing policy, such as an explicit route;
- bidirectional service;
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- end-to-end and segment protection;
- hierarchy

The bandwi dth profile nmay be used to set the commtted infornmation
rate, peak information rate, and policies based on either under-
subscription or over-subscription. Services covered by this
framework will use a TSpec that follows the Ethernet Traffic
paraneters defined in [ ETH TSPEC] .

In applying GWLS to "transport" Ethernet, GWLS will need to be
extended to work with the Ethernet data plane and switching
functions. The definition of GWLS support for Ethernet is
mul tifaceted due to the different forwarding/swtching functions

inherent in the different service types discussed in Section 2.1. In
general, the header fields used in the forwardi ng/sw tching function,
e.g., VID and DMAC, can be characterized as a data-plane label. In

sonme circunstances, these fields will be constant along the path of
the Eth-LSP, and in others they nmay vary hop-by-hop or at certain
interfaces only along the path. |In the case where the "l abel s" nust
be forwarded unchanged, there are a few constraints on the | abel

all ocation that are simlar to some other technol ogi es such as | anbda
| abel s.

The characteristics of the "transport" Ethernet data plane are not
nmodified in order to apply GWLS control. For exanple, consider the
| EEE 802.1Q [802.1Q data plane: The VIDis used as a "filter"
pointing to a particular forwarding table, and if the DVAC i s found
in that forwarding table, the forwardi ng decision is made based on
the DMAC. Wen forwardi ng using a spanning tree, if the DMAC i s not
found, the franme is broadcast over all outgoing interfaces for which
that VIDis defined. This valid MAC checking and broadcast supports
Et hernet learning. A special case is when a VIDis defined for only
two ports on one bridge, effectively resulting in a P2P forwarding
constraint. In this case, all frames that are tagged with that VID
and received over one of these ports are forwarded over the other
port w thout address | earning.

[802. 1Qay] allows for turning off |earning and hence the broadcast
mechani smthat provides nmeans to create explicitly routed Ethernet
connecti ons.

Thi s docunent does not define any specific format for an Eth-LSP

|l abel. Rather, it is expected that service-specific docunents wll
define any signaling and routing extensions needed to support a
specific Ethernet service. Depending on the requirenments of a
service, it may be necessary to define nmultiple GWLS protocol
extensions and procedures. It is expected that all such extensions
will be consistent with this docunent.
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It is expected that a key requirement for service-specific docunents
will be to describe |label formats and encodings. It may al so be
necessary to provide a nechanismto identify the required Ethernet
service type in signaling and a way to advertise the capabilities of
Et hernet switches in the routing protocols. These nmechani sms nust
make it possible to distinguish between requests for different

par adi gns i ncludi ng new, future, and existing paradigns.

The Switching Type and Interface Switching Capability Descriptor
share a common set of values and are defined in [ RFC3945], [RFC3471],
and [ RFC4202] as indicators of the type of switching that shoul d

([ RFC3471]) and can ([ RFC4202]) be perforned on a particular link for
an LSP. The L2SC switching type may al ready be used by

i mpl ement ati ons perform ng Layer 2 Switching including Ethernet. As
such, and to allow the continued use of that switching type and those
i npl ementations, and to distinguish the different Ethernet sw tching
par adi gns, a new switching type needs to be defined for each new

Et hernet switching paradigmthat is supported.

For di scussion purposes, we decomnpose the problem of applying GWLS

into the functions of routing, signaling, |link managenment, and path
selection. It is possible to use sone functions of GVWPLS alone or in
partial conbinations. 1In nobst cases, using all functions of GWLS

| eads to | ess operational overhead than partial conbinations.
4. QGWLS Routing and Addressi ng Mdel

The GWPLS routing and addressing nodel is not nodified by this
docunent. QGWPLS control for Eth-LSPs uses the routing and addressing
nmodel described in [RFC3945]. Most notably, this includes the use of
| P addresses to identify interfaces and LSP end-points. It also

i ncl udes support for both nunbered and unnunbered interfaces.

In the case where another address famly or type of identifier is
required to support an Ethernet service, extensions may be defined to
provide mapping to an | P address. Support of Eth-LSPs is expected to
strictly conply to the GWLS protocol suite addressing as specified
in [RFC3471], [RFC3473], and rel ated docunents.

4.1. GQGWPLS Routing

GWPLS routing as defined in [ RFC4202] uses IP routing protocols with
opaque TLV extensions for the purpose of distributing GWLS-rel ated
TE (router and link) information. As is always the case with GWLS,
TE information i s popul ated based on resource infornmation obtained
fromLWP or fromconfigured information. The bandw dth resources of
the links are tracked as Eth-LSPs are set up. Interfaces supporting
the switching of Eth-LSPs are identified using the appropriate
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Interface Switching Capabilities (1SC) Descriptor. As nentioned in
Section 3, the definition of one or nore new | SCs to support Eth-LSPs
is expected. Again, the L2SC I SCs will not be used to represent

i nterfaces capabl e of supporting Eth-LSPs defined by this docunent
and subsequent docunents in support of the transport Ethernet
switching paradigms. In addition, |1SCspecific TE information may be
defined as needed to support the requirenents of a specific Ethernet
Swi t chi ng Service Type.

GWLS routing is an optional functionality but it is highly val uable
in maintaining topology and distributing the TE database for path
managenment and dynami ¢ path conputation

4.2. Control Plane Network

In order for a GWLS control plane to operate, an |IP connectivity
network of sufficient capacity to handle the information exchange of
the GWLS routing and signaling protocols is necessary.

One way to inplement this is with an | P-routed network supported by
an | GP that views each switch as a terminated | P adjacency. In other
words, IP traffic and a sinple routing table are available for the
control plane, but there is no requirenent for a high-performance IP
data plane, or for forwarding user traffic over this |IP network.

This | P connectivity can be provided as a separate independent
network (out-of-band) or integrated with the Ethernet swtches (in-
band) .

5. GWLS Signaling

GWPLS signaling ([ RFC3471] and [RFC3473]) is well suited to the
control of Eth-LSPs and Et hernet switches. Signaling provides the
ability to dynamcally establish a path froman ingress node to an
egress node. The signaled path may be conpletely static and not
change for the duration of its lifetinme. However, signaling also has
the capability to dynamically adjust the path in a coordinated
fashion after the path has been established. The range of signaling
options fromstatic to dynam c are under operator control

St andardi zed signaling also inproves multi-vendor interoperability.

GWPLS signaling supports the establishnent and control of

bi directional and unidirectional data paths. Ethernet is

bi directional by nature and CFM has been built to | everage this.
Prior to CFM the emul ation of a physical wire and the | earning
requi renents al so mandat ed bidirectional connections. Gven this,
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Et h-LSPs need to be bidirectional congruent. Eth-LSPs nmay be either
P2P or P2MP (see [RFC4875]). GQGWPLS signaling also allows for ful
and partial LSP protection; see [ RFC4872] and [ RFC4873].

Not e that standard GWPLS does not support different bandwi dth in each
direction of a bidirectional LSP. [RFC5467], an Experinmental
docunent, provides procedures if asymetric bandw dth bidirectiona
LSPs are required.

6. Link Managenent

Li nk di scovery has been specified for links interconnecting |EEE
802.1 bridges in [802.1AB]. The benefits of running link discovery
in large systenms are significant. Link discovery may reduce
configuration and reduce the possibility of undetected errors in
configuration as well as exposing msconnections. However, the

802. 1AB capability is an optional feature, so it is not necessarily
operating before a link is operational, and it primarily supports the
managenment pl ane.

In the GWLS context, LMP [ RFC4204] has been defined to support GWPLS
control -plane |ink managenent and di scovery features. LM also
supports the autonmated creati on of unnunbered interfaces for the

control plane. |If LMP is not used, there is an additiona
configuration requirement for GWLS link identifiers. For |arge-
scal e inmplenentations, LMP is beneficial. LM also has optiona

fault management capabilities, primarily for opaque and transparent
network technology. Wth IEEE's newer CFM [802. 1lag] and ITU- T s
capabilities [Y.1731], this optional capability may not be needed.

It is the goal of the GWLS Ethernet architecture to allow the

sel ection of the best tool set for the user needs. The ful
functionality of Ethernet CFM should be supported when using a GWLS
control plane.

LMP and 802. 1AB are relatively independent. The LMP capability
shoul d be sufficient to renove the need for 802.1AB, but 802.1 AB can
be run in parallel or independently if desired. Figure 2 provides
possi bl e ways of using LMP, 802.1AB, and 802.1ag in conbination

Figure 2 illustrates the functional relationship of |ink managenent
and OAM schenmes. It is expected that LMP woul d be used for control -
pl ane functions of link property correlation, but that Ethernet
mechani sms for OAM such as CFM link trace, etc., would be used for
dat a- pl ane fault nanagenment and fault trace.
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oo + oo +
|+ --------- +| |+ --------- +|
| | | | | | | | GWLS
| | LM | -] <------ > -] LM | |Link Property
| | | | | | | | Correlation
| | (opt) | |GWLS | | (opt) | | _
| | || | | | | Bundling
|+ --------- +| |+ --------- +|
|+ --------- +| |+ --------- +|
| | | | | | | |
| | 802.1AB |-|<------ > -| 802.1AB | | P2P
| | (opt) | |Ethernet| | (opt) | |link identifiers
| | || | | ||
|+ --------- +| |+ --------- +|
|+ --------- +| |+ --------- +|
| | | | | | | | End-to-End
————— |-| 802.1ag |-|<------>|-| 802.1lag |-|-------
| | Y.1731 | |Ethernet| | Y.1731 | |Fault Managenent
| | (opt) | | | | (opt) | |Performance
| | [ | | | | | Managenent
|+ --------- +| |+ --------- +|
S + S +
Switch 1 i nk Switch 2

Fi gure 2: Logical Link Managenment Options
7. Path Conputation and Sel ection

GWPLS does not identify a specific nethod for selecting paths or
supporting path conputation. GWLS allows for a w de range of
possibilities to be supported, fromvery sinple path conputation to
very el aborate path coordinati on where a | arge nunber of coordi nated
paths are required. Path conputation can take the form of paths
bei ng conputed in a fully distributed fashi on, on a nmanagenent
station with local conmputation for rerouting, or on nore

sophi sticated path conputation servers

Et h-LSPs may be supported using any path sel ection or conputation
mechanism As is the case with any GWLS path sel ection function,
and common to all path selection nmechanisns, the path selection
process should take into consideration Switching Capabilities and
Encodi ng advertised for a particular interface. Eth-LSPs may al so
make use of the energing path conputation el emrent and sel ecti on work;
see [ RFC4655].
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8. Miltiple VLANs

Thi s docunent allows for the support of the signaling of Ethernet
paraneters across multiple VLANs supporting both contiguous Eth-LSP
and Hi erarchical Ethernet LSPs. The intention is to reuse GWLS
hi erarchy for the support of peer-to-peer nodels, UNI's, and NN s.

9. Security Considerations

A GWLS-controlled "transport" Ethernet system shoul d assune that
users and devices attached to UNIs may behave naliciously,
negligently, or incorrectly. Intra-provider control traffic is
trusted to not be malicious. |In general, these requirenments are no
different fromthe security requirenents for operating any GWLS
network. Access to the trusted network will only occur through the
protocols defined for the UNI or NNI or through protected nmanagenent
i nterfaces.

When in-band GWPLS signaling is used for the control plane, the
security of the control plane and the data plane may affect each
other. \When out-of-band GWLS signaling is used for the contro

pl ane, the data-plane security is decoupled fromthe control plane,
and therefore the security of the data plane has | ess inpact on
overal | security.

VWhere GWLS is applied to the control of VLAN only, the conmonly
known techniques for mtigation of Ethernet denial-of-service attacks
may be required on UNI ports.

For a nore conprehensive discussion on GWLS security please see the
MPLS and GWPLS Security Framework [SECURITY]. Cryptography can be
used to protect against many attacks described in [SECURITY]. One
option for protecting "transport” Ethernet is the use of 802. 1AE
Medi a Access Control Security [802.1AE], which provides encryption
and authentication. It is expected that solution docunents wll
include a full analysis of the security issues that any protoco

ext ensi ons introduce.
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