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Abst r act

This meno defines a Managenent |nformation Base (M B) nodul e for use
wi th network managenent protocols in the Internet community. In
particular, it defines managed objects for the Forwarding and Contr ol
El ement Separation (ForCES) Network El enent (NE)

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5813

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
[ RFC3410] .

Managed objects are accessed via a virtual information store, terned
t he Managenment |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,

[ RFC2578], STD 58, [RFC2579] and STD 58, [RFC2580].

2. Introduction
The ForCES M B nmodule is a read-only M B nodul e that captures
information related to the ForCES protocol ([RFC3654], [RFC3746],
[ FORCES- APP], and [ RFC5810]).

The For CES M B nodul e does not include information that is specified
in other MB nmpodul es, such as packet counters for interfaces, etc.

More specifically, the information in the ForCES M B nodul e rel ative
to associations (between Control Elenents and Forwardi ng El enents)
that are in the UP state includes:

0o identifiers of the elements in the association,

o configuration paraneters of the association, and

0o statistics of the association.
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3.

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

For CES M B Overvi ew

The M B nodul e contains the | atest ForCES protocol version supported
by the Control Elenment (CE) (forceslLatestProtocol VersionSupported).
Note that the CE nust also allow interaction with Forwarding El enents
(FEs) supporting earlier versions.

For each association identified by the pair CE ID and FE ID, the
foll owi ng associated information is provided by the MB nodul e as an
entry (forcesAssociationEntry) in the association table
(forcesAssoci ati onTabl e):

o Version nunber of the ForCES protocol running in this association
(forcesAssoci ati onRunni ngPr ot ocol Ver si on) .

o Tinme when the association entered the UP state
(forcesAssoci ati onTi neUp) .

o Time when the association left the UP state
(forcesAssoci ati onTineDown). Note that this is only used for
notification purposes as the association is renoved fromthe MB
imediately after it |eaves the UP state.

0 Nunber of ForCES Heartbeat nessages sent fromthe CE
(forcesAssoci ati onHBMsgSent) and received by the CE
(forcesAssoci ati onHBMsgRecei ved) since the association entered the
UP state.

0 Nunber of operational ForCES nessages sent fromthe CE
(forcesAssoci ati onOper MsgSent) and received by the CE
(forcesAssoci ati onOper MsgRecei ved) since the association entered
the UP state. Only nessages other than Heartbeat, Association
Set up, Association Setup Response, and Associ ati on Teardown are
count ed.

Finally, the MB nodul e defines the follow ng notifications:

o0 Wenever an association enters the UP state, a notification
(forcesAssoci ati onEntryUp) is issued containing the version of the
For CES protocol running. CE ID and FE ID are concatenated to form
the table index, hence they appear in the O D of the ForCES-
protocol running-version object. Optionally, a notification
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(forcesAssoci ati onEntryUpStats) can instead be issued with all
associated information for this association, except
f orcesAssoci ati onTi neDown.

0 \Whenever an association |eaves the UP state, a notification
(forcesAssoci ati onEntryDown) is issued containing the version of
the For CES protocol running. Optionally, a notification
(forcesAssoci ati onEnt ryDownSt ats) can instead be issued with all
associated information for this association. The reason is that
the association and all its associated information will be renoved
fromthe MB imedi ately after this notification has been issued.

5. ForCES M B Definition
FORCES-M B DEFINI TIONS ::= BEA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
m b-2, Integer32
FROM SNVPv2- SM

TEXTUAL- CONVENTI ON, Ti neSt anp
FROM SNWPv2-TC

MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWVPv 2- CONF

Zer oBasedCount er 32
FROM RMON2- M B;

forcesM b MODULE-| DENTI TY
LAST- UPDATED "201003100000Z" ~-- March 10, 2010
ORGANI ZATI ON "I ETF Forwardi ng and Control El enent
Separation (ForCES) Wrking G oup”
CONTACT- | NFO
"WG Charter:
http://ww.ietf.org/htm .charters/forces-charter. htm

Mailing lists:
General Discussion: forces@etf.org
To Subscri be:
https://ww ietf.org/mailman/listinfo/forces

Chairs: Patrick Droz
Email : dro@urich.ibmcom
Jamal Hadi Salim
Enei | : hadi @mj at at u. com
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Edi tor: Robert Haas
| BM
Email: rha@urich.ibmcont
DESCRI PTI ON
"This M B nodul e contai ns managed obj ect definitions
for the ForCES Protocol.

Copyright (c) 2010 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is pernmitted pursuant to, and
subject to the license terns contained in, the
Sinplified BSD License set forth in Section 4.c of the

| ETF Trust’s Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC 5813;

see the RFC itself for full legal notices."
REVI SI ON "201003100000Z" -- March 10, 2010
DESCRI PTI ON

"Initial version, published as RFC 5813."
:={ mb-2 187 }

P O R O S R I R O S O SRR I I R

forcesM bNotifications OBJECT IDENTIFIER ::= { forcesMb 0 }
forcesM b(oj ects OBJECT IDENTIFIER ::={ forcesMb 1}
f or cesM bConf or mance OBJECT IDENTIFIER ::={ forcesMb 2}
Forcesl D :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The ForCES identifier is a 4-octet quantity."

SYNTAX OCTET STRING (SIZE (4))
For cesProt ocol Versi on ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON

"For CES protocol version nunber.
The version nunbers used are defined in the
speci fications of the respective protocol:
1 - ForCESvl, RFC 5810."

SYNTAX I nteger32 (1..255)
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-- Notifications

forcesAssoci ati onEnt ryUp NOTI FI CATI ON- TYPE
OBJECTS {
f orcesAssoci at i onRunni ngPr ot ocol Ver si on

}

STATUS current

DESCRI PTI ON
"This notification is generated as soon
as an association enters the UP state.
Note that these notifications are not
throttled as the CE itself should
throttle the setup of associations."

::={ forcesMbNotifications 1}

forcesAssoci ati onEnt ryDown NOTI FI CATI ON- TYPE
OBJECTS {
f orcesAssoci at i onRunni ngPr ot ocol Ver si on

}

STATUS current

DESCRI PTI ON
"This notification is generated as soon
as an associ ation | eaves the UP state.
Note that these notifications are not
throttled as the CE itself should
throttle the setup of associations."

::={ forcesMbNotifications 2 }

forcesAssoci ati onEnt ryUpSt at s NOTI FI CATI ON- TYPE
OBJECTS {
f orcesAssoci at i onRunni ngPr ot ocol Ver si on,
f orcesAssoci ati onTi neUp

}

STATUS current

DESCRI PTI ON
"This notification is generated as soon
as an association enters the UP state.
Note that these notifications are not
throttled as the CE itself should
throttle the setup of associations."

::={ forcesMbNotifications 3 }
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forcesAssoci ati onEnt ryDownSt at s NOTI FI CATI ON- TYPE
OBJECTS {

f or cesAssoci at i onRunni ngPr ot ocol Ver si on,
forcesAssoci ati onTi meUp,
forcesAssoci ati onTi meDown,
f orcesAssoci ati onHBMsgSent ,
f orcesAssoci ati onHBMsgRecei ved,
f orcesAssoci ati onOper MsgSent
f orcesAssoci ati onQper MsgRecei ved,
forcesAssoci ati onCount erDi scontinuityTi ne

}
STATUS current
DESCRI PTI ON
"This notification is generated as soon
as an associ ation | eaves the UP state.
Note that these notifications are not
throttled as the CE itself should
throttle the setup of associations."
.= { forcesMbNotifications 4}

-- (bjects

f or cesLat est Prot ocol Ver si onSupported OBJECT- TYPE

SYNTAX For cesPr ot ocol Ver si on
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The For CES protocol version supported by the CE

The current protocol version is 1.

Note that the CE must also allow interaction

with FEs supporting earlier versions."

:={ forcesMbObjects 1}

forcesAssoci ati ons OBJECT IDENTIFIER ::= { forcesM bObjects 2 }

forcesAssoci ati onTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF ForcesAssoci ati onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The (conceptual) table of associations.”
::={ forcesAssociations 1}
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forcesAssoci ati onEntry OBJECT- TYPE
SYNTAX ForcesAssoci ati onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A (conceptual) entry for one association."
I NDEX { forcesAssoci ati onCEl D, forcesAssoci ati onFEID }
::={ forcesAssociationTable 1 }

ForcesAssoci ati onEntry ::= SEQUENCE {
f or cesAssoci ati onCEl D For cesl D,
f or cesAssoci ati onFElI D For cesl D,

f or cesAssoci at i onRunni ngPr ot ocol Ver si on

For cesPr ot ocol Ver si on,

forcesAssoci ati onTi neUp Ti meSt anp,
f orcesAssoci ati onTi neDown Ti meSt anp,
f orcesAssoci at i onHBMsgSent Zer oBasedCount er 32,
f orcesAssoci ati onHBMsgRecei ved Zer oBasedCount er 32,
f orcesAssoci ati onOper MsgSent Zer oBasedCount er 32,

forcesAssoci ati onQper MsgRecei ved Zer oBasedCount er 32,
forcesAssoci ati onCounterDi scontinuityTine TineStanp

f orcesAssoci ati onCEl D OBJECT- TYPE
SYNTAX Forcesl D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The ForCES I D of the CE "
::={ forcesAssociationEntry 1}

f or cesAssoci ati onFEI D OBJECT- TYPE
SYNTAX Forcesl D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The ForCES I D of the FE. "
::={ forcesAssociationEntry 2 }
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f or cesAssoci ati onRunni ngPr ot ocol Ver si on OBJECT- TYPE

SYNTAX For cesPr ot ocol Ver si on
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The current ForCES protocol version used in
thi s associ ati on.
The current protocol versionis 1."

::={ forcesAssociationEntry 3 }

forcesAssoci ati onTi neUp OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme at the tinme this
associ ation entered the UP state.
If this association started prior to the |ast
initialization of the network subsystem then
this object contains a zero val ue.
This object allows to uniquely identify
associations with the same CE and FE IDs."
::={ forcesAssociationEntry 4 }

f orcesAssoci ati onTi neDown OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the time this
association left the UP state.™

::={ forcesAssociationEntry 5 }

forcesAssoci ati onHBMsgSent OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"A counter of how many Heartbeat nessages have
been sent by the CE on this association
since the association entered the UP state.
Di scontinuities in the value of this counter

can occur at reinitialization of the managenent

system and at other times as indicated by the

val ue of forcesAssociati onCounterDi scontinuityTime."

::={ forcesAssociationEntry 6 }
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f orcesAssoci ati onHBMsgRecei ved OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A counter of how many Heartbeat nessages
have been received by the CE on this association
since the association entered the UP state.
Di scontinuities in the value of this counter
can occur at reinitialization of the nmanagenent
system and at other tinmes as indicated by the
val ue of forcesAssociati onCounterDi scontinuityTime."
::={ forcesAssociationEntry 7 }

f orcesAssoci ati onQper MsgSent OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"A counter of how many messages other than

Heartbeat (i.e., Config and Query)
have been sent by the CE on this association
since the association entered the UP state.
Di scontinuities in the value of this counter
can occur at reinitialization of the managenent
system and at other times as indicated by the
val ue of forcesAssociati onCounterDi scontinuityTime."

::={ forcesAssociationEntry 8 }

forcesAssoci ati onQper MsgRecei ved OBJECT- TYPE

Haas

SYNTAX Zer oBasedCount er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A counter of how nmany nessages other than
Heartbeat (i.e., Config response, Query response,
event notification, and packet redirect)
have been received by the CE on this association
since the association entered the UP state.
Di scontinuities in the value of this counter
can occur at reinitialization of the nanagenent
system and at other tinmes as indicated by the

val ue of forcesAssoci ati onCounterDi scontinuityTime."

::={ forcesAssociationEntry 9 }
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forcesAssoci ati onCount er Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The val ue of sysUpTinme on the most recent occasion

at which any one or nore of this association's
counters suffered a discontinuity. The relevant
counters are the specific instances associated with
this association of any ZeroBasedCounter32 object
contained in the forcesAssociationTable. |f no
such discontinuities have occurred since the |ast
reinitialization of the |ocal managenent subsystem
then this object contains a zero value."

::={ forcesAssociationEntry 10 }

-- Conformance

f orcesM bConpl i ances OBJECT | DENTI FI ER

::={ forcesM bConfornmance 1 }
forcesM bG oups OBJECT | DENTI FI ER

::={ forcesM bConfornance 2 }

-- Conpliance statenents

forcesM bConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for routers running
For CES and i npl ementing the ForCES M B. "
MODULE -- this nodul e
MANDATORY- GROUPS { forcesM bG oup, forcesNotificationGoup }

GROUP forcesNotificationStatsG oup
DESCRI PTI ON
"I nmpl enentation of this group is recomended."
GROUP forcesSt at sG oup
DESCRI PTI ON
"I nmpl enentation of this group is recomended."”

.= { forcesM bConpliances 1}
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-- Units of conformance

forcesNotificati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { forcesAssoci ati onEntryUp,
f orcesAssoci ati onEnt r yDown
}

STATUS current
DESCRI PTI ON
"A collection of notifications for signaling
i mportant For CES events."
:={ forcesMbGoups 1}

forcesM bG oup OBJECT- GROUP
OBJECTS { forceslLat est Protocol Versi onSupport ed,
f or cesAssoci at i onRunni ngPr ot ocol Ver si on

}
STATUS current
DESCRI PTI ON
"A collection of objects to support managenent
of ForCES routers."
:={ forcesM bG oups 2}

forcesNotificationStatsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { forcesAssoci ati onEntryUpSt at s,
f orcesAssoci ati onEnt ryDownSt at s
}

STATUS current
DESCRI PTI ON
"A collection of optional notifications for
signaling inportant ForCES events incl uding
statistics."”
:={ forcesM bG oups 3}
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forcesSt at sGoup OBJECT- GROUP
OBJECTS { forcesAssoci ationTi meUp,

f or cesAssoci ati onTi neDown,
f orcesAssoci ati onHBMsgSent ,
f orcesAssoci ati onHBMsgRecei ved,
f orcesAssoci ati onOper MsgSent
f orcesAssoci ati onQper MsgRecei ved,
f orcesAssoci ati onCount er Di sconti nuityTi me

}
STATUS current
DESCRI PTI ON
"A collection of optional objects to provide
extra information about the associations.
There is no protocol reason to keep such
i nformati on, but these objects can be very
useful in debugging connectivity problens."
::={ forcesM bG oups 4}

END
Associ ations Kept in the MB

Associ ations enter the UP state as soon as the CE has sent to the FE
an Association Setup Response nessage containing a successfu

Associ ation Setup Result. Only associations that are UP are
reflected in this MB nodul e.

Associ ations are renoved fromthe MB nodul e as soon as they |eave
the UP state, i.e., if the CE has not received any nessage (Heartbeat
or other protocol nessage) fromthe FE within a given tine period or
if an Association Teardown nmessage has been sent by the CE

Statistics counters are initialized to zero when the association is
created. |If the sane association goes down and cones back up, the
counters will reset and the discontinuity can be di scovered by
checking the discontinuity timestanp. |In addition, the tine-up
timestanp in the association allows to distinguish new associ ations
frompast ones with the sane index. Note that the optional down
notification contains the statistics with the final values of the
statistics counters.
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Support for Miltiple CEs and FEs

An NE consists of one or nore FEs and one or nore CEs. Were there
is asingle CE, that CE will have know edge of all the associations
in the NE and so can provide the information necessary to support the
managed objects defined in this MB nodule. Were there is nore than
one CE, information about the associations nmay be distributed anong
the CEs. \Whether each CE inplenents the managed objects for the
associations of which it is aware or whether the CEs cooperate to
present the appearance of a single set of nmanaged objects for all the
associations in the NE is outside the scope of this docunent.

Security Considerations

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplenmented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
nmodul e via direct SNMP SET operati ons.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

0 Objects in the forcesM bG oup are protocol versions. They are
neither sensitive nor vul nerable.

0 Objects in the forcesStatsGoup are statistics. They are neither
sensitive nor vul nerable.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
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10.

10.

responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

forcesMB { mb-2 187 }
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