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descri bes a protocol "ManageSi eve" for securely nanagi ng Sieve
scripts on a renote server. This protocol allows a user to have
multiple scripts, and also alerts a user to syntactically flawed
scripts.
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I ntroduction
Conmands and Responses

A ManageSi eve connection consists of the establishnent of a client/
server network connection, an initial greeting fromthe server, and
client/server interactions. These client/server interactions consi st
of a client command, server data, and a server conpletion result
response.

Al interactions transmtted by client and server are in the form of
lines, that is, strings that end with a CRLF. The protocol receiver
of a ManageSi eve client or server is either reading a |ine or reading
a sequence of octets with a known count followed by a Iine.

Synt ax

ManageSi eve is a line-oriented protocol nuch like [I MAP] or [ACAP],
whi ch runs over TCP. There are three data types: atons, numbers and
strings. Strings may be quoted or literal. See [ACAP] for detailed
descriptions of these types.

Each comand consists of an atom (the command nane) followed by zero
or nmore strings and nunbers termni nated by CRLF.

Al client queries are replied to with either an OK, NO or BYE
response. Each response may be followed by a response code (see
Section 1.3) and by a string consisting of human-readable text in the
| ocal |anguage (as returned by the LANGUAGE capability; see

Section 1.7), encoded in UTF-8 [UTF-8]. The contents of the string
SHOULD be shown to the user ,and inplenentations MUST NOT attenpt to
parse the nessage for meaning.

The BYE response SHOULD be used if the server wi shes to close the
connection. A server nay wish to do this because the client was idle
for too long or there were too many failed authentication attenpts.
Thi s response can be issued at any time and should be i mediately
foll owed by a server hang-up of the connection. |If a server has an
inactivity timeout resulting in client autologout, it MJST be no |ess
than 30 m nutes after successful authentication. The inactivity

ti meout MAY be | ess before authentication

1.3. Response Codes

An OK, NO, or BYE response fromthe server MAY contain a response
code to describe the event in a nore detail ed machi ne-parsabl e
fashion. A response code consists of data inside parentheses in the
formof an atom possibly followed by a space and argunents.
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Response codes are defined when there is a specific action that a
client can take based upon the additional information. In order to
support future extension, the response code is represented as a

sl ash-separated (Solidus, %2F) hierarchy with each |evel of

hi erarchy representing increasing detail about the error. Response
codes MUST NOT start with the Solidus character. dients MJST

tol erate additional hierarchical response code detail that they don't
understand. For exanple, if the client supports the "QUOTA" response
code, but doesn’'t understand the "QUOTA/ MAXSCRI PTS" response code, it
shoul d treat "QUOTA/ MAXSCRI PTS" as " QUOTA'

Client inplenentations MIST tolerate (ignore) response codes that
they do not recogni ze.

The currently defined response codes are the foll ow ng:
AUTH TOO- VEAK

This response code is returned in the NO or BYE response from an
AUTHENTI CATE command. It indicates that site security policy forbids
the use of the requested mechanismfor the specified authentication
identity.

ENCRYPT- NEEDED

This response code is returned in the NO or BYE response from an
AUTHENTI CATE command. It indicates that site security policy
requires the use of a strong encryption nmechanismfor the specified
aut hentication identity and mechani sm

QUOTA

If this response code is returned in the NO BYE response, it means
that the conmand woul d have pl aced the user above the site-defined
quota constraints. |If this response code is returned in the K
response, it can nean that the user’s storage is near its quota, or
it can nean that the account exceeded its quota but that the
condition is being allowed by the server (the server supports
so-cal l ed soft quotas). The QUOTA response code has two nore
detail ed variants: "QUOTA/ MAXSCRI PTS" (the maxi num nunber of per-user
scripts) and "QUOTA MAXSI ZE" (the maxi mum script size).

REFERRAL
Thi s response code may be returned with a BYE result from any
command, and includes a mandatory paraneter that indicates what

server to access to manage this user’'s Sieve scripts. The server
will be specified by a Sieve URL (see Section 3). The scriptnane
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portion of the URL MJUST NOT be specified. The client should
authenticate to the specified server and use it for all further
commands in the current session

SASL

Thi s response code can occur in the OK response to a successfu
AUTHENTI CATE command and i ncludes the optional final server response
data fromthe server as specified by [SASL].

TRANSI T1 ON- NEEDED

Thi s response code occurs in a NO response of an AUTHENTI CATE
command. It indicates that the user name is valid, but the entry in
the aut hentication database needs to be updated in order to permt
authentication with the specified nmechanism This is typically done
by establishing a secure channel using TLS, verifying server identity
as specified in Section 2.2.1, and finally authenticating once using
the [PLAIN] authentication mechanism The sel ected nechani sm SHOULD
then work for authentications in subsequent sessions.

This condition can happen if a user has an entry in a system
aut henti cati on dat abase such as Uni x /etc/passwd, but does not have
credentials suitable for use by the specified nmechani sm

TRYLATER

A command failed due to a tenporary server failure. The client MAY
continue using local information and try the command later. This
response code only nmakes sense when returned in a NO BYE response

ACTI VE

A command fail ed because it is not allowed on the active script, for
exanpl e, DELETESCRI PT on the active script. This response code only
makes sense when returned in a NO BYE response

NONEXI STENT

A command fail ed because the referenced script nanme doesn't exist.
Thi s response code only nmakes sense when returned in a NO BYE
response.

ALREADYEXI STS

A command fail ed because the referenced script nane al ready exists.

Thi s response code only nmakes sense when returned in a NO BYE
response.
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TAG

This response code nane is followed by a string specified in the
command. See Section 2.13 for a possible use case.

WARNI NGS

Thi s response code MAY be returned by the server in the OK response
(but it mght be returned with the NO BYE response as well) and
signals the client that even though the script is syntactically
valid, it mght contain errors not intended by the script witer.
This response code is typically returned in response to PUTSCRI PT
and/ or CHECKSCRI PT commands. A client seeing such response code
SHOULD present the returned warning text to the user.

1.4. Active Script

A user may have nmultiple Sieve scripts on the server, yet only one
script may be used for filtering of incom ng nmessages. This is the
active script. Users nmay have zero or one active script and MJST use
t he SETACTI VE conmand descri bed bel ow for changing the active script
or disabling Sieve processing. For exanple, users may have an
everyday script they normally use and a special script they use when
they go on vacation. Users can change which script is being used

wi t hout having to downl oad and upl oad a script stored somewhere el se.

1.5. Quotas

Servers SHOULD i npose quotas to prevent malicious users from
overflowi ng available storage. |f a command woul d pl ace a user over
a quota setting, servers that inmpose such quotas MJST reply with a NO
response containing the QUOTA response code. Cdient inplenmentations
MJST be able to handl e commands failing because of quota

restrictions.

1.6. Script Nanes
A Sieve script name is a sequence of Unicode characters encoded in
UTF-8 [UTF-8]. A script name MJUST conply with Net-Unicode Definition
(Section 2 of [NET-UNICODE]), with the additional restriction of
prohibiting the follow ng Unicode characters:
0 0000-001F; [CONTROL CHARACTERS]
o O007F;, DELETE

0 0080-009F; [CONTROL CHARACTERS]
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0 2028; LI NE SEPARATCR
o0 2029; PARAGRAPH SEPARATCR

Si eve script nanes MJST be at | east one octet (and hence Uni code
character) long. Zero octets script name has a special neaning (see
Section 2.8). Servers MJST all ow nanes of up to 128 Uni code
characters in length (which can take up to 512 bytes when encoded in
UTF-8, not counting the term nating NUL), and MAY all ow | onger nanes.
A server that receives a script nane longer than its internal limt
MUST reject the corresponding operation, in particular it MJST NOT
truncate the script nane.

1.7. Capabilities

Server capabilities are sent automatically by the server upon a
client connection, or after successful STARTTLS and AUTHENTI CATE
(which establishes a Sinple Authentication and Security Layer (SASL))
commands. Capabilities may change i mediately after a successfully
compl et ed STARTTLS command, and/or imediately after a successfully
compl et ed AUTHENTI CATE conmmand, and/or after a successfully conpl eted
UNAUTHENTI CATE command (see Section 2.14.1). Capabilities MJST
remain static at all other tines.

Clients MAY request the capabilities at a later time by issuing the
CAPABI LI TY command described later. The capabilities consist of a
series of lines each with one or two strings. The first string is
the nane of the capability, which is case-insensitive. The second
optional string is the value associated with that capability. Oder
of capabilities is arbitrary, but each capability name can appear at
nost once.

The followi ng capabilities are defined in this docunent:

| MPLEMENTATI ON - Name of inplenentation and version. This capability
MUST al ways be returned by the server

SASL - List of SASL nechani sns supported by the server, each
separated by a space. This list can be enpty if and only if STARTTLS
is also advertised. This nmeans that the client nmust negotiate TLS
encryption with STARTTLS first, at which point the SASL capability
will list a non-enpty list of SASL mechani sns.

SIEVE - List of space-separated Sieve extensions (as listed in Sieve

"require" action [SIEVE]) supported by the Sieve engine. This
capability MJST al ways be returned by the server
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STARTTLS - If TLS [TLS] is supported by this inplenentation. Before
advertising this capability a server MIST verify to the best of its
ability that TLS can be successfully negotiated by a client with
common ci pher suites. Specifically, a server should verify that a
server certificate has been installed and that the TLS subsystem has
successfully initialized. This capability SHOULD NOT be adverti sed
once STARTTLS or AUTHENTI CATE command conpl etes successfully. dient
and server inplenmentations MUST i npl ement the STARTTLS ext ension

MAXREDI RECTS - Specifies the Iimt on the nunber of Sieve "redirect”
actions a script can performduring a single evaluation. Note that
this is different fromthe total nunmber of "redirect" actions a
script can contain. The value is a non-negative nunber represented
as a ManageSi eve string.

NOTI FY - A space-separated list of URI schema parts for supported
notification methods. This capability MJST be specified if the Sieve
i npl ement ati on supports the "enotify" extension [NOTIFY].

LANGUAGE - The | anguage (<Language-Tag> from [ RFC5646]) currently

used for human-readabl e error nessages. |If this capability is not
returned, the "i-default" [RFC2277] |anguage is assunmed. Note that
the current |anguage MAY be per-user configurable (i.e., it MAY

change after authentication).

OMER - The canoni cal nanme of the | ogged-in user (SASL "authorization
identity") encoded in UTF-8. This capability MJST NOT be returned in
unaut henti cated state and SHOULD be returned once the AUTHENTI CATE
comrand succeeds.

VERSI ON - This capability MJST be returned by servers conpliant with
this document or its successor. For servers conpliant with this
docunent, the capability value is the string "1.0". Lack of this
capability neans that the server predates this specification and thus
doesn’t support the foll owing commands: RENAMESCRI PT, CHECKSCRI PT,
and NOOP

Section 2.14 defines sone additional ManageSi eve extensions and their
respective capabilities.

A server inplementation MIUST return SIEVE, | MPLEMENTATI ON, and
VERSI ON capabilities.

A client inplenentation MIUST ignore any listed capabilities that it
does not under st and.
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Exanpl e:

S: "I MPl enENTATI ON' " Exanpl el ManageSi eved v001"
S: "SASI" "Dl GEST- MD5 GSSAPI "

S: "SleVE" "fileinto vacation"

S "StaRTTLS"

S: "NOTI FY" "xmpp mailto"

S: " MAXREdI RECTS" "5"

S: "VERSION' "1.0"

S K

After successful authentication, this mght |ook Iike this:

Exanpl e:

S: "I MPl enENTATI ON' " Exanpl el ManageSi eved v001"
S: "SASI" "Dl GEST- MD5 GSSAPI *

S: "SleVE' "fileinto vacation"

S: "NOTI FY" "xmpp mailto"

S: "OMNER' "al exey@xanpl e. cont'

S: "MAXREdl RECTS" "5"

S: "VERSION' "1.0"

S K

1.8. Transport

The ManageSi eve protocol assunmes a reliable data stream such as that
provided by TCP. Wen TCP is used, a ManageSi eve server typically
listens on port 4190.

Bef ore opening the TCP connection, the ManageSi eve client first MJST
resol ve the Domai n Name System (DNS) hostname associated with the
receiving entity and determ ne the appropriate TCP port for

conmuni cation with the receiving entity. The process is as follows:

1. Attenpt to resolve the hostnane using a [ DNS-SRV] Service of
"sieve" and a Proto of "tcp" for the target domain (e.qg.,
"exanple.net"), resulting in resource records such as
" _sieve._tcp.exanple.net.". The result of the SRV | ookup, if
successful, will be one or nore conbinations of a port and
host nane; the ManageSi eve client MJST resol ve the returned
host names to | Pv4/ 1 Pv6 addresses according to returned SRV record

wei ght. | P addresses fromthe first successfully resol ved
host name (with the correspondi ng port number returned by SRV
| ookup) are used to connect to the server. |If connection using

one of the I P addresses fails, the next resolved | P address is
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used to connect. If connection to all resolved | P addresses
fails, then the resolution/connect is repeated for the next
host name returned by SRV | ookup

2. If the SRV lookup fails, the fall back SHOULD be a normal |Pv4 or
| Pv6 address record resolution to determ ne the | P address, where
the port used is the default ManageSi eve port of 4190.

1.9. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

In examples, "C:" and "S:" indicate |lines sent by the client and
server respectively. Line breaks that do not start a new "C. " or
"S:" exist for editorial reasons.

Exanpl es of authentication in this docunent are using DI GEST- MD5
[ DI GEST- MD5] and GSSAPI [ GSSAPI] SASL mechani smrs.

2. Commands

This section and its subsections describe valid ManageSi eve conmmands.
Upon initial connection to the server, the client’s session is in
non- aut henticated state. Prior to successful authentication, only

t he AUTHENTI CATE, CAPABI LI TY, STARTTLS, LOGOUT, and NOOP (see Section
2.13) commands are valid. ManageSi eve extensions MAY define other
commands that are valid in non-authenticated state. Servers MJST
reject all other commands with a NO response. dCdients nmay pipeline
conmands (send nmore than one command at a tinme w thout waiting for
compl etion of the first command). However, a group of commands sent
toget her MJUST NOT have an AUTHENTI CATE (*), a STARTTLS, or a
HAVESPACE comand anywhere but the last conmand in the |ist.

(*) - The only exception to this rule is when the AUTHENTI CATE
command contains an initial response for a SASL nechani smthat allows
clients to send data first, the nechanismis known to conplete in one
round trip, and the nechani sm doesn’t negotiate a SASL security

|l ayer. Two exanpl es of such SASL nechani sns are PLAIN [ PLAIN and
EXTERNAL [ SASL] .
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2.1. AUTHENTI CATE Comrand

Arguments: String - nechani sm
String - initial data (optional)

The AUTHENTI CATE command i ndi cates a SASL [ SASL] aut hentication
mechanismto the server. |If the server supports the requested

aut henti cati on mechanism it perforns an authentication protoco
exchange to identify and authenticate the user. Optionally, it also
negotiates a security layer for subsequent protocol interactions. |If
the requested authenticati on nechanismis not supported, the server
rejects the AUTHENTI CATE conmmand by sendi ng the NO response.

The aut henticati on protocol exchange consists of a series of server
chal  enges and client responses that are specific to the sel ected

aut henti cation mechanism A server challenge consists of a string
(quoted or literal) followed by a CRLF. The contents of the string
is a base-64 encodi ng [ BASE64] of the SASL data. A client response
consists of a string (quoted or literal) with the base-64 encodi ng of
the SASL data followed by a CRLF. If the client wi shes to cancel the
aut henti cati on exchange, it issues a string containing a single "*".
If the server receives such a response, it MJST reject the

AUTHENTI CATE comand by sending a NO reply.

Note that an enpty chall enge/response is sent as an enpty string. |If
the mechanismdictates that the final response is sent by the server,
this data MAY be placed within the data portion of the SASL response
code to save a round trip.

The optional initial-response argunent to the AUTHENTI CATE command i s
used to save a round trip when using authentication nmechani sns that
are defined to send no data in the initial challenge. When the
initial-response argunment is used with such a nechanism the initia
enpty challenge is not sent to the client and the server uses the
data in the initial-response argunent as if it were sent in response
to the enpty challenge. |If the initial-response argunent to the
AUTHENTI CATE conmmand is used with a mechani smthat sends data in the
initial challenge, the server MIST reject the AUTHENTI CATE comand by
sendi ng the NO response.

The service nane specified by this protocol’s profile of SASL is
"sieve".

Reaut hentication is not supported by ManageSi eve protocol’s profile
of SASL. That is, after a successfully conpl eted AUTHENTI CATE
command, no nore AUTHENTI CATE commands nmay be issued in the sane
session. After a successful AUTHENTI CATE command conpl etes, a server
MUST reject any further AUTHENTI CATE comuands with a NO reply.
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However, note that a server nmay inplement the UNAUTHENTI CATE
extension described in Section 2.14.1

If a security layer is negotiated through the SASL authentication
exchange, it takes effect immediately following the CRLF that

concl udes the successful authentication exchange for the client, and
the CRLF of the OK response for the server.

VWhen a security |ayer takes effect, the ManageSi eve protocol is reset
tothe initial state (the state in ManageSi eve after a client has
connected to the server). The server MJST di scard any know edge
obtained fromthe client that was not obtained fromthe SASL (or TLS)
negotiation itself. Likewi se, the client MJST di scard any know edge
obtai ned fromthe server, such as the list of ManageSi eve extensions,
that was not obtained fromthe SASL (and/or TLS) negotiation itself.
(Note that a client MAY conpare the advertised SASL mechani sns before
and after authentication in order to detect an active down-
negotiati on attack. See bel ow.)

Once a SASL security layer is established, the server MJIST re-issue
the capability results, followed by an OK response. This is
necessary to protect against man-in-the-mddle attacks that alter the
capabilities list prior to SASL negotiation. The capability results
MUST include all SASL nmechani sns the server was capabl e of
negotiating with that client. This is done in order to allow the
client to detect an active down-negotiation attack. |If a user-
oriented client detects such a down-negotiation attack, it SHOULD
either notify the user (it MAY give the user the opportunity to
continue with the ManageSi eve session in this case) or close the
transport connection and indicate that a down-negotiation attack
mght be in progress. |If an automated client detects a down-
negotiation attack, it SHOULD return or log an error indicating that
a possible attack m ght be in progress and/or SHOULD cl ose the
transport connection

When both [TLS] and SASL security layers are in effect, the TLS
encodi ng MUST be applied (when sending data) after the SASL encodi ng.

Server inplenentati ons SHOULD support SASL proxy authentication so
that an adm ni strator can administer a user’s scripts. Proxy

aut hentication is when a user authenticates as hersel f/hinmself but
requests the server to act (authorize) as another user

The authorization identity generated by this [ SASL] exchange is a
"sinple usernane” (in the sense defined in [ SASLprep]), and both
client and server MJST use the [SASLprep] profile of the [StringPrep]
algorithmto prepare these nanes for transm ssion or conparison. |If
preparation of the authorization identity fails or results in an
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enpty string (unless it was transmtted as the enpty string), the
server MJST fail the authentication.

I f an AUTHENTI CATE conmand fails with a NO response, the client NMNAY
try another authentication nmechani sm by issuing another AUTHENTI CATE
command. | n other words, the client may request authentication types
i n decreasing order of preference.

Note that a failed (NO response to the AUTHENTI CATE comrand may
contain one of the followi ng response codes: AUTH TOO WEAK, ENCRYPT-
NEEDED, or TRANSI TI ON NEEDED. See Section 1.3 for detail ed
description of the relevant conditions.

To ensure interoperability, both client and server inplenentations of
the ManageSi eve protocol MJST inpl ement the SCRAM SHA-1 [ SCRAM SASL
mechanism as well as [PLAIN] over [TLS].

Note: use of PLAIN over TLS reflects current use of PLAIN over TLS in
other emmil-rel ated protocols; however, a longer-termgoal is to
mgrate email -related protocols fromusing PLAIN over TLS to SCRAM
SHA- 1 mechani sm

Exanpl es (Note that long lines are folded for readability and are not
part of protocol exchange):

S: "I MPLEMENTATI ON' " Exanpl el ManageSi eved v001"

S: "SASL" "Dl GEST- MD5 GSSAPI "

S: "SIEVE' "fileinto vacation"

S: " STARTTLS"

S: "VERSION' "1.0"

S X

C. Authenticate "Dl GEST- MD5"

S: "cnvhb@9I1 nivsd29vZCopbnbvc29ndCol eGFt cGx| LmNvbSI sbmBuY2U9l k
9BNk 1HOXRFUUdt Mrhol i xxb3A9I nF1dGgi LGFsZ29yaXRobT1t ZDUt c2Vz
cyxj aGFyc2VOPXV0zi 04"

C. "Y2hhcnN dD11dGYt OCx1c2VybnfFt ZTOi Y2hyaXM LHII YWkt PSJI bHdvb2
QuaVbub3NvZnQuZXhhbXBsZS5j b20i LGGvbmNIl PSIPQTZNRzl ORVFHbTJo
aCl s bmvb MDAMVDAWVDES Y25vbmNIl PSJPQTZNSFhoNl ZxVHISay | sZd nZX
NOLXVyaTOi c2I | dmivZW3b29kLm ubnmBzb2Z0LnmvV4YWLwoGUuY29t | i xy
ZXNWh252ZT1kMzg4ZGFk OTBKNGIi ZDc2MGEXNTI zM Fr EOM2FmiNy xx b3
A9YXVOaA=="

S: OK (SASL "cnNwyXvOaDll YTQWZj YwMzMLYzQyN2I ANTI 3Yj g0ZGIhYm\kZ
nmZnzA==")
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A slightly different variant of the same authentication exchange is:

S: "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v001"

S: "SASL" "Dl GEST- MD5 GSSAPI "

S: "SIEVE' "fileinto vacation"

S: "VERSION' "1.0"

S: "STARTTLS"

S XK

C. Authenticate "Dl GEST- MD5"

S: {136}

S: cnVhb@9l nVsd29vZCs5pbnbvc29ndChl eG-t cGxl LmNvbSI sbrmBuY2U9I k
9BNKk 1HOXRFUUdt Mrhol i xxb3A9I nF1dGgi LGFsZ29yaXRobT1t ZDUt c2Vz
cyxj aGryc2VOPXV0zi 04

C. {300+}

C. Y2hhcnN dD11dGYt OCx1c2Vybnft ZTOi Y2hyaXM LHIl YWkt PSJI bHdvb2
QuaVbub3NvZnQuzXhhbXBsZS5j b20i LGGvbnmNI PSIPQTZNRz|I ORVFHbTJ0
aCl sbmvb MDAMVDAWMVDES Y25vbmNl PSJPQTZNSFhoNl ZxVHISay | sZd nzX
NOLXVyaTOi c2I | dmivZW3b29kLm ubnmBzb2Z0LmvV4YWLwoGUuY29t | i xy
ZXNWb25zZT1kMzg4ZGFk OTBKNGIiI ZDc2MEEXNTI zM FrmV EOMRFmiNy xxb3
A9YXV0aA==

S: {56}

S: cnNwYXV0aD1l YTQwZj) Ywive MLYz Qy N2l INTI 3Yj g0ZGIhYmNKZnZnZ A==

c e

S XK
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Anot her exanpl e denonstrating use of SASL PLAI N nmechani sm under TLS
follows. This exanple also denponstrate use of SASL "initial
response” (the second parameter to the Authenticate conmand):

S: "I MPLEMENTATI ON' " Exanpl el ManageSi eved v001"
S: "VERSION' "1.0"

S: "SASL" "*"

S: "SIEVE" "fileinto vacation"

S: " STARTTLS"

S X

C. STARTTLS

S X

<TLS negoti ation, further comrands are under TLS | ayer>
S: "I MPLEMENTATI ON' " Exanpl el ManageSi eved v001"
S: "VERSION' "1.0"

S: "SASL" "PLAIN'

S: "SIEVE' "fileinto vacation"

S X

C. Authenticate "PLAIN' "QJl rweAPyo6QLTIxu"

S: NO

C. Authenticate "PLAIN' "QIrweAPyo6QLT9xz"

S NO

C. Authenticate "PLAIN' "QIl rweAPyo6QLTIxy"

. BYE "Too many failed authentication attenpts"
Server cl oses connection>

N7
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The foll owi ng exanpl e denonstrates use of SASL "initial response".
It al so denonstrates that an enpty response can be sent as a literal
and that negotiating a SASL security layer results in the server
re-issuing server capabilities:

AUTHENTI CATE " GSSAPI " {1488+}

YIIE[...1480 octets here ...]dA==

{208}

YI GZBgkghki x| BAgl CAG+Bi TCBhqADAgEFOQMCAQH ej B40AMCARKI ¢
[...114 octets here ...]

[ yzpAy9p+YOLanLskOTvM:OMhj gAa4YEr 3eJ6

{0+}

{44}
BQQF/ WAMAAWAAAAAYRGFA06WIVI Ht i 8i 1UXODgEAEAA=
{44+}
BQRE/ WAMAAWAAAAAI sT1i vOUKZApwWAT7 1i Xt 6CWEAAAE=
K

urt her commands/responses are under SASL security |ayer>
"| MPLEMENTATI ON' " Exanpl el ManageSi eved v001"
"VERSI ON' "1.0"
"SASL" "PLAIN DI GEST- MD5 GSSAPI "
"SIEVE" "fileinto vacation"
" LANGUAGE" "ru"
" MAXREDI RECTS" " 3"
ok

DADDADADADADOODDOO

2.1.1. Use of SASL PLAI N Mechani sm over TLS

This section is normative for ManageSi eve client inplenmentations that
support SASL [PLAIN] over [TLS].

If a ManageSieve client is willing to use SASL PLAIN over TLS to
authenticate to the ManageSi eve server, the client MJST verify the
server identity (see Section 2.2.1). If the server identity can't be
verified (e.g., the server has not provided any certificate, or if
the certificate verification fails), the client MUST NOT attenpt to
aut henticate using the SASL PLAI N mechani sm

2.2. STARTTLS Conmmand
Support for STARTTLS conmand in servers is optional. |Its
availability is advertised with "STARTTLS" capability as described in
Section 1.7.
The STARTTLS conmmand requests commencenent of a TLS [TLS]

negotiati on. The negotiati on begins immediately after the CRLF in
the OK response. After a client issues a STARTTLS conmand, it MJST
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NOT issue further commands until a server response is seen and the
TLS negotiation is conplete.

The STARTTLS command is only valid in non-authenticated state. The
server remains in non-authenticated state, even if client credentials
are supplied during the TLS negotiation. The SASL [ SASL] EXTERNAL
mechani sm MAY be used to authenticate once TLS client credentials are
successful |y exchanged, but servers supporting the STARTTLS comand
are not required to support the EXTERNAL mechani sm

After the TLS layer is established, the server MJIST re-issue the
capability results, followed by an OK response. This is necessary to
protect against man-in-the-mddle attacks that alter the capabilities
list prior to STARTTLS. This capability result MJST NOT include the
STARTTLS capability.

The client MJUST discard cached capability information and replace it
with the new information. The server MAY advertise different
capabilities after STARTTLS

Exanpl e:

C. StartTls

S: oK

<TLS negoti ation, further comrands are under TLS | ayer>
. "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v001"

"SASL" "PLAIN DI GEST- MD5 GSSAPI "

"SIEVE" "fileinto vacation"

"VERSI ON' "1.0"

" LANGUAGE" "fr"

ok

WOnnwuw

2.2.1. Server ldentity Check

During the TLS negotiation, the ManageSi eve client MJST check its
under standi ng of the server hostnanme/| P address against the server’s
identity as presented in the server Certificate nmessage, in order to

prevent man-in-the-mddle attacks. 1In this section, the client’s
under st andi ng of the server’s identity is called the "reference
identity"

Checking is performed according to the follow ng rules:
o If the reference identity is a hostnane:
1. If a subjectAl tNane extension of the SRVNane [ X509- SRV],

dNSNane [ X509] (in that order of preference) type is present
in the server’'s certificate, then it SHOULD be used as the
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source of the server’'s identity. Mtching is performed as
described in Section 2.2.1.1, with the exception that no
wi | dcard matching is allowed for SRVName type. |If the
certificate contains multiple nanes (e.g., nore than one
dNSNane field), then a match with any one of the fields is
consi dered accept abl e.

2. The client MAY use other types of subjectAltNane for
perform ng compari son.

3. The server’'s identity MAY al so be verified by conparing the
reference identity to the Common Nane (CN) [ RFC4519] value in
the | eaf Relative Distinguished Nane (RDN) of the subjectName
field of the server’s certificate. This conparison is
performed using the rules for conparison of DNS names in
Section 2.2.1.1, below. Although the use of the Commbn Nane
value is existing practice, it is deprecated, and
Certification Authorities are encouraged to provide
subj ect Al t Nane val ues instead. Note that the TLS
i npl ementation may represent DNs in certificates according to
X. 500 or other conventions. For example, some X 500
i npl ementations order the RDNs in a DN using a left-to-right
(rmost significant to | east significant) convention instead of
LDAP' s right-to-left convention

0 When the reference identity is an | P address, the i PAddress
subj ect Al t Name SHOULD be used by the client for conparison. The
conparison is performed as described in Section 2.2.1.2.

If the server identity check fails, user-oriented clients SHOULD
either notify the user (clients MAY give the user the opportunity to
continue with the ManageSi eve session in this case) or close the
transport connection and indicate that the server’s identity is
suspect. Automated clients SHOULD return or log an error indicating
that the server’s identity is suspect and/or SHOULD cl ose the
transport connection. Autonmated clients MAY provide a configuration
setting that disables this check, but MJST provide a setting that
enables it.

Beyond the server identity check described in this section, clients
shoul d be prepared to do further checking to ensure that the server
is authorized to provide the service it is requested to provide. The
client may need to make use of local policy information in making
this determnation.
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2.2.1.1. Comparison of DNS Nanes

If the reference identity is an internationalized domai n nane,
conform ng i npl ementati ons MJUST convert it to the ASCII Conpati bl e
Encoding (ACE) format as specified in Section 4 of RFC 3490 [ RFC3490]
bef ore conpari son with subject AltName val ues of type dNSNare.
Specifically, conform ng inplenentations MUST performthe conversion
operation specified in Section 4 of [RFC3490] as foll ows:

0 in step 1, the domain nane SHALL be considered a "stored string";
o in step 3, set the flag called "UseSTD3ASCI | Rul es";

0 in step 4, process each label with the "ToASCI 1" operation; and
0o in step 5 change all |abel separators to W002E (full stop).

After performing the "to-ASCI 1" conversion, the DNS | abel s and nanes
MUST be conpared for equality according to the rules specified in
Section 3 of [RFC3490]; i.e., once all |abel separators are replaced
with WO002E (dot) they are conpared in the case-insensitive manner

The '*' (ASCI| 42) wildcard character is allowed in subjectAltNane
val ues of type dNSName, and then only as the |eft-nost (I east
significant) DNS | abel in that value. This wldcard natches any

|l eft-nmost DNS | abel in the server nane. That is, the subject

* . exanpl e.com mat ches the server nanes a.exanpl e.com and

b. exanpl e. com but does not natch exanpl e.com or a.b.exanple.com

2.2.1.2. Comparison of |IP Addresses

When the reference identity is an | P address, the identity MJST be
converted to the "network byte order” octet string representation

[ RFC791] [ RFC2460]. For IP Version 4, as specified in RFC 791, the
octet string will contain exactly four octets. For IP Version 6, as
specified in RFC 2460, the octet string will contain exactly sixteen
octets. This octet string is then conpared agai hst subject Al t Nane
val ues of type i PAddress. A match occurs if the reference identity
octet string and val ue octet strings are identical

2.2.1.3. Conparison of O her subjectName Types

Client inplenentations MAY support matchi ng agai nst subject Al t Name
val ues of other types as described in other docunents.
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2.3. LOGUT Conmmand

The client sends the LOGOUT conmand when it is finished with a
connection and wishes to termnate it. The server MIST reply with an
X response. The server MJST ignore commands issued by the client
after the LOGOUT comrand.

The client SHOULD wait for the OK response before closing the
connection. This avoids the TCP connection going into the TIME WAI T
state on the server. In order to avoid going into the TIME WAIT TCP
state, the server MAY wait for a short while for the client to cl ose
the TCP connection first. Wether or not the server waits for the
client to close the connection, it MJST then close the connection
itsel f.

Exanpl e:

C. Logout

S: &

<connection is term nated>

2.4. CAPABILITY Comrand

The CAPABI LI TY conmand requests the server capabilities as described

earlier in this docunent. |t has no paraneters.
Exanpl e:
C. CAPABI LI TY
S: "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v001"
S: "VERSION' "1.0"
S: "SASL" "PLAI N SCRAM SHA-1 GSSAPI "
S: "SIEVE" "fileinto vacation"”
S: "STARTTLS'
S K

2.5. HAVESPACE Command

Arguments: String - nane
Nunber - script size

The HAVESPACE comand is used to query the server for avail able
space. Cients specify the nane they wish to save the script as and
its size in octets. Both paraneters can be used by the server to see
if the script with the specified nane and size is within a user’s
quota(s). For exanple, the server MAY use the script name to check
if a script would be replaced or a new one would be created. Servers
respond with a NOif storing a script with that name and size woul d
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fail or OK otherwise. Cdients SHOULD i ssue this command before
attenpting to place a script on the server.

Note that the OK response fromthe HAVESPACE conmand does not
constitute a guarantee of success as server di sk space conditions
coul d change between the client issuing the HAVESPACE and the client
i ssuing the PUTSCRI PT commands. A QUOTA response code (see

Section 1.3) remains a possible (albeit unlikely) response to a
subsequent PUTSCRI PT with the sane nane and size.

Exanpl e:

C. HAVESPACE "nyscript" 999999
S: NO (QUOTA/ MAXSI ZE) "Quot a exceeded"

C. HAVESPACE "f oobar" 435
S XK

2.6. PUTSCRI PT Command

Arguments: String - Script name
String - Script content

The PUTSCRI PT comand is used by the client to subnmit a Sieve script
to the server.

If the script already exists, upon success the old script will be
overwitten. The old script MJUST NOT be overwitten if PUTSCRI PT
fails in any way. A script of zero length SHOULD be disal | owed.

This command pl aces the script on the server. |t does not affect
whet her the script is processed on incomng mail, unless it repl aces
the script that is already active. The SETACTIVE command is used to
mark a script as active.

When submitting |arge scripts, clients SHOULD use the HAVESPACE
conmand beforehand to query if the server is willing to accept a
script of that size.

The server MJUST check the submitted script for validity, which

i ncl udes checking that the script conplies with the Sieve gramar
[SIEVE] and that all Sieve extensions nmentioned in the script’s
"require" statement(s) are supported by the Sieve interpreter. (Note
that if the Sieve interpreter supports the Sieve "ihave" extension
[1-HAVE], any unrecogni zed/ unsupported extension nmentioned in the

"i have" test MJUST NOT cause the validation failure.) Oher checks
such as validating the supplied command argunents for each command
MAY be perforned. Essentially, the performed validati on SHOULD be
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the sane as performed when conpiling the script for execution

I mpl enentati ons that use a binary representation to store conpil ed
scripts can extend the validation to a full conpilation, in order to
avoi d validating uploaded scripts multiple tines.

If the script fails the validation, the server MIST reply with a NO
response. Any script that fails the validity test MJUST NOT be stored
on the server. The nmessage given with a NO response MJST be human
readabl e and SHOULD contain a specific error nmessage giving the line
nunber of the first error. Inplenentors should strive to produce

hel pful error nessages simlar to those given by progranm ng | anguage
conpilers. dCient inplenentations should note that this may be a
multiline literal string with nore than one error nessage separated
by CRLFs. The human-readabl e nessage is in the | anguage returned in
the | atest LANGUAGE capability (or in "i-default"; see Section 1.7),
encoded in UTF-8 [ UTF-8].

An OK response MAY contain the WARNI NGS response code. 1In such a
case the human-readabl e nessage that follows the OK response SHOULD
contain a specific warning nessage (or nmessages) giving the line
nunber(s) in the script that mght contain errors not intended by the
script witer. The hunman-readabl e nessage is in the | anguage
returned in the | atest LANGUAGE capability (or in "i-default"; see
Section 1.7), encoded in UTF-8 [UTF-8]. A client seeing such a
response code SHOULD present the nessage to the user
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Exanpl es:

Putscript "foo" {31+}
#coment
I nval i dSi eveComrand

NO "line 2: Syntax error"

Put script "mysievescript" {110+}
require ["fileinto"];

if envel ope :contains "to
fileinto "1 NBOX sent";

}
K

"tmartin+sent" {

Put script "myforwards" {190+}
redirect "lll@xanple. net";

if size :under 10k {
redirect "nobile@ell.exanple.cont;
}

if envelope :contains "to" "tmartin+lists" {
redirect "lists@roups. exanple.coni;

WOOOOOOOOON0 LOOOOOO VOOOO

}
K (WARNINGS) "line 8: server redirect action
limt is 2, this redirect m ght be ignored"

2.7. LISTSCRI PTS Conmmand

This command lists the scripts the user has on the server. Upon
success, a list of CRLF-separated script nanes (each represented as a
quoted or literal string) is returned foll owed by an OK response. |If
there exists an active script, the atom ACTIVE is appended to the
correspondi ng script name. The atom ACTI VE MJUST NOT appear on nore
than one response |ine.

Mel ni kov & Martin St andards Track [ Page 23]



RFC 5804 ManageSi eve July 2010

Exanpl e:

Li stscripts

"sumer _script”
"vacation_script"
{13}

cl ever"script

"mai n_script" ACTIVE
(014

|istscripts

"sumer _script"

"mai n_script" active
(014

WLNO VWLOOOLLWO

2.8. SETACTI VE Command
Argunments: String - script name

This command sets a script active. |If the script name is the enpty
string (i.e., ""), then any active script is disabled. Disabling an
active script when there is no script active is not an error and MJST
result in an OK reply.

If the script does not exist on the server, then the server MJST
reply with a NO response. Such a reply SHOULD contain the
NONEXI STENT r esponse code.

Exanpl es:

C. Setactive "vacationscript"

S

C. Setactive ""

SHENG ¢

C. Setactive "baz"

S: No (NONEXI STENT) "There is no script by that name"
C. Setactive "baz"

S: No (NONEXI STENT) {31}

S: There is no script by that nane
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2.9. CETSCRI PT Command
Arguments: String - script name
This command gets the contents of the specified script. |If the
script does not exist, the server MIST reply with a NO response.
Such a reply SHOULD contain the NONEXI STENT response code.

Upon success, a string with the contents of the script is returned
foll owed by an OK response.

Exanpl e:

C. Getscript "nmyscript”

S: {54}

S: #this is ny wonderful script
S: reject "I reject all";

S

S X

2.10. DELETESCRI PT Command
Argunments: String - script nanme

This command is used to delete a user’s Sieve script. Servers MJST
reply with a NO response if the script does not exist. Such
responses SHOULD i ncl ude the NONEXI STENT response code.

The server MJUST NOT allow the client to delete an active script, so
the server MUST reply with a NOresponse if attenpted. Such a
response SHOULD contain the ACTIVE response code. |If a client w shes
to delete an active script, it should use the SETACTI VE conmand to

di sable the script first.

Exanpl e:

C. Deletescript "foo"
S &

C. Del etescript "baz"
S: No (ACTIVE) "You nmay not delete an active script”
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2.11. RENAMESCRI PT Conmand

Arguments: String - Ad Script nane
String - New Script nane

This command is used to renanme a user’s Sieve script. Servers MJST
reply with a NO response if the old script does not exist (in which
case the NONEXI STENT response code SHOULD be included), or a script
with the new nanme already exists (in which case the ALREADYEXI STS
response code SHOULD be included). Renaming the active script is
al | oned; the renaned script renains active.

Exanpl e:

C. Renanescript "foo bar

S: Gk

C. Renanescript "baz" "bar"
S: No "bar already exists"

If the server doesn’'t support the RENAMESCRI PT command, the client
can enmulate it by performng the foll owi ng steps:

1. List available scripts with LISTSCRIPTS. |If the script with the
new script nanme exists, then the client should ask the user
whet her to abort the operation, to replace the script (by issuing
the DELETESCRI PT <newnane> after that), or to choose a different
narne.

2. Downl oad the old script with GETSCRI PT <ol dnane>.
3. Upload the old script with the new name: PUTSCRI PT <newnane>.

4. 1f the old script was active (as reported by LI STSCRIPTS in step
1), then nmake the new script active: SETACTI VE <newnane>.

5. Delete the old script: DELETESCRI PT <ol dnane>.
Note that these steps don't describe how to handl e various other
error conditions (for exanple, NO response containing QUOTA response

code in step 3). Error handling is left as an exercise for the
r eader.
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2.12. CHECKSCRI PT Commrand
Arguments: String - Script content

The CHECKSCRI PT command is used by the client to verify Sieve script
validity without storing the script on the server

The server MJIST check the submitted script for syntactic validity,
whi ch includes checking that all Sieve extensions nentioned in Sieve
script "require" statenent(s) are supported by the Sieve interpreter
(Note that if the Sieve interpreter supports the Sieve "ihave"
extension [|-HAVE], any unrecogni zed/ unsupported extension nmentioned
in the "ihave" test MJST NOT cause the syntactic validation failure.)
If the script fails this test, the server MIST reply with a NO
response. The nessage given with a NO response MJST be human
readabl e and SHOULD contain a specific error nmessage giving the line
nunber of the first error. Inplenentors should strive to produce

hel pful error nmessages simlar to those given by progranm ng | anguage
compilers. Cient inplenentations should note that this may be a
multiline literal string with nore than one error nessage separated
by CRLFs. The human-readabl e nessage is in the | anguage returned in
the | atest LANGUAGE capability (or in "i-default"; see Section 1.7),
encoded in UTF-8 [ UTF-8].

Exanpl es:
CheckScri pt {31+}

#comment
I nval i dSi eveComrand

ZEoNONONe

NO "line 2: Syntax error"

A ManageSi eve server supporting this command MJUST NOT check if the
script will put the current user over its quota limt.

An OK response MAY contain the WARNI NGS response code. 1In such a
case, the human-readabl e nessage that follows the OK response SHOULD
contain a specific warni ng nessage (or nmessages) giving the line
nunber(s) in the script that mght contain errors not intended by the
script witer. The hunman-readabl e nessage is in the | anguage
returned in the | atest LANGUAGE capability (or in "i-default"; see
Section 1.7), encoded in UTF-8 [UTF-8]. A client seeing such a
response code SHOULD present the nessage to the user
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2

2

2

13.  NOOP Conmand
Arguments: String - tag to echo back (optional)

The NOOP command does not hing, beyond returning a response to the
client. It may be used by clients for protocol re-synchronization or
to reset any inactivity auto-logout timer on the server

The response to the NOOP command is al ways OK, followed by the TAG
response code together with the supplied string. |If no string was
supplied in the NOOP command, the TAG response code MJUST NOT be

i ncl uded.

Exanpl es:

NOOP
K "NOCOP conpl et ed"

C
S
C. NOOP "STARTTLS- SYNC- 42"
S K (TAG {16}

S: STARTTLS- SYNC-42) "Done"

14. Recommended Extensions

The UNAUTHENTI CATE ext ension (advertised as the "UNAUTHENTI CATE"
capability with no parameters) defines a new UNAUTHENTI CATE conmmand,
which allows a client to return the server to non-authenticated
state. Support for this extension is RECOVMVENDED.

14.1. UNAUTHENTI CATE Conmand

The UNAUTHENTI CATE command returns the server to the
non- aut henticated state. It doesn't affect any previously
established TLS [TLS] or SASL (Section 2.1) security |ayer

The UNAUTHENTI CATE command is only valid in authenticated state. |If
issued in a wong state, the server MIST reject it with a NO
response.

The UNAUTHENTI CATE command has no paraneters.
When issued in the authenticated state, the UNAUTHENTI CATE command

MUST NOT fail (i.e., it must never return anything other than OK or
BYE) .
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3. Sieve URL Schene

URI schene nane: sieve

Status: pernmanent

URI schene syntax: Described using ABNF [ ABNF]. Sone ABNF
productions not defined below are from[URI -GEN .

Mel ni kov

sieveurl = sieveurl-server / sieveurl-list-scripts /
si eveurl -script

sieveurl -server = "sieve://" authority
sieveurl-list-scripts = "sieve://" authority ["/"]
sieveurl-script = "sieve://" authority "/"

[owner "/"] scriptnane
authority = <defined in [ URI - GEN] >

owner = *ochar
;7 % encoded version of [SASL] authorization
identity (script owner) or "userid".

;; Enpty owner is used to reference
7, global scripts.

Note that ASCI| characters such as " ", ";",
&, =", """ and "?" nust be % encoded
as per rule specified in [UR -CGEN .

scri pt name 1*ochar

;7 % encoded version of UTF-8 representation

;; of the script name.

;; Note that ASCI| characters such as " ", ";",
py "&, "=", "/" and "?" nust be % encoded

as per rule specified in [UR - GEN] .

ochar = unreserved / pct-encoded / sub-delinms-sh /
R NG
;; Same as [URI-GEN] ’pchar’,
;; but without ";", "& and "=".

unreserved = <defined in [ URl - GEN] >

pct -encoded = <defined in [URI - GEN] >
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Sub_ del i rTB-Sh = II! n / II$II / nayon / II(II / II)II /
"gkn / " +|| / " , "
7, Sanme as [URI -GEN] sub-delins,
7, but without ";", "&" and "=".

URI schenme senantics:

A Sieve URL identifies a Sieve server or a Sieve script on a Sieve
server. The latter formis associated with the application/sieve
M ME type defined in [SIEVE]. There is no MM type associ at ed
with the forner formof Sieve URI.

The server formis used in the REFERRAL response code (see Section
1.3) in order to designate another server where the client should
performits operations.

The script formallows to retrieve (GETSCRI PT), update

(PUTSCRI PT), del ete (DELETESCRI PT), or activate (SETACTIVE) the
naned script; however, the nost typical action would be to
retrieve the script. |If the script nane is enpty (omitted), the
URI requests that the client lists available scripts using the
LI STSCRI PTS comrand.

Encodi ng consi derati ons:

The script name and/or the owner, if present, is in UTF-8. Non--
US-ASClI | UTF-8 octets MJST be percent-encoded as described in
[URI-GEN]. US-ASCI| characters such as " " (space), ";", "&",
=" "/" and "?"  MJST be % encoded as described in [URI-CGEN].
Note that "&' and "?" are in this list in order to allow for
future extensions.

Note that the enpty owner (e.g., sieve://exanple.com/script) is
different fromthe m ssing owner (e.g.,
sieve://exanpl e.com script) and is reserved for referencing gl oba
scripts.

The user nanme (in the "authority" part), if present, is in UTF-8.
Non- US- ASCI | UTF-8 octets MJST be percent-encoded as described in
[ URI - GEN] .

Appl i cations/protocols that use this URl schene nane:

ManageSi eve [ RFC5804] clients and servers. Cdients that can store

user preferences in protocols such as [LDAP] or [ACAP].

Interoperability considerations: None.
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Security considerations:

The <scriptnanme> part of a ManageSi eve URL night potentially disclose
some confidential information about the author of the script or,
dependi ng on a ManageSi eve i npl enentati on, about configuration of the
mai | system The latter m ght be used to prepare for a nore conpl ex
attack on the mail system

Clients resol ving ManageSi eve URLs that wi sh to achi eve data
confidentiality and/or integrity SHOULD use the STARTTLS command (i f
supported by the server) before starting authentication, or use a
SASL mechani sm such as GSSAPI, that provides a confidentiality
security |ayer.

Contact: Al exey Mel ni kov <al exey. nel ni kov@ sode. conp
Aut hor/ Change controller: |ESG
Ref erences: This document and RFC 5228 [ S| EVE].

4. Formal Syntax

The foll owi ng syntax specification uses the Augrmented Backus- Naur
Form (BNF) notation as specified in [ABNF]. This uses the ABNF core
rules as specified in Appendi x A of the ABNF specification [ ABNF].
"UTF8-2", "UTF8-3", and "UTF8-4" non-terminal are defined in [UTF-8].

Except as noted otherwi se, all al phabetic characters are case-
insensitive. The use of upper- or |owercase characters to define
token strings is for editorial clarity only. |nplenmentations MJST
accept these strings in a case-insensitive fashion.

SAFE- CHAR = 9x01-09 / 9OB-0C / 9XOE-21 / %23-5B /
Yx5D- 7F
:: any TEXT- CHAR except QUOTED- SPECI ALS

QUOTED- CHAR = SAFE-UTF8- CHAR / "\" QUOTED- SPECI ALS
DQUOTE / "\"
SAFE- CHAR / UTF8-2 / UTF8-3 / UTF8-4

i, <UTF8-2>, <UTF8-3>, and <UTF8-4>
;; are defined in [ UTF-8].

QUOTED- SPECI ALS

SAFE- UTF8- CHAR

ATOM CHAR ="I" | W&23-27 | W2A-5B / %&5D-7A | W7C-7E
7, Any CHAR except ATOM SPECI ALS

ATOM+ SPECI ALS oty Lo {t 1 sP/ CTL / QUOTED- SPECI ALS
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NZDIG T = O%31- 39

7 1-9
atom = 1*1024ATOM CHAR
i ana-t oken = atom

;7 MJST be registered with | ANA
aut h-type = DQUOTE aut h-type-name DQUOTE
aut h-type- nane = i ana-token

;; as defined in SASL [ SASL]

command = (command-any / command-auth /
command- nonaut h) CRLF
;; Modal based on state

command- any = conmmand- capability / conmmand-| ogout /
command- noop
;; Valid in all states

command- aut h = command- getscri pt / command-setactive /
command- | i stscripts / comuand-del etescript /
command- put scri pt / conmand-checkscript /
command- havespace /
command- r enanescri pt /
command- unaut henti cat e
;7 Valid only in Authenticated state

command- nonaut h = comand- aut henticate / conmand-starttls
;7 Valid only when in Non-Authenticated
;; state

command- aut henti cate = "AUTHENTI CATE" SP auth-type [SP string]
*(CRLF string)

command- capability = "CAPABI LI TY"

command- del et escri pt = "DELETESCRI PT" SP si eve- nane

command- get scri pt = "CETSCRI PT" SP si eve-nane

command- havespace = "HAVESPACE" SP si eve-nane SP nunber

command- | i stscripts = "LI STSCRI PTS"

conmmand- noop = "NOOP" [SP string]
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command- | ogout = "Locour”

command- put scri pt "PUTSCRI PT" SP si eve-name SP sieve-script

" CHECKSCRI PT" SP si eve-scri pt

command- checkscri pt
si eve-scri pt = string

" RENAMESCRI PT" SP ol d-si eve- name SP
new- si eve- name

command- r enanescri pt

ol d- si eve- name = si eve- nane
new si eve- nane = si eve- nane

"SETACTI VE' SP acti ve-si eve- name

comrand- set acti ve
comand-starttls = "STARTTLS"
command- unaut hent i cat e= " UNAUTHENTI CATE"
ext end-t oken = atom

;7 MJST be defined by a Standards Track or
., | ESG approved experinental protoco

;; extension
ext ensi on-dat a = extension-item *(SP extension-item
extension-item = extend-token / string / nunber /

"(" [extension-data] ")"

literal -c2s = "{" number "+}" CRLF *COCTET
;; The nunber represents the nunber of
;; octets.
;7 This type of literal can only be sent
;; fromthe client to the server

Al nost identical to literal-c2s,

but with no '+ character.

The nunber represents the nunber of
octets.

This type of literal can only be sent

literal -s2c = "{" nunmber "}" CRLF *OCTET
; fromthe server to the client.

3
3
’
’
’
’
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nunber

nunber - str

quot ed

resp- code

resp-code-referra
resp- code- sasl

resp- code- nane

resp- code- ext

response
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(NzDIAd T *DGET) / "0"

;7 A 32-bit unsigned nunber

7, With no extra | eading zeros.
;7 (0 <= n < 4,294,967, 296)

string
., <number > encoded as a <string>

DQUOTE *1024QUOTED- CHAR DQUOTE

o limted to 1024 octets between the <">s

" AUTH TOO WEAK" / " ENCRYPT- NEEDED" / " QUOTA"
["/" ("MAXSCRI PTS" / "MAXSI ZE")] /

resp- code-sasl /

resp-code-referral /

"TRANSI TI ON- NEEDED" / " TRYLATER® /

"ACTI VE" [ " NONEXI STENT" /

" ALREADYEXI STS" / "WARNI NGS" /

"TAG' SP string /

resp- code- ext

" REFERRAL" SP si eveur|
"SASL" SP string

i ana-t oken

;7 The response code nane is hierarchical,
;; separated by '/’.

;7 The response code nane MUST NOT start
;oo owith T/

resp- code- nane [ SP ext ensi on-dat a]
7 unknown response codes MJST be tol erated
;7 by the client.

response- aut henticate /
response-| ogout /
response-getscript /
response-setactive /
response-listscripts /
response-del etescri pt /
response- putscript /
response- checkscript /
response-capability /
response- havespace /
response-starttls /
response-renanescript /
response- noop /
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response- aut hen

response- capabi
si ngl e-capabi | i

capabil i ty-name

initial-capabil
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response- unaut henti cate

ticate = *(string CRLF)
((response-ok [response-capability]) /
response- nobye)
;; <response-capability>is REQURED if a
;; SASL security layer was negotiated and
;7 MJST be omitted ot herw se.

lity = *(single-capability) response-oknobye
ty = capability-nane [SP string] CRLF
= string
;; Note that literal-s2c is allowed.
ities = DQUOTE "I MPLEMENTATI ON' DQUOTE SP string /

DQUOTE " SASL" DQUOTE SP sasl - nechs /

DQUOTE "SI EVE' DQUOTE SP si eve-extensions /
DQUOTE " MAXREDI RECTS' DQUOTE SP nunber-str /
DQUOTE " NOTI FY" DQUOTE SP notify-nmechs /
DQUOTE " STARTTLS" DQUOTE /

DQUOTE " LANGUAGE" DQUOTE SP | anguage /
DQUOTE " VERSI ON' DQUOTE SP version /

DQUOTE " OANNER' DQUOTE SP string

;; Each capability conforms to

the syntax for single-capability.

Al so, note that the capability nane

can be returned as either literal-s2c

or quoted, even though only "quoted"
string is shown above.

version = ( DQUOTE "1.0" DQUOTE ) / version-ext

versi on-ext = DQUOTE ver-mgjor "." ver-m nor DQUOTE

’
’
3
3
’
’
’
’
3

Future versions specified in updates

to this document. An increnent to

the ver-maj or neans a backward-inconpatible

change to the protocol, e.g., "3.5" (ver-mgjor "3")
is not backward-conpatible with any "2. X" version.
Any version "Z. W MJST be backward conpati bl e

with any version "Z.Q', where Q< W

For exanple, version "2.4" is backward conpati bl e
with version "2.0", "2.1", "2.2", and "2.3".

ver-mgj or = nunber

Mel ni kov & Martin
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ver-m nor = nunber

sasl -nechs =

Si eve- ext ensi

| anguage

notify-nechs

string

; Space-separated |ist of SASL nechani sns,

; each SASL nmechani sm name conplies with rules
; specified in [SASL].

; Can be enpty.

ons = string
; Space-separated |ist of supported SIEVE extensions.
; Can be enpty.

string
; Contai ns <Language-Tag> from [ RFC5646] .

= string

; Space-separated |list of URI schena parts

; for supported notification [NOTI FY] methods.
; MUST NOT be enpty.

response-del etescri pt = response- oknobye

response- get scri pt

(sieve-script CRLF response-ok) /
response- nobye

response- havespace = response- oknobye

response-listscripts

*(sieve-nanme [SP "ACTI VE'] CRLF)
response- oknobye
;7 ACTIVE may only occur with one sieve-nane

response-| ogout = response- oknobye

response- unaut henti cat e= response- oknobye

response- ok

;7 "NO' response can only be returned when
;; the command is issued in a wong state
;; or has a wong nunber of parameters

"OK" [SP "(" resp-code ")"]

[SP string] CRLF

;7 The string contains human-readabl e text
;; encoded as UTF-8.

response- nobye = ("NO' / "BYE') [SP "(" resp-code ")"]

Mel ni kov & Martin

[SP string] CRLF
;7 The string contai ns human-readabl e text
;; encoded as UTF-8.
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r esponse- oknobye response- ok / response-nobye

r esponse- noop r esponse- ok

r esponse- oknobye

response- put scri pt

response- checkscri pt r esponse- oknobye

response-renamescri pt r esponse- oknobye

r esponse- oknobye

response-setactive

response-starttls (response- ok response-capability) /

response- nobye

si eve- nane = string
;; See Section 1.6 for the full Iist of
i, prohibited characters
;; Enpty string is not all owed.

active-si eve- nanme string

;; See Section 1.6 for the full Iist of

;; prohibited characters

;; This is simlar to <sieve-nane>, but

;; enpty string is allowed and has a speci al
;' meani ng.

string = quoted / literal-c2s / literal-s2c
;7 literal-c2s is only all owed when sent
;; fromthe client to the server
;; literal-s2c is only all owed when sent
;; fromthe server to the client.
;; quoted is allowed in either direction

5. Security Considerations

The AUTHENTI CATE conmmand uses SASL [ SASL] to provide authentication
and authorization services. |Integrity and privacy services can be
provided by [ SASL] and/or [TLS]. Wen a SASL nechanismis used, the
security considerations for that mechani sm apply.

This protocol’s transactions are susceptible to passive observers or
man-in-the-mddle attacks that alter the data, unless the optiona
encryption and integrity services of the SASL (via the AUTHENTI CATE
command) and/or [TLS] (via the STARTTLS command) are enabl ed, or an
external security nechanismis used for protection. It nmay be usefu
to allow configuration of both clients and servers to refuse to
transfer sensitive information in the absence of strong encryption
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If an inplenmentati on supports SASL nechani sns that are vul nerable to
passi ve eavesdroppi ng attacks (such as [PLAIN]), then the

i mpl ement ati on MJUST support at |east one configuration where these
SASL mechani sns are not advertised or used without the presence of an
external security layer such as [TLS].

Sone response codes returned on failed AUTHENTI CATE comrand may

di scl ose whether or not the usernanme is valid (e.g., TRANSITI O\
NEEDED), so server inplenmentations SHOULD provide the ability to

di sabl e these features (or nmake them not conditional on a per-user
basis) for sites concerned about such disclosure. In the case of
ENCRYPT- NEEDED, if it is applied to all identities then no extra
information is disclosed, but if it is applied on a per-user basis it
can di sclose information

A conprom sed or mmlicious server can use the TRANSI TI ON NEEDED
response code to force the client that is configured to use a
mechani smt hat does not disclose the user’s password to the server
(e.g., Kerberos), to send the bare password to the server. Cients
SHOULD have the ability to disable the password transition feature,

or disclose that risk to the user and offer the user an option of how
to proceed.

6. | ANA Consi derati ons

| ANA has reserved TCP port nunber 4190 for use with the ManageSi eve
protocol described in this docunent.

| ANA has registered the "sieve" URl schene defined in Section 3 of
this docunent.

| ANA has registered "sieve" in the "GSSAPI/ Kerberos/ SASL Service
Nanes" registry.

| ANA has created a new registry for ManageSi eve capabilities. The
registration tenplate for ManageSi eve capabilities is specified in
Section 6.1. ManageSi eve protocol capabilities MIST be specified in
a Standards-Track or | ESG approved Experinental RFC

| ANA has created a new registry for ManageSi eve response codes. The
registration tenplate for ManageSi eve response codes is specified in
Section 6.3. ManageSi eve protocol response codes MJST be specified

in a Standards-Track or | ESG approved Experinental RFC
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6.1. ManageSi eve Capability Registration Tenpl ate

To: iana@ ana. org
Subj ect: ManageSi eve Capability Registration

Pl ease register the foll owi ng ManageSi eve capability:

Capabi lity name:

Descri pti on:

Rel evant publications:

Person & enmail address to contact for further information:
Aut hor/ Change controller:

6.2. Registration of Initial MinageSi eve Capabilities

To: iana@ana.org
Subj ect: ManageSi eve Capability Registration

Pl ease register the foll owi ng ManageSi eve capabilities:

Capabi lity name: | MPLEMENTATI ON
Descri ption: Its value contains the nanme of the server
i npl ementation and its version.
Rel evant publications: this RFC, Section 1.7.
Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con
Aut hor/ Change controller: |ESG

Capabi lity name: SASL

Descri pti on: Its value contains a space-separated |ist of SASL
mechani sms supported by the server.

Rel evant publications: this RFC, Sections 1.7 and 2. 1.

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con®

Aut hor/ Change controller: |ESG

Capability name: SIEVE

Descri pti on: Its value contains a space-separated |ist of supported
S| EVE ext ensi ons.

Rel evant publications: this RFC, Section 1.7. Al so [SIEVE].

Person & emmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. cone

Aut hor/ Change controller: |ESG
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Capability name: STARTTLS

Descri pti on: This capability is returned if the server supports TLS
( STARTTLS conmand) .

Rel evant publications: this RFC, Sections 1.7 and 2. 2.

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. cone

Aut hor/ Change controller: |ESG

Capabi lity name: NOTI FY

Descri ption: This capability is returned if the server supports the
"enotify' [NOTIFY] Sieve extension.

Rel evant publications: this RFC, Section 1.7.

Person & enmil address to contact for further infornmation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con

Aut hor/ Change controller: |ESG

Capabi lity name: MAXREDI RECTS

Descri pti on: This capability returns the Iinit on the nunber of
Sieve "redirect" actions a script can performduring a
single evaluation. The value is a non-negative nunber
represented as a ManageSi eve string.

Rel evant publications: this RFC, Section 1.7.

Person & emmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. cone

Aut hor/ Change controller: |ESG

Capabi lity name: LANGUAGE

Descri ption: The | anguage (<Language- Tag> from [ RFC5646]) currently
used for human-readabl e error nessages.

Rel evant publications: this RFC, Section 1.7.

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con

Aut hor/ Change controller: |ESG

Capability name: OMER

Descri pti on: Its value contains the UTF-8-encoded nane of the
currently logged-in user ("authorization identity"
according to RFC 4422).

Rel evant publications: this RFC, Section 1.7.

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conw

Aut hor/ Change controller: |ESG

Mel ni kov & Martin St andards Track [ Page 40]



RFC 5804 ManageSi eve July 2010

Capabi lity name: VERSI ON

Descri pti on: This capability is returned if the server is conpliant
with RFC 5804; i.e., that it supports RENAMESCRI PT,
CHECKSCRI PT, and NOOP conmands.

Rel evant publications: this RFC, Sections 2.11, 2.12, and 2.13.

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con®

Aut hor/ Change controller: |ESG

6.3. ManageSi eve Response Code Regi stration Tenpl ate

To: iana@ ana. org
Subj ect: ManageSi eve Response Code Regi stration

Pl ease register the foll ow ng ManageSi eve response code:

Response Code:

Argunments (use ABNF to specify syntax, or the word NONE if none
can be specified):

Pur pose:

Publ i shed Specification(s):

Person & enmil address to contact for further infornation:

Aut hor/ Change controller:

6.4. Registration of Initial MnageSi eve Response Codes

To: iana@ ana.org
Subj ect: ManageSi eve Response Code Regi stration

Pl ease register the foll owi ng ManageSi eve response codes:

Response Code: AUTH TOO WEAK

Arguments (use ABNF to specify syntax, or the word NONE if none can

be specified): NONE

Pur pose: Thi s response code is returned in the NO response from
an AUTHENTI CATE command. It indicates that site
security policy forbids the use of the requested
mechani sm for the specified authentication identity.

Publ i shed Specification(s): [RFC5804]

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conw

Aut hor/ Change controller: |ESG
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Response Code: ENCRYPT- NEEDED

Arguments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: Thi s response code is returned in the NO response from
an AUTHENTI CATE command. It indicates that site
security policy requires the use of a strong
encryption mechanismfor the specified authentication
identity and mechani sm

Publ i shed Specification(s): [RFC5804]

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

Aut hor/ Change controller: |ESG

Response Code: QUOTA

Arguments (use ABNF to specify syntax, or the word NONE if none can

be specified): NONE

Pur pose: If this response code is returned in the NO BYE
response, it means that the command woul d have pl aced
the user above the site-defined quota constraints. |If
this response code is returned in the OK response, it
can nean that the user is near its quota or that the
user exceeded its quota, but the server supports soft
guot as.

Publ i shed Specification(s): [RFC5804]

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con

Aut hor/ Change controller: |ESG

Response Code: QUOTA/ MAXSCRI PTS

Argunments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: If this response code is returned in the NO BYE
response, it means that the command woul d have pl aced
the user above the site-defined limt on the nunber of
Sieve scripts. |If this response code is returned in
the OK response, it can mean that the user is near its
quota or that the user exceeded its quota, but the
server supports soft quotas. This response code is a
nmore specific version of the QUOTA response code.

Publ i shed Specification(s): [RFC5804]

Person & emmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. cone

Aut hor/ Change controller: |ESG
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Response Code: QUOTA/ MAXSI ZE

Arguments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: If this response code is returned in the NO BYE
response, it nmeans that the command woul d have pl aced
the user above the site-defined naxi num script size.
If this response code is returned in the OK response,
it can nean that the user is near its quota or that
the user exceeded its quota, but the server supports
soft quotas. This response code is a nore specific
versi on of the QUOTA response code.

Publ i shed Specification(s): [RFC5804]

Person & enmil address to contact for further infornmation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con

Aut hor/ Change controller: |ESG

Response Code: REFERRAL

Argunments (use ABNF to specify syntax, or the word NONE i f none can

be specified): <sieveurl>

Pur pose: This response code may be returned with a BYE result
fromany conmand, and includes a mandatory paraneter
that indicates what server to access to nanage this
user’'s Sieve scripts. The server will be specified by
a Sieve URL (see Section 3). The scriptnane portion
of the URL MUST NOT be specified. The client should
authenticate to the specified server and use it for
all further commands in the current session

Publ i shed Specification(s): [RFC5804]

Person & emmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. cone

Aut hor/ Change controller: |ESG

Response Code: SASL

Argunents (use ABNF to specify syntax, or the word NONE i f none can

be specified): <string>

Pur pose: Thi s response code can occur in the OK response to a
successful AUTHENTI CATE command and i ncl udes t he
optional final server response data fromthe server as
specified by [SASL].

Publ i shed Specification(s): [RFC5804]

Person & emmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. cone

Aut hor/ Change controller: |ESG
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Response Code: TRANSI TI ON- NEEDED

Arguments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: Thi s response code occurs in a NO response of an
AUTHENTI CATE command. |t indicates that the user nane
is valid, but the entry in the authentication database
needs to be updated in order to permt authentication
with the specified nechanism This is typically done
by establishing a secure channel using TLS, foll owed
by aut henticating once using the [ PLAI N
aut henti cati on mechanism The sel ected nmechani sm
SHOULD t hen work for authentications in subsequent
sessi ons.

Publ i shed Specification(s): [RFC5804]

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

Aut hor/ Change controller: |ESG

Response Code: TRYLATER

Arguments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: A command failed due to a tenporary server failure.
The client MAY continue using local information and
try the coomand | ater. This response code only make
sense when returned in a NO BYE response.

Publ i shed Specification(s): [RFC5804]

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

Aut hor/ Change controller: |ESG

Response Code: ACTI VE

Arguments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: A command fail ed because it is not allowed on the
active script, for exanple, DELETESCRIPT on the active
script. This response code only nmakes sense when
returned in a NO BYE response.

Publ i shed Specification(s): [RFC5804]

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con®

Aut hor/ Change controller: |ESG
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Response Code: NONEXI STENT

Arguments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: A command fail ed because the referenced script nane
doesn’t exist. This response code only nakes sense
when returned in a NO BYE response

Publ i shed Specification(s): [RFC5804]

Person & enmail address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

Aut hor/ Change controller: |ESG

Response Code: ALREADYEXI STS

Argunments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: A command fail ed because the referenced script nane
al ready exists. This response code only nmakes sense
when returned in a NO BYE response.

Publ i shed Specification(s): [RFC5804]

Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con

Aut hor/ Change controller: |ESG

Response Code: WARNI NGS

Argunments (use ABNF to specify syntax, or the word NONE i f none can

be specified): NONE

Pur pose: Thi s response code MAY be returned by the server in
the OK response (but it m ght be returned with the NO
BYE response as well) and signals the client that even
though the script is syntactically valid, it night
contain errors not intended by the script witer.

Publ i shed Specification(s): [RFC5804]

Person & enmail address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

Aut hor/ Change controller: |ESG

Response Code: TAG
Argunments (use ABNF to specify syntax, or the word NONE i f none can
be specified): string
Pur pose: Thi s response code nane is followed by a string
specified in the command that caused this response.
It is typically used for client state synchronization
Publ i shed Specification(s): [RFC5804]
Person & enmil address to contact for further infornation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con
Aut hor/ Change controller: |ESG
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7

Internationalizati on Considerations

The LANGUAGE capability (see Section 1.7) allows a client to discover
the current |anguage used in all human-readabl e responses that n ght
be returned at the end of any OK/ NO BYE response. Human-readabl e
text in OK responses typically doesn't need to be shown to the user,
unless it is returned in response to a PUTSCRI PT or CHECKSCRI PT
command that al so contains the WARNI NGS response code (Section 1.3).
Human-r eadabl e text from NO BYE responses is intended be shown to the
user, unless the client can automatically handle failure of the
command that caused such a response. Cients SHOULD use response
codes (Section 1.3) for automatic error handling. Response codes MAY
al so be used by the client to present error nmessages in a | anguage
under stood by the user, for exanple, if the LANGUAGE capability
doesn’t return a | anguage understood by the user

Not e that the human-readable text from OK (WARNI NGS) or NQ BYE
responses for PUTSCRI PT/ CHECKSCRI PT commands is intended for advanced
users that understand Sieve | anguage. Such advanced users are often
sophi sti cated enough to be able to handl e whatever |anguage the
server is using, even if it is not their preferred | anguage, and wl|l
want to see error/warning text no matter what |anguage the server
puts it in.

A client that generates Sieve script automatically, for exanple, if
the script is generated without user intervention or froma U that
presents an abstract list of conditions and correspondi ng actions,
SHOULD NOT present warning/error nessages to the user, because the
user mght not even be aware that the client is using Sieve
underneath. However, if the client has a debuggi ng node, such

war ni ngs/errors SHOULD be avail able in the debuggi ng node.

Note that this document doesn’t provide a way to nodify the currently
used | anguage. It is expected that a future extension wll address
t hat .

Acknowl edgenent s

Thanks to Sinon Josefsson, Larry Geenfield, Allen Johnson, Chris
Newman, Lyndon Nerenberg, Ti m Showalter, Sarah Robeson, Walter Wng,
Barry Lei ba, Arnt Gul brandsen, Stephan Bosch, Ken Muirchi son, Phi
Pennock, Ned Freed, Jeffrey Hutzelman, Mark E. Mallett, Dilyan

Pal auzov, Dave Cridl and, Aaron Stone, Robert Burrell Donkin, Patrick
Ben Koetter, Bjoern Hoehrmann, Martin Duerst, Pasi Eronen, Mgnus
Westerlund, Tim Polk, and Julien Coloos for help with this docunent.
Speci al thank you to Phil Pennock for providing text for the NOOP
command, as well as finding various bugs in the docunent.

Mel ni kov & Martin St andards Track [ Page 46]



RFC 5804

9. References

ManageSi eve July 2010

9.1. Nor mat i ve Ref erences

[ ABNF]

[ ACAP]

[ BASE64]

[ DNS- SRV]

[ KEYWORDS]

[ NET- UNI CODE]

[ NOTI FY]

[ RFC2277]

[ RFC2460]

[ RFC3490]

[ RFC4519]

[ RFC5646]

[ RFC791]

Mel ni kov & Martin

Crocker, D. and P. Overell, "Augnmented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234, January 2008.

Newran, C. and J. Myers, "ACAP -- Application
Configuration Access Protocol"”, RFC 2244, Novenber
1997.

Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, COctober 2006.

@l brandsen, A., Vixie, P., and L. Esibov, "A DNS RR
for specifying the location of services (DNS SRV)",
RFC 2782, February 2000.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

Klensin, J. and M Padlipsky, "Unicode Format for
Net wor k | nterchange", RFC 5198, March 2008.

Mel ni kov, A., Leiba, B., Segmuller, W, and T. Martin,
"Sieve Email Filtering: Extension for Notifications",
RFC 5435, January 2009.

Al vestrand, H., "IETF Policy on Character Sets and
Languages”, BCP 18, RFC 2277, January 1998.

Deering, S. and R Hi nden, "Internet Protocol, Version
6 (1 Pve) Specification", RFC 2460, Decenber 1998.

Faltstrom P., Hoffrman, P., and A Costello,
"Internationalizing Donain Names in Applications
(IDNA) ", RFC 3490, March 2003.

Sci berras, A, "Lightweight Directory Access Protocol
(LDAP): Schema for User Applications", RFC 4519, June
2006.

Phillips, A. and M Davis, "Tags for ldentifying
Languages", BCP 47, RFC 5646, Septenber 2009.

Postel, J., "Internet Protocol", STD 5, RFC 791,
Sept enber 1981.

St andards Track [ Page 47]



RFC 5804

[ SASL]

[ SASLpr ep]

[ SCRAM

[ S| EVE]

[ StringPrep]

[TLS]

[ URI - GEN|

[ UTF- 8]

[ X509]

[ X509- SRV]

9. 2. Informati ve

[ DI GEST- MD5]

[ GSSAPI |

Mel ni kov & Martin

ManageSi eve July 2010

Mel ni kov, A. and K Zeilenga, "Sinple Authentication
and Security Layer (SASL)", RFC 4422, June 2006.

Zeilenga, K., "SASLprep: Stringprep Profile for User
Nanes and Passwords", RFC 4013, February 2005.

Menon-Sen, A., Melnikov, A, Newran, C., and N.
WIllians, "Salted Chall enge Response Authentication
Mechani sm ( SCRAM) SASL and GSS- APl Mechani sns”, RFC
5802, July 2010.

Guenther, P. and T. Showalter, "Sieve: An Email
Filtering Language", RFC 5228, January 2008.

Hof fman, P. and M Bl anchet, "Preparation of
Internationalized Strings ("stringprep")", RFC 3454,
Decenber 2002.

Dierks, T. and E. Rescorla, "The Transport Layer
Security (TLS) Protocol Version 1.2", RFC 5246, August
2008.

Berners-Lee, T., Fielding, R, and L. Masinter,
"Uni form Resource ldentifier (URI): Generic Syntax",
STD 66, RFC 3986, January 2005.

Yergeau, F., "UTF-8, a transformation format of |1SO
10646", STD 63, RFC 3629, Novenber 2003.

Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housl ey, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation
List (CRL) Profile", RFC 5280, May 2008.

Santesson, S., "lInternet X 509 Public Key
Infrastructure Subject Alternative Name for Expression
of Service Nanme", RFC 4985, August 2007.

Ref er ences

Leach, P. and C. Newman, "Using D gest Authentication
as a SASL Mechanisni, RFC 2831, May 2000.

Mel ni kov, A., "The Kerberos V5 ("GSSAPI") Sinple

Aut hentication and Security Layer (SASL) Mechani sni,
RFC 4752, Novenber 2006.

St andards Track [ Page 48]



RFC 5804 ManageSi eve

July 2010

[ 1 - HAVE] Freed, N., "Sieve Email Filtering: |have Extension",
RFC 5463, March 2009.

[ 1 MAP] Crispin, M, "INTERNET MESSAGE ACCESS PROTOCOL -
VERSI ON 4rev1", RFC 3501, March 2003.

[ LDAP] Zeil enga, K., "Lightweight Directory Access Protocol
(LDAP) : Techni cal Specification Road Map", RFC 4510,
June 2006.

[ PLAI N| Zeilenga, K., "The PLAIN Sinple Authentication and

Security Layer (SASL) Mechani sni',

2006.
Aut hors’ Addr esses

Al exey Mel ni kov (editor)

I sode Limted

5 Castl e Business Vill age

36 Station Road

Hanpton, M ddl esex TW2 2BX
UK

EMai | : Al exey. Mel ni kov@ sode. com

TimMrtin

BeTher eBeSquare, |nc.
672 Hai ght st.

San Franci sco, CA 94117

USA
Phone: +1 510 260-4175
EMai |l : tinmmarti n@l umi . cnu. edu
Mel ni kov & Martin St andards Track

RFC 4616, August

[ Page 49]






