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Abstract

RFC 4601 mandates the use of |Psec to ensure authentication of the
Iink-1ocal nmessages in the Protocol |ndependent Milticast - Sparse
Mode (PIMSM routing protocol. This docunent specifies nechanisns
to authenticate the PIM SM I ink-1ocal messages using the IP security
(I'Psec) Encapsul ating Security Payl oad (ESP) or (optionally) the

Aut hentication Header (AH). It specifies optional nechanisns to
provide confidentiality using the ESP. Manual keying is specified as
the mandatory and default group key managenent solution. To deal
with issues of scalability and security that exist wth manual

keyi ng, optional support for an automated group key managenent
mechani smis provided. However, the procedures for inplenenting

aut omat ed group key managenent are |eft to other docunents. This
docunent updates RFC 4601.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5796.
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1. Introduction

Al the PIM SM[RFC4601] control messages have | P protocol numnber
103. Sone control nessages are unicast; the rest are nulticast with
Time to Live (TTL) = 1. The source address used for unicast nessages
is a donai n-wi de reachabl e address. For the multicast nessages, a
l'ink-1ocal address of the interface on which the nessage is being
sent is used as the source address and a special multicast address,
ALL_PI M ROUTERS (224.0.0.13 in IPv4 and ff02::d in | Pv6) is used as
the destination address. These nessages are called |ink-1loca
messages. Hello, Join/Prune, and Assert nessages are included in
this category. A forged |link-1ocal nessage may be sent to the
ALL_PI M ROUTERS nul ticast address by an attacker. This type of
message affects the construction of the distribution tree [ RFC4601].
The effects of these forged messages are outlined in Section 6.1 of

[ RFC4601]. Sone of the effects are very severe, whereas sone are

m nor.

PIM SMversion 2 was originally specified in RFC 2117 [RFC2117], and
revised in RFC 2362 [ RFC2362] and RFC 4601. RFC 4601 obsol etes RFC
2362, and corrects a nunber of deficiencies. The "Security

Consi derations" section of RFC 4601 is based primarily on the

Aut henti cati on Header (AH) specification described in RFC 4302

[ RFC4302] .

Securing the unicast messages can be achieved by the use of a norma
uni cast | Psec Security Association (SA) between the two comunicants.

Thi s docunent focuses on the security issues for |ink-Iocal nessages.
It provides sone guidelines to take advantage of the new pernitted AH
functionality in RFC 4302 and the new permtted ESP functionality in

RFC 4303 [RFC4303], and to bring the PIM SM specification into

alignment with the new AH and ESP specifications. |In particular, in
accordance with RFC 4301, the use of ESP is nade nmandatory and AH is
specified as optional. This docunment specifies nmanual key managenent
as mandatory to inplenent, i.e., that all inplenentations MJST

support, and provides the necessary structure for an automated key
managenment protocol that the PIMrouters nay use.

1.1. Goals and Non-Goal s

The primary goal for link-local security is to provide data origin
aut hentication for each link-local nessage. A secondary goal is to
ensure that communi cation only happens between legitimte peers
(i.e., adjacent routers). An optional goal is to provide data
confidentiality for the link-local nessages.
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The first goal inplies that each router has a unique identity. It is
possi bl e (but not mandatory) that this identity will be based on the
uni cast identity of the router. (The unicast identity could be, for
exanpl e, based on sone individually configured property of the
router, or be part of a region-wi de public key infrastructure.) The
exi stence of this unique identity is assunmed in this specification,
but procedures for establishing it are out of scope for this
docunent .

The second goal inplies that there is sone formof "adjacency matrix"
that controls the establishment of Security Associations anobng

adj acent multicast routers. For manual keying, this control will be
exercised by the Adm nistrator of the router(s), through the setting
of initialization paraneters. For automated keying, the existence of
this control will be reflected by the contents of the Peer

Aut hori zati on Dat abase (PAD) (see RFC 4301 [ RFC4301]) or the G oup
Security Policy Database (GSPD) (see RFC 5374 [ RFC5374]) in each
router. Procedures for controlling the adjacency and building the
associ ated PAD and GSPD are out of scope for this docunent.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
They indicate requirement |levels for conpliant Pl M SM

i mpl ement ati ons.

3. Transport Mde versus Tunnel Mode

Al'l inplementations conformng to this specification MJST support SA
in transport nmode to provide required | Psec security to PIMSMIink-

| ocal nmessages. They MAY al so support SA in tunnel node to provide
required | Psec security to PIMSMIink-Iocal nessages. |[|f tunne

nmode i s used, both destination address preservation and source
address preservation MJST be used, as described in Section 3.1 of RFC
5374 [ RFC5374].

4. Authentication
I mpl enentati ons confornming to this specification MIST support

aut hentication for PIMSM I|ink-local nmessages. |nplenmentations
conformng to this specification MJST support HMAC- SHA1l [ RFC2404].
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In order to provide authentication of PIMSMIink-1ocal nessages,
i mpl ement ati ons MJST support ESP [ RFC4303] and MAY support AH
[ RFC4302] .

If ESP in transport node is used, it will only provide authentication
to PIM SM protocol packets excluding the | P header, extension
headers, and opti ons.

If AHin transport node is used, it will provide authentication to

Pl M SM prot ocol packets, selected portions of the |IP header,

ext ensi on headers and opti ons.

Not e: when authentication for PIMSMIink-Iocal nessages is enabled,

o PIMSMIink-1ocal packets that are not protected with AH or ESP
will be silently discarded by |Psec, although the inplenentation
of IPsec may nmaintain a counter of such packets.

o PIMSMIink-1ocal packets that fail the authentication checks wll
be silently discarded by | Psec, although the inplenmentation of
I Psec may maintain a counter of such packets.

5. Confidentiality

I mpl enent ati ons conforming to this specification SHOULD support

confidentiality for PIMSM |nplenmentations supporting

confidentiality MJST support AES-CBC [ RFC3602] with a 128-bit key.

If confidentiality is provided, ESP MJST be used.

Si nce aut hentication MIUST be supported by a conformng

i npl ementation, an inplenmentati on MUST NOT generate the conbi nation

of NON-NULL Encryption and NULL Aut hentication

Not e: when confidentiality for PIMSM Iink-1ocal packets is enabled,

o0 PIMSM packets that are not protected with ESP will be silently
di scarded by | Psec, although the inplenentation of |IPsec may
mai ntain a counter of such packets.

6. | Psec Requirenents

In order to inplenment this specification, the follow ng | Psec
capabilities are required.

Transport node
| Psec in transport node MJST be support ed.
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Multiple Security Policy Databases (SPDs)
The i npl enentati on MUST support nultiple SPDs with an SPD
sel ection function that provides an ability to choose a specific
SPD based on interface.

Sel ectors
The i npl enentati on MJUST be able to use source address, destination
address, protocol, and direction as selectors in the SPD.

Interface I D tagging
The i npl enentati on MUST be able to tag the i nbound packets with
the ID of the interface (physical or virtual) on which they
arrived.

Manual key support
It MJUST be possible to use manually configured keys to secure the
specified traffic.

Encrypti on and aut hentication al gorithns
Encrypti on and authentication algorithmrequirenents described in
RFC 4835 [ RFC4835] apply when ESP and AH are used to protect
PIMSM | nplenentations MJST support ESP-NULL, and if providing
confidentiality, MJUST support the ESP transforns providing
confidentiality required by [ RFC4835]. However, in any case,
i mpl emrent ati ons MUST NOT al | ow the user to choose a stream ci pher
or bl ock node cipher in counter node for use with manual keys.

Encapsul ati on of ESP packets
| P encapsul ati on of ESP packets MJST be supported. For
sinplicity, UDP encapsul ation of ESP packets SHOULD NOT be used.

If the automatic keying features of this specification are
i mpl emented, the followi ng additional |Psec capabilities are
required:

Group Security Policy Database (GSPD)
The i npl enentati on MUST support the GSPD that is described in RFC
5374 [ RFC5374].

Multiple Group Security Policy Databases
The i npl enentati on MJUST support nultiple GSPDs with a GSPD
sel ection function that provides an ability to choose a specific
GSPD based on interface.

Sel ectors

The i npl enentati on MJUST be able to use source address, destination
address, protocol and direction as selectors in the GSPD.
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7. Key Managenent

Al'l the inmplenentati ons MIUST support manual configuration of the
Security Associations (SAs) that will be used to authenticate Pl M SM
link-1ocal nessages. This does not preclude the use of a negotiation
protocol such as the Group Domain O Interpretation (GDA) [RFC3547]
or Goup Secure Association Key Managenent Protocol (GSAKMP)

[ RFC4535] to establish these SAs.

7.1. Manual Key Managenent

To establish the SAs at PIM SMrouters, manual key configuration wll
be feasible when the nunber of peers (directly connected routers) is
small. The Network Administrator will configure a router nanually.

At that time, the authentication method and the choice of keys SHOULD
be configured. The paraneters for the Security Association Dat abase
(SAD) will be entered. The Network Adm nistrator will also configure
the Security Policy Database of a router to ensure the use of the
associ ated SA while sending a |ink-1ocal nessage.

7.2. Automated Key Managenent

Al'l the link-local nessages of the PIM SM protocol are sent to the
destination address, ALL Pl M ROUTERS, which is a nulticast address.
By using the sender address in conjunction with the destination
address for Security Association |ookup, link-Iocal conmmunication
turns into a Source-Specific Miulticast (SSM or "one-to-many"
comruni cati on.

The procedures for autonmated key nmanagenent are not specified in this
docunent .

One option is to use Goup Domain O Interpretation (GDA) [RFC3547],
whi ch enabl es a group of users or devices to exchange encrypted data
using | Psec data encryption. GDO has been devel oped to be used in
mul ti cast applications, where the number of end users or devices may
be large and the end users or devices can dynanically join/leave a
mul ticast group. However, a PIMrouter is not expected to join/leave
very frequently, and the nunber of routers is small when compared to
the possi bl e nunber of users of a nulticast application. Mreover,
nmost of the PIMrouters will be |ocated inside the sane

adm nistrative donain and are considered to be trusted parties. It
is possible that a subset of GDO functionalities will be sufficient.

Anot her option is to use the G oup Secure Associ ati on Key Managenent
Pr ot ocol (GSAKMP) [ RFC4535].
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7.3. Communi cations Patterns

Bef ore discussing the set of Security Associations that are required
to properly manage a nulticast region that is under the control of a
single adnm nistration, it is necessary to understand the

communi cations patterns that will exist anpng the routers in this
region. Fromthe perspective of a speaking router, the information
fromthat router is sent (nulticast) to all of its neighbors. From
the perspective of a listening router, the information comng from
each of its neighbors is distinct fromthe information com ng from
every other router to which it is directly connected. Thus, an

adm ni strative region contains many (small) distinct groups, all of
whi ch happen to be using the sanme nulticast destination address
(e.g., ALL_PI M ROUTERS, see Section 11), and each of which is
centered on the associ ated speaki ng router

Consi der the exanple configuration as shown in Figure 1.

| |
R12 R13 Rl14
Figure 1: Set of router interconnections
In this configuration, router RL has four interfaces, and is the
speaking router for a group whose listening routers are routers R2

through R11. Router R9 is the speaking router for a group whose
listening routers are routers Rl, R8, and R10-R14.
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Fromthe perspective of RL as a speaking router, if a Security

Associ ation SAl is assigned to protect outgoing packets fromRl, then
it is necessary to distribute the key for this association to each of
the routers R2 through R11. Similarly, fromthe perspective of RO as
a speaking router, if a Security Association is assigned to protect
the out goi ng packets fromR9, then it is necessary to distribute the
key for this association to each of the routers Rl, R8, and R10

t hrough R14.

From the perspective of Rl as a listening router, all packets
arriving fromR2 through R11 need to be distinguished from each
other, to pernmit selecting the correct Security Association in the
SAD. (Packets fromeach of the peer routers (R2 through R11)
represent communi cation froma different speaker, with a separate
sequence- nunber space, even though they are sent using the sane
destination address.) For a nulticast Security Association, RFC 4301
permits using the source address in the selection function. |If the
source addresses used by routers R2 through R11 are gl obally unique,
then the source addresses of the peer routers are sufficient to
achieve the differentiation. |1f the sending routers use |link-Ioca
addresses, then these addresses are unique only on a per-interface
basis, and it is necessary to use the Interface ID tag as an
additional selector, i.e., either the selection function has to have
the Interface IDtag as one of its inputs or separate SADs have to be
mai nt ai ned for each interface.

If the assunption of connectivity to the key server can be nmade
(which is true in the PIMSM case), then the Group Controller/Key
Server (GO KS) that is used for the nanagenent of the keys can be
centrally located (and duplicated for reliability). |If this
assunpti on cannot be made (i.e., in the case of adjacencies for a

uni cast router), then some formof "local" key server nust be

avail abl e for each group. Gven that the listening routers are never
nore than one hop away fromthe speaking router, the speaking router
is the obvious place to locate the "local" key server. As such, this
may be a useful approach even in the PIM SM case. This approach has
the additional advantage that there is no need to duplicate the |oca
key server for reliability, since if the key server is down, it is
very likely that the speaking router is also down.

7.4. Nei ghbor Rel ati onshi ps

Each di stinct group consists of one speaker, and the set of directly
connected listeners. |If the decision is nade to maintain one
Security Associ ation per speaker (see Section 8), then the key server
will need to be aware of the adjacencies of each speaker. Procedures
for managi ng and di stributing these adjacencies are out of scope for
thi s docunent.
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8.

Nunber of Security Associations

The nunber of Security Associations to be nmaintained by a PIMrouter
depends on the required security | evel and avail abl e key nanagenent.

Thi s SHOULD be decided by the Network Adm nistrator. Two different
ways are shown in Figures 2 and 3. It is assunmed that A B, and C
are three PIMrouters, where B and C are directly connected with A
and there is no direct link between B and C

+4++++ |
+ B+ SAb - >|
+ + SAa emmmmm oo - |
+++++ |

+++++ SAb R L |

SAa -eee--

+ + + + +
>
+ + + + +

+++++ SAc R L |

+4++++ |
+C+ SAc @ ------------ >|
+ + SAa S |
+++++ |

Directly connected network
Figure 2: Activate unique Security Association for each peer

The first nmethod, shown in Figure 2, SHOULD be supported by every
implementation. In this nethod, each node will use a unique SA for
its outbound traffic. A B, and Cwill use SAa, SAb, and SAc,
respectively, for sending any traffic. Each node will include the
source address when searching the SAD for a match. Router A will use
SAb and SAc for packets received fromB and C, respectively. The
nunber of SAs to be activated and nmmintained by a PIMrouter will be
equal to the nunber of directly connected routers, plus one for
sending its ow traffic. Al so, the addition of a PIMrouter in the
network will require the addition of another SA on every directly
connected PIMrouter. This solution will be scal able and practically
feasible with an automated key managenent protocol. However, it MAY
be used with manual key managenent, if the nunber of directly
connected routers is small.
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+++++ |
+B+SA0 @ ------------ >|
+ + SAi Commmmm e m oo oo |
+4++++ |

+++++ SAi S L |

SAo  -------

+ + 4+ + +
>
+ + 4+ + +

+++++ SAi S L |

+++++ |
+C+ SA0 ------------ >|
+ + SAi Cmmmmmmmmaaaa |
+4++++ |

Directly connected network
Figure 3: Activate two Security Associations

The second nethod, shown in Figure 3, MJST be supported by every

i mplementation. In this sinple method, all the nodes will use two
SAs, one for sending (SAo) and the other for receiving (SA) traffic.
Thus, the nunber of SAs is always two and will not be affected by
addition of a PIMrouter. Although two different SAs (i.e., SAo and
SAi) are used in this nethod, the SA paraneters (keys, Security
Paraneter Index (SPlI), etc.) for the two SAs are identical, i.e., the
same information is shared anmong all the routers in an administrative
region. This docunment RECOMVENDS this second nethod for manual key
configuration. However, it MAY al so be used with automated key
configuration.

9. Rekeying

An anal ysis of the considerations for key managenent is provided in
RFC 4107 [ RFC4107] .

In Pl M SM depl oynents it is expected that secure sessions wll be
relatively long-lived, and it is not expected that keys will be
significantly exposed through nornal operational activity. Mnua
keying is judged acceptable in the light of the relatively lowrate
of change that is required
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To maintain the security of a link, the authentication and encryption
key val ues SHOULD be changed periodically, to limt the risk of

undet ect ed key di scl osure. Keys SHOULD al so be changed when there is
a change of trusted personnel

Manual keying offers the ability to change keys in a coordi nated way,
but it has several drawbacks in PIMSM systens. Sone of these are
listed in Section 15 ("Security Considerations") of this docunent.

According to an analysis in line with RFC 4107 [ RFC4107], PI M SM
woul d benefit from automated key nmanagenent and roll over because al
t he di sadvant ages of manual keys listed in Section 15 woul d be
elimnated. However, suitable techniques for automated key
managenment do not currently exist. Wrk is in hand in the IETF to
devel op suitable solutions. |In the nmeantine, inplenentations MJST
support manual rekeying as described below. Inplenenters and

depl oyers need to be aware of the requirenent to upgrade to support
aut onat ed key nmanagenent as soon as suitable techniques are
avai | abl e.

9.1. Manual Rekeying Procedure

In accordance with the requirenents of RFC 4107 [ RFC4107], the
followi ng three-step procedure provi des a possible nmechanismto rekey
the routers on a link wthout dropping PIMSM protocol packets or

di srupting the adjacency, while ensuring that it is always clear

whi ch key is being used.

1. For every router on the link, create an additional inbound SA for
the interface being rekeyed using a new SPI and t he new key.

2. For every router on the link, replace the original outbound SA
with one using the new SPI and key val ues. The SA repl acenent
operation MJST be atomic with respect to sending Pl M SM packets
on the link, so that no PI M SM packets are sent wi thout
aut henti cati on/encryption

3. For every router on the Iink, remove the original inbound SA

Note that all routers on the Iink MIST conplete step 1 before any
begin step 2. Likewise, all the routers on the link MJST conpl ete
step 2 before any begin step 3.

One way to control the progression fromone step to another is for
each router to have a configurable tinme constant KeyRoll overlnterval
After the router begins step 1 on a given link, it waits for this
interval and then noves to step 2. Likew se, after noving to step 2,
it waits for this interval and then noves to step 3.
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In order to achieve snooth key transition, all routers on a |ink MJST
use the sanme value for KeyRolloverlinterval and MIUST initiate the key
roll over process within this time period.

At the end of this tine period, all the routers on the link will have
a single inbound and outbound SA for PIMSMw th the new SPI and key
val ues.

9.2. KeyRolloverlnterva

The configured val ue of KeyRolloverlnterval needs to be | ong enough
to allow the Administrator to change keys on all the PIM SMrouters.
As this value can vary significantly depending on the inplenmentation
and the deploynent, it is left to the Admnistrator to choose an
appropri ate val ue.

9.3. Rekeying Interva

In keeping with the goal of reducing key exposure, the encryption and
aut henti cati on keys SHOULD be changed at |east every 90 days.

10. | Psec Protection Barrier and SPD/ GSPD
10.1. Manual Keying
10.1.1. SAD Entries

The Adm nistrator nust configure the necessary Security Associ ations.
Each SA entry has the source address of an authorized peer, and a
Destination Address of ALL PIM ROUTERS. Unique SPI values for the
manual | y configured SAs MJUST be assigned by the Adnministrator to
ensure that the SPI does not conflict with existing SPI values in the
SAD.

10.1.2. SPD Entries

The Adm nistrator nust configure the necessary SPD entries. The SPD
entry nust ensure that any outbound IP traffic packet traversing the
| Psec boundary, with PIMas its next |ayer protocol and sent to the
Destination Address of ALL _PIM ROUTERS, is protected by ESP or AH.
Note that this characterization includes all the link-local nessages
(Hell o, Join/Prune, Bootstrap, Assert).
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10.

10.

10.

10.

2. Automatic Keying

When automatic keying is used, the SA creation is done dynamically
usi ng a group key managenent protocol. The GSPD and PAD tables are
configured by the Adm nistrator. The PAD table provides the |ink
bet ween the | Psec subsystem and the group key nanagenent protocol

For automatic keying, the inplenentati on MIST support the multicast
ext ensi ons described in [ RFC5374].

2.1. SAD Entries

All PIMrouters participate in an authentication schene that
identifies permtted neighbors and achi eves peer authentication
during SA negotiation, leading to child SAs being established and
saved in the SAD.

2.2. GSPD Entries

The Adm nistrator nust configure the necessary GSPD entries for
"sender only" directionality. This rule MJST trigger the group key
managenment protocol for a registration exchange. This exchange will
set up the outbound SAD entry that encrypts the nulticast PIMcontro
message. Considering that this rule is "sender only", no inbound SA
is created in the reverse direction

In addition, the registration exchange will trigger the installation
of the GSPD entries corresponding to each legitimate peer router,
with direction "receiver only". Procedures for achieving the

regi stration exchange are out of scope for this docunent.

A router SHOULD NOT dynanically detect new neighbors as the result of
recei ving an unauthenticated PIM SM I|ink-local message or an | Psec
packet that fails an SAD | ookup. An autonated key nmanagenent
protocol SHOULD provide a nmeans of notifying a router of new,

| egiti mate nei ghbors.

2.3. PAD Entries

The PAD will be configured with information to permt identification
of legitinmate group nmenbers and senders (i.e., to control the

adj acency). Procedures for doing this are out of scope for this
docunent .
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11. Security Association Lookup

For an SA that carries unicast traffic, three paranmeters (SPI
destination address, and security protocol type (AH or ESP)) are used
in the Security Association | ookup process for inbound packets. The
SPI is sufficient to specify an SA. However, an inplenentation nmay
use the SPI in conjunction with the I Psec protocol type (AH or ESP)
for the SA | ookup process. According to RFC 4301 [ RFC4301], for

mul ticast SAs, in conjunction with the SPI, the destination address
or the destination address plus the sender address may al so be used
in the SA | ookup. This applies to both ESP and AH. The security
protocol field is not enployed for a nulticast SA | ookup.

G ven that, fromthe prospective of a receiving router, each peer
router is an independent sender and given that the destination
address will be the sane for all senders, the receiving router MJST
use SPI plus destination address plus sender address when performng
the SA lookup. In effect, link-local comrunication is an SSM
communi cati on that happens to use an Any-Source Milticast (ASM
address (which is shared anong all the routers).

Gven that it is always possible to distinguish a connection using

| Psec froma connection not using IPsec, it is recommended that the
address ALL_PI M ROUTERS be used, to mmintain consistency with present
practi ce.

G ven that the sender address of an incom ng packet may be only

| ocal Iy uni que (because of the use of |ink-local addresses), it is
necessary for a receiver to use the interface IDtag to determ ne the
associ ated SA for that sender. Therefore, this document nandates
that the interface IDtag, the SPI, and the sender address MJST be
used in the SA | ookup process.

12. Activating the Anti-Replay Mechani sm

Al 't hough link-1evel messages on a link constitute a multiple-sender,
mul ti pl e-receiver group, the use of the interface ID tag and sender
address for SA | ookup essentially resolves the comunication into a
separate SA for each sender/destination pair, even for the case where
only two SAs (with identical SA paranmeters) are used for the entire
adm nistrative region. Therefore, the statenent in the AH RFC
(Section 2.5 of [RFC4302]) that "for a multi-sender SA the anti-
replay features are not avail abl e" becones irrelevant to the PI M SM
i nk-1 ocal message exchange.

To activate the anti-replay nmechanismin a unicast communication, the

recei ver uses the sliding window protocol and it naintains a sequence
nunber for this protocol. This sequence nunber starts from zero.
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Each tinme the sender sends a new packet, it increnments this nunber by
one. In a nmulti-sender nulticast group comuni cation, a single
sequence nunber for the entire group would not be enough

The whol e scenario is different for PIMIink-1ocal nessages. These
messages are sent to local links with TTL = 1. A link-1ocal nessage
never propagates through one router to another. The use of the
sender address and the interface ID tag for SA | ookup converts the
relationship froma nultiple-sender group to multiple single-sender
associations. This specification RECOWENDS activation of the anti-
replay nechanismonly if the SAs are assigned using an autonated key
managenent procedure. |f manual key managenent is used, the anti-
replay SHOULD NOT be acti vat ed.

If an existing router has to restart, in accordance with RFC 4303
[ RFC4303], the sequence-nunber counter at the sender MJST be
correctly maintained across | ocal reboots, etc., until the key is
repl aced.

13. Implenenting a Security Policy Database per Interface

RFC 4601 suggests that it nay be desirable to i npl ement a separate
Security Policy Database (SPD) for each router interface. The use of
link-1ocal addresses in certain circunstances inplies that
differentiation of anmbi guous speaker addresses requires the use of
the interface IDtag in the SA lookup. One way to do this is through
the use of nultiple SPDs. Alternatively, the interface ID tag may be
a specific conponent of the selector algorithm This is in
conformance with RFC 4301, which explicitly renpoves the requirenent
for separate SPDs that was present in RFC 2401 [ RFC2401].

14. Extended Sequence Number

In the [RFC4302], there is a provision for a 64-bit Extended Sequence
Nunber (ESN) as the counter of the sliding window used in the anti -
replay protocol. Both the sender and the receiver naintain a 64-bit
counter for the sequence nunber, although only the | ower order 32
bits are sent in the transmssion. |In other words, it will not

af fect the present header format of AH. If ESN is used, a sender
router can send 2764 -1 packets without any intervention. This
nunber is very large, and froma PIMrouter’s point of view, a PIM
router can never exceed this nunber in its lifetine. This nakes it
reasonabl e to permt manual configuration for a small nunber of PIM

routers, since the sequence nunber will never roll over. For this
reason, when manual configuration is used, ESN SHOULD be depl oyed as
the sequence nunber for the sliding window protocol. |In addition,
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when an ESN is used with a manually keyed SA, it MJST be saved over a
reboot, along with an indication of which sequence nunbers have been
used.

15. Security Considerations

The whol e docunent considers the security issues of PIMIink-Ioca
messages and proposes a mechanismto protect them

Limtations of manual keys:

The following are sonme of the known limtations of the usage of
manual keys.

o If replay protection cannot be provided, the PIMrouters will not
be secured against all the attacks that can be perforned by
repl ayi ng Pl M packets.

o Manual keys are usually long lived (changing themoften is a
tedious task). This gives an attacker enough time to discover the
keys.

0 As the Admnistrator is manually configuring the keys, there is a
chance that the configured keys are weak (there are known weak
keys for DES/ 3DES at |east).

| mper sonati on attacks:

The usage of the sane key on all the PIMrouters connected to a |link
| eaves them all insecure against inpersonation attacks if any one of
the PIMrouters is conpromi sed, nmal functioning, or msconfigured.

Detai |l ed anal ysis of various vulnerabilities of routing protocols is
provided in RFC 4593 [ RFC4593]. For further discussion of PIMSM and
mul ticast security, the reader is referred to RFC 5294 [ RFC5294], RFC
4609 [ RFC4609], and the Security Considerations section of RFC 4601

[ RFC4601] .
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