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Abst r act

The aimof this docunent is to establish a new | ANA registry for | MAP
keywords and to define a procedure for keyword registration, in order
to inmprove interoperability between different I MAP clients.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc5788

Copyri ght Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

| MAP keywords [ RFC3501] are bool ean naned flags that can be used by
clients to annotate nmessages in an | MAP nail box. Al though | VAP
keywords are an optional feature of IMAP, the najority of | MAP
servers can store arbitrary keywords. Many nainstream | MAP clients
use a limted set of specific keywords, and sone can manage (create,
edit, display) arbitrary | MAP keywords.

Over the years, sone | MAP keywords have becone de-facto standards,
with some specific semantics associated with them In sone cases,
different client inplenentors decided to define and use keywords with
di fferent names, but the sane senmantics. Sonme server inplementors
decided to map such keywords automatically in order to inprove cross-
client interoperability.

In other cases, the sanme keywords have been used with different
semantics, thus causing interoperability problens.

Thi s docunent attenpts to prevent further inconpatible uses of | MAP
keywords by establishing an "I MAP Keywords" registry and allocating a
special prefix for standardi zed keywords.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ Kwds].
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3.

I ANA Consi derations
I ANA has established a new registry for | MAP keywords.

Regi stration of an | MAP keyword is requested by filling in the
followi ng tenplate and followi ng the instructions on the | ANA pages
for the registry to submit it to | ANA:

Subj ect : Regi stration of | MAP keyword X
| MAP keyword nane:
Pur pose (description):

Private or Shared on a server: (One of PRI VATE, SHARED, or BOTH.
PRI VATE neans that each different
user has a distinct copy of the
keyword. SHARED neans that all
different users see the sane val ue of
the keyword. BOTH neans that an | MAP
server can have the keyword as either
private or shared.)

Is it an advisory keyword or nay it cause an automatic action:
When/ by whom t he keyword i s set/cl eared:

Rel ated keywords: (for exanple, "nutually exclusive with keywords Y
and Z")

Rel ated | MAP capabilities:

Security considerations:

Publ i shed specification (recomrended):

Person & enmil address to contact for further infornation:

I ntended usage: (One of COMWON, LIM TED USE, or DEPRECATED (i.e.,
not recommended for use))

Onner/ Change controller: (MJST be "IESG' for any "comobn use"
keyword registration specified in an | ETF
Revi ew docunent. See definition of "common
use" below in this section. Wen the
Owner/ Change controller is not a
St andar di zati on Organi zation, the
regi stration request MJST nmake it clear if
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the registration is controlled by a
company, or the individual performng the
registration.)

Not e: (Any other information that the author deens interesting
may be added here, for exanmple, if the keyword(s) is
supported by existing clients.)

Regi stration of an | MAP keyword requires Expert Review [ RFC5226].

Regi stration of any | MAP keyword is initiated by posting a
registration request to the Message Organization W nailing |ist
<morg@etf.org> (or its replacenent as chosen by the responsible
Application Area Director) and CCing | ANA (<iana@ana.org>). After
allowing for at least two weeks for community input on the designated
mailing list, the expert will determ ne the appropriateness of the
regi stration request and either approve or disapprove the request
with notice to the requestor, the mailing list, and | ANA.  Any
refusal must cone with a clear explanation.

The | ESG appoi nts one or nore Expert Reviewers for the | MAP keyword
registry established by this docunent.

The Expert Reviewer should strive for tinely reviews. The Expert
Revi ewer shoul d take no | onger than six weeks to nake and announce
the decision, or notify the mailing list that nore tine is required.

Deci sions (or lack of) made by an Expert Revi ewer can be first
appeal ed to Application Area Directors and, if the appellant is not
satisfied with the response, to the full |ESG

There are two types of | MAP keywords in the "I MAP Keywords" registry:
i ntended for "common use" and vendor-/organi zati on-specific use (al so
known as "limted use"). An |IMAP keyword is said to be for "comon
use" if it is reasonably expected to be inplenented in at |east two
i ndependent client inplenentations. The two types of | MAP keywords
have different |levels of requirements for registration (see bel ow).

.1. Review Cuidelines for the Designated Expert Revi ewer
Expert Revi ewers should focus on the foll owi ng requirenents.

Regi stration of a vendor-/organization-specific ("limted use") | MAP
keyword is easier. The Expert Reviewer only needs to check that the
requested nane doesn’t conflict with an already regi stered name, and
that the nane is not too generic, msleading, etc. The Expert

Revi ewer MAY request the | MAP keyword nanme change before approving
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the registration. The Expert Revi ewer SHOULD refuse a registration
if there is an already registered | MAP keyword that serves the same
pur pose, but has a different name.

When registering an | MAP keyword for "conmon use", the Expert
Revi ewer perfornms the checks described for vendor-/

organi zati on-specific | MAP keywords, plus additional checks as
det ai | ed bel ow.

Keywords i ntended for "common use" SHOULD start with the "$" prefix.
(Note that this is a SHOULD because sone of the commonly used | MAP
keywords in wi despread use don’t follow this convention.)

| MAP keywords intended for "comon use" SHOULD be standardi zed in
| ETF Revi ew [ RFC5226] docunents. (Note that |ETF Revi ew documents
still require Expert Review.)

Values in the "I MAP Keywords" | ANA registry intended for "comobn use"
must be clearly documented and likely to ensure interoperability.
They nust be useful, not harnful to the Internet. |In cases when an

| MAP keyword being registered is al ready depl oyed, Expert Reviewers
shoul d favor registering it over requiring perfect docunentation

and/ or requesting a change to the name of the | MAP keyword.

The Expert Reviewer MAY automatically "upgrade" registration requests

for a "limted use" | MAP keyword to "comon use" level. The Expert
Revi ewer MAY al so request that a registration targeted for "conmon
use" be registered as "limted use" instead.

3.2. Coments on | MAP Keywords' Registrations

Conments on registered | MAP keywords should be sent to both the
"owner" of the mechanismand to the mailing |ist designated to | MAP
keyword review (see Section 3). This inproves the chances of getting
a tinely response.

Submitters of comments may, after a reasonable attenpt to contact the
owner and after soliciting comments on the IMAP nailing list, request
the designated Expert Reviewer to attach their comment to the | MAP
keyword registration itself. The procedure is sinlar to requesting
an Expert Review for the affected keyword.

3.3. Change Control
Once an | MAP keyword registration has been published by | ANA the
owner may request a change to its definition. The change request

(including a change to the "intended usage" field) follows the sane
procedure as the initial registration request, with the exception of
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changes to the "Person & enail address to contact for further

i nformati on" and "Owner/ Change controller"” fields. The latter can be
changed by the owner by informng | ANA; this can be done w t hout

di scussion or review.

The | ESG may reassign responsibility for an | MAP keyword. The nost
conmon case of this will be to enable clarifications to be made to
keywor ds where the owner of the registration has died, noved out of
contact, or is otherw se unable to nake changes that are inportant to
the conmunity.

| MAP keyword registrations MJST NOT be del eted; keywords that are no
| onger believed appropriate for use can be decl ared DEPRECATED by a
change to their "intended usage" field.

The 1ESG i s considered the owner of all "common use" | MAP keywords
that are published in an | ETF Revi ew docunent.

3.4. Initial Registrations

| ANA has registered the | MAP keywords specified in foll ow ng
subsections in the registry established by this docunent.

3.4.1. $MDNSent | MAP Keyword Registration

Subj ect : Regi stration of | MAP keyword $MDNSent

| MAP keyword name: $MDNSent

Purpose (description): Specifies that a Message Di sposition
Notification (MDN) must not be sent for any
message annotated with the $MDNSent | MAP
keywor d.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action
Thi s keyword can cause automatic action by
the client. See [RFC3503] for nore details.

When/ by whom t he keyword i s set/cl eared:
This keyword is set by an I MAP client when it
decides to act on an MDN request, or when
upl oading a sent or draft message. It can
al so be set by a delivery agent. Once set,
the flag SHOULD NOT be cl eared.
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Rel at ed keywords: None

Rel ated | MAP capabilities: None

Security considerations: See Section 6 of [RFC3503]
Publ i shed specification (reconmended): [RFC3503]

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

I ntended usage: COMVON
Onner/ Change controller: |ESG
Not e:
3.4.2. $Forwarded | MAP Keyword Regi stration
Subj ect : Regi stration of the | MAP keyword $Forwar ded
| MAP keyword name:  $Forwar ded

Pur pose (description): $Forwarded is used by several IMAP clients to
specify that the nessage was resent to
anot her enmi|l address, enbedded within or
attached to a new nmessage. This keyword is
set by the mail client when it successfully
forwards the nessage to anot her enmil
address. Typical usage of this keyword is to
show a different (or additional) icon for a
message that has been forwarded.

Private or Shared on a server: BOTH

Is it an advisory keyword or nmay it cause an automatic action
advi sory

When/ by whom t he keyword is set/cl eared:
This keyword can be set by either a delivery
agent or a mail client. Once set, the flag
SHOULD NOT be cleared. Notes: There is no
way to tell if a nmessage with $Forwarded
keyword set was forwarded nore than once.

Rel at ed keywords: None

Rel ated | MAP capabilities: None
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Security considerations: A server inplementing this keyword as a
shared keyword may disclose that a
confidential message was forwarded.

Publ i shed specification (reconmended): [RFC5550]

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. con

I nt ended usage: COMVON

Onner/ Change controller: |ESG

Not e:

3.4.3. $SubnitPending | MAP Keyword Regi stration

Subj ect : Regi stration of | MAP keyword $Subnit Pendi ng

| VAP keyword nanme: $Submi t Pendi ng

Pur pose (description): The $Subm tPendi ng | MAP keyword desi gnat es
the nmessage as awaiting to be subnmitted.
This keyword all ows storing nmessages waiting
to be submitted in the sane nmil box where
messages that were already submtted and/ or
are being edited are stored.
A message that has both $Submitted and
$Submi t Pendi ng | MAP keywords set is a message
being actively subnitted.

Private or Shared on a server: SHARED

Is it an advisory keyword or nmay it cause an automatic action
Thi s keyword can cause autonmatic action by
the client. See Section 5.10 of [RFC5550]

for nore details.

When/ by whom t he keyword i s set/cl eared:
This keyword is set by a nail client when it
deci des that the nessage needs to be sent
out.

Rel at ed keywords: $Submitted

Rel ated | MAP capabilities: None
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Security considerations: A server inplementing this keyword as a
shared keyword may disclose that a
confidential message is scheduled to be
sent out or is being actively sent out.

Publ i shed specification (reconmended): [RFC5550]

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

I nt ended usage: COMVON
Onner/ Change controller: |ESG

Not e:
3.4.4. $Subnitted | MAP Keyword Regi stration

Subj ect : Regi stration of | MAP keyword $Subnitted

| VAP keyword nane: $Submitted

Pur pose (description): The $Submitted | MAP keyword designates the
message as being sent out.

A message that has both $Submitted and
$Submi t Pendi ng | MAP keywords set is a nessage
bei ng actively submtted.

Private or Shared on a server: SHARED

Is it an advisory keyword or may it cause an automatic action
Thi s keyword can cause automatic action by

the client. See Section 5.10 of [RFC5550]
for nore details.

When/ by whom t he keyword is set/cl eared:

This keyword is set by a mail client when it
decides to start sending it.

Rel at ed keywords: $Subnit Pendi ng

Rel ated | MAP capabilities: None

Security considerations: A server inplenmenting this keyword as a
shared keyword may disclose that a
confidential nessage was sent or is being
actively sent out.
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6.

6.

1.

Publ i shed specification (reconmended): [RFC5550]

Person & email address to contact for further information:
Al exey Mel ni kov <al exey. nel ni kov@ sode. conp

I ntended usage: COMVON

Onner/ Change controller: |ESG

Not e:
Security Considerations
| MAP keywords are one of the base | MAP features [RFC3501]. This
docunent doesn’t change their behavior, so it does not add new
security issues.
A particular | MAP keyword m ght have specific security
consi derations, which are docunented in the | MAP keyword
registration tenplate standardi zed by this docunent.
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