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Support for Honme Agent to Dianeter Server Interaction

Abst ract

Mobil e | Pv6 depl oynents may want to bootstrap their operations
dynani cal | y based on an interacti on between the honme agent and the
Di aneter server of the Mbile Service Provider. This docunent
specifies the interaction between a Mbile |IP hone agent and a

Di aneter server.

Thi s docunent defines the home agent to the Dianmeter server

communi cati on when the nobil e node authenticates using the Internet
Key Exchange v2 protocol with the Extensible Authentication Protocol
or using the Mbile IPv6 Authentication Protocol. 1In addition to
aut henti cation and authorization, the configuration of Mbile |IPv6-
specific parameters and accounting is specified in this docunent.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5778.
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1.

I nt roducti on

Perform ng the Mbile I Pv6 protocol [RFC3775] requires the nobile
node (MN) to own a hone address and to have an assi gned honme agent
(HA) to the MN. The MN needs to register with the HA in order to
enable its reachability and nobility, when away fromits home |ink
The registration process itself may require an establishnent of |Psec
security associations (SAs) and cryptographic material between the W
and the HA. Alternatively, the registration process nmay be secured
using a nmobility nessage authentication option, which enables |IPv6
mobility in an MN wi thout having to establish an IPsec SAwith its
HA.  Providing the collection of hone address, HA address, and keying
material is generally referred to as the Mbile | Pv6 bootstrapping
probl em [ RFC4640]. The purpose of this specification is to provide
D amet er support for the interaction between the HA and the

Aut henti cation, Authorization, and Accounting (AAA) server. This
specification satisfies the requirenents defined in [ RFC5637] for the
boot strapping problemin the split scenario [ RFC5026] and al so
specifies Diameter support for the Authentication Protocol for Mbile
| Pv6 [ RFC4285]. The Diameter support defined in this specification
al so applies to Dual Stack Mbile | Pv6 [ RFC5555].

Froma Mbility Service Provider (MSP) perspective, it is inmportant
to verify that the MN is authenticated and authorized to utilize
Mobile | Pv6 service, and is accounted for those. Only when the MNis
aut henti cated and aut hori zed does the MSP all ow t he boot strappi ng of
Mobil e | Pv6 parameters. Thus, prior to processing the Mbile |IPv6
registrations, the HA participates in the authentication of the MNto
verify the MNs identity. The HA also participates in the Mbile

| Pv6 aut horization process involving the Dianeter infrastructure.

The HA, due to its role in traffic forwarding, may al so perform
accounting for the Mbile | Pv6 service provided to the M

Thi s docunent enables the follow ng functionality:

Aut hentication: The MN's identity needs to be verified. As a
D ameter client supporting the new Di anmeter Mbile | Pv6
application, the HA may need to support nore than one
aut henti cati on type depending on the environment. Although the
authentication is perfornmed by the AAA server, there is an inpact
for the HA as different sets of command codes are needed for the
respective authentication procedures.

Aut hori zation: The HA nust verify that the user is authorized to the
Mobil e | Pv6 service using the assistance of the MSP Di aneter
servers. This is acconplished through the use of new D aneter
applications specifically designed for performng Mbile |IPv6
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aut hori zati on decisions. This document defines required AAA
procedures and requires the HA to support themand to participate
in this authorization signaling.

Accounting: For accounting purposes and capacity planning, it is
required that the HA provides accounting reports to the Di aneter
infrastructure and thus supports the related Di ameter accounting
pr ocedures.

Sessi on Managenent: The nmanagenent of the nobility services my
require the Dianeter server or the HAto terninate the Mbile | Pv6
service before the binding expires. This docunent defines
procedures for the AAA-based session managenent.

Figure 1 depicts the reference architecture for this docunent.

| Di anet er |
| Server |

Back-End | Di aneter Mbile | Pv6
Protocol | HA<->AAA Server

Support | Interaction
| (this docunent)
%
S R + T +
| Mbile | Front-End Protocol |Hone Agent /
| Node R e >| Di aneter Cient|
e + | KEv2 or RFC 4285 e +

Figure 1: Architecture Overvi ew

Mobil e | Pv6 signaling between the MN and the HA can be protected
using two different nechani sns, nanely, using | Psec or the

Aut hentication Protocol for Mbile I Pv6 [ RFC4285]. For these two
approaches, several different authentication and key exchange
solutions are available. Wen IPsec is used to protect Mbile |Pv6
signal i ng messages, Internet Key Exchange v2 (1 KEv2) is used

[ RFC4877] for the setup of the I Psec SAs. |KEv2 supports EAP-based
(Extensi bl e Authentication Protocol) initiator authentication,
certificates, and pre-shared secrets. Alternatively, the

Aut henti cation Protocol for Mbile IPv6 uses a nechanismthat is very
simlar to the one used for protecting Mbile |IPv4 signaling
messages.
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The ability to use different credentials and methods to authenticate
the MN has an inpact on the AAA interactions between the HA (acting
as a Dianeter client) and the D anmeter server. This specification is
only limted to the following WMN aut henticati on net hods:

0 | KEv2 usage with EAP

o Mbbile IPv6 Authentication Protocol

New aut henti cati on nechani sns may be added | ater by separate
speci fications.

For accounting of Mbile |Pv6 services provided to the M\, this
specification uses the D ameter base protocol accounting defined in
[ RFC3588] .

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The Mobile | Pv6 bootstrapping ternmnology is taken from [ RFC4640].
Addi tional terninology is defined bel ow

Aut henti cation, Authorization, and Accounting (AAA):

AAA protocol based on Dianeter [RFC3588] with required EAP support
[ RFC4072] .

Home AAA (AAAH):

An aut hentication, authorization, and accounting server |ocated in
the user’s hone network, i.e., in the honme realm

3. Application ldentifiers

Thi s specification defines two new D aneter applications and their
respective Application ldentifiers:

D ameter Mobile IPv6 IKE (MP61) 7
D anmeter Mobile IPv6 Auth (MP6A) 8

The M P61l Application Identifier is used when the MN is authenticated
and aut horized using KEv2. The M P6A Application Identifier is used
when the MN is authenticated and authorized using the Mbile |IPv6

Aut henti cati on Protocol.
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4.

4.

Mobil e | Pv6-rel ated accounting information generated by the HA uses
either the MP6l or the MP6A Application Identifier in the case of
the coupl ed accounting nodel. The D ameter Base Accounting
Application ldentifier (value of 3) is used in the case of the split
accounting nodel. Refer to Section 4.4 for nore information
regardi ng the accounting nodel s.

Prot ocol Description
1. Support for Mbile IPv6 with | KEv2 and EAP

The use of I KEv2 with EAP between the MN and the HA allows the AAA to
authenticate the MN. \Wen EAP is used with | KEv2, the D aneter EAP
application logic and procedures, as defined in [ RFC4072], are re-
used. EAP nethods that do not establish a shared key SHOULD NOT be
used, as they are subject to a nunber of nman-in-the-mddle attacks as
stated in Section 2.16 and Section 5 of [RFC4306]. Attribute-value
pairs (AVPs) specific to Mbile I Pv6 bootstrapping are added to the
EAP application conmmands.

Figure 2 shows the message flow invol ved during the authentication
phase when EAP is used. The conmuni cation between the nobil e node
and the hone agent uses the conventions defined in [ RFC4306].
Simlarly, the comunication between the hone agent and the Di aneter
server uses the conventions defined in [ RFC4072].
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Mobi | e Horre Di anet er
Node Agent Server

I
| HDR SAI 1, KE, N (1) |

I
HDR, SK{IDi,[CERTREQ] [IDr,] |
[ CP( CFG_REQUEST), ] |
I
I

SAi 2, TSi, TSr} (3) DER ( EAP- Response) (4) +

I e > M P6 Boot strappi ng AVPs
| | o >
| | DEA (EAP-Request) (5)
| HDR, SK{IDr, [CERT,] AUTH, EAP} | <---------mmmmmmmmmmomo
| S | |
I I I
| HDR, SK{EAP} I I
I L >| DER ( EAP- Response) |
I [---mmmmr >I
| | DEA (EAP-Request) |
| HDR, SK{EAP-Request} IR |
[ <-mmmmmmmr e I I
| | |
| HDR, SK{EAP-Response} | |
I T >| DER ( EAP- Response) |
I

I I I
| | DEA (EAP-Success) + |
| | M P6 Bootstrappi ng AVPs |
| HDR, SK{EAP-Success} |
I
I
I

I

| HDR SK{AUTH, [CP(CFG REPLY, ]
| SAr2, TSi, TSr}
I
I

Figure 2: Mbile | Pv6 Bootstrapping Using | KEv2 and EAP

The MN and the HA start the interaction with an | KE_SA I NIT exchange.
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In this phase, cryptographic algorithnms are negotiated, and nonces
and Diffie-Hell man parameters are exchanged. Message (3) starts the
| KE_AUTH phase. This second phase authenticates the previous
messages, exchanges identities and certificates, and establishes the
first CHHLD SA. It is used to nmutually authenticate the MN (acting
as an IKEv2 initiator) and the HA (acting as an | KEv2 responder).

The identity of the user/MNis provided in the ID field. The M
indicates its willingness to be authenticated via EAP by omitting the
AUTH field in nmessage (3) (see Section 2.16 of [RFC4306]).

As part of the authentication process, the MN MAY request a hone
address or a home prefix or suggest one (see [RFC4877]), using a
CFG_REQUEST payl oad in the nessage (3).

The HA extracts the ID field fromthe nmessage (3) and sends a

Di anmet er - EAP- Request (DER) nessage (4) towards the authenticating
D ameter server. The EAP-Payl oad AVP contai ns a EAP- Response/
Identity with the identity extracted fromthe ID field.

This nmessage is routed to the MN' s Di aneter server/EAP server. The
D ameter server selects the EAP method and replies with the D aneter-
EAP- Answer (DEA) nessage. Depending on the type of EAP nethod
chosen, a nunber of DER and DEA nessages carry the method-specific
exchanges between the MN and the Dianeter server/EAP server.

At the end of the EAP authentication phase, the D ameter server
indicates the result of the authentication in the Result-Code AVP and
provi des the correspondi ng EAP packet (EAP Success or EAP Failure).
The | ast | KEv2 nmessage sent by the HA contains the hone address or
the hone prefix. In the latter case, a CREATE CH LD SA exchange is
necessary to set up IPsec SAs for Mbile | Pv6 signaling.

In sone depl oynment scenarios, the HA may al so act as an | KEv2
responder for a conventional |Psec VPN access. The challenge in this
case is that the I KEv2 responder may not know if IKEv2 is used for
Mobile I Pv6 service or for |Psec VPN access service. A network
operator needs to be aware of this limtation. One solution already
supported by IKEv2 is to use different responder identities when
operating as a conventional |Psec VPN gateway or as an HA. The MN
can then indicate the preferred responder type using the appropriate
I Dr payload in the | KE_AUTH nessage.

Eventual Iy, when the HA receives a Binding Update (BU), the HA

aut henti cates and authorizes the MN\. It is RECOWENDED that the HA
sends an accounting request message every time it receives a BU
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4.2. Support for the Mbile IPv6 Authentication Protocol

Figure 3 shows the message sequence between the M\, the HA, and the
D ameter server during the registration when Mbile | Pv6

Aut hentication Protocol is used. A BU and a Bi ndi ng Acknow edgenent
(BA) nessages are used in the binding registration process.

Receiving a BU at the HA initiates a M P6-Request to be sent to the
D ameter server. The Dianmeter server in turn responds with a M P6-
Answer. The HA may assign a hone address to the MN and provide it to
the Di aneter server in the M P-Mbil e-Node-Address AVP

According to [ RFC4285], the MN uses the Mbile Node Identifier
Option, specifically the MN-NAI nobility option (as defined in
[ RFC4283]) to identify itself. The HA MJUST copy the M\-NAI nobility
option value to the User-Nane AVP in the subsequent request nessages.

The procedure described in this specification for the Mbile | Pv6

Aut hentication Protocol is only needed for the initially received BU
for which the HA does not have an existing security association

When the HA recei ves subsequent BUs, they are processed locally in
the HA. It is RECOWENDED t hat the HA sends an accounting request
nmessage every tinme it receives a Binding Update. However, the HA MAY
re-authorize the M\ with the Diameter server at any tine depending on
the depl oyment and the | ocal policy.

Thi s specification assumes that in the case where Mbile |IPv6

Aut hentication Protocol is used, the M\-AAA option is included in the
BU as defined in [ RFC4285] and the Di aneter server conputes required
session keys after having successfully authenticated the MN. The
comput ation of the session keys is out of scope of this
specification. her possible ways of using the Mbile |IPv6

Aut henti cation Protocol are also out of scope of this specification
and woul d require a new specification to describe the detail ed
behavi or of the HA- AAAH interface and correspondi ng session key
derivati on.
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Mobi | e Horre Di anet er
Node Agent Server
| |
| | M P6-Request + M P6
| Bi ndi ng Update | Bootstrappi ng AVPs
------------------------------------ R R T

(Mobil e Node ldentifier Option,
Mobility Message Replay Protection
Option, Authentication Option)

M P6- Answer + M P6
Boot st rappi ng AVPs

(Mobil e Node ldentifier Option | |
Mobility Message Replay Protection | |
Option, Authentication Option) | |

Figure 3: Mbile | Pv6 Bootstrapping Using the Mbile |Pv6
Aut henti cati on Protocol

4.3. Mbile I Pv6 Session Managenent

The Dianmeter server may naintain state or may be stateless. This is
indicated in the Auth-Session-State AVP (or its absence). The HA
MUST support the Authorization Session State Machi ne defined in

[ RFC3588] .

Thi s specification nmakes an assunption that each SA created between
the MN and the HA as a result of a successful |KEv2 negotiation or a
Mobil e | Pv6 Aut hentication Protocol exchange corresponds to one

D anmeter session. In the |KEv2 case, we specifically mean the
created | KE SA.

4.3.1. Session-Term nation- Request

The Session- Term nati on- Request (STR) nessage [ RFC3588] is sent by
the HA to informthe D aneter server that an authorized session is
being terminated. This means that the HA MJUST term nate the
correspondi ng Mobile IPv6 binding and al so term nate the
correspondi ng SA

4.3.2. Session-Term nation- Answer
The Session-Term nati on- Answer (STA) nessage [ RFC3588] is sent by the

D anmeter server to acknow edge the notification that the session has
been term nated.
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4.3.3. Abort-Sessi on- Request

The Abort - Sessi on- Request (ASR) nessage [ RFC3588] is sent by the

Di aneter server to the HA to term nate the authorized session. This
fulfills one of the requirement described in [ RFC5637]. When the HA
receives the ASR nessage, it MJST terninate the correspondi ng SA
Subsequently, the HA MJST take further actions to termnate the
correspondi ng Mbile | Pv6 binding.

4.3.4. Abort-Sessi on- Answer

The Abort-Sessi on- Answer (ASA) nessage [ RFC3588] is sent by the hone
agent in response to an ASR message.

4.4. Accounting for Mobile IPv6 Services

The HA MJST be able act as a Dianeter client collecting accounting
records needed for service control and charging. The HA MJST support
the accounting procedures (specifically the command codes nentioned
bel ow) and the Accounting Session State Machine as defined in

[ RFC3588]. The conmand codes, exchanged between the HA and Di aneter
server for accounting purposes, are provided in the foll ow ng
subsecti ons.

The Di anmeter application design guideline [D ME-APP] defines two
separate nodels for accounting:

Split accounting nodel:

According to this nodel, the accounting nessages use the Di aneter
Base Accounting Application Identifier (value of 3). Since
accounting is treated as an i ndependent application, accounting
commands may be routed separately fromthe rest of application
messages and thus the accounting nessages generally end up in a
central accounting server. Since the Dianmeter Mbile |IPv6
application does not define its own uni que accounting conmands,
this is the preferred choice, since it pernmits use of centralized
accounting for several applications.

Coupl ed accounti ng nodel :

In this nodel, the accounting nmessages will use either the M P6l
or the M P6A Application Identifiers. This means that accounting
messages will be routed like any other Mobile | Pv6 application
messages. This requires the Dianeter server in charge of Mbile
| Pv6 application to handle the accounting records (e.g., sends
themto a proper accounting server).
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As nentioned above, the preferred choice is to use the split
accounting nodel and thus to choose Di ameter Base Accounting
Application ldentifier (value of 3) for accounting messages.

4.4.1. Accounting- Request

The Accounti ng- Request conmand [ RFC3588] is sent by the HA to the
D ameter server to exchange accounting information regarding the WN
with the D anmeter server.

4.4.2. Accounting-Answer

The Accounting- Answer conmmand [ RFC3588] is sent by the Dianeter
server to the HA to acknow edge an Accounti ng- Request.

5. Command Codes
5.1. Command Code for Mbbile IPv6 with | KEv2 and EAP

For the use of Mibile IPv6 with | KEv2 and EAP, this docunment reuses
the Dianmeter EAP application [ RFC4072] commands: Di anet er - EAP- Request
(DER) and Di amet er - EAP- Answer (DEA). This specification extends the
exi sting DER and DEA command ABNFs with a nunber of AVPs to support
Mobile I Pv6 split scenario bootstrapping. Oher than new additional
AVPs and the correspondi ng additions to the command ABNFs, the

D amet er EAP application command ABNFs remai n unchanged. The ABNF

| anguage is defined in [ RFC3588].

Conmand- Nane Abbrev. Code Reference Application
D anet er - EAP- Request  DER 268 RFC 4072 Dianmeter Mbile I1Pv6 | KE
Di anet er - EAP- Answer DEA 268 RFC 4072 D aneter Mbile |Pv6 | KE

Fi gure 4: Command Codes
5.1.1. Dianeter-EAP- Request

The Di amet er - EAP- Request (DER) nessage, indicated by the Comrand- Code
field set to 268 and the "R bit set in the Cormand Flags field, is
sent by the HA to the Dianmeter server to initiate a Mbile |IPv6
service authentication and authorization procedure. The
Application-ID field of the Di ameter Header MJUST be set to the

D ameter Mobile I1Pv6 | KE Application ID (value of 7). The grouped
AVP has the follow ng nodified ABNF (as defined in [ RFC3588]):
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D anet er Header: 268, REQ PXY >
Session-1d >

Aut h- Application-1d }
Origi n-Host }
Origin-Real m}
Destination- Real m}
Aut h- Request - Type }
Desti nati on- Host |
NAS- I dentifier ]

NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess |
NAS- Port - Type ]

User - Nare ]

<Di amet er - EAP- Request > :: =

el b el F e Eate o Fasn Easn BV NV

{ EAP-Payl oad }

[ M P6-Feature-Vector ]

[ MP6-Agent-Info ]

[ M P-Mbil e- Node- Addr ess ]
[ Chargeabl e-User-ldentity ]
[ Service-Selection ]

[ QoS-Capability ]

[ QS-Resources ]

* [ AP ]
Mobi l e I Pv6 bootstrapping AVPs are only included in the first DER
message send by the HA. The subsequent DER nmessages required by the
EAP net hod do not need to include any Mobile | Pv6 bootstrappi ng AVPs.
The MN is both authenticated and authorized for the nobility service

during the EAP authentication. Thus, the Auth-Request-Type AVP MJST
be set to the val ue AUTHORI ZE AUTHENTI CATE.

5.1.2. Di anet er - EAP- Answer

The Di amet er - EAP- Answer (DEA) nessage, indicated by the Comuand- Code
field set to 268 and 'R bit cleared in the Cormand Flags field, is
sent in response to the Di aneter- EAP- Request (DER) nessage. The
Application-1d field in the D ameter nessage header MJST be set to
the Dianeter Mbile IPv6 | KE Application-lId (value of 7). [If the
Mobi l e | Pv6 aut hentication procedure was successful, then the
response MAY include any set of bootstrappi ng AVPs.
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<Di anet er - EAP- Answer > ::= < Di aneter Header: 268, PXY >
< Session-1d >

{ Auth-Application-1d }

{ Aut h-Request - Type }

{ Result-Code }

{ Origin-Host }

{ Oigin-Realm}

[ User-Nanme ]

[ EAP-Payl oad ]

[ EAP- Rei ssued- Payl oad ]

[ EAP-Master- Sessi on-Key ]
[ EAP-Key- Nane ]

[ Multi-Round-Tine ]

[ M P-Mbil e- Node- Addr ess ]
[ M P6-Feature-Vector ]

[ MP6-Agent-Info ]

[ Service-Selection ]

[ QS-Resources ]

[ Chargeabl e-User-ldentity ]

* [ AP ]
I f the EAP-based authentication and the authorization for the
mobi l ity service succeeds, then the Mbile | Pv6 bootstrappi ng AVPs
are included in the | ast DEA nmessage that also carries the EAP-

Success EAP payl oad. The ot her DEA nessages required by the used
EAP- et hod do not include any Mobile | Pv6 bootstrapping AVPs.

5.2. Command Codes for Mbile | Pv6 Authentication Protocol Support

This section defines the commands that are used for support with the
Mobi |l e I Pv6 Authentication Protocol.

There are nmultiple ways of deploying and utilizing the Mbile |IPv6
Aut henti cation Protocol, especially regarding the associ ated AAA
interactions. |In order to support multiple depl oynent nodels, this
speci fication defines the M P6-Aut h-Mde AVP that in the request
message tells the node that the HA supports. This specification
defines a nethod that requires the use of the M\- AAA option with the
Mobil e | Pv6 Authentication Protocol.

Command- Nane Abbrev. Code Reference Application
M P6- Request M R 325 5.3.1 Di ameter Mobile 1 Pv6 Auth
M P6- Answer M A 325 5.3.2 Di ameter Mbile IPv6 Auth
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Command Codes
5.2.1. M P6- Request
The M P6- Request (M R), indicated by the Conmand-Code field set to
325 and the "R bit set in the Command Flags field, is sent by the
HA, acting as a Dianeter client, in order to request the
aut henti cation and authorization of an M\

Al t hough the HA provides the D aneter server with replay protection-
related information, the HA is responsible for the replay protection.

The nessage format is shown bel ow

Kor honen, et al. St andards Track [ Page 16]
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<M P6- Request > ::

Di anet er

1*2

<
<
{
{
{
{
{
{
[
[
[
[
[
[
[
[
[
{
[
[
{
{
{
[
[
[
[
[
[
[
[
[
[
[
[

D anet er Header: 325, REQ PXY >

Session-1D >

Aut h- Application-1d }
User - Nane }
Destination-Real m}
Origi n-Host }
Oigin-Realm}

Aut h- Request - Type }
Desti nati on- Host |
Oigin-State-1d ]
NAS- | dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]

NAS- Port - Type ]
Called-Station-1d ]
Calling-Station-1d ]

M P6- Feat ur e- Vect or ]
M P6- Aut h- Mbde }

M P- MN- AAA- SPI ]

M P- MN- HA- SPI ]

M P- Mobi | e- Node- Addr ess }
M P6- Agent -1 nfo }

M P- Car eof - Addr ess }

M P- Aut henti cat or ]

M P- MAC- Mobi lity-Data ]
M P- Ti mest anp |

QoS- Capability ]

QoS- Resources ]

Char geabl e- User-ldentity ]
Servi ce-Sel ection ]

Aut hori zation-Lifetime ]
Aut h- Sessi on-State |
Proxy-1nfo ]

Rout e- Record ]

AVP ]

M Pv6: HA-to- AAAH Support

February 2010

If the MNis both authenticated and authorized for the nobility

servi ce,
AUTHORI ZE_AUTHENTI CATE.

set to the value M P6_AUTH MN AAA

5.2.2. M P6- Answer

The M P6- Answer (M A) nessage,

set to 325 and the
sent by the Dianmeter server in response to the M P6-Request nessage.

Kor honen,

et al.

,R,

St andards Track

then the Auth-Request-Type AVP is set to the val ue
This is the case when the M P6-Aut h- Mdde is

i ndi cated by the Commuand- Code field
bit cleared in the Command Flags field, is
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6.

The User-Name AVP MAY be included in the MAif it is present in the
MR The Result-Code AVP MAY contain one of the values defined in
Section 7, in addition to the values defined in [ RFC3588].

An M A nessage with the Result-Code AVP set to DI AMETER SUCCESS MJUST
i nclude the M P-Mobil e- Node- Addr ess AVP.

The nessage format is shown bel ow

<M P6- Answer > ::= < Di aneter Header: 325, PXY >
< Session-Id >

{ Auth-Application-Id }

{ Result-Code }

{ Origin-Host }

{ Origin-Real m}

{ Aut h- Request - Type }

[ User-Nane ]

[ Authorization-Lifetime ]
[ Auth-Session-State ]

[ Error-Message |

[ Error-Reporting-Host ]
[ Re- Aut h- Request - Type ]

[ M P6-Feature-Vector ]

[ MP-Agent-Info ]

[ M P-Mbil e- Node- Addr ess ]

[ MP-M\-HA- VBA ]

[ QS-Resources |

[ Chargeabl e-User-ldentity ]
[ Service-Selection ]

[ Oigin-State-1d ]

[ Proxy-Info ]

[ Redirect-Host ]

[ Redirect-Host-Usage ]

[ Redirect-Mx-Cache-Tine ]

[ Failed-AVP ]

[ AVP ]

AVPs

To provide support for [RFC4285] and for [RFC4877], the AVPs in the
foll owi ng subsections are needed. [RFC3588], [RFC4004], and

[ RFC4005] defined AVPs are reused whenever possible without changing
the existing semantics of those AVPs.

Kor honen, et al. St andards Track [ Page 18]
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Attribute Nane

| M P6- Feat ur e-
| Vector

| M P- Mobi | e-
| Node- Addr ess

| Servi ce-
| Selection

| Char geabl e- User -
| ldentity

Di anet er

AVP Defi ned
Code in

124 RFC 5447
333 RFC 4004
486 RFC 5447

493 6.2
578 Note 1
508 Note 1
492 6.12
89 6.19
AVPs for

M Pv6: HA-to- AAAH Support

February 2010

| AVP Fl ag Rul es |

S

T

| | SHOULD| MUST| MAY |

I
Val ue Type | MUST| MAY]|
T

Unsigned64 | M| P |
I (.
Fomm e -+
| M| P
Addr ess | | |
T
G ouped | M| P
R
UTFE8String | M| P |
=
UTF8String | M| P |
I I
e
G ouped | M| P
Fomm e -+
G ouped | M| P|
Fomm oo+
G ouped | M| P
e
CctetStringl] M| P |

e

Mobile I Pv6 | KE Application

NOT

| NOT| Encr |
R R
| V | Y |
I I I

T
| V | Y |
I I I

R

|V Y |
e
|V Y |

e
| Vv | Y |
I I I
I TR
| vV [ Y |
e
v 1Y |
S
| vV Y |
I TR
| V[ Y |
| | |

T

Note 1: The QoS-Capability and the QS-Resource AVPs are defined in
Sections 4.1 and 4.3 of [RFC5777].

Attri bute Nane

| Vector

| Servi ce-
| Selection

Kor honen, et al.

AVP Section
Code Defi ned

| AVP Fl ag Rul es |

R T

I I
Val ue Type | MUST| MAY]|
R o

Unsigned64 | M| P |
I (.

TR
UTF8String | M| P |
Fomm e -+
UTF8String | M| P |
I (.

S

St andards Track

NOT

R

| SHOULD| MUST| MAY |

| NOT| Encr |
Fomm oo -+
| V | Y |
I I I

|
| vV | Y |
S
| V | Y |
I I I

R
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| M P- M\- AAA-SPI 341 RFC 4004 Unsigned32 | M| P |
o m e e e e e e e e e e e e e e e e e e e e e e e e e o Fom e oo -+
| M P- M\- HA- SPI 491 6.4 Unsigned32 | M| P |
T Fomm o - -+
| M P- Mobi | e- 333 RFC 4004 Address | M| P |
| Node- Addr ess | | |
T TS TR
| M P6-Agent-Info 486 RFC 5447 G ouped | M| P |
T Fommm -+
| M P- Car eof - 487 6.7 Addr ess | M| P
| Address | | |
T TR
| M P- 488 6.8 CctetString] M| P |
| Authenticator | | |
T Fommm -+
| M P- MAC- 489 6.9 CctetString] M| P |
| Mobility-Data | | |
Fom e e e eeeiieieeceiiaseacceiaseaaaa- TR
| M P- Sessi on-Key 343 6.10 CctetStringl] M| P |
o m e e e e e e e e e e e e e e e e e e e e e e e e e o Fom e oo -+
| M P- MSA- 367 RFC 4004 Unsigned32 | M| P |
| Lifetine | | |
e I SRR
| M P-M\- HA- MBA 492 6. 12 G ouped | M| P|
T S TR
| MP-Algorithm 345 6.13 Enunerated | M| P |
| Type | (.
T Fomm o - -+
| M P- Repl ay- Mode 346 6. 14 Enunmerated | M| P |
NN TR
|MP-Timestanp 490 6.16 CctetString] M| P |
o m e e e e e e e e e e e e e e e e e e e e e e e e e o Fom e oo -+
| Q@S- Capability 578 Note 1 G ouped | M| P |
T Fomm o - -+
| QS- Resour ces 508 Note 1 G ouped | M| P |
NN TR
| Char geabl e- User - CctetStringl] M| P |
| ldentity 89 6. 19 | | |
T Fommm -+
| M P6- Aut h- Mode 494 6. 20 Enunerated | M| P |
e I SRR
| Rest of the AVPs RFC 3588 | M| P
|[inthe MR & MA RFC 4005 | | |

| excl udi ng *[ AVP]

T

February 2010

AVPs for the Mbile I Pv6 Auth Application

Kor honen, et al
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|V Y |
e
|V Y |

e
| Vv | Y |
I I I
I TR
| vV [ Y |
e
| vV | Y |
I I I
R e
| V[ Y |
I I I
e
| vV | Y |
I I I
R e
| vV [ Y |
e
| V[ Y |
I I I
S
| vV Y |
I TR
| V[ Y |
I I I

T

|V Y |
Fomme -+
|V Y |
et
|V Y |
e
|V Y |

R
| V[ Y |
I I I

S
|V [ Y |
Fom e -+
| V | Y

[ Page 20]



RFC 5778 D ameter M Pv6: HA-t o- AAAH Support February 2010

Note 1: The QoS-Capability and the QoS-Resource AVPs are defined in
Sections 4.1 and 4.3 of [RFC5777].

6. 1. User - Nane AVP

The User-Nane AVP (AVP Code 1) is of type UTF8String and contains a
Net wor k Access ldentifier (NAI) extracted fromthe M\NAI mobility
option included in the received BU nessage. Alternatively, the NAI
can be extracted fromthe IKEv2 I D payl oad included in the | KE_AUTH
nmessage sent by the IKE initiator.

6.2. Service-Sel ection AVP

The Service-Sel ection AVP (AVP Code 493) is of type UTF8String and
contains the name of the service or the external network w th which
the mobility service should be associated. In the scope of this
specification, the value can be extracted fromthe I KEv2 | Dr payl oad,
if available in the | KE_ AUTH nessage sent by the IKE initiator.
Alternatively, if the Mbile | Pv6 Authentication Protocol is used,
then the Service-Selection AVP contains the string extracted fromthe
Service Selection Mbility Option [RFC5149], if available in the
received BU.  Future specifications nay define additional ways to
popul ate the Service-Selection AVP with the required information.

The AVP is also available to be used in nessages sent fromthe

D aneter server to the Dianeter client. For exanmple, if the request
message did not contain the Service-Sel ection AVP but the M was
assigned with a default service, the Dianeter server MAY return the
nane of the assigned default service to the HA

If the Service-Selection AVP is present in both the request and the
reply messages, it SHOULD contain the same service nanme. |f the
services differ, the HA MAY treat that as authorization failure.

6.3. M P-M\- AAA-SPI AVP
The M P- M\- AAA-SPI AVP (AVP Code 341) is of type Unsigned32 and
contains a Security Paraneter Index (SPl) code extracted fromthe
Mobility Message Authentication Option included in the received BU
message. This AVP is reused from [ RFC4004].

When the M P6-Aut h-Mbde AVP is set to value M P6_AUTH MN_AAA, this
AVP MJUST be present in the MR nessage.
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6.4. M P-M\-HA-SPI AVP

The M P- MN-HA-SPI AVP (AVP Code 491) is of type Unsigned32 and
contains an SPI value that can be used with other paraneters for
identifying the security association required for the validation of
the Mobile | Pv6 M\ HA Aut hentication Option.

When the M P6- Aut h-Mbde AVP is set to value M P6_AUTH MN AAA and the
D ameter server returns a valid MP-M\-HA-MSA AVP in the M A nmessage,
this AVP MJUST be present inside the M P-M\HA-MSA AVP.

6.5. M P-Mbil e- Node- Addr ess AVP

The M P- Mobi | e- Node- Address AVP (AVP Code 333) is of type Address and
contains the HA assigned I Pv6 or |IPv4 hone address of the nobile
node.

If the M P-Mobil e- Node- Address AVP contains the unspecified | Pv6
address (0::0) or the all-zeroes |IPv4 address (0.0.0.0) in a request
message, then the HA expects the Dianeter server to assign the home
address in a subsequent answer nessage. |If the D ameter server
assigns only an | Pv6 hone network prefix to the nobile node, the

| ower 64 bits of the M P-Mbil e-Node- Address AVP provi ded address
MUST be set to zero.

This AVP is reused from [ RFC4004].
6.6. M P6-Agent-Info AVP

The M P6- Agent-1nfo AVP (AVP Code 486) is defined in Section 4.2.1 of
[ RFC5447] and contains the IPv6 or the IPv4 address information of
the HA. The HA address in a request nessage is the sane as in the
recei ved BU nessage that triggered the authentication and

aut hori zati on procedure towards the D aneter server. One use case
is, e.g., toinformthe D aneter server of the dynam cally assigned
HA.

If the MP6-Agent-Info AVP is present in an answer nmessage and the
Result- Code AVP is set to DI AMETER SUCCESS RELOCATE HA, then the

Di ameter server is indicating to the HA that it MJST initiate an HA
switch procedure towards the MN (e.g., using the procedure defined in
[ RFC5142]). If the Result-Code AVP is set to any other value, then
the HA SHOULD initiate the HA switch procedure towards the MN\. The
address information of the assigned HA is defined in the M P6-Agent -
Info AVP.
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6.7. M P- Car eof - Addr ess AVP

The M P- Car eof - Address AVP (AVP Code 487) is of type Address and
contains the IPv6 or the IPv4 care-of address of the nobile node.
The HA extracts this | P address fromthe recei ved BU nessage.

6. 8. M P- Aut henti cat or AVP

The M P- Aut henti cator AVP (AVP Code 488) is of type CctetString and
contains the Authenticator Data fromthe received BU nessage. The HA
extracts this data fromthe M\- AAA Mobility Message Aut hentication
Option included in the received BU nessage.

When the M P6- Aut h- Mbde AVP is set to value M P6_AUTH MN AAA this
AVP MJST be present in the MR nessage.

6.9. MP-MAC Mobility-Data AVP

The M P- MAC- Mobi lity-Data AVP (AVP Code 489) is of type COctetString
and contains the MAC Mobility Data cal cul ated by the HA as defined in
[ RFC4285] for the M\-AAA Mobility Message Authentication Option.

When the M P6- Aut h-Mbde AVP is set to value M P6_AUTH MN AAA, this
AVP MJUST be present in the MR nessage.

6.10. M P-Session-Key AVP

The M P- Sessi on-Key AVP (AVP Code 343) is of type CctetString and
contains the MNVH-HA shared secret (i.e., the session key) for the
associ ated Mobile I Pv6 M\-HA aut hentication option. Wen the

D aneter server conputes the session key, it is placed in this AVP.
How t he Di ameter server conputes the session key is not defined in
this specification. The Session key derivation is depl oynent
specific and needs to be defined in a respective depl oynment-specific
system speci fication.

This AVP is reused from [ RFC4004].

6.11. MP-MSA-Lifetime AVP
The M P-MBA-Lifetinme AVP (AVP Code 367) is of type Unsigned32 and
represents the period of time (in seconds) for which the session key
(see Section 6.10) is valid. The associated session key MJST NOT be

used if the lifetime has expired.

This AVP is reused from [ RFC4004].
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6.12. M P- M\ HA- MBA AVP

The M P- MN- HA- MSA AVP (AVP Code 492) is of type G ouped and contains
the session-related information for use with the Mbile |IPv6
Aut henti cati on Protocol.

M P- M\- HA- MBA @ : = < AVP Header: 492 >
{ M P-Session-Key }
{ MP-MSA-Lifetine }
[ MP-M\-HA-SPI ]
[ MP-Algorithm Type ]
[ M P-Repl ay- Mode ]

* [ AVP ]

The M P- MN-HA- SPI sub- AVP within the M P-M\-HA- MSA grouped AVP
identifies the security association required for the validation of
the Mobile I Pv6 MN-HA Authentication Option. The absence of the MP-
Repl ay- Mode AVP MUST be treated as no replay protection was sel ected.

6.13. MP-Agorithm Type AVP

The M P-Al gorithm Type AVP (AVP Code 345) is of type Enunerated and
contains the Algorithmidentifier for the associated Mbile | Pv6

M\- HA Aut hentication Option. The Diameter server selects the
algorithmtype. Existing algorithmtypes are defined in [ RFC4004]
that also fulfill current RFC 4285 requirenents. This AVP is reused
from [ RFC4004] .

When the M P6- Aut h-Mbde AVP is set to value M P6_AUTH MN AAA, and the
D anmeter server returns a valid MP-M\-HA-MSA AVP in the M A nessage,
this AVP MJUST be present inside the M P-M\HA- MSA AVP.

6.14. M P-Repl ay- Mode AVP
The M P- Repl ay- Mode AVP (AVP Code 346) is of type Enunerated and
contains the replay node of the HA for authenticating the nobile
node. Qut of all possible replay nodes defined in [ RFC4004], the
followi ng are supported by this specification:

1 None
2 Ti mest anp

This AVP is reused from [ RFC4004] .
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6. 15. M P6- Feat ur e- Vect or AVP

The M P6- Feat ure-Vector AVP (AVP Code 124) is defined in [ RFC5447].
However, this specification does not define any Mbile IPv6 split
scenari o bootstrapping specific capability flag.

6.16. M P-Ti mestanp AVP

The M P-Ti mestanmp AVP (AVP Code 490) is of type CctetString and
contains an 8-octet tinestanp value (i.e., 64-bit tinmestanp) fromthe
Mobility nmessage replay protection option, defined in [ RFC4285]. The
HA extracts this value fromthe received BU nessage, if avail able.
The HA includes this AVP in the MR nessage when the M\- AAA Mobility
Message Authentication Option is available in the received BU and the
Di ameter server is expected to return the key material required for
the calculation and validation of the Mbile | Pv6 M\ HA

Aut hentication Option (and the M P6-Aut h-Mde AVP is set to val ue

M P6_AUTH_MN_AAA) .

6.17. QoS- Capability AVP

The QoS-Capability AVP is defined in [RFC5777] and contains a |ist of
supported Quality of Service profiles.

6.18. (QS-Resources AVP

The QoS- Resources AVP is defined in [RFC5777] and provides QS and
packet filtering capabilities.

6.19. Chargeabl e-User-ldentity AVP

The Chargeabl e-User-ldentity AVP (AVP Code 89) is of type CctetString
and contains a unique tenporary handl e of the user. The Chargeabl e-
User-ldentity is defined in [ RFC4372].

6.20. M P6- Aut h- Mode AVP

The M P6- Aut h- Mbde (AVP Code 494) is of type Enunerated and contains
informati on of the used Mdbile I Pv6 Authentication Protocol npde.

Thi s specification defines only one value M P6_AUTH MN _AAA and the
correspondi ng AAA interactions when M\-AAA security association is
used to authenticate the Binding Update as described in [ RFC4285].
When the M P6-Auth_Mdde AVP is set to the value of M P6_AUTH MN_AAA,
t he Aut h- Request - Type AVP MJUST be set to the val ue of

AUTHORI ZE_AUTHENTI CATE.
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If the Dianeter server does not support the Mbile | Pv6

Aut henti cati on Protocol usage node proposed by the HA, then the

D ameter server MJST fail the authentication/authorization and MJST
set the Result-Code AVP to the val ue of DI AVETER ERROR AUTH MODE

6.21. Accounting AVPs
D anmeter Mobile I Pv6 applications, either MP6l or MP6A, are used in
the case of the coupled account nodel. D ameter Mobile |Pv4
application [ RFC4004] accounting AVPs are reused in this docunent.
The foll owi ng AVPs SHOULD be included in the accounting request
message

0 Accounting-Input-QCctets: Nunber of octets in |IP packets received
fromthe nobil e node.

0 Accounting-Qutput-Cctets: Nunber of octets in | P packets sent by
t he nobil e node.

0 Accounting-Input-Packets: Number of |P packets received fromthe
nmobi | e node.

0 Accounting-Qut put-Packets: Nunber of |IP packets sent by the nobile
node.

0 Acct-Milti-Session-1d: Used to link together nultiple related
accounti ng sessions, where each session would have a uni que
Session-1d, but the sane Acct-Milti-Session-Id AVP

0 Acct-Session-Tinme: Indicates the length of the current session in
seconds.

0 M P6-Feature-Vector: The supported features for this nobility
servi ce session.

0 M P-Mobi | e- Node- Address: The hone address of the nobil e node.

0 MP-Agent-Info: The current home agent of the nobil e node.

0 Chargeabl e-User-ldentity: The unique tenporary identity of the
user. This AVP MJST be included if it is available in the hone
agent .

0 Service-Selection: Currently selected nmobility service.

0 QS-Resources: Assigned Quality-of-Service (QS) resources for the
nmobi | e node.
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0 QoS-Capability: The QoS capability related to the assigned QS-
Resour ces.

0 M P-Careof - Address: The current care-of address of the nobile
node.

7. Result-Code AVP Val ues
This section defines new Result-Code [ RFC3588] val ues that MJST be
supported by all Diameter inplenentations that conformto this
speci fication.

7.1. Success

Errors that fall within the Success category are used to informa
peer that a request has been successfully conpl et ed.

DI AVETER_SUCCESS_RELOCATE_HA (Status Code 2009)

This result code is used by the Dianeter server to informthe HA
that the MN MJUST be swi tched to another HA

7.2. Permanent Failures
Errors that fall within the Pernmanent Failures category are used to
informthe peer that the request failed and SHOULD NOT be attenpted
agai n.
DI AMETER_ERROR_M P6_AUTH_MODE ( St atus Code 5041)
This error code is used by the Dianmeter server to informthe peer
that the requested Mobile | Pv6 Authentication Protocol usage node
is not supported.
8. AVP Cccurrence Tabl es
The foll owing tables present the AVPs defined in this docunent and
their occurrences in D aneter messages. Note that AVPs that can only
be present within a G ouped AVP are not represented in this table.
The tabl es use the follow ng synbols:

0:

The AVP MUST NOT be present in the nessage.
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0+:
Zero or nore instances of the AVP MAY be present in the nessage.
0-1:

Zero or one instance of the AVP MAY be present in the message.

One instance of the AVP MJUST be present in the nessage.

8.1. DER, DEA, MR and M A AVP/ Command- Code Tabl e

M P6- Feat ur e- Vect or |
M P- Mobi | e- Node- Addr ess |
M P- M\- AAA- SPI |
M P- M\- HA- SPI |
M P6- Agent - I nf o |
M P- Car eof - Addr ess |
M P- Aut henti cat or |
M P- MAC- Mobi | i ty-Data |
M P- MBA- Li feti e |
M P- M\- HA- MSA |
M P- Ti mest anp |
User - Nare |
Servi ce- Sel ection |
QoS- Resour ces |
QoS- Capability |
Char geabl e- User-1l dentity |
M P6- Aut h- Mbde |

8.2. Coupl ed Accounting Mddel AVP Table
The table in this section is used to represent which AVPs defined in

this docunment are to be present in the Accounting nessages, as
defined in [ RFC3588].
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Attribute Nane

Accounting- | nput-Cctets
Account i ng- | nput - Packet s
Accounti ng- Qut put-Cctets
Account i ng- Qut put - Packet s
Acct-Mil ti-Session-1d
Acct - Sessi on-Ti e

M P6- Feat ur e- Vect or

M P6- Agent - I nf o

M P- Mobi | e- Node- Addr ess
Event - Ti nest anp

M P- Car eof - Addr ess
Servi ce- Sel ecti on
QS-Capability

QoS- Resour ces

Char geabl e- User-ldentity

Consi der ati ons

[cNeolololoNolololoNoNoNe)

o 1
Tt RPRPRPRNRPRPRRPRRRRRR

o

February 2010

CO0O00000O0O0
NRRRRRRRPR

Thi s section contains the namespaces that have either been created in

this specification or

nanespaces managed by | ANA

9.1. Command Codes

had their val ues assigned to existing

| ANA has all ocated a command code value for the foll ow ng new comand
fromthe Conmand Code nanespace defined in [RFC3588]. See Section 5
for the assignment of the namespace in this specification

M P6- Request / Answer (M R'M A)

9.2. AVP Codes

| ANA has registered the followi ng new AVPs fromthe AVP Code
namespace defined in [ RFC3588].

0o M P-Car eof - Addr ess
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9.

9.

9.

3.

4.

5.

o M P-Aut henti cator

0 M P-MAC Mbbility-Data

0o M P-Ti nestanp

0o M P- M\- HA- SPI

o M P- M\ HA- MBA

0 Service-Selection

0 M P6- Aut h- Mode

The AVPs are defined in Section 6.

Resul t - Code AVP Val ues

| ANA has al |l ocated new val ues to the Result-Code AVP (AVP Code 268)

nanespace defined in [RFC3588]. See Section 7 for the assignment of
the nanmespace in this specification.

Resul t - Code | Val ue
______________________________________________ .,
DI AVETER_SUCCESS_RELOCATE_HA | 2009
DI AVETER_ERROR M P6_AUTH_MODE | 5041

Application ldentifier

| ANA has all ocated two new val ues "Di aneter Mbile IPv6 | KE' and

"Di aneter Mobile I1Pv6 Auth" fromthe Application lIdentifier namespace
defined in [ RFC3588].

Application ldentifier | Val ue

D ameter Mbile IPv6 IKE (MP6l) | 7
D anmeter Mbile IPv6 Auth (MP6A) | 8

Namespaces
| ANA has created a new registry, "M P6 Authentication Mdde Registry",

for use with the enunerated M P6-Aut h-Mde AVP. The registry
initially contains the follow ng val ue:
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10.

11.

Token | Val ue | Description
M P6_AUTH_MN_AAA | 1 | RFC 5778

Al l ocation of new values follow the exanple policies described in

[ RFC5226]. New values for the M P6-Auth-Mde AVP will be assigned
based on the "Specification Required" policy. The value O (zero) is
reserved, and the maxi mum value is 4294967295 (i.e., 2732-1).

Security Considerations

The security considerations for the Diameter interaction required to
acconplish the split scenario are described in [ RFC5026] .
Additionally, the security considerations of the D ameter base
protocol [RFC3588], and Di aneter EAP application [RFC4072] are
applicable to this docunent.

The Di anmeter nessages nay be transported between the HA and the

D aneter server via one or nore AAA brokers or Dianmeter agents. In
this case, the HA to the D aneter server AAA comuni cation relies on
the security properties of the intermedi ati ng AAA inter-connection
net wor ks, AAA brokers, and Di aneter agents (such as proxies).

In the case of the Authentication Protocol for Mbile |Pv6 [ RFC4285],
this specification expects that the Di aneter server derives the M\-HA
Security Association and returns the associ ated session key (i.e.,
the M\-HA shared session key) to the HA. However, this specification
does not define nor do other |ETF specifications define how the

D ameter server actually derives required keys. The details of the
key derivation depends on the depl oynent where this specification is
used and therefore the security properties of the system depend on
how this is done.
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