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Abst ract

Thi s docunent details the Timed Efficient Stream Loss-Tol erant

Aut hentication (TESLA) packet source authentication and packet
integrity verification protocol and its integration within the
Asynchronous Layered Coding (ALC) and NACK-Oriented Reliable

Mul ticast (NORM content delivery protocols. This docunment only
considers the authentication/integrity verification of the packets
generated by the session’s sender. The authentication and integrity
verification of the packets sent by receivers, if any, is out of the
scope of this docunent.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the I ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc5776
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1. Introduction

Many applications using nmulticast and broadcast conmunications
require that each receiver be able to authenticate the source of any
packet it receives as well as the integrity of these packets. This
is the case with ALC [ RFC5775] and NORM [ RFC5740], two Content
Delivery Protocols (CDPs) designhed to transfer objects (e.g., files)
reliably between a session’s sender and several receivers. The NORM
protocol is based on bidirectional transm ssions. Each receiver
acknow edges data received or, in case of packet erasures, asks for
retransm ssions. On the opposite, the ALC protocol is based on
purely unidirectional transmissions. Reliability is achieved by
means of the cyclic transnission of the content within a carouse
and/ or by the use of proactive Forward Error Correction (FEC) codes.
Both protocols have in common the fact that they operate at the
application level, on top of an erasure channel (e.g., the Internet)
where packets can be |ost (erased) during the transm ssion.

The goal of this document is to counter attacks where an attacker
i mpersonates the ALC or NORM session’s sender and injects forged
packets to the receivers, thereby corrupting the objects
reconstructed by the receivers.

Preventing this attack is nuch nore conplex in the case of group
conmuni cations than it is with unicast comunications. Indeed, with
uni cast conmuni cations, a sinple solution exists: the sender and the
recei ver share a secret key to conpute a Message Authenticati on Code
(MAC) of all messages exchanged. This is no longer feasible in the
case of multicast and broadcast comunications since sharing a group
key between the sender and all receivers inplies that any group
menber can inpersonate the sender and send forged nmessages to other
receivers.

The usual solution to provide the source authentication and nessage
integrity services in the case of multicast and broadcast
communi cati ons consists of relying on asymetric cryptography and
using digital signatures. Yet, this solutionis limted by high
comput ational costs and high transm ssion overheads. The Timed
Efficient Stream Loss-tol erant Authentication (TESLA) protocol is an
alternative solution that provides the two required services, while
bei ng conpatible with high-rate transm ssions over | ossy channels.

Thi s document explains howto integrate the TESLA source

aut henti cation and packet integrity protocol to the ALC and NORM CDP
Any application built on top of ALC and NORMwi || directly benefit
fromthe services offered by TESLA at the transport layer. In
particular, this is the case of File Delivery over Unidirectiona
Transport (FLUTE)
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For nmore information on the TESLA protocol and its principles, please
refer to [ RFC4082] and [Perrig04]. For nmore information on ALC and
NORM pl ease refer to [RFC5775], [RFC5651], and [ RFC5740],
respectively. For nore information on FLUTE, please refer to

[ RMT- FLUTE] .

1.1. Scope of This Docunent

Thi s specification only considers the authentication and integrity
verification of the packets generated by the session’s sender. This
speci ficati on does not consider the packets that nmay be sent by
receivers, for instance, NORM s feedback packets. [RMI-SI MPLE-AUTH
descri bes several techniques that can be used to that purpose. Since
this is usually a lowrate flow (unlike the downstreamflow), using
computing intensive techniques like digital signatures, possibly
conbined with a Goup MAC schene, is often acceptable. Finally,
Section 5 explains howto use several authentication schenmes in a

gi ven session thanks to the "ASI D' (Authentication Scherme |Dentifier)
field.

This specification relies on several external nechanisns, for
i nstance:

0 to comunicate securely the public key or a certificate for the
session’s sender (Section 2.2.2);

0o to comunicate securely and confidentially the group key, K g,
used by the G oup MAC feature, when applicable (Section 3.3.3)
In sone situations, this group key will have to be periodically
r ef reshed;

o0 to performsecure time synchronization in indirect node
(Section 2.3.2) or in direct node (Section 2.3.1) to carry the
request/response nessages with ALC, which is purely
uni di rectional ;

These nechanisns are required in order to bootstrap TESLA at a sender
and at a receiver and nust be deployed in parallel to TESLA.

Besi des, the randommess of the Primary Key of the key chain

(Section 3.1.2) is vital to the security of TESLA. Therefore, the
sender needs an appropriate nmechanismto generate this random key.

Several technical details of TESLA, |like the nost appropriate way to
alternate between the transm ssion of a key disclosure and a
commitnent to a new key chain, or the transm ssion of a key

di sclosure and the | ast key of the previous key chain, or the

di scl osure of a key and the conpact flavor that does not disclose any
key, are specific to the target use case (Section 3.1.2). For
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i nstance, it depends on the nunber of packets sent per tine interval,
on the desired robustness and the acceptabl e transm ssion overhead,
whi ch can only be optimzed after taking into account the use-case
specificities.

1.2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.3. Terminology and Notations

The followi ng notations and definitions are used throughout this
docunent .

1.3.1. Notations and Definitions Related to Cryptographi c Functions

Not ati ons and definitions related to cryptographic functions
[ RFC4082] [ RFCA4383] :

0 PRF is the Pseudo Random Functi on;
o0 MAC is the Message Authentication Code;
o HMAC is the keyed-Hash Message Authentication Code;

o0 F is the one-way function used to create the key chain
(Section 3.1.2.1);

o F is the one-way function used to derive the HVAC keys
(Section 3.1.2.1);

0 npisthe length, in bits, of the F function’s output. This is
therefore the I ength of the keys in the key chain;

o n_f is the length, in bits, of the F function's output. This is
therefore the I ength of the HMAC keys;

0 n_mis the length, in bits, of the truncated output of the MAC
[ RFC2104]. Only the n_mnost significant bits of the MAC out put
are kept;

o Nis the length of a key chain. There are N+1 keys in a key
chain: KO, K1, ..., KN Wen several chains are used, all the
chai ns MJUST have the sane | ength and keys are nunbered
consecutively, following the tinme interval nunbering;
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1.3.2.

n_c is the nunber of keys in a key chain. Therefore, n_c = N+1

n_tx_lastkey is the nunber of additional intervals during which
the last key of the old key chain SHOULD be sent, after switching
to a new key chain and after waiting for the disclosure delay d.
These extra transm ssions take place after the interval during
which the last key is normally disclosed. The n_tx_|astkey val ue
is either O (no extra disclosure) or larger. This parameter is
sender specific and is not comunicated to the receiver;

n_tx_newkcc is the nunber of intervals during which the comm tnent
to a new key chain SHOULD be sent, before switching to the new key
chain. The n_tx_newkcc value is either 0 (no comitnent sent

wi thin authentication tags) or larger. This paraneter is sender
specific and is not conmunicated to the receiver;

K g is a shared group key, comrunicated to all group nenbers,
confidentially, during the TESLA bootstrapping (Section 2.2);

nwis the length, in bits, of the truncated output of the MAC of
the optional group authentication scheme: only the n_w nost
significant bits of the MAC output are kept. nwis typically
small, a nultiple of 32 bits (e.g., 32 hits).

Not ati ons and Definitions Related to Tine

Not ati ons and definitions related to tine:

(o]

Roca,

i is the time interval index. Interval nunbering starts at 0 and
i ncreases consecutively. Since the interval index is stored as a
32-bit unsigned integer, wapping to O might take place in | ong
sessi ons.

t s is the sender local tine value at sonme absolute time (in NIP
timestanp format);

t_r is the receiver local tinme value at the same absolute tine (in
NTP timestanmp format);

T Ois the start tine corresponding to the begi nning of the

session, i.e., the beginning of tinme interval O (in NTP tinestanp
format);
T int is the interval duration (in nmilliseconds);

d is the key disclosure delay (in nunber of intervals);
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(0]

2

2. 1.

Dt is the upper bound of the lag of the receiver’s clock with
respect to the clock of the sender;

S sr is an estinmated bound of the clock drift between the sender
and a receiver throughout the duration of the session;

D*Ot is the upper bound of the lag of the sender’s clock with
respect to the tine reference in indirect time synchronization
node;

DRt is the upper bound of the lag of the receiver’s clock with
respect to the tinme reference in indirect time synchronization
node;

D err is an upper bound of the time error between all the tine
references, in indirect time synchronization node;

NTP timestanp format consists in a 64-bit unsigned fixed-point
nunber, in seconds relative to Oh on 1 January 1900. The integer
part is in the first 32 bits, and the fraction part in the last 32
bits [ RFC1305].

Using TESLA with ALC and NORM General Operations

ALC and NORM Specificities That |npact TESLA

The ALC and NORM protocol s have features and requirenments that
|l argely inpact the way TESLA can be used.

In the case of ALC

0

ALC i s massively scalable: nothing in the protocol specification
limts the nunmber of receivers that join a session. Therefore, an
ALC session potentially includes a huge nunber (e.g., mllions or
nmore) of receivers;

ALC can work on top of purely unidirectional transport channels:
this is one of the assets of ALC, and exanpl es of unidirectiona
channel s include satellite (even if a back channel mght exist in
sonme use cases) and broadcasting networks like Digital Video
Broadcasting - Handhelds / Satellite services to Handhel ds (DVB-
H SH) ;

ALC defines an on-demand content delivery nodel [RFC5775] where
receivers can arrive at any tine, at their own discretion,

downl oad the content and | eave the session. Oher nodels (e.g.,
push or stream ng) are al so defined;
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2

2

0 ALC sessions are potentially very long: a session can |last severa
days or nmonths during which the content is continuously
transmtted within a carousel. The content can be either static
(e.g., a software update) or dynamc (e.g., a web site)

Dependi ng on the use case, sone of the above features may not apply.
For instance, ALC can al so be used over a bidirectional channel or
with a limted nunber of receivers.

In the case of NORM

0 NORM has been desi gned for nedi umsize sessions: indeed, NORM
relies on feedback nmessages and the sender may collapse if the
f eedback message rate is too high;

0 NORMrequires a bidirectional transport channel: the back channe
is not necessarily a high-data rate channel since the contro
traffic sent over it by a single receiver is an order of magnitude
| ower than the downstreamtraffic. Networks with an asymetric
connectivity (e.g., a high-rate satellite dowmlink and a |lowrate
return channel) are appropriate.

2. Bootstrappi ng TESLA

In order to initialize the TESLA conponent at a receiver, the sender
MJUST comuni cate some key information in a secure way, so that the
recei ver can check the source of the information and its integrity.
Two general nethods are possi bl e:

0 by using an out-of-band nechani sm or
0 by using an in-band nmechani sm

The current specification does not recommend any mechanismto
bootstrap TESLA. Choosi ng between an in-band and out - of - band schene
is left to the inplenenter, depending on the target use case.

However, it is RECOMVENDED that TESLA inpl enmentations support the use
of the in-band mechanismfor interoperability purposes.

2.1. Bootstrapping TESLA with an Qut- O -Band Mechani sm

For instance, [RFC4442] describes the use of the MKEY (Miltinedia
Internet Keying) protocol to bootstrap TESLA. As a side effect,

M KEY al so provides a | oose time synchroni zation feature from which
TESLA can benefit. Oher solutions, for instance, based on an

ext ended session description, are possible, on the condition that
these solutions provide the required security |evel
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2.2.2. Bootstrapping TESLA with an | n-Band Mechani sm

Thi s specification describes an in-band nechanism |In sonme use
cases, it might be desired that bootstrapping take place w thout
requiring the use of an additional external mechanism For instance,
each device may feature a clock with a known tinme-drift that is
negligible in front of the time accuracy required by TESLA, and each
device may enbed the public key of the sender. It is also possible
that the use case does not feature a bidirectional channel that
prevents the use of out-of-band protocols like MKEY. For these two
exanpl es, the exchange of a bootstrap infornmati on nessage (descri bed
in Section 3.4.1) and the know edge of a few additional paraneters
(listed below) are sufficient to bootstrap TESLA at a receiver

Sone paraneters cannot be conmunicated in-band. |In particular

o the sender or group controller MJST either communicate the public
key of the sender or a certificate (which also neans that a PK
has been set up) to all receivers, so that each receiver be able
to verify the signature of the bootstrap nmessage and direct tinme
synchroni zati on response nessages (when applicable).

0 when tinme synchronization is performed with NTP/ SNTP (Sinpl e
Network Tinme Protocol), the sender or group controller MJST
conmuni cate the list of valid NTP/SNTP servers to all the session
menbers (sender included), so that they are all able to
synchroni ze t henmsel ves on the same NTP/ SNTP servers.

o0 when the Group MAC feature is used, the sender or group controller
MUST comuni cate the K g group key to all the session nenbers
(sender included). This group key may be periodically refreshed.

The way these paranmeters are comunicated is out of the scope of this
docunent .

2.3. Setting Up a Secure Tinme Synchronization
The security offered by TESLA heavily relies on tine. Therefore, the
session’s sender and each receiver need to be tine synchronized in a
secure way. To that purpose, two general mnethods exist:
o direct time synchronization, and
o indirect tinme synchronization
It is also possible that a given session includes receivers that use

the direct tine synchronization node while others use the indirect
time synchronization node.
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2.3.1. Direct Tine Synchronization

VWhen direct time synchronization is used, each receiver asks the
sender for a time synchronization. To that purpose, a receiver sends
a direct tine synchronization request (Section 4.2.2.1). The sender
then directly answers each request with a direct tinme synchronization
response (Section 3.4.2), signing this reply. Upon receiving this
response, a receiver first verifies the signature, and then
cal cul ates an upper bound of the lag of his clock with respect to the
clock of the sender, Dt. The details on howto calculate Dt are
given in Section 2.4.1

Thi s synchronization nmethod is both sinple and secure. Yet, there
are two potential issues:

0o a bidirectional channel nust exist between the sender and each
recei ver, and

o the sender nmay collapse if the incom ng request rate is too high

Rel ying on direct time synchronization is not expected to be an issue
with NORM since (1) bidirectional comunications already take pl ace,
and (2) NORM scalability is anyway limted. Yet, it can be required
that a nmechanism that is out of the scope of this docunent, be used
to spread the transnission of direct time synchronization request
messages over time if there is a risk that the sender may coll apse.

But direct tine synchronization is potentially inconpatible with ALC
since (1) there might not be a back channel, and (2) there are
potentially a huge nunber of receivers and therefore a risk that the
sender will coll apse.

2.3.2. Indirect Time Synchronization

When indirect tine synchronization is used, the sender and each
recei ver nmust synchroni ze securely via an external tinme reference
Several possibilities exist:

o sender and receivers can synchroni ze through an NTPv3 (Network
Time Protocol version 3) [RFC1305] hierarchy of servers. The
aut henti cati on mechani sm of NTPv3 MJUST be used in order to
aut henti cate each NTP nessage individually. It prevents, for
i nstance, an attacker frominpersonating an NTP server

o they can synchroni ze through an NTPv4 (Network Time Protoco
version 4) [ NTP-NTPv4] hierarchy of servers. The Autokey security
protocol of NTPv4 MJST be used in order to authenticate each NTP
message i ndivi dual | y;
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o they can synchroni ze through an SNTPv4 (Sinple Network Tinme
Prot ocol version 4) [RFC4330] hierarchy of servers. The
aut hentication features of SNTPv4 nust then be used. Note that
TESLA only needs a | oose (but secure) tine synchronization, which
isinline with the tinme synchronization service offered by SNTP

o they can synchronize through a GPS or Galileo (or similar) device
that also provides a high precision time reference. Spoofing
attacks on the GPS system have recently been reported. Depending
on the use case, the security achieved will or will not be
accept abl e;

o they can synchroni ze thanks to a dedi cated hardware, enbedded on
each sender and receiver, that provides a clock with a time-drift
that is negligible in front of the TESLA time accuracy
requirenents. This feature enables a device to synchronize its
enmbedded clock with the official time reference fromtime to time
(in an extrene case once, at manufacturing tinme), and then to
remai n aut ononmous for a duration that depends on the known maxi mum
clock drift.

A bidirectional channel is required by the NTP/SNTP schemes. On the
opposite, with the GPS/Galileo and hi gh precision clock schenes, no
such assunption is made. In situations where ALC is used on purely
uni directional transport channels (Section 2.1), using the NTP/ SNTP
schenes is not possible. Another aspect is the scalability
requirenent of ALC, and to a |lesser extent of NORM Fromthis point
of view, the above nechani sns usually do not raise any probl em
unlike the direct tine synchronization schenmes. Therefore, using
indirect tinme synchronization can be a good choice. |t should be
noted that the NTP/SNTP schemes assume that each client trusts the
sender and accepts aligning its NTP/SNTP configuration to that of the
sender. If this assunption does not hold, the sender SHOULD offer an
al ternative solution.

The details on how to cal cul ate an upper bound of the lag of a
receiver’'s clock with respect to the clock of the sender, Dt, are
given in Section 2.4.2.

2.4. Determning the Delay Bounds
Let us assunme that a secure tinme synchronization has been set up

This section explains howto define the various timng paraneters
that are used during the authentication of received packets.
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2.4.1. Delay Bound Calculation in Direct Time Synchronization Mde

In direct time synchronization node, synchronization between a
receiver and the sender follows the followi ng protocol [RFC4082]:

0 The receiver sends a direct tinme synchroni zation request nessage
to the sender, that includes t_r, the receiver local tine at the
monent of sending (Section 4.2.2.1).

o Upon receipt of this nessage, the sender records its |local tine,
t s, and sends to the receiver a direct tine synchronization
response that includes t r (taken fromthe request) and t_s,
signing this reply (Section 3.4.2).

o0 Upon receiving this response, the receiver first verifies that he
actually sent a request with t_r and then checks the signature.
Then he calculates Dt =t s -t r + S sr, where S sr is an
esti mated bound of the clock drift between the sender and the
recei ver throughout the duration of the session. This docunent
does not specify how S sr is estimated

After this initial synchronization, at any point throughout the
session, the receiver knows that: T.s < Tr + Dt, where T_s is the
current tinme at the sender and T.r is the current tinme at the
receiver.

2.4.2. Delay Bound Calculation in Indirect Tine Synchronization Mde

In indirect tinme synchronization, the sender and the receivers nust
synchroni ze indirectly using one or several tine references.

2.4.2.1. Single Time Reference
Let us assunme that there is a single tine reference.
1. The sender calculates D'O t, the upper bound of the lag of the
sender’s clock with respect to the tine reference. This D'Ot

val ue is then communi cated to the receivers (Section 3.2.1).

2. Simlarly, a receiver R calculates DR t, the upper bound of the
lag of the receiver’'s clock with respect to the tine reference.

3. Then, for receiver R the overall upper bound of the lag of the

receiver’s clock with respect to the clock of the sender, Dt, is
the sum Dt = DOt + D'R_t.
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The D"Ot and D*R_t cal cul ati on depends on the tinme synchronization
mechani sm used (Section 2.3.2). In sone cases, the synchronization
schene specifications provide these values. |In other cases, these
paraneters can be cal cul ated by nmeans of a schene simlar to the one
specified in Section 2.4.1, for instance, when synchronization is
achi eved via a group controller [RFC4082].

2.4.2.2. Miltiple Time References

Let us now assune that there are several tine references (e.g.,
several NTP/SNTP servers). The sender and receivers first

synchroni ze with the various time references, independently. It
results in DOt and DR t. Let D _err be an upper bound of the tine
error between all of the tinme references. Then, the overall val ue of
Dt within receiver Ris set to the sum Dt = D'Ot + DRt + D err.

In sone cases, the Dt value is part of the tine synchronization
schenme specifications. For instance, NTPv3 [ RFC1305] defi nes
algorithnms that are "capable of accuracies in the order of a

mllisecond, even after extended periods when synchronization to
primary reference sources has been lost”. In practice, depending on
the NTP server stratum the accuracy nmight be alittle bit worse. In

that case, Dt = security factor * (1ns + 1ns), where the

security factor is neant to conpensate several sources of inaccuracy
in NTP. The choice of the security factor value is left to the

i mpl ement er, dependi ng on the target use case.

2.5. Cryptographic Paraneter Val ues

The F (resp. F') function output length is given by the n_ p (resp.
n_f) paranmeter. The n_p and n_f val ues depend on the PRF function
chosen, as specified bel ow

| HVAC- SHA- 1 | 160 bits (20 bytes) |
| HVAC- SHA- 224 | 224 bits (28 bytes) |
| HMAC- SHA- 256 (default) | 256 bits (32 bytes) |
| HVAC- SHA- 384 | 384 bits (48 bytes) |
| HVAC- SHA- 512 | 512 bits (64 bytes) |

The conputing of regular MAC (resp. Group MAC) makes use of the n_m
(resp. n_w) paraneter, i.e., the length of the truncated output of
the function. The n_mand n_w val ues depend on the MAC function
chosen, as specified bel ow
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| HVAC- SHA- 1 | 80 bits (10 bytes) | 32 bits (4 bytes)
| HVAC- SHA- 224 | 112 bits (14 bytes) | 32 bits (4 bytes)
| HMAC- SHA- 256 (default) | 128 bits (16 bytes) | 32 bits (4 bytes)
| HVAC- SHA- 384 | 192 bits (24 bytes) | 32 bits (4 bytes)
| HVAC- SHA- 512 | 256 bits (32 bytes) | 32 bits (4 bytes)

3. Sender Operations

This section describes the TESLA operations at a sender. For nore
i nformati on on the TESLA protocol and its principles, please refer to
[ RFC4082] [ Perri g04] .

3.1. TESLA Paraneters
3.1.1. Tine Intervals

The sender divides the time into uniformintervals of duration T_int.
Time interval nunbering starts at 0 and is increnented consecutively.
The interval index MJST be stored in an unsigned 32-bit integer so
that wapping to O takes place only after 22"32 intervals. For
instance, if T_.int is equal to 0.5 seconds, then wapping takes pl ace
after approximately 68 years.

3.1.2. Key Chains
3.1.2.1. Principles

The sender conputes a one-way key chain of n_c = N+1 keys, and
assigns one key fromthe chain to each interval, consecutively but in
reverse order. Key nunbering starts at 0 and is increnented
consecutively, following the tinme interval nunbering: KO, K1, ...,
K_N.

In order to conpute this chain, the sender nmust first select a
Primary Key, K N, and a PRF function, f (Section 7, TESLA-PRF). The
randommess of the Primary Key, KN, is vital to the security and no
one should be able to guess it.

The function F is a one-way function that is defined as: F(k) =
f_k(0), where f_k(0) is the result of the application of the PRF f to
k and 0. Wen f is an HVAC (Section 7), k is used as the key, and O
as the message, using the algorithmdescribed in [ RFC2104].
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Similarly, the function F is a one-way function that is defined as:
F (k) =f_k(1), where f_k(1) is the result of the application of the
sanme PRF f to k and 1.

The sender then conputes all the keys of the chain, recursively,

starting with K N, using: K{i-1} = F(K.i). Therefore, K.i = FM{N
i }(K.N, where F"i(x) is the execution of function F with the
argunent x, i times. The receiver can then conpute any value in the

key chain fromK N, even if it does not have internedi ate val ues
[ RFC4082]. The key for MAC cal cul ation can then be derived fromthe
corresponding Ki key by K i = F (K.).

The key chain has a finite length, N, which corresponds to a naximum
time duration of (N + 1) * T_int. The content delivery session has a
duration T_delivery, which may either be known in advance, or not. A
first solution consists in having a single key chain of an
appropriate length, so that the content delivery session finishes
before the end of the key chain, i.e., T delivery <= (N+ 1) * T_int.
But the longer the key chain, the higher the menory and conputation
required to cope with it. Another solution consists in switching to
a new key chain, of the sanme |ength, when necessary [Perrig04].

3.1.2.2. Using Miltiple Key Chains

When several key chains are needed, all of them MJST be of the sane
length. Switching fromthe current key chain to the next one
requires that a commtnment to the new key chain be comunicated in a
secure way to the receiver. This can be done by using either an out-
of - band mechani smor an in-band nechanism This docunent only
specifies the in-band nechani sm

S old key chain --------- S||< -------- new key chain --
+----- +----- + .. - +----- +----- H | +----- +----- +----- +----- +----- +
0 1 N2 N1 N || M1 N+2 N+3 N+4 N+5

| |
Key di scl osures: |
NA NA .. KN4 KN3IKN2]|]|] KNI KN KNI KN2 KN+3
I | | I I
| < > | | < >
Addi tional key F(K_N+1) | ] K N
di scl osures (commtnent to | (last key of the
(in parallel): the new chain) || ol d chai n)

Figure 1: Switching to the Second Key Chain with the |n-Band
Mechani sm Assum ng That d=2, n_tx_newkcc=3, n_tx_| astkey=3
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Figure 1 illustrates the switch to the new key chain, using the in-
band mechanism Let us say that the old key chain stops at K N and
the new key chain starts at K {N+1} (i.e., F(K{N+1}) and K N are two
different keys). Then, the sender includes the commtment F(K {N+1})
to the new key chain into packets authenticated with the old key
chain (see Section 3.4.5). This conmtnment SHOULD be sent during
n_tx_newkcc time intervals before the end of the old key chain.

Si nce several packets are usually sent during an interval, the sender
SHOULD al ternate between sending a disclosed key of the old key chain
and the conmmitnent to the new key chain. The details of howto
alternate between the disclosure and conmmtnent are out of the scope
of this docunent.

The receiver will keep the commitnent until the key K {N+1} is

di scl osed, at interval N+1+d. Then, the receiver will be able to
test the validity of that key by computing F(K {N+1}) and conpari ng
it to the commitment.

When the key chain is changed, it becomes inpossible to recover a
previous key fromthe old key chain. This is a problemif the

recei ver |ost the packets disclosing the | ast key of the old key
chain. A solution consists in re-sending the last key, KN, of the
old key chain (see Section 3.4.6). This SHOULD be done during
n_tx_lastkey additional tine intervals after the end of the tine
interval where K Nis disclosed. Since several packets are usually
sent during an interval, the sender SHOULD al ternate between sending
a di scl osed key of the new key chain, and the | ast key of the old key
chain. The details of howto alternate between the two di scl osures
are out of the scope of this docunent.

In sone cases, a receiver having experienced a very |ong

di sconnection m ght have | ost the comm tnent of the new chain.
Therefore, this receiver will not be able to authenticate any packet
related to the new chain or any of the followi ng ones. The only
solution for this receiver to catch up consists in receiving an

addi tional bootstrap informati on message. This can happen by waiting
for the next periodic transnmission (if sent in-band) or through an
ext ernal nechani sm (Section 3.2.1).

3.1.2.3. Values of the n_tx |lastkey and n_tx _newkcc Paraneters

When several key chains and the in-band commitment mechani sm are
used, a sender MUST initialize the n_tx_|lastkey and n_tx_newkcc
paraneters in such a way that no overlapping occurs. In other words,
once a sender starts transmtting commtnents for a new key chain, he
MUST NOT send a disclosure for the last key of the old key chain any
nmore. Therefore, the follow ng property MJST be verified:
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d + n_tx_lastkey + n_tx _newkcc <= N + 1

It is RECOWENDED, for robustness purposes, that, once n_tx_| astkey
has been chosen, then

n tx newkcc = N+ 1 - n_tx lastkey - d

In other words, the sender starts transmitting a commitnment to the
foll owi ng key chain inmredi ately after having sent all the disclosures
of the last key of the previous key chain. Doing so increases the
probability that a receiver gets a commtnent for the foll owi ng key
chai n.

In any case, these two paranmeters are sender specific and need not be
transmitted to the receivers. O course, as explained above, the
sender alternates between the disclosure of a key of the current key
chain and the coomitnment to the new key chain (or the |ast key of the
ol d key chain).

3.1.2.4. The Particul ar Case of the Session Start

Since a key cannot be disclosed before the disclosure delay, d, no
key will be disclosed during the first d tine intervals (intervals O
and 1 in Figure 1) of the session. To that purpose, the sender uses
the Authentication Tag without Key Disclosure, Section 3.4.4. The
foll owi ng key chains, if any, are not concerned since they wll

di sclose the last d keys of the previous chain.

3.1.2.5. Managing Silent Periods

An ALC or NORM sender may stop transmitting packets for sone tine.
For instance, it can be the end of the session and all packets have
al ready been sent, or the use case may consist in a succession of
busy periods (when fresh objects are available) followed by silent
periods. 1In any case, this is an issue since the authentication of
the packets sent during the last d intervals requires that the
associ at ed keys be discl osed, which will take place during d
additional time intervals.

To solve this problem it is recommended that the sender transmt
enpty packets (i.e., without payload) containing the TESLA EXT_AUTH
Header Extension along with a Standard Authentication Tag during at
least d time intervals after the end of the regular ALC or NORM
packet transm ssions. The nunber of such packets and the duration
during which they are sent nust be sufficient for all receivers to
receive, with a high probability, at |east one packet disclosing the
| ast useful key (i.e., the key used for the | ast non-enpty packet
sent).
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3.1.3. Tine Interval Schedul e
The sender nust determne the foll ow ng parameters:

o T.0, the start time corresponding to the begi nning of the session,
i.e., the beginning of tine interval O (in NTP tinestanp format);

o T_int, the interval duration (in mlliseconds), usually ranging
from 100 mlliseconds to 1 second;

o0 d, the key disclosure delay (in nunber of intervals). It is the
time to wait before disclosing a key;

o N, the length of a key chain.

The correct choice of T int, d, and Nis crucial for the efficiency
of the schene. For instance, a T_int * d product that is too |ong

wi Il cause excessive delay in the authentication process. A T.int *
d product that is too short prevents many receivers fromverifying
packets. An N * T_int product that is too small will cause the
sender to switch too often to new key chains. An Nthat is too |ong
with respect to the expected session duration (if known) will require
the sender to conpute too nmany usel ess keys. Sections 3.2 and 3.6 of
[ RFC4082] give general guidelines for initializing these paraneters.

The T O, T_int, d, and N paranmeters MJST NOT be changed during the
lifetime of the session. This restriction is neant to prevent

i ntroducing vulnerabilities. For instance, if a sender was

aut hori zed to change the key disclosure schedule, a receiver that did
not receive the change notification would still believe in the old
key di scl osure schedul e, thereby creating vulnerabilities [RFC4082].

3.1.4. Timng Paraneters

In indirect time synchronization node, the sender nust deternine the
fol |l owi ng paraneter:

o D*Ot, the upper bound of the lag of the sender’s clock with
respect to the tine reference.

The DO t paraneter MJST NOT be changed during the lifetinme of the
sessi on.
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3.

3.

2

2

TESLA Si gnhal i ng Messages
At a sender, TESLA produces two types of signaling information

0 The bootstrap infornmation: it can be either sent out-of-band or
in-band. In the latter case, a digitally signed packet contains
all the information required to bootstrap TESLA at a receiver;

o The direct time synchronization response, which enables a receiver
to finish a direct tine synchronization

1. Bootstrap Information

In order to initialize the TESLA conponent at a receiver, the sender
must conmuni cate sonme key information in a secure way. This

i nformati on can be sent in-band or out-of-band, as discussed in
Section 2.2. In this section, we only consider the in-band schene.

The TESLA bootstrap informati on nessage MUST be digitally signed
(Section 3.3.2). The goal is to enable a receiver to check the
packet source and packet integrity. Then, the bootstrap information
can be:

0 unicast to a receiver during a direct time synchronization
request/response exchange;

0 broadcast to all receivers. This is typically the case in
indirect time synchronization node. It can also be used in direct
time synchronization node, for instance, when a | arge nunber of
clients arrive at the sane time, in which case it is nore
efficient to answer gl obally.

Let us consider situations where the bootstrap information is
broadcast. This nessage should be broadcast at the begi nning of the
session, before data packets are actually sent. This is particularly
inmportant with ALC or NORM sessions in "push" node, when all clients
join the session in advance. For inproved reliability, bootstrap

i nformati on m ght be sent a certain nunber of tines

A periodic broadcast of the bootstrap informati on nessage could al so
be useful when:

o0 the ALC session uses an "on-denmand" node, clients arriving at
their own discretion;
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o sone clients experience an intermttent connectivity. This is
particularly inmportant when several key chains are used in an ALC
or NORM session, since there is a risk that a receiver |oses al
the conmtnents to the new key chain.

A bal ance nmust be found between the signaling overhead and the
maxi muminitial waiting tine at the receiver before starting the
del ayed aut hentication process. A period of a few seconds for the
transm ssion of this bootstrap information is often a reasonable
val ue.

3.2.2. Direct Time Synchronizati on Response

In direct time synchronization, upon receipt of a synchronization
request, the sender records its local time, t_s, and sends a response
message that contains botht r and t_s (Section 2.4.1). This nessage
is unicast to the receiver. This direct tine synchronization
response nessage MJUST be digitally signed in order to enable a
receiver to check the packet source and packet integrity

(Section 3.3.2). The receiver MJST also be able to associate this
response and his request, which is the reason why t_r is included in
the response nessage.

3.3. TESLA Authentication Information
At a sender, TESLA produces three types of security tags:

0 an authentication tag, in case of data packets, and which contains
the MAC of the packet;

o a digital signature, in case of one of the two TESLA signaling
packets, nanmely a bootstrap information message or a direct tine
synchroni zati on response; and

0 an optional group authentication tag, that can be added to all the
packets to nmitigate attacks comi ng fromoutside of the group

Because of interdependencies, their conmputation MJST follow a strict
order:

o first of all, conpute the authentication tag (with data packet) or
the digital signature (with signaling packet);

o finally, conpute the G oup Mac.
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3.3.1. Authentication Tags
Al the data packets sent MJST have an authentication tag containing:

o the interval index, i, which is also the index of the key used for
computing the MAC of this packet;

o the MAC of the message: MAC(K _i, M, where K _i=F (K.);

0 either a disclosed key (which belongs to the current key chain or
the previous key chain), or a conmtnment to a new key chain, or no
key at all.

The conputation of MAC(K _i, M MJIST include the ALC or NORM header
(with the various header extensions) and the payl oad (when
applicable). The UDP/IP headers MJST NOT be included. During this
conputation, the "MAC(K _i, M" field of the authentication tag MJST
be set to O.

3.3.2. Digital Signatures

The bootstrap informati on nessage (with the in-band bootstrap schene)
and direct tinme synchronization response nessage (with the indirect
time synchronizati on schene) both need to be signed by the sender
These two nmessages contain a "Signature" field to hold the digita
signature. The bootstrap information nmessage al so contains the

"Si gnature Encoding Al gorithm, the "Signature Cryptographic
Function", and the "Signature Length" fields that enable a receiver
to process the "Signature" field. Note that there are no such

"Si gnature Encoding Al gorithm', "Signature Cryptographic Function",
and "Signature Length" fields in the case of a direct tine
synchroni zati on response nessage since it is assumed that these
paraneters are already known (i.e., the receiver either received a
bootstrap i nfornmati on nessage before or these val ues have been
communi cat ed out - of - band) .

Several "Signhature Encoding Al gorithns" can be used, including
RSASSA- PKCS1-v1_ 5, the default, and RSASSA-PSS (Section 7). Wth
these encodi ngs, SHA-256 is the default "Signature Cryptographic
Functi on".

The conputation of the signature MJST include the ALC or NORM header
(with the various header extensions) and the payl oad when applicable.
The UDP/ I P headers MUST NOT be included. During this conputation,
the "Signature" field MIUST be set to 0 as well as the optional G oup
MAC, when present, since this Goup MACis calculated |ater.
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More specifically, from[RFCA359]: Digital signature generation is
performed as described in [RFC3447], Section 8.2.1 for RSASSA- PKCS1-
vl 5 and Section 8.1.1 for RSASSA-PSS. The authenticated portion of
the packet is used as the nessage M which is passed to the signature
generation function. The signer’s RSA private key is passed as K

In summary, (when SHA-256 is used), the signature generation process
comput es a SHA-256 hash of the authenticated packet bytes, signs the
SHA- 256 hash using the private key, and encodes the result with the
speci fied RSA encoding type. This process results in a value S,
which is the digital signature to be included in the packet.

Wth RSASSA- PKCS1-v1_5 and RSASSA- PSS signatures, the size of the
signature is equal to the "RSA nmodul us", unless the "RSA nodul us" is
not a multiple of 8 bits. In that case, the signature MJST be
prepended with between 1 and 7 bits set to zero such that the
signature is a nmultiple of 8 bits [RFC4359]. The key size, which in
practice is also equal to the "RSA nodul us", has najor security
implications. [RFC4359] explains how to choose this val ue depending
on the maxi mum expected lifetine of the session. This choice is out
of the scope of this docunent.

3.3.3. Goup MAC Tags

An optional Group MAC can be used to nitigate Denial -of-Service (DoS)
attacks coming fromattackers that are not group nmenbers [RFC4082].
This feature assunes that a group key, K g, is shared by the sender
and all receivers. Wen the attacker is not a group nenber, the
benefits of adding a G oup MAC to every packet sent are threefold:

0 a receiver can immediately drop faked packets, without having to
wait for the disclosure delay, d;

0 a sender can inmediately drop faked direct tine synchronization
requests, and avoid checking the digital signature, a conputation
i ntensive task;

0 a receiver can imrediately drop faked direct tine synchronization
response and bootstrap nessages, wi thout having to verify the
digital signature, a computation-intensive task.

The conputation of the Group MAC, MAC(K g, M, MJST include the ALC
or NORM header (with the various header extensions) and the payl oad
when applicable. The UDP/IP headers MJUST NOT be included. During
this conputation, the "Goup MAC' field MIST be set to 0. However,
the digital signature (e.g., of a bootstrap nessage) and the "NMAC
fields (e.g., of an authentication tag), when present, MJST have been
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cal cul ated since they are included in the Goup MAC cal cul ation
itself. Then, the sender truncates the MAC output to keep the n_w
most significant bits and stores the result in the "G oup MAC' field

This schene features a few limts:

o it is of no help if a group nmenmber (who knows K _g) inpersonates
the sender and sends forged nessages to other receivers;

0 it requires an additional MAC conputing for each packet, both at
the sender and receiver sides;

0 it increases the size of the TESLA authentication headers. In
order to limt this problem the Iength of the truncated output of
the MAC, n_w, SHOULD be kept small (e.g., 32 bits) (see [RFC3711],
Section 9.5). As a side effect, the authentication service is
significantly weakened: the probability of any forged packet being
successful ly authenticated becones one in 27"32. Since the G oup
MAC check is only a pre-check that nmust be followed by the
standard TESLA authentication check, this is not considered to be
an issue.

For a given use case, the benefits brought by the G oup MAC nust be
bal anced agai nst these limtations.

Note that the Group MAC function can be different fromthe TESLA MAC
function (e.g., it can use a weaker but faster MAC function). Note
al so that the nechani sm by which the group key, K g, is communicated
to all group nenbers, and perhaps periodically updated, is out of the
scope of this docunent.

3.4. Format of TESLA Messages and Aut hentication Tags

This section specifies the format of the various kinds of TESLA
nmessages and aut hentication tags sent by the session’s sender
Because t hese TESLA nessages are carried as EXT_AUTH Header

Ext ensi ons of the ALC or NORM packets (Section 5), the follow ng
formats do not start on 32-bit word boundari es.
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3.4.1. Format of a Bootstrap Information Message

VWhen bootstrap information is sent in-band, the foll ow ng nessage is
used:

0 1 2 3
01234567890123456789012345678901
I b T S
V | resvd| S| G A
i T S S S T i T i I S I S S
d | PRF Type | MAC Func Type |G MAC Fun Type|
i T T e e i e o i i S O S e S S S it i S e NI S
Si géncAlgo | SigCryptoFunc | Signature Length |
B i s i T Tt s sl It S ST S T S S S e S S
Reserved | T_int I
B T i T o o o S e i i S S

> 1

+
I
+
I

o mX — =

I
T O (NTP tinestanp fornmat) +
I

B i s i T Tt s sl It S ST S T S S S e S S
N (Key Chain Length) |

B T i T o o o S e i i S S
Current Interval Index i |

B o e S e i i e S S S e S N
I

Current Key Chain Conmitnment +-+-+-+-+-+-+-+-+

| Paddi ng |

B T i T o o o S e i i S S

I e—m—
>o~+Q S 0 —

Si gnature
Bl I SR TR R S
| Paddi ng

—+— +— + 1 +—

B i T S S g i S s Tk S S N S
Pl
-+ DOt Extension (optional, present if A==1)

(NTP tinmestamp diff, positive if P==1, negative if P==0)

I o T e s i s it T e R I i cT I SR S I SR
G oup MAC (optional) ~
Bl o T R ik st T o e b i T o S S e S it eI

+ 1+ +—+—+ T T T T T b 4

Fi gure 2: Bootstrap Information Fornat
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The format of the bootstrap information is depicted in Figure 2. The
fields are:

"V (Version) field (2 bits):

The "V' field contains the version nunber of the protocol. For
this specification, the value of 0 MUST be used.

"Reserved" field (3 bits):

This is a reserved field that MUST be set to zero in this
speci fication.

"S" (Single Key Chain) flag (1 bit):

The "S" flag indicates whether this TESLA session is restricted to
a single key chain (S==1) or relies on one or nultiple key chains
(S==0).

"G'" (Goup MAC Present) flag (1 bit):
The "G' flag indicates whether the G oup MAC feature is used
(G==1) or not (G==0). Wen it is used, a "Goup MAC' field is
added to all the packets containing a TESLA EXT_AUTH Header
Extensi on (including this bootstrap nessage).

"A" flag (1 bit):
The "A" flag indicates whether the "P" flag and "D*Ot" fields are
present (A==1) or not (A==0). In indirect tinme synchronization
mode, A MJST be equal to 1 since these fields are needed.

"d" field (8 bits):

"d" is an unsigned integer that defines the key disclosure del ay
(in nunmber of intervals). d MJUST be greater than or equal to 2.

"PRF Type" field (8 bits):
The "PRF Type" is the reference nunber of the f function used to
derive the F (for key chain) and F (for MAC keys) functions
(Section 7).

"MAC Function Type" field (8 bits):

The "MAC Function Type" is the reference nunber of the function
used to conpute the MAC of the packets (Section 7).
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"Group MAC Function Type" field (8 bits):
VWhen G==1, this field contains the reference nunber of the
crypt ographic MAC function used to conpute the Goup MAC
(Section 7). Wien G==0, this field MIST be set to zero.

"Si gnhature Encoding Algorithm' field (8 bits):
The "Signature Encoding Algorithnt is the reference number
(Section 7) of the digital signature used to authenticate this
bootstrap information and included in the "Signature" field.

"Signature Cryptographic Function" field (8 bits):
The "Si gnature Cryptographic Function” is the reference nunber
(Section 7) of the cryptographic function used within the digita
si gnature.

"Signature Length" field (16 bits):
The "Signature Length" is an unsigned integer that indicates the
"Signature" field size in bytes in the "Signature Extension"
field. This is also the signature key length, since both
paraneters are equal

"Reserved" fields (16 bits):

This is a reserved field that MUST be set to zero in this
speci fication.

"T_int" field (16 bits):

"T_int" is an unsigned 16-bit integer that defines the interva
duration (in mlliseconds).

"T 0" field (64 bits):

"T 0" is atimestanp in NTP tinestanp format that indicates the
begi nning of the session, i.e., the beginning of time interval O.

"N' field (32 bits):

"N' is an unsigned integer that indicates the key chain |ength.
There are N + 1 keys per chain.
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"i" (Interval Index of K.i) field (32 bits):

i" is an unsigned integer that indicates the current interva
i ndex when this bootstrap informati on nessage is sent.

"Current Key Chain Cormitnent" field (variable size, padded if
necessary for 32-bit word alignnent):

"Key Chain Cormmitnent” is the commtment to the current key chain,
i.e., the key chain corresponding to interval i. For instance,
with the first key chain, this commtnent is equal to F(K 0), with
the second key chain, this conmtnent is equal to F(K_{N+1}),
etc.). |If need be, this field is padded (with 0) up to a nultiple

of 32 bhits.
"Signature" field (variable size, padded if necessary for 32-bit word
al i gnnment) :
The "Signature" field is nandatory. It contains a digita
signature of this nmessage, as specified by the encoding al gorithm
cryptographic function, and key |length paraneters. |If the

signature length is not a multiple of 32 bits, this field is
padded with O.

"P" flag (optional, 1 bit if present):

The "P" flag is optional and only present if the "A" flag is equa
tol. It is only used in indirect tinme synchronization node.
This flag i ndicates whether the DOt NIP tinmestanp difference is
positive (P==1) or negative (P==0).

"DrOt" field (optional, 63 bits if present):

The "D*Ot" field is optional and only present if the "A" flag is
equal to 1. It is only used in indirect tinme synchronization
mode. It is the upper bound of the lag of the sender’s clock with
respect to the tine reference. Wen several time references are
specified (e.g., several NIP servers), then DOt is the maxi num
upper bound of the lag with each tine reference. D'Ot is
conposed of two unsigned integers, as with NTP tinestanps: the
first 31 bits give the tine difference in seconds and the
remaining 32 bits give the sub-second tinme difference.
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multiple of 32 bits):

This field contains the G oup MAC, calculated with the group key,

K g, shared by all group nenbers.

The field length, in bits, is

given by n_w, which is known once the Group MAC function type is

known (Section 7).

Note that the first byte and the foll ow ng seven 32-bit words are

mandat ory fixed-1ength fields.

The "Current Key Chain Conmitnent"

and "Signature" fields are nandatory but variable-length fields. The
remaining "D'Ot" and "Group MAC' fields are optional.

In order to prevent attacks,

some paraneters MJST NOT be changed

during the lifetine of the session (Sections 3.1.3 and 3.1.4). The
followi ng table summari zes the parameter’s status:

Roca,
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T_ int
d
N
DrOt (i f present)
PRF Type
MAC Function Type
Si ghat ure Encodi ng
Al gorithm
Si gnature Crypto.
Functi on
Si gnature Length
G oup MAC Func. Type
i
K i
signature
Goup MAC (if present)

et al.

dynanic (related to
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current key chain)
current key chai n)

packet dependent

o m e e e e e e e e e e e e e e e e e eee—o o on +
| St at us |
o m m e e e e e e e e e e e me— oo - +
| set to O in this specification |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
| static (during whole session) |
I I
| static (during whole session) |
I I
| static (during whole session) |
| static (during whole session) |
I I
I I
| |
I I
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3.4.2. Format of a Direct Tinme Synchronization Response
0 1 2 3
01234567890123456789012345678901
R i i i
| Reserved |
R s i e R i e oI S e S e S R i Tk T S S R S R i S
t_s (NTP tinestanp)

T T S

I S T i S S S e T T I S i e S

L+~ +— +— +— +—

+-

+

+-

+ t_r (NTP tinmestanp)

+-

+

- Si gnature

+ i SR S B
Paddi ng |

B i s T T i i o S o T Ji I

~ Group MAC (optional) ~

i I T S e I S e A S S

Figure 3: Fornmat of a Direct Tine Synchronization Response

The response to a direct tine synchronization request contains the
following information:

"Reserved" field (8 bits):
This is a reserved field that MJUST be set to zero in this
speci fication.

t_s" (NTP tinestanp, 64 bits):

"t _s" is atimestanp in NTP tinestanp format that corresponds to
the sender local tine value when receiving the direct time
synchroni zati on request message.

t r" (NTP tinmestanp, 64 bits):
"t r" is atimestanp in NTP tinestanp format that contains the

recei ver local tine value received in the direct tine
synchroni zati on request message.
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"Signature" field (variable size, padded if necessary for 32-bit word
al i gnment) :

The "Signature" field is nandatory. It contains a digital
signature of this nessage, as specified by the encoding al gorithm
cryptographic function, and key length paraneters comunicated in
the bootstrap informati on nessage (if applicable) or out-of-band.
If the sighature length is not a nultiple of 32 bits, this field
is padded with O.

"Group MAC' field (optional, variable Iength, multiple of 32 bits):

This field contains the G oup MAC, calculated with the group key,
K g, shared by all group nmenbers. The field length, in bits, is
given by n_w, which is known once the G oup MAC function type is
known (Section 7).

3.4.3. Format of a Standard Authentication Tag

0 1 2 3
01234567890123456789012345678901
i ok It S S R R
| Reserved |
R L e e T e R h t b s i S SR SN S
| i (Interval Index of K _i) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| |
~ Di scl osed Key K {i-d} ~
I I
T S e S i i SR SR S et i i
I I
~ MAC(K i, M T ik T TEIE R e
| | Paddi ng |
B T S i T s i i e e SEI S
~ Group MAC (optional) ~
i I i L T ik i S S S S
Figure 4: Format of the Standard Authentication Tag
A Standard Authentication Tag is conposed of the follow ng fields:
"Reserved" field (8 bits):

The "Reserved" field is not used in the current specification and
MJST be set to zero by the sender.
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"i" (Interval Index) field (32 bits):

i" is the interval index associated with the key (K _i) used to
conpute the MAC of this packet.

"Di scl osed Key" (variable size, non padded):

The "Di scl osed Key" is the key used for interval i-d: K {i-d}.
There is no paddi ng between the "D scl osed Key" and "MAC(K _i, M"
fields, and the latter MAY not start on a 32-bit boundary,
dependi ng on the n_p paraneter.

"MAC(K _i, M" (variable size, padded if necessary for 32-bit word
al i gnment) :

"MAC(K i, M" is the truncated nessage authentication code of the
current packet. Only the n_mnost significant bits of the MAC
out put are kept [RFC2104].

"Group MAC' field (optional, variable length, nultiple of 32 bits)

This field contains the G oup MAC, calculated with a group key,
K g, shared by all group nenbers. The field Ilength is given by
nw in bits.

Not e that because a key cannot be di scl osed before the disclosure
del ay, d, the sender MJUST NOT use this tag during the first d
intervals of the session: {0 .. d-1} (inclusive). Instead, the
sender MJST use an Authentication Tag w thout Key Discl osure.

3.4.4. Format of an Authentication Tag w thout Key Disclosure

The Authentication Tag without Key Disclosure is meant to be used in
situations where a high nunber of packets are sent in a given tine
interval. In such a case, it can be advantageous to disclose the

K {i-d} key only in a subset of the packets sent, using a Standard
Aut hentication Tag, and to use the shortened version that does not
disclose the K {i-d} key in the remaining packets. It is left to the
i mpl ementer to deci de how many packets shoul d discl ose the K {i-d}
key. This Authentication Tag without Key D sclosure MJST al so be
used during the first d intervals: {0 .. d-1} (inclusive).
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0 1 2 3
01234567890123456789012345678901
i ok ST S R TR
| Reserved |
i s T S i e i T S S b e
| i (Interval Index of K _i) |
i e e R el s o e e R b i o i N S T
|~ MAC(K i, M +-+-+-+-+-+-+-+-!|-
| | Paddi ng |
e L o i T e R th o i R SRR S
~ Group MAC (optional) ~
e e L o o T e e el e S E CECE oo o h s

Figure 5: Format of the Authentication Tag without Key Disclosure

3.4.5. Format of an Authentication Tag with a "New Key Chain"
Commi t nent

During the last n_tx_newkcc intervals of the current key chain, the
sender SHOULD send commitnents to the next key chain. This is done
by replacing the disclosed key of the Authentication Tag with a New
Key Chain Commitment, F(K {N+1}) (or F(K {2N+2}) in case of a switch
bet ween the second and third key chains, etc.) Figure 6 shows the
correspondi ng fornmat.

Note that since there is no paddi ng between the "F(K {N+1})" and

"MAC(K i, M" fields, the latter MAY not start on a 32-bit boundary,
dependi ng on the n_p paraneter.
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0 1 2 3
01234567890123456789012345678901
i ok ST S R TR
| Reserved |
i s T S i e i T S S b e
| i (Interval Index of K _i) |
i e e R el s o e e R b i o i N S T

I
New Key Conmitnent F(K {N+1}) ~
I

I

L- i S i R R T it S SR S SRR S
|~ MAC(K _i, M +-+-+-+-+-+-+-+-|+
| | Paddi ng |
B i s T T i i o S o T Ji I
~ Group MAC (optional) ~
i I T S e I S e A S S

Figure 6: Format of the Authentication Tag
with a New Key Chain Commi t nent

3.4.6. Format of an Authentication Tag with a "Last Key of O d Chain"
Di scl osure

During the first n_tx_l|lastkey intervals of the new key chain after
the disclosing interval, d, the sender SHOULD di scl ose the | ast key
of the old key chain. This is done by replacing the disclosed key of
the Authentication Tag with the Last Key of the O d Chain, KN (or

K {2N+1} in case of a switch between the second and third key chains,
etc.). Figure 7 shows the corresponding fornat.

Note that since there is no paddi ng between the "K N' and "MAC(K _i,

M" fields, the latter MAY not start on a 32-bit boundary, depending
on the n_p paraneter.
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4.

4.

4.

+

+

I
I
+
I
I
+
+

0 1 2 3
01234567890123456789012345678901
i ok ST S R TR
| Reserved |
B S i i T S e il i H
i (Interval Index of K _i) |
B s o R e i e S S S i s i N N S

I
Last Key of A d Chain, KN ~
I

i i S S i T s i S
MAC(K i, M o ok R R
| Paddi ng |

B S S e i S S T A S S S S S S i S S
Group MAC (optional) ~
B S e i i i e e et o
Figure 7: Format of the Authentication Tag
with an A d Chain Last Key Disclosure

Recei ver Qperations

Thi s section describes the TESLA operations at a receiver.

1.

Verification of the Authentication Information

This section details the conputation steps required to verify each of
the three possible authentication information of an inconmi ng packet.
The verification MJST follow a strict order:

0

1.

1.

first of all, if the Goup MACis present and if the session uses
this feature (e.g., if the Gbhit is set in the bootstrap

i nformati on nessage), then verify the G oup MAC. A packet that
does not contain a G oup MAC tag, whereas the session uses this
feature, MJST be dropped i mediately. On the opposite, if a
packet contains a G oup MAC tag whereas the session does not use
this feature, this tag MJST be ignored;

then, verify the digital signature (with TESLA signaling packets)
or enter the TESLA authentication process (with data packets).

Processing the G oup MAC Tag

Upon receiving a packet containing a Goup MAC tag, the receiver
reconputes the Group MAC and conpares it to the value carried in the
packet. |If the check fails, the packet MJST be dropped i nmedi ately.
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More specifically, reconputing the Goup MAC requires saving the
val ue of the "G oup MAC' field, setting this field to 0, and doi ng
the sane conputation as a sender does (see Section 3.3.3)

4.1.2. Processing the Digital Signature

Upon receiving a packet containing a digital signature, the receiver
verifies the signature as foll ows.

The conputation of the signature MJST include the ALC or NORM header
(with the various header extensions) and the payl oad when applicable.
The UDP/ | P headers MUST NOT be included. During this conputation,
the "Signature" field MIUST be set to 0 as well as the optional G oup
MAC, when present.

From [ RFC4359]: Digital signature verification is perforned as
described in [ RFC3447], Section 8.2.2 (RSASSA-PKCS1-v1l 5) and

[ RFC3447], Section 8.1.2 (RSASSA-PSS). Upon receipt, the digita
signature is passed to the verification function as S. The

aut henti cated portion of the packet is used as the nmessage M and the
RSA public key is passed as (n, e). In summary (when SHA-256 is
used), the verification function conputes a SHA-256 hash of the

aut henti cated packet bytes, decrypts the SHA-256 hash in the packet,
and val i dates that the appropriate encoding was applied. The two
SHA- 256 hashes are conpared, and if they are identical the validation
i s successful

It is assuned that the receivers have the possibility to retrieve the
sender’s public key required to check this digital signature

(Section 2.2). This docunent does not specify how the public key of
the sender is comunicated reliably and in a secure way to all
possi bl e recei vers.

4.1.3. Processing the Authentication Tag

When a receiver wants to authenticate a packet using an

aut hentication tag and when he has the key for the associated tine
interval (i.e., after the disclosing delay, d), the receiver
reconputes the MAC and conpares it to the value carried in the
packet. If the check fails, the packet MJUST be i nmedi ately dropped.

More specifically, reconputing the MAC requires saving the val ue of

the "MAC' field, setting this field to 0, and doing the sane
comput ation as a sender does (see Section 3.3.1).
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4.2. Initialization of a Receiver

A receiver MJST be initialized before being able to authenticate the
source of incom ng packets. This can be done by an out-of - band
mechani sm or an i n-band nechani sm (Section 2.2). Let us focus on the
i n-band nmechanism Two actions nust be perforned:

0 receive and process a bootstrap information nessage, and

o calculate an upper bound of the sender’s local tine. To that
pur pose, the receiver nust performtinme synchronization

4.2.1. Processing the Bootstrap Informati on Message

A receiver nust first receive a packet containing the bootstrap
information, digitally signed by the sender. Once the bootstrap

i nformati on has been authenticated (see Section 4.1), the receiver
can initialize its TESLA conmponent. The receiver MJST then ignore
the follow ng bootstrap information nessages, if any. There is an
exception though: when a new key chain is used and if a receiver

m ssed all the conmtments for this new key chain, then this receiver
MUST process one of the future bootstrap informati on nessages (if
any) in order to be able to authenticate the inconi ng packets
associated to this new key chai n.

Bef ore TESLA has been initialized, a receiver MJST discard incomn ng
packets other than the bootstrap information nmessage and direct tine
synchroni zati on response.

4.2.2. Performng Tinme Synchronization

First of all, the receiver must know whether the ALC or NORM sessi on
relies on direct or indirect time synchronization. This information
is communi cated by an out-of-band nmechani sm (for instance, when
describing the various paraneters of an ALC or NORM session). In
sonme cases, both nechani sns might be avail able and the receiver can
choose the preferred technique.

4.2.2.1. Direct Tine Synchronization

In the case of a direct tine synchronization, a receiver MJST
synchroni ze with the sender. To that purpose, the receiver sends a
direct tine synchroni zation request nmessage. This nessage includes
the local time (in NTP tinmestanp format) at the receiver when sending
the message. This tinestanp will be copied in the sender’s response
for the receiver to associate the response to the request.
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The direct time synchronization request nessage format is the
fol | owi ng:

0 1 2 3
01234567890123456789012345678901
T S S T

+
_ I
t_r (NTP tinestanp) +
|

+-
+
B T S i T s i i e e SEI S
~ Group MAC (optional) ~
R R L R s e T e S h mh i i R SR SN S S
Figure 8 Format of a Direct Tine Synchronizati on Request

The direct time synchronization request (Figure 8) contains the
foll owi ng i nformation:

"t _r" (NTP tinmestanp, 64 bits):
"t r" is atimestanp in NTP tinmestanp format that contains the
receiver local tinme value when sending this direct tine
synchroni zati on request nessage;

"Group MAC' field (optional, variable length, nultiple of 32 bits):
This field contains the G oup MAC, calculated with the group key,
K g, shared by all group nmenbers. The field length, in bits, is
given by n_w, which is known once the Group MAC function type is
known (Section 7).

The receiver then awaits a response message (Section 3.4.2). Upon
receiving this nessage, the receiver:

checks that this response relates to the request, by conparing the
"t r" fields;

checks the G oup MAC if present;
checks the signature;
retrieves the t_s value and calculates Dt (Section 2.4.1).
Note that in an ALC session, the direct tinme synchronization request

message is sent to the sender by an out-of-band mechanismthat is not
specified by the current docunent.
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4.2.2.2. Indirect Time Synchronization

Wth the indirect time synchronization nmethod, the sender MAY provide
out-of-band the URL or I P address of the NTP server(s) he trusts
along with an OPTIONAL certificate for each NTP server. Wen severa
NTP servers are specified, a receiver MJST choose one of them This
docunent does not specify how the choice is nmade, but for the sake of
scalability, the clients SHOULD NOT use the same server if severa
possibilities are offered. The NTP synchroni zati on between the NTP
server and the receiver MJST be authenticated, either using the
certificate provided by the server or another certificate the client
may obtain for this NTP server.

Then the receiver computes the time of fset between itself and the NTP
server chosen. Note that the receiver does not need to update the

| ocal tinme, (which often requires root privileges), conputing the
tinme offset is sufficient.

Since the offset between the server and the tine reference, D'Ot, is
indicated in the bootstrap information message (or comuni cated out -
of -band), the receiver can now cal cul ate an upper bound of the
sender’s local tine (Section 2.4.2).

Note that this scenario assunes that each client trusts the sender
and accepts aligning its NTP configuration to that of the sender,
usi ng one of the NTP server(s) suggested. |If this assunption does
not hold, the client MJUST NOT use the NTP indirect tine
synchroni zati on nmethod (Section 2.3.2).

4.3. Authentication of Received Packets

The recei ver can now aut henticate inconm ng packets (other than

bootstrap information and direct tinme synchronization response

packets). To that purpose, he MIST foll ow different steps (see
[ RFC4082], Section 3.5):

1. The receiver parses the different packet headers. |If none of the
four TESLA authentication tags are present, the receiver MJST
di scard the packet. |If the session is in "Single Key Chain" node

(e.g., when the "S" flag is set in the bootstrap infornmation
nmessage), then the receiver MJST discard any packet containing an
Aut hentication Tag with a New Key Chain Conmitnent or an

Aut hentication Tag with a Last Key of O d Chain Disclosure.

2. Safe packet test: When the receiver receives packet Pj, it first
records the local tine T at which the packet arrived. The
recei ver then conputes an upper bound t j on the sender’s clock
at the tine when the packet arrived: t j =T + Dt. The receiver

Roca, et al. Experi ment al [ Page 40]



RFC 5776 TESLA in ALC and NORM April 2010

then conputes the highest interval the sender could possibly be
in: highest i = floor((t_j - T.0) / T_.int). He also retrieves
the "i" interval index fromthe authentication tag. The receiver
can now proceed with the "safe packet" test. |If highest i <i +
d, then the sender is not yet in the interval during which it

di scloses the key Ki. The packet is safe (but not necessarily
authentic). |If the test fails, the packet is unsafe, and the
recei ver MJUST discard the packet.

3. Goup MACtest: if the optional Goup MACtag is present and if
the session uses this feature, then verify the G oup MAC
(Section 4.1.1). If the verification fails, the packet MJST be
i medi ately dropped. A packet that does not contain a G oup MAC
tag whereas the session uses this feature MIST be i mredi ately
dropped. On the opposite, if a packet contains a Goup MAC tag
whereas the session does not use this feature, this tag MIST be
i gnor ed.

4. Disclosed Key processing: Wen the packet discloses a key (i.e.,
with a Standard Authentication Tag, or with an Authentication Tag
with a Last Key of AOd Chain Disclosure), the followng tests are
per f or nmed:

*  New key index test: the receiver checks whether a legitimte
key already exists with the sane index (i.e., i-d). |If such a
legitimate key exists, the receiver conpares its value with
the current disclosed key and if they are identical, skips the
"Unverifiable key test" and "Key verification test". |f such
a legitimte key exists but the values differ, the receiver
MUST di scard t he packet.

* Unverifiable key test: when the disclosed key index is new, it
is possible that no earlier disclosed and | egitimte key
exists for this key chain, thereby preventing the verification
of the disclosed key. This happens when the disclosed key
bel ongs to the old key chain and no comritnent to this old key
chain has ever been received (e.g., because the first
boot strap packet received by a | ateconmer is for the current
key chain, and therefore includes a conmtment to the current
key chain, not the previous one). Wen this happens, the
recei ver MJST ignore the disclosed key (anyway usel ess) and
skip the Key verification test.

* Key verification test: If the disclosed key index is new and
the key can be verified, the receiver checks the legitinmacy of
K {i-d} by verifying, for sone earlier disclosed and
legitimte key Kv (with v <i-d), that Kv and F*{i-d-
v}(K {i-d}) are identical. |In other words, the receiver
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checks the disclosed key by conputing the necessary numnber of
PRF functions to obtain a previously disclosed and legitinmate
(i.e., verified) key. |If the key verification fails, the
recei ver MJUST discard the packet. [If the key verification
succeeds, this key is said to be legitimate and is stored by
the receiver, as well as all the keys between i ndexes v and
i-d.

5. When applicable, the receiver perfornms any congestion contro
related action (i.e., the ALC or NORM headers are used by the
associ ated congestion control building block, if any), even if
t he packet has not yet been authenticated [ RFC5651]. If this
feature leads to a potential DoS attack (the attacker can send a
faked packet with a wong sequence nunber to sinmulate packet
| osses), it does not conprom se the security features offered by
TESLA and enables a rapid reaction in front of actual congestion
probl ens.

6. The receiver then buffers the packet for a |later authentication,

once the corresponding key will be disclosed (after d tine
interval s) or deduced from another key (if all packets disclosing
this key are lost). In sone situations, this packet m ght al so

be discarded later, if it turns out that the receiver will never
be able to deduce the associated key.

7. Authentication test: Let v be the smallest index of the
| egitimate keys known by the receiver so far. For all the new

keys Kw, with v < w<=i-d, that have been either disclosed by
this packet (i.e., K{i-d}) or derived by K{i-d} (i.e., keys in
interval {v+1,.. i-d-1}), the receiver verifies the authenticity

of the safe packets buffered for the corresponding interval w.
To aut henticate one of the buffered packets P_h containing
message M h protected with a MAC that used key index w, the
receiver will conmpute K _w=F (Kw fromwhich it can conpute
MAC( K _w, Mh). If this MAC does not equal the MAC stored in

t he packet, the receiver MJST discard the packet. |If the two
MACs are equal, the packet is successfully authenticated and the
recei ver continues processing it.

8. Authenticated new key chain comm tnent processing: |If the
aut henti cated packet contains a new key chain comitnent and if
no verified commtnent already exists, then the receiver stores
the conmitrment to the new key chain. Then, if there are non-
aut henti cated packets for a previous chain (i.e., the key chain
before the current one), all these packets can be discarded
(Section 4.4).
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9. The receiver continues the ALC or NORM processing of all the
packets aut henticated during the authentication test.

In this specification, a receiver using TESLA MJST i nmedi ately drop
unsaf e packets. But the receiver MAY also decide, at any tinme, to

continue an ALC or NORM session in unsafe (insecure) node, ignoring
TESLA extensions. There SHOULD be an explicit user action to that

pur pose.

4.3.1. Discarding Unnecessary Packets Earlier

Foll owi ng strictly the above steps can | ead to excessive processing
overhead in certain situations. This is the case when a receiver
recei ves packets for an unwanted object with the ALC or NORM
protocols, i.e., an object in which the application (or the end user)
explicitly nentioned it is not interested. This is also the case
when a receiver receives packets for an already decoded object, or
when this object has been partitioned in several blocks, for an

al ready decoded bl ock. When such a packet is received, which is
easily identified by |ooking at the receiver’'s status for the
incom ng ALC or NORM packet, the receiver MJST al so check that the
packet is a pure data packet that does not contain any signaling

i nformati on of inportance for the session

Wth ALC, a packet containing an "A" flag ("C ose Session") or a "B"
flag ("Close Object") MIST NOT be di scarded before having been

aut henti cated and processed normally. O herw se, the receiver can
safely discard the incom ng packet for instance just after step 1 of
Section 4.3. This optinmization can dramatically reduce the
processi ng overhead by avoi di ng many usel ess aut henti cati on checks.

4.4. Flushing the Non-Authenticated Packets of a Previous Key Chain

In sone cases, a receiver having experienced a very |ong

di sconnection m ght have lost all the disclosures of the last key(s)
of a previous key chain. Let j be the index of this key chain for
whi ch there remains non-authenticated packets. This receiver can
flush all the packets of the key chain j if he determ nes that:

0 he has just switched to a chain of index j+2 (inclusive) or
hi gher;

0 the sender has sent a commitment to the new key chain of index j+2
(Section 3.1.2.3). This situation requires that the receiver has
recei ved a packet containing such a conmtment and that he has

been able to check its integrity. |In sonme cases, it mght require
receiving a bootstrap informati on nessage for the current key
chai n.
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If one of the above two tests succeeds, the sender can discard all
the awaiting packets since there is no way to authenticate them

5. Integration in the ALC and NORM Protocol s
5.1. Authentication Header Extension Fornat

The integration of TESLA in ALC or NORMis simlar and relies on the
header extension nmechani smdefined in both protocols. Mre

preci sely, this docunent details the EXT_AUTH==1 header extension
defined in [ RFC5651].

Several fields are added in addition to the "HET" (Header Extension
Type) and "HEL" (Header Extension Length) fields (Figure 9).

0 1 2 3
01234567890123456789012345678901
+ I i S T i i S e
(=1) | HEL | ASID| Type

T

+

+- +

I I

+- +

| |

| Cont ent |

I I

B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 9: Format of the TESLA EXT_AUTH Header Extension

The fields of the TESLA EXT_AUTH Header Extension are:

"ASI D' (Authentication Schene IDentifier) field (4 bits):
The "ASID' identifies the source authentication schene or protoco
in use. The association between the "ASID' val ue and the actua
aut henti cati on scheme is defined out-of-band, at session startup.

"Type" field (4 bits):
The "Type" field identifies the type of TESLA infornmation carried
in this header extension. This specification defines the
foll ow ng types

* 0: Bootstrap information, sent by the sender periodically or
after a direct tinme synchronization request;

* 1. Standard Authentication Tag for the ongoing key chain, sent
by the sender along with a packet;
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* 2. Authentication Tag without Key Disclosure, sent by the
sender along with a packet;

* 3. Authentication Tag with a New Key Chain Comm tnent, sent by
the sender when approaching the end of a key chain;

* 4: Authentication Tag with a Last Key of A d Chain Disclosure,
sent by the sender sonme tinme after noving to a new key chai n;

* 5: Direct time synchronization request, sent by a NORM
receiver. This type of nessage is invalid in the case of an
ALC session since ALCis restricted to unidirectiona
transm ssions. Yet, an external nechani smmay provide the
direct tinme synchronization functionality;

* 6: Direct time synchronization response, sent by a NORM sender
This type of nmessage is invalid in the case of an ALC session
since ALC is restricted to unidirectional transm ssions. Yet,
an external mechani smnmay provide the direct tine
synchroni zati on functionality.

"Content" field (variable |length):

This is the TESLA information carried in the header extension,
whose type is given by the "Type" field.

5.2. Use of Authentication Header Extensions

Each packet sent by the session’s sender MJST contain exactly one
TESLA EXT_AUTH Header Extension

Al'l receivers MJST recogni ze EXT_AUTH but MAY not be able to parse
its content, for instance, because they do not support TESLA. In
that case, these receivers MJIST ignore the TESLA EXT_AUTH ext ensi ons.
In the case of NORM the packets sent by receivers MAY contain a

di rect synchroni zation request but MJUST NOT contain any of the other
five TESLA EXT_AUTH Header Extensions.

5.2.1. EXT_AUTH Header Extension of Type Bootstrap |nformation

The "bootstrap informati on" TESLA EXT_AUTH (Type==0) MJST be sent in
a stand-al one control packet, rather than in a packet containing
application data. The reason for that is the large size of this
bootstrap information. By using stand-al one packets, the maxi num
payl oad size of data packets is only affected by the (nandatory)

aut hentication informati on header extension.
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Wth ALC, the "bootstrap information" TESLA EXT_AUTH MJUST be sent in
a control packet, i.e., containing no encoding synbol.

Wth NORM the "bootstrap information" TESLA EXT_AUTH MJUST be sent in
a NORM CVD( APPLI CATI ON) nessage.
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For instance, Figure 10 shows the bootstrap information nmessage when
usi ng the HVAC- SHA- 256 transform for the PRF, MAC, and G oup MAC
functions, along with SHA-256/128 byte (1024 bit) key digital
signatures (which also neans that the "Signature" field is 128 bytes
long). The TESLA EXT_AUTH Header Extension is then 184 bytes |ong
(i.e., 46 words of 32 bits).

5.2.2. EXT_AUTH Header Extension of Type Authentication Tag
The four "authentication tag" TESLA EXT_AUTH Header Extensions (Type
1, 2, 3, and 4) MJST be attached to the ALC or NORM packet (data or
control packet) that they protect.

0 1 2 3
01234567890123456789012345678901

i T S S S T i T i I S I S S
HET (=1) | HEL (=10) | ASID | 1 | Reserved |
R s i o e i ol S e S e T ik ik T S e T S T S

i (Interval Index of K _i) |
i T o T T i T A S S S T

Di scl osed Key K {i-d}
(20 bytes)

MAC(K i, M

+-
I
+-
I
+-
|
+

I
+

I
+

|
+

I
+-
I
+

|
+ (16 bytes)
I

+

I

+-

|
+
I
+
I
+
|
+
I
T S I T
I
+
|
+
I
+
I
+

i S T S T o S S e e it Sl S S e S S S

Figure 11: Exanple: Format of the Standard Authentication Tag
(Type 1) Using the Default HWMAC SHA- 256
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0 1 2 3
01234567890123456789012345678901
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| HET (=1) | HEL (=5) | ASID | | Reser ved |
T i S S S it Ui SR S
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+ +
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+ (16 bytes) +
I I
+ +
I I
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 12: Exanple: Format of the Authentication Tag w thout
Key Disclosure (Type 2) Using the Default HVAC- SHA- 256

For instance, Figures 11 and 12 show the format of the authentication
tags, respectively with and without the K {i-d} key disclosure, when
using the (default) HMAC- SHA-256 transform for the PRF and MAC
functions. |In these exanples, the Goup MAC feature is not used.

5.2.3. EXT_AUTH Header Extension of Type Direct Tinme Synchronization
Request

Wth NORM the "direct tinme synchronization request” TESLA EXT_AUTH
(Type==7) MJIST be sent by a receiver in a NORM CVD( APPLI CATI ON) NORM
packet .

Wth ALC, the "direct tine synchronization request” TESLA EXT_AUTH
cannot be included in an ALC packet, since ALCis restricted to

uni di rectional transm ssions, fromthe session’s sender to the
receivers. An external nechani smnust be used with ALC for carrying
direct tine synchroni zation requests to the session’s sender.

In the case of direct time synchronization, it is RECOWENDED t hat
the receivers spread the transm ssion of direct tine synchronization
requests over the tine (Section 2.3.1).

5.2.4. EXT_AUTH Header Extension of Type Direct Tinme Synchronization
Response

Wth NORM the "direct time synchronization response” TESLA EXT_AUTH

(Type==8) MUIST be sent by the sender in a NORM CVD( APPLI CATI ON)
nessage.
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Wth ALC, the "direct tine synchronization response" TESLA EXT_AUTH
can be sent in an ALC control packet (i.e., containing no encoding
synmbol ) or through the external nmechanismused to carry the direct
time synchronization request.

6. Security Considerations

[ RFC4082] discusses the security of TESLA in general. These
consi derations apply to the present specification, nanely:

0 great care nust be taken in the timng aspects. |n particular,
the Dt parameter is critical and nmust be correctly initialized,;

o if the sender realizes that the key disclosure schedule is not
appropriate, then the current session MJST be closed and a new one
created. |Indeed, Section 3.1.3 requires that these paraneters be
fixed during the whol e session.

o when the verifier that authenticates the incom ng packets and the
application that uses the data are two different conponents, there
is arisk that an attacker |ocated between these conponents inject
faked data. Simlarly, when the verifier and the secure timng
systemare two different conponents, there is a risk that an
attacker | ocated between these conmponents inject faked timng
information. For instance, when the verifier reads the local time
by means of a dedicated systemcall (e.g., gettinmeofday()), if an
attacker controls the host, he may catch the systemcall and
return a faked tinme information

The current specification discusses additional aspects with nore
details.

6.1. Dealing with DoS Attacks

TESLA introduces new opportunities for an attacker to nount DoS
attacks. For instance, an attacker can try to saturate the
processing capabilities of the receiver (faked packets are easy to
create but checking themrequires computing a MAC over the packet or
somet i nmes checking a digital signature as with the bootstrap and
direct tine synchroni zation response nessages). An attacker can al so
try to saturate the receiver’s nenory (since authentication is

del ayed and non-aut henticated packets will accurul ate), or to make
the receiver believe that a congesti on has happened (since congestion
control MJST be perforned before authenticating incom ng packets,
Section 4.3).
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In order to mitigate these attacks, it is RECOWENDED to use the
G oup MAC schenme (Section 3.3.3). No mtigation is possible if a
group nenber acts as an attacker with G oup MAC

Generally, it is RECOWENDED that the amount of nenory used to store
i ncom ng packets waiting to be authenticated be linmted to a
reasonabl e val ue.

6.2. Dealing Wth Replay Attacks
Repl ay attacks, whereby an attacker stores a valid nessage and
replays it later, can have significant inpacts, depending on the
message type. Two levels of inpacts nmust be distingui shed:
0 wthin the TESLA protocol, and
0 within the ALC or NORM pr ot ocol

6.2.1. Inpacts of Replay Attacks on TESLA

Repl ay attacks can inpact the TESLA conponent itself. W review here
the potential inmpacts of such an attack depending on the TESLA
nessage type

0 bootstrap information: Since nost paranmeters contained in a
bootstrap i nformati on nmessage are static, replay attacks have no

consequences. The fact that the "i" and "K_i" fields can be
updat ed i n subsequent bootstrap infornmati on nmessages does not
create a problemeither, since all "i" and "K_i" fields sent

remain valid. Finally, a receiver that successfully initialized
its TESLA conponent MUST ignore the foll owi ng nessages (see
Section 4.2.1 for an exception to this rule), which voids replay
attacks, unless he mssed all the commtnents to a new key chain
(e.g., after a long disconnection) (Section 3.2.1).

o direct time synchronization request: If the G oup MAC schene is
used, an attacker that is not a menber of the group can replay a
packet and oblige the sender to respond, which requires digitally
signing the response, a time-consumng process. |If the G oup MAC
schene is not used, an attacker can easily forge a request anyway.
In both cases, the attack will not conprom se the TESLA conponent,
but mght create a DoS. If this is a concern, it is RECOVMMENDED
when the G oup MAC schene is used, that the sender verify the
"t _r" NTP tinmestanp contained in the request and respond only if
this value is strictly larger than the previous one received from
this receiver. Wen the Goup MAC schene is not used, this attack
can be mtigated by Iinmting the nunber of requests per second
that will be processed.
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o direct tinme synchronization response: Upon receiving a response, a
recei ver who has no pendi ng request MJST i mmedi ately drop the
packet. If this receiver has previously issued a request, he
first checks the Group MAC (if applicable), then the "t _r" field,
to be sure it is a response to his request, and finally the
digital signature. A replayed packet will be dropped during these
verifications, w thout conprom sing the TESLA comnponent.

0 other nessages, containing an authentication tag: Replaying a
packet containing a TESLA authentication tag will never conprom se
the TESLA conponent itself (but perhaps the underlying ALC or NORM
conponent, see bel ow).

To conclude, TESLA itself is robust in front of replay attacks.
6.2.2. Inpacts of Replay Attacks on NORM

We review here the potential inpacts of a replay attack on the NORM
component. Note that we do not consider here the protocols that
could be used along with NORM for instance, the congestion contro
pr ot ocol s.

First, let us consider replay attacks within a given NORM sessi on
NORM defines a "sequence" field that can be used to protect against
replay attacks [ RFC5740] within a given NORM session. This
"sequence" field is a 16-bit value that is set by the nessage
originator (sender or receiver) as a nonotonically increasing nunber
incremented with each NORM nessage transmitted. 1t i s RECOVMENDED
that a receiver check this "sequence" field and drop nessages
considered as replayed. Simlarly, it is RECOWENDED t hat a sender
check this sequence, for each known receiver, and drop nessages
considered as replayed. 1In both cases, checking this "sequence"
field SHOULD be done before TESLA processing of the packet: if the
"sequence" field has not been corrupted, the replay attack wll

i medi ately be identified; otherw se, the packet will fail the TESLA
authentication test. This analysis shows that NORMitself is robust
in front of replay attacks within the sanme session

Now | et us consider replay attacks across several NORM sessions
Since the key chain used in each session MJUST differ, a packet
replayed in a subsequent session will be identified as unauthentic.
Therefore, NORMis robust in front of replay attacks across different
sessi ons.
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6.2.3. Inpacts of Replay Attacks on ALC

We review here the potential inpacts of a replay attack on the ALC
conponent. Note that we do not consider here the protocols that
could be used along with ALC, for instance, the | ayered or wave-based
congestion control protocols.

First, let us consider replay attacks within a given ALC session

0 Regul ar packets containing an authentication tag: a repl ayed
message contai ning an encodi ng synbol will be detected once
aut henti cated, thanks to the object/bl ock/synbol identifiers, and
will be silently discarded. This kind of replay attack is only
penalizing in terns of nenory and processing | oad, but does not
conmprom se the ALC behavi or.

0 Control packets containing an authentication tag: ALC contro
packets, by definition, do not include any encodi ng synbol and
therefore do not include any object/bl ock/synbol identifier that
woul d enable a receiver to identify duplicates. However, a sender
has a very limted nunber of reasons to send control packets.

More precisely:

* At the end of the session, a "Close Session" ("A" flag) packet
is sent. Replaying this packet has no inpact since the
receivers already left.

* Simlarly, replaying a packet containing a "Cl ose Object" ("B"
flag) has no inpact since this object is probably already
mar ked as cl osed by the receiver.

This anal ysis shows that ALCitself is robust in front of replay
attacks within the sane session.

Now | et us consider replay attacks across several ALC sessions.
Since the key chain used in each session MJST differ, a packet
replayed in a subsequent session will be identified as unauthentic.
Therefore, ALC is robust in front of replay attacks across different
sessi ons.

6.3. Security of the Back Channe

As specified in Section 1.1, this specification does not consider the
packets that may be sent by receivers, for instance, NORM s feedback
packets. Wen a back channel is used, its security is critical to
the global security, and an appropriate security mechani sm MJST be
used. [ RMI-SIMPLE-AUTH] descri bes several techniques that can be
used to that purpose. However, the authentication and integrity
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verification of the packets sent by receivers on the back channel, if
any, is out of the scope of this docunent.

7. |1 ANA Consi derations

| ANA has registered the following attributes according to this
docunent. The registries are provided by [ RFC4442] under the "Timed
Efficient Stream Loss-tol erant Authentication (TESLA) Paraneters"
registry [TESLA-REG. Following the policies outlined in [RFC4442],
the values in the range up to 240 (including 240) for the follow ng
attributes are assigned after expert review by the MSEC worki ng group
or its designated successor. The values in the range from 241 to 255
are reserved for private use.

Crypt ogr aphi ¢ Pseudo- Random Functi on, TESLA-PRF: All inplenmentations
MUST support HMAC- SHA- 256 (default).

e e e e e oo Fomm o - +
| PRF nane | Value |
o e e e e e a oo N +
| HVAC- SHA1 | 0 |
| HVAC- SHA- 224 | 1 |
| HVAC- SHA- 256 (default) | 2 |
| HVAC- SHA- 384 | 3
| HVAC- SHA- 512 | 4 |
o e e e e e a oo N +

Crypt ographi ¢ Message Aut hentication Code (MAC) Function, TESLA- MAC
Al'l inplementations MJST support HVAC SHA-256 (default). These MAC
schenes are used both for the conputing of regular MAC and the G oup
MAC (i f applicable).

o e e e e e e e e oo o - R, +
| MAC nane | Val ue |
Fom e e e e a e e oo Fomm o - +
| HVAC- SHAL | 0 |
| HVAC- SHA- 224 | 1 |
| HVAC- SHA- 256 (default) | 2 |
| HVAC- SHA- 384 | 3
| HVAC- SHA- 512 | 4 |
Fom e e e e a e e oo Fomm o - +

Furthernmore, | ANA has created two new registries. Here also, the
values in the range up to 240 (including 240) for the foll ow ng
attributes are assigned after expert review by the MSEC worki ng group
or its designated successor. The values in the range from 241 to 255
are reserved for private use.
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Si gnhature Encoding Al gorithm TESLA-SI G ALGO All inplenentations
MUST support RSASSA- PKCS1-v1 5 (default).

oo e e e e e e e e oo - - AR, +
| Signature Algorithm Nane | Val ue |
o mm e e e e e e e i Fomm o - +
| I NVALI D | 0 |
| RSASSA-PKCS1-vl 5 (default) | 1 |
| RSASSA- PSS | 2 |
oo e e e e e e e e oo - - AR, +

Si gnature Cryptographi ¢ Function, TESLA-SI G CRYPTO FUNC. Al |
i mpl ement ati ons MJST support SHA-256 (default).

o e e e e e e e e m o R, +
| Cryptographic Function Nane | Val ue |
o m e e e e e iee i Fomm o - +
| | NVALI D | 0 |
| SHA- 1 | 1 |
| SHA- 224 | 2 |
| SHA- 256 (defaul t) | 3 |
| SHA- 384 | 4 |
| SHA- 512 | 5 |
o mm e e e e e e e i Fomm o - +
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