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Test Vectors for Session Traversal Utilities for NAT (STUN)
Abst r act

The Session Traversal Utilities for NAT (STUN) protocol defines
several STUN attributes. The content of some of these --

FI NGERPRI NT, MESSAGE- | NTEGRI TY, and XOR- MAPPED- ADDRESS -- invol ve
bi nary-1 ogi cal operations (hashing, xor). This docunment provides
test vectors for those attributes.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5769

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Session Traversal Utilities for NAT (STUN) [ RFC5389] protoco
defines two different hashes that may be included in nessages
exchanged by peers inplenenting that protocol

FI NGERPRI NT attribute: a 32-bit Cyclic Redundancy Check

MESSAGE- | NTECRI TY attribute: an HVAC SHA1 [ RFC2104] aut hentication
code.

Thi s docunent provides sanples of properly formatted STUN nessages
i ncludi ng these hashes, for the sake of testing inplenentations of
the STUN pr ot ocol

2. Test Vectors

Al'l included vectors are represented as a series of hexadeci nal
values in network byte order. Each pair of hexadecimal digits
represents one byte.

Messages follow the Interactive Connectivity Establishnment (1CE)
Connectivity Checks use case of STUN (see [RFC5245]). These nessages
i ncl ude FI NGERPRI NT, MESSAGE-| NTEGRI TY, and XOR- MAPPED- ADDRESS STUN
attributes. These attributes are considered to be nbst prone to

i npl ementation errors. An additional nessage is provided to test
STUN aut hentication with long-termcredentials (which is not used by
I CE)

In the followi ng sanpl e nmessages, two types of plain UTF-8 text
attributes are included. The values of certain of these attributes
were purposely sized to require padding. Non-ASCI| characters are
represented as <U+xxxx> where xxxx is the hexadeci mal nunber of their
Uni code code point.

In this docunment, ASCI| white spaces (U+0020) are used for padding
within the first three nmessages - this is arbitrary. Simlarly, the
| ast message uses nul bytes for padding. As per [RFC5389], padding
bytes may take any val ue.
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2.1. Sanpl e Request

STUN Test Vectors April

Thi s request uses the follow ng paraneters:

Sof t war e nane:

User nane:
Passwor d:

00
21
b7
bc
fa
80
53
20
74
69
00
6e
80
93
51
00
65
3a
59
00
9a
bf

78
b2
cl
80
e5

"STUN test client" (w thout quotes)

"evtj:hévY" (w thout quotes)

"VOkIxbRI 1RmMTxUk/ WJIxBt " (w thout quotes)

01
12
e7
34
87
22
54
74
20
65
24
00
29
2f

26
06
76
68
20
08
ea
ds
le
d3
b5
28
7a

Deni s- Cour nont

00
a4
a7
dé
df

00
55
65
63
6e
00
01
00
fo
3b
00
74
36
20
00
a7
cbh
f2
f2
71
00
3b

58
42
01
86
ae
10
4e
73
6¢C
74
04
ff

08
bl
36
09
6a
76
20
14
Oc
56
b5
49
a2
04
cf

" " N e

e " e e [y

Request type and nessage | ength
Magi ¢ cooki e

Transaction | D
SOFTWARE attri bute header

User -agent. ..
... hanme

PRI ORI TY attri bute header

ICE priority val ue

| CE- CONTROLLED attri bute header

Pseudo-random ti e breaker...
...for I CE control

USERNAME attri bute header

Usernane (9 bytes) and paddi ng (3 bytes)

MESSAGE- | NTEGRI TY attri bute header

HVAC- SHAL fi ngerprint

FI NGERPRI NT attri bute header
CRC32 fingerprint

2010
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2.2. Sample | Pv4 Response

Thi s response uses the foll ow ng paraneter:

Passwor d:

Sof t war e nane:

Mapped address:

01
21
b7
bc
fa
80
74
20
74
00
00
el
00
2b
fd
8c
2a
fo
80
cO

Deni s- Cour nont

01
12
e7
34
87
22
65
76
6f

20
01
12
08
91
9e
74
fo
6b
28
7d

00
a4
a7
dé
df

00
73
65
72
00
al
ab
00
f5
90
89
ba
e’
00
4c

"VOKIXbRI 1RmTxUk/ WJIXBt " (without quotes)

3c
42
01
86
ae
Ob
74
63
20
08
47
43
14
99
c3
fo
53
d7
04
96

e e

e N " e

"test vector" (wthout quotes)

192.0.2.1 port 32853

Response type and nessage | ength
Magi ¢ cooki e

Transaction | D
SOFTWARE attri bute header
UTF- 8 server nhane

XOR- MAPPED- ADDRESS attri bute header

April 2010

Address famly (I1Pv4) and xor’d mapped port numnber

Xor’ d mapped | Pv4 address
MESSAGE- | NTEGRI TY attri bute header

HVAC- SHA1 fi ngerprint

FI NGERPRI NT attri bute header
CRC32 fingerprint

I nf or mat i onal
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2.3. Sample | Pv6 Response

Thi s response uses the foll ow ng paraneter:

Passwor d:

Sof t war e nane:

Mapped address:

01
21
b7
bc
fa
80
74
20
74
00
00
01
ab
bc
be
00
a3
4b
17
82
bf

80
c8

Deni s- Cour nont

01
12
e7
34
87
22
65
76
6f

20
02
13
d3
25
d2
08
82
eb
84
92
e3
28
fb

00
a4
a7
dé
df

00
73
65
72
00
al
a9
f1
fa
b9
00
95
7b
c9
c2
ed
00
0b

"VOKIXbRI 1RmTxUk/ WJIXBt " (without quotes)

48
42
01
86
ae
Ob
74
63
20
14
47
fa
79
b5
do
14
4e
f1l
7c
75
41
04
4c

e e

e N e e e

"test vector" (wthout quotes)

2001: db8: 1234: 5678: 11: 2233: 4455: 6677 port 32853

Response type and nessage | ength
Magi ¢ cooki e

Transaction | D
SOFTWARE attri bute header
UTF- 8 server nhane

XOR- MAPPED- ADDRESS attri bute header

Address famly (I1Pv6) and xor’d nmapped port number
Xor’ d mapped | Pv6 address

MESSAGE- | NTEGRI TY attri bute header

HVAC- SHAL fi ngerprint

FI NGERPRI NT attri bute header
CRC32 fingerprint
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2.4. Sanmpl e Request w th Long-Term Aut henti cation
Thi s request uses the follow ng paraneters:

User name: " <U+30DE><U+30C8><U+30EA><U+30C3><U+30AF><U+30B9>"
(wi thout quotes) unaffected by SASLprep [ RFC4013] processing

Password: " The<U+O0AD>McU+00AA>t r <U+2168>" and "TheMatrl X' (w t hout
quot es) respectively before and after SASLprep processing

Nonce: "f//499k954d60L340L9FSTvy64sA" (w t hout quotes)
Real m "exanple.org" (w thout quotes)

00 01 00 60 Request type and nessage | ength
21 12 a4 42 Magi ¢ cooki e

78 ad 34 33
c6 ad 72 cO
29 da 41 2e
00 06 00 12
e3 83 9e e3
83 88 e3 83
aa e3 83 83
e3 82 af e3
82 b9 00 00
00 15 00 1c
66 2f 2f 34
39 39 6b 39
35 34 64 36
4f 4c 33 34
6f 4c 39 46
53 54 76 79
36 34 73 41
00 14 00 Ob
65 78 61 6d
70 6¢c 65 2e
6f 72 67 00
00 08 00 14
f6 70 24 65
6d d6 4a 3e
02 b8 e0 71
2e 85 c9 a2
8c a8 96 66

Transaction | D

USERNAME attri bute header

Usernane val ue (18 bytes) and padding (2 bytes)

NONCE attri bute header

Nonce val ue

REALM attri bute header
Real m val ue (11 bytes) and padding (1 byte)

MESSAGE- | NTEGRI TY attri bute header

HVAC- SHAL fi ngerprint

e N e e A e N " e N e N e e
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3. Security Considerations
There are no security considerations.
4. Acknow edgnents
The author would like to thank Marc Petit-Huguenin, Philip Matthews
and Dan Wng for their inputs, and Brian Korver, Alfred E. Heggestad
and Gustavo Garcia for their revi ews.
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Appendi x A.  Source Code for Test Vectors

const unsigned char req[] =
"\ x00\ x01\ x00\ x58"
"\ x21\ x12\ xa4\ x42"
"\ xb7\ xe7\ xa7\ x01\ xbc\ x34\ xd6\ x86\ xf a\ x87\ xdf \ xae"
"\ x80\ x22\ x00\ x10"
"STUN test client"
"\ x00\ x24\ x00\ x04"
"\ x6e\ x00\ x01\ xff"
"\ x80\ x29\ x00\ x08"
"\ x93\ x2f \ xf 9\ xb1\ x51\ x26\ x3b\ x36"
"\ x00\ x06\ x00\ x09"

"\ x65\ x76\ x74\ x6a\ x3a\ x68\ x36\ x76\ x59\ x20\ x20\ x20"

"\ x00\ x08\ x00\ x14"

"\ x9a\ xea\ xa7\ x0c\ xbf \ xd8\ xcb\ x56\ x78\ x1e\ xf 2\ xb5"

"\ xb2\ xd3\ xf 2\ x49\ xc1\ xb5\ x71\ xa2"
"\ x80\ x28\ x00\ x04"
"\ xeb\ x7a\ x3b\ xcf";

Request nessage

Deni s- Cour nont I nf or mat i onal
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const unsigned char respv4[] =
"\ x01\ x01\ x00\ x3c"
"\ x21\ x12\ xa4\ x42"
"\ xb7\ xe7\ xa7\ x01\ xbc\ x34\ xd6\ x86\ xf a\ x87\ xdf \ xae"
"\ x80\ x22\ x00\ x0b"
"\ x74\ x65\ x73\ x74\ x20\ x76\ x65\ x63\ x74\ x6f\ x72\ x20"
"\ x00\ x20\ x00\ x08"
"\ x00\ x01\ xal\ x47\ xel\ x12\ xa6\ x43"
"\ x00\ x08\ x00\ x14"
"\ x2b\ x91\ xf 5\ x99\ xf d\ x9e\ x90\ xc3\ x8c\ x74\ x89\ xf 9"
"\ x2a\ xf 9\ xba\ x53\ xf 0\ x6b\ xe7\ xd7"
"\ x80\ x28\ x00\ x04"
"\ xcO\ x7d\ x4c\ x96";

| Pv4 response nessage

const unsigned char respv6[] =
"\ x01\ x01\ x00\ x48"
"\ x21\ x12\ xa4\ x42"
"\ xb7\ xe7\ xa7\ x01\ xbc\ x34\ xd6\ x86\ xf a\ x87\ xdf \ xae"
"\ x80\ x22\ x00\ x0b"
"\ x74\ x65\ x73\ x74\ x20\ x76\ x65\ x63\ x74\ x6f\ x72\ x20"
"\ x00\ x20\ x00\ x14"
"\ x00\ x02\ xal\ x47"
"\ x01\ x13\ xa9\ xf a\ xa5\ xd3\ xf 1\ x79"
"\ xbc\ x25\ xf 4\ xb5\ xbe\ xd2\ xb9\ xd9"
"\ x00\ x08\ x00\ x14"
"\ xa3\ x82\ x95\ x4e\ x4b\ xe6\ x7b\ xf 1\ x17\ x84\ xc9\ x7c"
"\ x82\ x92\ xc2\ x75\ xbf \ xe3\ xed\ x41"
"\ x80\ x28\ x00\ x04"
"\ xc8\ xf b\ x0Ob\ x4c";

| Pv6 response nessage
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const unsigned char reqltc[] =

"\ x00\ x01\ x00\ x60"

"\ x21\ x12\ xa4\ x42"

"\ x78\ xad\ x34\ x33\ xc6\ xad\ x72\ xc0\ x29\ xda\ x41\ x2e"

"\ x00\ x06\ x00\ x12"
"\ xe3\ x83\ x9e\ xe3\ x83\ x88\ xe3\ x83\ xaa\ xe3\ x83\ x83"
"\ xe3\ x82\ xaf \ xe3\ x82\ xb9\ x00\ x00"

"\ x00\ x15\ x00\ x1c"
"\ x66\ x2f\ x2f \ x34\ x39\ x39\ x6b\ x39\ x35\ x34\ x64\ x36"
"\ x4f \ x4c\ x33\ x34\ x6f \ x4c\ x39\ x46\ x53\ x54\ x76\ x79"
"\ x36\ x34\ x73\ x41"

"\ x00\ x14\ x00\ x0b"
"\ x65\ x78\ x61\ x6d\ x70\ x6¢\ x65\ x2e\ x6f\ x72\ x67\ x00"

"\ x00\ x08\ x00\ x14"
"\ xf 6\ x70\ x24\ x65\ x6d\ xd6\ x4a\ x3e\ x02\ xb8\ xe0\ x71"
"\ x2e\ x85\ xc9\ xa2\ x8c\ xa8\ x96\ x66";

Request with long-termcredentials
Aut hor’ s Addr ess
Rem Deni s- Cour nont
Noki a Cor poration

P. 0. Box 407
NOKI A GROUP 00045

FI

Phone: +358 50 487 6315

EMai | : rem . deni s-cour nont @oki a. com
Deni s- Cour nont I nf or mat i onal
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