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Abstract

Thi s docunent specifies howto use the Session Initiation Protocol
(SIP) to establish a Secure Real -tinme Transport Protocol (SRTP)
security context using the Datagram Transport Layer Security (DTLS)
protocol. It describes a mechanismof transporting a fingerprint
attribute in the Session Description Protocol (SDP) that identifies
the key that will be presented during the DILS handshake. The key
exchange travel s along the nedia path as opposed to the signaling
path. The SIP Identity nmechani smcan be used to protect the
integrity of the fingerprint attribute fromnodification by

i nt ermedi at e proxies.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5763.
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1.

I nt roducti on

The Session Initiation Protocol (SIP) [RFC3261] and the Session
Description Protocol (SDP) [RFC4566] are used to set up nultinedia
sessions or calls. SDP is also used to set up TCP [ RFC4145] and
additionally TCP/ TLS connections for usage with nedia sessions

[ RFC4572]. The Real -tine Transport Protocol (RTP) [RFC3550] is used
to transmt real-tine nmedia on top of UDP and TCP [ RFC4571].

Dat agram TLS [ RFC4347] was introduced to allow TLS functionality to
be applied to datagramtransport protocols, such as UDP and DCCP
Thi s docunent provides guidelines on howto establish SRTP [ RFC3711]
security over UDP using an extension to DTLS (see [RFC5764]).

The goal of this work is to provide a key negotiation technique that
al | ows encrypted conmuni cati on between devices with no prior
relationships. It also does not require the devices to trust every
call signaling elenent that was involved in routing or session setup
Thi s approach does not require any extra effort by end users and does
not require deploynent of certificates that are signed by a well -
known certificate authority to all devices.

The nedia is transported over a nutually authenticated DILS session
where both sides have certificates. It is very inportant to note
that certificates are being used purely as a carrier for the public
keys of the peers. This is required because DTLS does not have a
mode for carrying bare keys, but it is purely an issue of formatting.
The certificates can be self-signed and conpl etely sel f-generat ed.
Al'l major TLS stacks have the capability to generate such
certificates on demand. However, third-party certificates MAY al so
be used if the peers have them (thus reducing the need to trust
intermediaries). The certificate fingerprints are sent in SDP over
SIP as part of the offer/answer exchange.

The fingerprint nmechanismall ows one side of the connection to verify
that the certificate presented in the DTLS handshake matches the
certificate used by the party in the signaling. However, this
requires some formof integrity protection on the signaling. S/'MME
signatures, as described in RFC 3261, or SIP Identity, as described
in [RFC4474], provide the highest |evel of security because they are
not susceptible to nodification by malicious internediaries.

However, even hop-by-hop security, such as provided by SIPS, offers
some protection against nodification by attackers who are not in
control of on-path signaling elenents. Because DILS-SRTP only
requires nessage integrity and not confidentiality for the signaling,
the nunber of elements that nust have credentials and be trusted is
significantly reduced. |In particular, if RFC 4474 is used, only the
Aut hentication Service need have a certificate and be trusted.

I nternedi ate el ements cannot undetectably nodify the nessage and
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t heref ore cannot nount a nman-in-the-middle (MTM attack. By
compari son, because SDESCRI PTI ONS [ RFC4568] requires confidentiality
for the signaling, all internmediate el ements nust be trusted

Thi s approach differs fromprevious attenpts to secure nedia traffic
where the authentication and key exchange protocol (e.g., Miltinedia
Internet KEYing (M KEY) [RFC3830]) is piggybacked in the signaling
message exchange. Wth DTLS- SRTP, establishing the protection of the
media traffic between the endpoints is done by the nedia endpoints
with only a cryptographic binding of the nedia keying to the S|P/ SDP
communication. It allows RTP and SIP to be used in the usual manner
when there is no encrypted nedia.

In SIP, typically the caller sends an offer and the callee may
subsequently send one-way nedi a back to the caller before a SIP
answer is received by the caller. The approach in this
specification, where the nedia key negotiation is decoupled fromthe
SIP signaling, allows the early nedia to be set up before the SIP
answer is received while preserving the inportant security property
of allow ng the nmedia sender to choose some of the keying materia
for the nedia. This also allows the nedia sessions to be changed,
rekeyed, and otherwi se nodified after the initial SIP signaling

wi t hout any additional SIP signaling.

Desi gn decisions that influence the applicability of this
specification are discussed in Section 3.

2. Overview
Endpoi nts wi shing to set up an RTP nmedi a session do so by exchangi ng
of fers and answers in SDP nessages over SIP. 1In a typical use case,
two endpoints woul d negotiate to transmt audio data over RTP using
the UDP protocol

Figure 1 shows a typical nessage exchange in the SIP trapezoid.
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Figure 1: DITLS Usage in the SIP Trapezoid

Consider Alice wanting to set up an encrypted audi o session with
Bob. Both Bob and Alice could use public-key-based authentication in
order to establish a confidentiality protected channel using DILS

Si nce providing nutual authentication between two arbitrary endpoints
on the Internet using public-key-based cryptography tends to be

probl ematic, we consider nore deploynent-friendly alternatives. This
docunent uses one approach and several others are discussed in
Section 8.

Alice sends an SDP offer to Bob over SIP. |If Alice uses only self-
signed certificates for the communication with Bob, a fingerprint is
included in the SDP of fer/answer exchange. This fingerprint binds
the DTLS key exchange in the nedia plane to the signaling plane.

The fingerprint alone protects against active attacks on the nedia
but not active attacks on the signaling. |n order to prevent active
attacks on the signaling, "Enhancenents for Authenticated ldentity
Managenment in the Session Initiation Protocol (SIP)" [RFC4474] may be
used. Wen Bob receives the offer, the peers establish some numnber

of DTLS connecti ons (depending on the nunber of nedia sessions) wth
mut ual DTLS authentication (i.e., both sides provide certificates)

At this point, Bob can verify that Alice's credentials offered in TLS
match the fingerprint in the SDP offer, and Bob can begin sending
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media to Alice. Once Bob accepts Alice’'s offer and sends an SDP
answer to Alice, Alice can begin sending confidential nmedia to Bob
over the appropriate streans. Alice and Bob will verify that the
fingerprints fromthe certificates received over the DILS handshakes
match with the fingerprints received in the SDP of the SIP signaling.
This provides the security property that Alice knows that the nedia
traffic is going to Bob and vice versa w thout necessarily requiring
gl obal Public Key Infrastructure (PKI) certificates for Alice and
Bob. (See Section 8 for detailed security analysis.)

3. Mdtivation

Al'though there is already prior work in this area (e.g., Security
Descriptions for SDP [ RFC4568], Key Managenent Extensions [ RFC4567]
combi ned with M KEY [ RFC3830] for authentication and key exchange),
this specification is notivated as foll ows:

0 TLS will be used to offer security for connection-oriented nedia.
The design of TLS is well-known and inplenmentations are w dely
avail abl e.

0 This approach deals with forking and early nmedia wi thout requiring
support for Provisional Response ACKnow edgenent (PRACK) [RFC3262]
whil e preserving the inportant security property of allow ng the
of ferer to choose keying material for encrypting the nmedia.

0 The establishment of security protection for the media path is
al so provided al ong the nedia path and not over the signaling
path. In many depl oynent scenarios, the signaling and nedi a
traffic travel along a different path through the network.

0 When RFC 4474 is used, this solution works even when the SIP
proxi es downstream of the authentication service are not trusted.
There is no need to reveal keys in the SIP signaling or in the SDP
message exchange, as is done in SDESCRI PTI ONS [ RFC4568] .

Ret argeting of a dialog-fornming request (changing the value of the
Request-URI), the User Agent (UA) that receives it (the User Agent
Server, UAS) can have a different identity fromthat in the To
header field. When RFC 4916 is used, then it is possible to
supply its identity to the peer UA by nmeans of a request in the
reverse direction, and for that identity to be signed by an

Aut henti cation Servi ce.

o In this nmethod, synchronization source (SSRC) collisions do not
result in any extra SIP signaling.
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4.

o Many SIP endpoints already inplenent TLS. The changes to existing
SI P and RTP usage are mnimal even when DTLS- SRTP [ RFC5764] is
used.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

DTLS/ TLS uses the term"session" to refer to a long-lived set of
keying material that spans associations. In this docunent,

consistent with SIP/SDP usage, we use it to refer to a nultinedia
session and use the term"TLS session” to refer to the TLS construct.
We use the term"association" to refer to a particular DILS ci pher
suite and keying material set that is associated with a single host/
port quartet. The sanme DTLS/ TLS session can be used to establish the
keying material for multiple associations. For consistency with

ot her SI P/ SDP usage, we use the term "connection" when what’'s being
referred to is a multimedia streamthat is not specifically DILS/ TLS

In this docunent, the term"Mtual DTLS" indicates that both the DTLS
client and server present certificates even if one or both
certificates are self-signed

Establ i shing a Secure Channe

The two endpoints in the exchange present their identities as part of
the DTLS handshake procedure using certificates. This docunent uses
certificates in the sane style as described in "Connection-Oiented
Medi a Transport over the Transport Layer Security (TLS) Protocol in
the Session Description Protocol (SDP)" [RFC4572].

If self-signed certificates are used, the content of the
subj ect Alt Nane attribute inside the certificate MAY use the uniform
resource identifier (URI) of the user. This is useful for debuggi ng
purposes only and is not required to bind the certificate to one of
the conmuni cati on endpoints. The integrity of the certificate is
ensured through the fingerprint attribute in the SDP. The
subj ect Alt Name is not an inportant conponent of the certificate
verification.

The generation of public/private key pairs is relatively expensive.
Endpoints are not required to generate certificates for each session

The of fer/answer nodel, defined in [ RFC3264], is used by protocols
like the Session Initiation Protocol (SIP) [RFC3261] to set up
mul timedi a sessions. |In addition to the usual contents of an SDP
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[ RFC4566] nessage, each nedia description ("n¥" |ine and associ ated
paraneters) will also contain several attributes as specified in
[ RFC5764], [RFCA145], and [ RFC4572].

When an endpoint wi shes to set up a secure nedi a session with anot her
endpoint, it sends an offer in a SIP nessage to the other endpoint.
This offer includes, as part of the SDP payl oad, the fingerprint of
the certificate that the endpoint wants to use. The endpoint SHOULD
send the SIP nmessage containing the offer to the offerer’s SIP proxy
over an integrity protected channel. The proxy SHOULD add an
Identity header field according to the procedures outlined in

[ RFC4474]. The SIP nessage containing the of fer SHOULD be sent to
the offerer’s SIP proxy over an integrity protected channel. Wen
the far endpoint receives the SIP nessage, it can verify the identity
of the sender using the Identity header field. Since the lIdentity
header field is a digital signature across several SIP header fields,
in addition to the body of the SIP nessage, the receiver can also be
certain that the nessage has not been tanpered with after the digita
signature was applied and added to the SIP nessage.

The far endpoint (answerer) may now establish a DILS association with
the offerer. Alternately, it can indicate in its answer that the
offerer is to initiate the TLS association. |In either case, mutual
DTLS certificate-based authentication will be used. After conpleting
the DTLS handshake, infornmation about the authenticated identities,
including the certificates, are nmade available to the endpoint
application. The answerer is then able to verify that the offerer’s
certificate used for authentication in the DILS handshake can be
associated to the certificate fingerprint contained in the offer in
the SDP. At this point, the answerer may indicate to the end user
that the media is secured. The offerer nmay only tentatively accept
the answerer’s certificate since it may not yet have the answerer’s
certificate fingerprint.

When the answerer accepts the offer, it provides an answer back to
the offerer containing the answerer’s certificate fingerprint. At
this point, the offerer can accept or reject the peer’'s certificate
and the offerer can indicate to the end user that the nedia is
secur ed.

Note that the entire authenticati on and key exchange for securing the
media traffic is handled in the nmedia path through DILS. The
signaling path is only used to verify the peers’ certificate
fingerprints.
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The offer and answer MJUST conformto the foll owi ng requirenents.

o The endpoint MJST use the setup attribute defined in [ RFC4145].
The endpoint that is the offerer MUST use the setup attribute
val ue of setup:actpass and be prepared to receive a client_hello
before it receives the answer. The answerer MJST use either a
setup attribute value of setup:active or setup:passive. Note that
if the answerer uses setup:passive, then the DILS handshake w ||
not begin until the answerer is received, which adds additiona
| at ency. setup:active allows the answer and the DTLS handshake to
occur in parallel. Thus, setup:active is RECOMWENDED. Wi chever
party is active MJUST initiate a DTLS handshake by sending a
ClientHell o over each flow (host/port quartet).

o The endpoint MJST NOT use the connection attribute defined in
[ RFC4145] .

0 The endpoint MJST use the certificate fingerprint attribute as
specified in [ RFC4572] .

o The certificate presented during the DILS handshake MJUST match the
fingerprint exchanged via the signaling path in the SDP. The
security properties of this mechani smare described in Section 8.

o If the fingerprint does not match the hashed certificate, then the
endpoi nt MJUST tear down the media session inmrediately. Note that
it is permssible to wait until the other side’ s fingerprint has
been recei ved before establishing the connection; however, this
may have undesirable | atency effects.

6. M scell aneous Consi derations
6.1. Anonynous Calls

The use of DTLS- SRTP does not provide anonynous calling; however, it
al so does not prevent it. However, if care is not taken when
anonynous calling features, such as those described in [ RFC3325] or
[ RFC5767] are used, DTLS-SRTP may al |l ow deanonyni zi ng an ot herw se
anonynous call. Wen anonynous calls are being nade, the follow ng
procedures SHOULD be used to prevent deanonym zation

When nmaki ng anonynous calls, a new self-signed certificate SHOULD be
used for each call so that the calls cannot be correlated as to being
fromthe sane caller. |In situations where sone degree of correlation
is acceptable, the same certificate SHOULD be used for a nunber of
calls in order to enable continuity of authentication; see

Section 8. 4.
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Additionally, note that in networks that deploy [RFC3325], RFC 3325
requires that the Privacy header field value defined in [ RFC3323]
needs to be set to 'id . This is used in conjunction with the SIP
identity nmechanismto ensure that the identity of the user is not
asserted when enabling anonynous calls. Furthernore, the content of
the subjectAltNane attribute inside the certificate MJST NOT contain
information that either allows correlation or identification of the
user that wi shes to place an anonynmous call. Note that follow ng
this recomrendation is not sufficient to provide anonym zation

6.2. Early Media

If an offer is received by an endpoint that wi shes to provide early
media, it MJIST take the setup:active role and can inmredi ately
establish a DILS association with the other endpoint and begin
sendi ng nmedia. The setup: passive endpoint nay not yet have vali dated
the fingerprint of the active endpoint’s certificate. The security
aspects of nedia handling in this situation are discussed in

Section 8.

6.3. Forking

In SIP, it is possible for a request to fork to nultiple endpoints.
Each forked request can result in a different answer. Assum ng that
the requester provided an offer, each of the answerers will provide a
uni que answer. Each answerer will forma DTLS association with the
offerer. The offerer can then securely correlate the SDP answer
received in the SIP nessage by conparing the fingerprint in the
answer to the hashed certificate for each DILS associ ati on.

6.4. Delayed Ofer Calls

An endpoint may send a SIP INVITE request with no offer in it. Wen
this occurs, the receiver(s) of the INVITE will provide the offer in
the response and the originator will provide the answer in the
subsequent ACK request or in the PRACK request [RFC3262], if both
endpoi nts support reliable provisional responses. In any event, the
active endpoint still establishes the DILS association with the
passi ve endpoint as negotiated in the offer/answer exchange.

6.5. Miltiple Associations

When there are multiple flows (e.g., nultiple nmedia streams, non-

mul ti pl exed RTP and RTCP, etc.) the active side MAY performthe DILS
handshakes in any order. Appendix B of [RFC5764] provides some

gui dance on the perfornance of parallel DTLS handshakes. Note that
if the answerer ends up being active, it may only initiate handshakes
on sonme subset of the potential streans (e.g., if audio and video are
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offered but it only wishes to do audio). |If the offerer ends up
bei ng active, the conplete answer will be received before the offerer
begins initiating handshakes.

6.6. Session Mdification

Once an answer is provided to the offerer, either endpoint MAY
request a session nodification that MAY include an updated offer
Thi s session nodification can be carried in either an I NVITE or
UPDATE request. The peers can reuse the existing associations if
they are conpatible (i.e., they have the sanme key fingerprints and
transport paranmeters), or establish a new one follow ng the sane
rules are for initial exchanges, tearing down the existing

associ ation as soon as the offer/answer exchange is conpleted. Note
that if the active/passive status of the endpoints changes, a new
connecti on MJUST be established.

6.7. Mddlebox Interaction

There are a nunber of potentially bad interactions between DILS- SRTP
and mi ddl eboxes, as docunented in [ MMJSI C-MEDI A], which al so provides
recomendat i ons for avoiding such probl ens.

6.7.1. |ICE Interaction

Interactive Connectivity Establishnent (1CE), as specified in

[ RFC5245], provides a nethodol ogy of allow ng participants in

mul ti medi a sessions to verify nutual connectivity. Wen ICE is being
used, the I CE connectivity checks are performed before the DILS
handshake begins. Note that if aggressive nomi nati on node i s used,
mul tiple candidate pairs may be marked valid before ICE finally
converges on a single candidate pair. |Inplementations MJST treat all
| CE candidate pairs associated with a single conponent as part of the
same DTLS association. Thus, there will be only one DILS handshake
even if there are multiple valid candidate pairs. Note that this nmay
mean adj usting the endpoint |IP addresses if the selected candi date
pair shifts, just as if the DILS packets were an ordinary nedi a
stream

Note that Sinple Traversal of the UDP Protocol through NAT ( STUN)
packets are sent directly over UDP, not over DILS. [RFC5764]

descri bes how to denultiplex STUN packets from DTLS packets and SRTP
packets.
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6.7.2. Latching Control w thout |ICE

If ICEis not being used, then there is potential for a bad
interaction with Session Border Controllers (SBCs) via "latching", as
described in [MMJUSIC-MEDIA]. In order to avoid this issue, if ICEis
not being used and the DTLS handshake has not conpleted upon
receiving the other side’s SDP, then the passive side MJST do a
singl e unaut henti cated STUN [ RFC5389] connectivity check in order to
open up the appropriate pinhole. Al inplenentations MIST be
prepared to answer this request during the handshake period even if
they do not otherwi se do ICE. However, the active side MJIST proceed
with the DTLS handshake as appropriate even if no such STUN check is
received and the passive MJUST NOT wait for a STUN answer before
sending its ServerHello.

6.8. Rekeying

As with TLS, DTLS endpoints can rekey at any tine by redoing the DILS
handshake. While the rekey is under way, the endpoints continue to
use the previously established keying material for usage with DILS
Once the new session keys are established, the session can switch to
usi ng these and abandon the old keys. This ensures that latency is
not introduced during the rekeying process.

Furt her considerations regarding rekeying in case the SRTP security
context is established with DTLS can be found in Section 3.7 of
[ RFC5764] .

6.9. Conference Servers and Shared Encryptions Contexts

It has been proposed that conference servers mght use the same
encryption context for all of the participants in a conference. The
advantage of this approach is that the conference server only needs
to encrypt the output for all speakers instead of once per

partici pant.

Thi s shared encryption context approach is not possible under this
speci ficati on because each DTLS handshake establishes fresh keys that
are not conpletely under the control of either side. However, it is
argued that the effort to encrypt each RTP packet is small conpared
to the other tasks perforned by the conference server such as the
codec processing.

Fut ure extensions, such as [SRTP-EKT] or [ KEY- TRANSPORT], could be

used to provide this functionality in concert with the mechani snms
described in this specification.
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6.10. Media over SRTP

Because DILS s data transfer protocol is generic, it is less highly
optimzed for use with RTP than is SRTP [ RFC3711], which has been
specifically tuned for that purpose. DILS-SRTP [ RFC5764] has been
defined to provide for the negotiation of SRTP transport using a DILS
connection, thus allow ng the performance benefits of SRTP with the
easy key management of DTLS. The ability to reuse existing SRTP

sof tware and hardware inplenentations may in some environments
provi de another inportant notivation for using DTLS- SRTP instead of
RTP over DTLS. Inplenentations of this specification MIST support
DTLS- SRTP [ RFC5764] .

6.11. Best Effort Encryption

[ RFC5479] describes a requirenment for best-effort encryption where
SRTP i s used and where both endpoints support it and key negotiation
succeeds, otherwi se RTP is used.

[ MVUSI C- SDP] describes a mechani smthat can signal both RTP and SRTP
as an alternative. This allows an offerer to express a preference
for SRTP, but RTP is the default and will be understood by endpoints
that do not understand SRTP or this key exchange mechani sm

I mpl ement ations of this docunent MJST support [ MVUSI C- SDP] .

7. Exanpl e Message Fl ow

Prior to establishing the session, both Alice and Bob generate self-
signed certificates that are used for a single session or, nore

likely, reused for nultiple sessions. In this exanple, Alice calls
Bob. In this exanple, we assunme that Alice and Bob share the sane
pr oxy.

7.1. Basic Message Flowwith Early Media and SIP ldentity

This exanple shows the SIP nmessage flows where Alice acts as the
passi ve endpoint and Bob acts as the active endpoint; neaning that as
soon as Bob receives the INVITE fromAlice, with DILS specified in
the "m=" line of the offer, Bob will begin to negotiate a DILS
association with Alice for both RTP and RTCP streans. Early nedia
(RTP and RTCP) starts to flow fromBob to Alice as soon as Bob sends
the DTLS finished message to Alice. Bi-directional nedia (RTP and
RTCP) can flow after Alice receives the SIP 200 response and once
Alice has sent the DILS finished nmessage.
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The SIP signaling fromAlice to her proxy is transported over TLS to
ensure an integrity protected channel between Alice and her identity
service. Transport between proxies should al so be protected sonehow,
especially if SIP ldentity is not in use.

Alice Pr oxi es Bob
| (1) INVITE | |
[-----mmmmme - >| I
| | (2) INVITE |
I EEE ST EREEEEEE R, >
| | (3) hello |
R I
| (4) hello | |
R R >|
| | (5) finished |
| < |
| | (6) media |
| <o |
| (7) finished | |
|---mmmmmm e >|
| | (8) 200 X |
| <o |
[ (9) 200 X I I
| <-emmee e | _ |
| | (10) nedi a |
R T >|
| (11) ACK | |
| oo >
Message (1): |INVITE Alice -> Proxy
This shows the initial INVITE fromAlice to Bob carried over the
TLS transport protocol to ensure an integrity protected channe
between Alice and her proxy that acts as Alice’s identity service.
Alice has requested to be either the active or passive endpoi nt by
speci fyi ng a=setup: actpass in the SDP. Bob chooses to act as the
DTILS client and will initiate the session. Also note that there
is a fingerprint attribute in the SDP. This is conputed from
Alice’s self-signed certificate.
This offer includes a default "nme" |line offering RTP in case the
answer er does not support SRTP. However, the potentia
configuration utilizing a transport of SRTP is preferred. See
[ MVWUSI C-SDP] for nore details on the details of SDP capability
negoti ati on.
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I NVI TE si p: bob@xanpl e. com SI P/ 2.0

To: <si p: bob@xanpl e. cone

From "Alice"<sip:alice@xanple.conp;tag=843c7b0b
Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&4bK- 0e53sadf kas| dkf |
Contact: <sip:alice@al.exanple.conp

Call-I1D: 6076913b1c39c212@REVMIEPG

CSeq: 1 INVITE

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE
Max- Forwards: 70

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxx

Supported: from change

v=0
0=- 1181923068 1181923196 I N | P4 ual. exanpl e. com
s=exanpl el
c=I N | P4 ual. exanpl e. com
a=set up: act pass
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
mraudi o 6056 RTP/ AVP 0O
a=sendrecv
a=tcap: 1 UDP/ TLS/ RTP/ SAVP RTP/ AVP
a=pcfg:1l t=1

Message (2): |INVITE Proxy -> Bob

This shows the INVITE being relayed to Bob from Al ice (and Bob’s)
proxy. Note that Alice's proxy has inserted an Identity and
Identity-Info header. This exanple only shows one el enent for
bot h proxies for the purposes of sinplification. Bob verifies the
identity provided with the INVITE
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I NVI TE si p: bob@a2. exanpl e.com SI P/ 2.0

To: <si p: bob@xanpl e. cone

From "Alice"<sip:alice@xanple.conp;tag=843c7b0b

Via: SIP/2.0/TLS proxy.exanpl e. com branch=z9hG4bK- 0e53sadf kasl dk

Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&bK- 0e53sadf kas!| dkf |

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

Contact: <sip:alice@al. exanpl e. conp

Call-1D: 6076913b1c39¢c212@REVMIEPG

CSeq: 1 INVITE

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE

Max- Forwar ds: 69

Identity: Cyl4+nAkHr H3nt maxgr 01Tk Tt j P7TMASW i NRdupRI 1vpkXRvZXx1j a9k
3Whv1PDsy32MaqZi OMbW Ek XxbgTnPYWDj | oK8BHMy Y1VT7egt Okk4Xr KFC
HYWEC 0nB2sNs MBCGAhq+YJZTMaSROoMUBhi kVI j n@BykeD6UXNOyf | =

ldentity-Info: https://exanpl e.com cert

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxx

Supported: from change

v=0
0=- 1181923068 1181923196 I N | P4 ual. exanpl e. com
s=exanpl el
c=I N | P4 ual. exanpl e. com
a=set up: act pass
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
mraudi o 6056 RTP/ AVP 0O
a=sendrecv
a=tcap: 1 UDP/ TLS/ RTP/ SAVP RTP/ AVP
a=pcfg:1l t=1

Message (3): CientHello Bob -> Alice

Assuming that Alice’'s identity is valid, Line 3 shows Bob sending
a DTLS ClientHello(s) directly to Alice. In this case, two DILS
ClientHell o nessages would be sent to Alice: one to

ual. exanpl e. com 6056 for RTP and another to port 6057 for RTCP
but only one arrow is drawn for conpactness of the figure.

Message (4): ServerHello+Certificate Alice -> Bob

Alice sends back a ServerHello, Certificate, and ServerHel | oDone
for both RTP and RTCP associ ati ons. Not e that the sanme
certificate is used for both the RTP and RTCP associ ations. |f
RTP/ RTCP mul ti pl exi ng [ RFC5761] were being used only a single
associ ation woul d be required.
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Message (5): Certificate Bob -> Alice

Bob sends a Certificate, dientKeyExchange, CertificateVerify,
change_ci pher _spec, and Finished for both RTP and RTCP

associ ations. Again note that Bob uses the sane server
certificate for both associations.

Message (6): Early Media Bob -> Alice

At this point, Bob can begin sending early nmedia (RTP and RTCP) to
Alice. Note that Alice can't yet trust the nedia since the
fingerprint has not yet been received. This lack of trusted,
secure nmedia is indicated to Alice via the UA user interface.

Message (7): Finished Alice -> Bob

After Message 7 is received by Bob, Alice sends change_ci pher_spec
and Fi ni shed.

Message (8): 200 OK Bob -> Alice

When Bob answers the call, Bob sends a 200 OK SI P nessage t hat
contains the fingerprint for Bob’'s certificate. Bob signals the
actual transport protocol configuration of SRTP over DILS in the
acfg paraneter.

SIP/2.0 200 &K

To: <sip: bob@xanpl e. conp; t ag=6418913922105372816

From "Alice" <sip:alice@xanple.conp;tag=843c7b0b

Via: SIP/2.0/TLS proxy.exanpl e.com 5061; br anch=z9hG4bK- 0e53sadf kasl dk
Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&4bK- 0Oe53sadf kas| dkf j
Recor d- Rout e: <si p: proxy. exanmpl e.com | r>

Call -1 D: 6076913b1c39c212@REVMIEPG

CSeq: 1 INVITE

Contact: <sip: bob@a2. exanpl e. con»

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxx

Supported: from change
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v=0
0=- 6418913922105372816 2105372818 I N | P4 ua2. exanpl e. com
s=exanpl e2
c=I N | P4 ua2. exanpl e. com
a=set up: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
mraudi 0 12000 UDP/ TLS/ RTP/ SAVP 0
a=acfg:1 t=1

Message (9): 200 OK Proxy -> Alice
Alice receives the nessage from her proxy and validates the
certificate presented in Message 7. The endpoint now shows Alice
that the call as secured.

Message (10): RTP+RTCP Alice -> Bob
At this point, Alice can also start sending RTP and RTCP to Bob

Message (11): ACK Alice -> Bob
Finally, Alice sends the SIP ACK to Bob

7.2. Basic Message Flow with Connected Identity (RFC 4916)

The previous exanple did not show the use of RFC 4916 for connected
identity. The follow ng exanpl e does:
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Alice Pr oxi es Bob
| (1) INVITE | |
|- > |
| | (2) INVITE |
| |- >
| | (3) hello |
B EEE e EEE R EEEEEEED |
| (4) hello | |
|~ >
| | (5) finished |
R R EEEEEED |
| | (6) nedia |
B EEEEEEEE T LR EEEEEEED |
| (7) finished | |
| o >
| | (8) 200 K |
| e |
| (9) ACK I I
|- >
| | (10) UPDATE |
| | <o |
| (11) UPDATE | |
| <o | |
| (12) 200 K | |
R > |
| | (13) 200 XK |
| R >
| | (14) rmedia |
R T >|

The first 9 nmessages of this exanple are the same as before.
However, Messages 10-13, perform ng the RFC 4916 UPDATE, are new.

Message (10): UPDATE Bob -> Proxy

Bob sends an RFC 4916 UPDATE towards Alice. This update contains
his fingerprint. Bob's UPDATE contains the sanme session
information that he provided in his 200 OK (Message 8). Note that
in principle an UPDATE here can be used to nodify session
paraneters. However, in this case it's being used solely to
confirmthe fingerprint.
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UPDATE si p: al i ce@al. exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS ua2. exanpl e. com branch=z9hG4bK- 0e53sadf kas! dkf j
To: "Alice" <sip:alice@xanple.conp;tag=843c7b0b
From <si p: bob@xanpl e. conp; t ag=6418913922105372816
Rout e: <si p: proxy. exanpl e. com | r>

Call-I1D: 6076913b1c39c212@REVMIEPG

CSeq: 2 UPDATE

Cont act: <sip:ua2.exanpl e.conp

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxx

Supported: from change

Max- Forwards: 70

v=0
0=- 6418913922105372816 2105372818 I N | P4 ua2. exanpl e. com
s=exanpl e2
c=I N | P4 ua2. exanpl e. com
a=set up: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
mraudi o 12000 UDP/ TLS/ RTP/ SAVP 0
a=acfg:1 t=1

Message (11): UPDATE Proxy -> Alice

Thi s shows the UPDATE being relayed to Alice fromBob (and Alice’s
proxy). Note that Bob’s proxy has inserted an ldentity and
Identity-Info header. As above, we only show one el enent for both
proxies for purposes of sinplification. Alice verifies the
identity provided. (Note: the actual identity signatures here are
incorrect and provided nerely as exanples.)
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UPDATE si p: al i ce@al. exanpl e.com SI P/ 2.0

Via: SIP/2.0/TLS proxy.exanpl e. com branch=z9hG4bK- 0e53sadf kas! dkf j

Via: SIP/2.0/TLS ua2. exanpl e. com branch=z9h&4bK- 0e53sadf kas! dkf j

To: "Alice" <sip:alice@xanple.conp;tag=843c7b0b

From <si p: bob@xanpl e. conp; t ag=6418913922105372816

Call-I1D: 6076913b1c39c212@REVMIEPG

CSeq: 2 UPDATE

Contact: <sip:bob@a?2. exanpl e. con»

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxx

Supported: from change

Max- Forwar ds: 69

Identity: Cyl4+nAkHr H3nt maxgr 01Tk Tt j P7TMASW i NRdupRI 1vpkXRvZXx1j a9k
3Wv1PDsy32MaqZi OMBW Ek XxbgTnPYWDj | oK8HMy Y1VT7egt Okk4Xr KFC
HYWEC 0nB2sNs MBCGAhq+YJZTMaSROoMUBhi kVI j n@ykeD6UXNOyf | =

Identity-Info: https://exanple.comcert

v=0
0=- 6418913922105372816 2105372818 I N | P4 ua2. exanpl e. com
s=exanpl e2
c=I N | P4 ua2. exanpl e. com
a=set up: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
mraudi o 12000 UDP/ TLS/ RTP/ SAVP 0
a=acfg:1 t=1

Message (12): 200 OK Alice -> Bob
This shows Alice’s 200 OK response to Bob’s UPDATE. Because Bob
has nmerely sent the same session paranmeters he sent in his 200 OK

Alice can sinply replay her view of the session paraneters as
wel |
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SIP/2.0 200 K

To: "Alice" <sip:alice@xanple.conp;tag=843c7b0b

From <si p: bob@xanpl e. conr; t ag=6418913922105372816

Via: SIP/2.0/TLS proxy.exanpl e.com branch=z9hG4bK- 0e53sadf kas| dkf |
Via: SIP/2.0/TLS ua2. exanpl e. com branch=z9h&bK- 0e53sadf kas| dkf |
Call-I1D: 6076913b1c39c212@REVMIEPG

CSeq: 2 UPDATE

Contact: <sip:bob@a?2. exanpl e. con»

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxx

Supported: from change

v=0
0=- 1181923068 1181923196 I N | P4 ua2. exanpl e. com
s=exanpl el
c=I N | P4 ua2. exanpl e. com
a=set up: act pass
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
t=0 0
mraudi o 6056 RTP/ AVP 0O
a=sendrecv
a=tcap: 1 UDP/ TLS/ RTP/ SAVP RTP/ AVP
a=pcfg:1l t=1

7.3. Basic Message Flow with STUN Check for NAT Case

In the previous exanples, the DTILS handshake has al ready conpl eted by
the tine Alice receives Bob's 200 OK (8). Therefore, no STUN check
is sent. However, if Alice had a NAT, then Bob's CientHello night
get bl ocked by that NAT, in which case Alice would send the STUN
check described in Section 6.7.1 upon receiving the 200 OK, as shown
bel ow.
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Alice Pr oxi es Bob
| (1) INVITE | |
|- > |
| | (2) INVITE |
| |- >
| | (3) hello |
| GO |
| | (4) 200 XK |
| <o |
| (5) conn-check | |
|- >
| | (6) conn-response |
| < |
| | (7) hello (rtx) |
| o |
| (8) hello | |
PR EEEEEEE >
| | (9) finished |
| < |
| | (10) media |
| < |
| (11) fi nished | |
R R L L LR EEEEEED >
| | (11) nedia |
| oo >
| (12) ACK I I
| >

May 2010

The nessages here are the sanme as in the first exanple (for
sinmplicity this exanple onmts an UPDATE)
new messages:

Message (5):

Message (6):

Fi schl

with the follow ng three

STUN connectivity-check Alice -> Bob

Section 6.7.1 describes an approach to avoid an SBC i nteraction

i ssue where the endpoints do not support
endpoi nt) sends a STUN connectivity check to Bob

pinhole in Alice’s NAT/firewall.

ICE. Alice (the passive

Thi s opens a

STUN connectivity-check response Bob -> Alice

Bob (the active endpoint) sends a response to the STUN

connectivity check (Message 3) to Alice.

This tells Alice that

her connectivity check has succeeded and she can stop the

retransmt state machi ne
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8.

8.

Message (7): Hello (retransmit) Bob -> Alice

Bob retransmts his DILS dientHello, which now passes through the
pi nhole created in Alice’'s firewall. At this point, the DILS
handshake proceeds as before.

Security Considerations

DTLS or TLS nedia signaled with SIP requires a way to ensure that the
conmmuni cating peers’ certificates are correct.

The standard TLS/ DTLS strategy for authenticating the comunicating
parties is to give the server (and optionally the client) a PKIX

[ RFC5280] certificate. The client then verifies the certificate and
checks that the name in the certificate matches the server’s donmain
nane. This works because there are a relatively small nunber of
servers with well-defined names; a situation that does not usually
occur in the Vol P context.

The design described in this docunent is intended to | everage the
authenticity of the signaling channel (while not requiring
confidentiality). As long as each side of the connection can verify
the integrity of the SDP received fromthe other side, then the DTLS
handshake cannot be hijacked via a man-in-the-mddle attack. This
integrity protection is easily provided by the caller to the callee
(see Alice to Bob in Section 7) via the SIP Ildentity [ RFC4474]
mechanism O her mechani sms, such as the S/M ME nechani sm descri bed
in RFC 3261, or perhaps future nechani sns yet to be defined could

al so serve this purpose

Wil e this nechanismcan still be used without such integrity
mechani sms, the security provided is linmted to defense agai nst
passive attack by internediaries. An active attack on the signaling
plus an active attack on the nedia plane can allow an attacker to
attack the connection (R SIGMEDIA in the notation of [RFC5479]).

Responder ldentity

SIP Identity does not support signatures in responses. I|deally,
Alice would want to know that Bob’'s SDP had not been tanpered with
and who it was fromso that Alice’'s User Agent could indicate to
Alice that there was a secure phone call to Bob. [RFC4916] defines
an approach for a UA to supply its identity to its peer UA, and for
this identity to be signed by an authentication service. For
exanpl e, using this approach, Bob sends an answer, then imediately
follows up with an UPDATE that includes the fingerprint and uses the
SIP Identity mechanismto assert that the nessage is from

Bob@xanpl e.com The downsi de of this approach is that it requires
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the extra round trip of the UPDATE. However, it is sinmple and secure
even when not all of the proxies are trusted. |In this exanple, Bob
only needs to trust his proxy. Oferers SHOULD support this
nmechani sm and answerers SHOULD use it.

In some cases, answerers will not send an UPDATE and in nmany calls,

sone nmedia will be sent before the UPDATE is received. |In these
cases, no integrity is provided for the fingerprint fromBob to
Alice. In this approach, an attacker that was on the signaling path

could tanper with the fingerprint and insert thenselves as a nan-in-
the-mddle on the media. Alice would know that she had a secure cal
with sonmeone, but would not knowif it was with Bob or a man-in-the-
m ddl e. Bob would know that an attack was happening. The fact that
one side can detect this attack nmeans that in nbst cases where Alice
and Bob both wi sh for the comunications to be encrypted, there is
not a problem Keep in mnd that in any of the possible approaches,
Bob coul d al ways reveal the nedia that was received to anyone. W
are naki ng the assunption that Bob al so wants secure comuni cati ons.
In this do nothing case, Bob knows the nedia has not been tanpered
with or intercepted by a third party and that it is from
Alice@xample.com Alice knows that she is talking to sonmeone and
that whoever that is has probably checked that the nedia is not being
intercepted or tanpered with. This approach is certainly |less than
i deal but very usable for nany situations.

8.2. SIPS
If SIP Identity is not used, but the signaling is protected by SIPS,
the security guarantees are weaker. Sonme security is still provided
as long as all proxies are trusted. This provides integrity for the
fingerprint in a chain-of-trust security nodel. Note, however, that
if the proxies are not trusted, then the | evel of security provided
is limted.

8.3. S/IMME

RFC 3261 [ RFC3261] defines an S/M ME security mechani smfor SIP that
could be used to sign that the fingerprint was fromBob. This would
be secure.

8.4. Continuity of Authentication

One desirable property of a secure nedia systemis to provide
continuity of authentication: being able to ensure cryptographically
that you are talking to the same person as before. Wth DILS
continuity of authentication is achieved by having each side use the
sanme public key/self-signed certificate for each connection (at |east
with a given peer entity). It then becones possible to cache the
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credential (or its hash) and verify that it is unchanged. Thus, once
a single secure connection has been established, an inplementation
can establish a future secure channel even in the face of future

i nsecure signaling.

In order to enable continuity of authentication, inplenentations
SHOULD attenpt to keep a constant |long-termkey. Verifying

i mpl ement ati ons SHOULD mai ntain a cache of the key used for each peer
identity and alert the user if that key changes.

8.5. Short Authentication String

An alternative available to Alice and Bob is to use human speech to
verify each other’s identity and then to verify each other’s
fingerprints al so using human speech. Assuming that it is difficult
to i npersonate another’s speech and seam essly nodify the audio
contents of a call, this approach is relatively safe. It would not
be effective if other fornms of conmunication were being used such as
vi deo or instant messaging. DITLS supports this node of operation
The minimal secure fingerprint length is around 64 bits.

ZRTP [ AVT-ZRTP] includes Short Authentication String (SAS) node in
whi ch a uni que per-connection bitstring is generated as part of the
crypt ographi ¢ handshake. The SAS can be as short as 25 bits and so
i s somewhat easier to read. DTLS does not natively support this
mode. Based on the | evel of deployment interest, a TLS extension

[ RFC5246] coul d provide support for it. Note that SAS schenes only
work well when the endpoints recogni ze each other’s voices, which is
not true in nmany settings (e.g., call centers).

8.6. Limts of Identity Assertions

VWhen RFC 4474 is used to bind the nedia keying material to the SIP
signaling, the assurances about the provenance and security of the
medi a are only as good as those for the signaling. There are two
i mportant cases to note here:

0 RFC 4474 assunes that the proxy with the certificate "exanple.conf
control s the namespace "exanple.com'. Therefore, the RFC 4474
aut hentication service that is authoritative for a given nanespace
can control which user is assigned each nane. Thus, the
aut henti cation service can take an address formerly assigned to
Alice and transfer it to Bob. This is an intentional design
feature of RFC 4474 and a direct consequence of the SIP nanespace
architecture.
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o Wen phone nunber URIs (e.g.,
" si p: +17005551008@hi cago. exanpl e. com or
" si p: +17005551008@hi cago. exanpl e. cony user =phone’ ) are used, there
is no structural reason to trust that the domain nane is
authoritative for a given phone nunber, although individua
proxi es and UAs nmay have private arrangenents that allow themto
trust other domains. This is a structural issue in that Public
Swi t ched Tel ephone Network (PSTN) el ements are trusted to assert
their phone nunber correctly and that there is no real concept of
a given entity being authoritative for sonme nunber space

In both of these cases, the assurances that DTLS-SRTP provides in
terns of data origin integrity and confidentiality are necessarily no
better than SIP provides for signaling integrity when RFC 4474 is
used. I nmplenentors should therefore take care not to indicate

m sl eadi ng peer identity information in the user interface. That is,
if the peer’s identity is sip:+17005551008@hi cago. exanple.com it is
not sufficient to display that the identity of the peer as
+17005551008, unless there is some policy that states that the domain
"chi cago. exanpl e.cont’ is trusted to assert the E. 164 nunbers it is
asserting. 1In cases where the UA can determ ne that the peer
identity is clearly an E. 164 nunber, it may be | ess confusing to
sinmply identify the call as encrypted but to an unknown peer

In addition, sone m ddl eboxes (back-to-back user agents (B2BUAs) and
Session Border Controllers) are known to nodify portions of the SIP
message that are included in the RFC 4474 signature conputation, thus
breaking the signature. This sort of man-in-the-niddle operation is
precisely the sort of nessage nodification that RFC 4474 is intended
to detect. |In cases where the middlebox is itself permitted to
generate valid RFC 4474 signatures (e.g., it is within the sane

adm ni strative domain as the RFC 4474 authentication service), then
it may generate a new signature on the nodified nmessage.

Alternately, the m ddl ebox may be able to sign with sone ot her
identity that it is permtted to assert. Qherw se, the recipient
cannot rely on the RFC 4474 |dentity assertion and the UA MUST NOT
indicate to the user that a secure call has been established to the
clained identity. |Inplenentations that are configured to only
establish secure calls SHOULD ternmi nate the call in this case

If SIP Identity or an equival ent nechanismis not used, then only
protection agai nst attackers who cannot actively change the signaling
is provided. While this is still superior to previous nmechani sns,
the security provided is inferior to that provided if integrity is
provi ded for the signaling.
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8.7. Third-Party Certificates

Thi s specification does not depend on the certificates being held by
endpoi nts being i ndependently verifiable (e.g., being issued by a
trusted third party). However, there is no limtation on such
certificates being used. Aside fromthe difficulty of obtaining such
certificates, it is not clear what identities those certificates
woul d contain -- RFC 3261 specifies a convention for S/M M
certificates that could also be used here, but that has seen only

m ni mal depl oynent. However, in closed or sem -closed contexts where
such a convention can be established, third-party certificates can
reduce the reliance on trusting even proxies in the endpoint’s

donmai ns.

8.8. Perfect Forward Secrecy

One concern about the use of a long-termkey is that conprom se of
that key may | ead to conproni se of past comrunications. |n order to
prevent this attack, DTLS supports nodes with Perfect Forward Secrecy
using Diffie-Hellman and Elliptic-Curve Diffie-Hellmn cipher suites.
VWhen these nodes are in use, the systemis secure against such
attacks. Note that conpronmise of a long-termkey may still lead to
future active attacks. |If this is a concern, a backup authentication
channel, such as nmanual fingerprint establishnent or a short

aut henti cation string, should be used.
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Appendi x A, Requirenments Anal ysis

[ RFC5479] describes security requirenents for nmedia keying. This
section evaluates this proposal with respect to each requirenent.

A. 1. Forking and Retargeting (R FORK- RETARCET, R-BEST- SECURE
R- DI STI NCT)

In this docunment, the SDP offer (in the INVITE) is sinply an
advertisenent of the capability to do security. This advertisenent
does not depend on the identity of the communicating peer, so forking
and retargeting work when all the endpoints will do SRTP. Wen a m x
of SRTP and non- SRTP endpoints are present, we use the SDP
capabilities mechanismcurrently being defined [ MMUSI C-SDP] to
transparently negotiate security where possible. Because DILS
establ i shes a new key for each session, only the entity with which
the call is finally established gets the nedia encryption keys (R3).

A. 2. Distinct Cryptographic Contexts (R-Dl STINCT)

DTLS performs a new DILS handshake with each endpoi nt, which
establishes distinct keys and cryptographic contexts for each
endpoi nt.

A. 3. Reusage of a Security Context (R-REUSE)

DTLS all ows sessions to be resuned with the ' TLS session resunption’
functionality. This feature can be used to | ower the anpunt of
crypt ographi c conputation that needs to be done when two peers
re-initiate the comunication. See [RFC5764] for nobre on session
resunption in this context.

A 4. dipping (R AVO D-CLI PPI NG

Because the key establishment occurs in the nedia plane, nedia need
not be clipped before the receipt of the SDP answer. Note, however,
that only confidentiality is provided until the offerer receives the
answer: the answerer knows that they are not sending data to an
attacker but the offerer cannot know that they are receiving data
fromthe answerer.

A. 5. Passive Attacks on the Media Path (R-PASS-MED A)
The public key algorithms used by DTLS ci pher suites, such as RSA,

Diffie-Hell man, and Elliptic Curve Diffie-Hellman, are secure agai nst
passi ve attacks.
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A. 6. Passive Attacks on the Signaling Path (R PASS-SI G

DTLS provi des protection agai nst passive attacks by adversaries on
the signaling path since only a fingerprint is exchanged using SIP
si gnal i ng.

A7. (R SIGMDIA R ACT-ACT)

An attacker who controls the nedia channel but not the signaling
channel can performa M TM attack on the DTLS handshake but this wll
change the certificates that will cause the fingerprint check to
fail. Thus, any successful attack requires that the attacker nodify
the signaling nessages to replace the fingerprints.

If RFC 4474 ldentity or an equival ent mechanismis used, an attacker
who controls the signaling channel at any point between the proxies
performng the ldentity signatures cannot nodify the fingerprints

wi thout invalidating the signature. Thus, even an attacker who
control s both signaling and nmedi a paths cannot successfully attack
the nedia traffic. Note that the channel between the UA and the

aut henti cation service MJST be secured and the authentication service
MUST verify the UA's identity in order for this nechanismto be
secure

Note that an attacker who controls the authentication service can
i npersonate the UA using that authentication service. This is an
intended feature of SIP lIdentity -- the authentication service owns
t he nanespace and therefore defines which user has which identity.

A.8. Binding to ldentifiers (R 1D Bl NDI NG

When an end-to-end nechani smsuch as SIP-ldentity [ RFC4474] and Sl P-
Connected-ldentity [ RFC4916] or S/IMME are used, they bind the
endpoint’s certificate fingerprints to the From address in the
signaling. The fingerprint is covered by the Identity signature.
When ot her nechanisns (e.g., SIPS) are used, then the binding is
correspondi ngly weaker.

A.9. Perfect Forward Secrecy (R-PFS)

DTLS supports Diffie-Hellman and Elliptic Curve Diffie-Hellman cipher
suites that provide PFS
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A.10. Al gorithm Negotiation (R COMPUTE)

DTLS negoti ates ci pher suites before performng significant
crypt ographi c conputation and therefore supports al gorithm
negotiation and nultiple cipher suites w thout additiona
conput ati onal expense.

A 11. RTP Validity Check (R RTP-VALI D)

DTLS packets do not pass the RTP validity check. The first byte of a
DTLS packet is the content type and all current DTLS content types
have the first two bits set to zero, resulting in a version of zero;
thus, failing the first validity check. DILS packets can al so be

di stingui shed from STUN packets. See [RFC5764] for details on
demul ti pl exi ng.

A.12. Third-Party Certificates (R CERTS, R-EX STING

Third-party certificates are not required because signaling (e.g.,
[ RFC4474]) is used to authenticate the certificates used by DILS
However, if the parties share an authentication infrastructure that
is conpatible with TLS (third-party certificates or shared keys) it
can be used.

A.13. FIPS 140-2 (R-FIPS)
TLS i npl enent ati ons al ready may be FIPS 140-2 approved and the
al gorithms used here are consistent with the approval of DTLS and
DTLS- SRTP.

A.14. Linkage between Keyi ng Exchange and SIP Signaling (R ASSCC)
The signaling exchange is linked to the key managenent exchange using
the fingerprints carried in SIP and the certificates are exchanged in
DTLS

A.15. Denial -of-Service Vulnerability (R-DOS)

DTLS offers some degree of Denial -of-Service (DoS) protection as a
built-in feature (see Section 4.2.1 of [RFC4347]).

A 16. Crypto-Agility (R AGLITY)
DTLS al l ows ci pher suites to be negotiated and hence new al gorithns

can be increnmentally deployed. Wb rk on replacing the fixed MD5/SHA-1
key derivation function is ongoing.
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A.17. Downgradi ng Protection (R DOANNGRADE)

DTLS provi des protection agai nst downgradi ng attacks since the

sel ection of the offered cipher suites is confirned in a | ater stage
of the handshake. This protection is efficient unless an adversary
is able to break a cipher suite in real-time. RFC 4474 is able to
prevent an active attacker on the signaling path from downgradi ng the
call from SRTP to RTP.

A.18. Media Security Negotiation (R NEGOTI ATE)

DTLS all ows a User Agent to negotiate nmedia security paraneters for
each individual session.

A.19. Signaling Protocol |ndependence (R-OTHER- SI GNALI NG
The DTLS- SRTP franework does not rely on SIP; every protocol that is
capabl e of exchanging a fingerprint and the nmedia description can be
secur ed.

A.20. Medi a Recordi ng (R RECORDI NG

An extension, see [SIPPING SRTP], has been specified to support nedia
recording that does not require internediaries to act as an MTM

VWhen nedi a recording is done by internediaries, then they need to act
as an MTM

A.21. Interworking with Intermedi ari es (R TRANSCODER)
In order to interface with any internediary that transcodes the

medi a, the transcoder nust have access to the keying material and be
treated as an endpoint for the purposes of this docunent.

A.22. PSTN Gateway Term nation (R PSTN)
The DTLS- SRTP franmework allows the nedia security to terninate at a
PSTN gateway. This does not provide end-to-end security, but is
consistent with the security goals of this framework because the
gateway is authorized to speak for the PSTN namespace.

A 23. R ALLOWRTP

DTLS- SRTP all ows RTP nedia to be received by the calling party until
SRTP has been negotiated with the answerer, after which SRTP is
preferred over RTP.
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A 24. R-HERFP

The Het er ogeneous Error

DTLS- SRTP Fr amewor k

Response For ki ng Probl em ( HERFP)

applicable to DILS- SRTP since the key exchange protocol
executed al ong the nedia path and hence error nessages are
communi cated along this path and proxi es do not need to progress
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