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Abst ract

Thi s docunent updates RFC 3279 to specify algorithmidentifiers and
ASN. 1 encoding rules for the Digital Signature Al gorithm (DSA) and
Elliptic Curve Digital Signature Algorithm (ECDSA) digital signatures
when usi ng SHA- 224, SHA- 256, SHA-384, or SHA-512 as the hashing
algorithm This specification applies to the Internet X 509 Public
Key infrastructure (PKI) when digital signatures are used to sign
certificates and certificate revocation lists (CRLs). This docunent
also identifies all four SHA2 hash algorithns for use in the Internet
X. 509 PKI.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5758

Dang, et al. St andards Track [ Page 1]



RFC 5758 DSA/ ECDSA January 2010

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s specification defines the contents of the signatureAl gorithm
si gnatureVal ue, and signature fields within Internet X 509
certificates and CRLs when these objects are signed using DSA or
ECDSA with a SHA2 hash algorithm These fields are nore fully
described in RFC 5280 [ RFC5280]. This docunent also identifies al
four SHA2 hash algorithms for use in the Internet X 509 PKI

Thi s docunent profiles material presented in the "Secure Hash

St andard” [ FI PS180-3], "Public Key Cryptography for the Financia
Services Industry: The Elliptic Curve Digital Signature Standard
(ECDSA) " [X9.62], and the "Digital Signature Standard" [FlPS186-3].

Thi s docunent updates RFC 3279 [RFC3279] Sections 2.1, 2.2.2, and

2.2.3. Note that RFC 5480 [ RFC5480] updates Sections 2.3.5, 3 (ASN. 1
Modul e), and 5 (Security Considerations) of RFC 3279
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Hash Functions

This section identifies four additional hash algorithns for use with
DSA and ECDSA in the Internet X. 509 certificate and CRL profile

[ RFC5280]. SHA-224, SHA-256, SHA-384, and SHA-512 produce a 224-bit,
256-bit, 384-bit, and 512-bit "hash" of the input, respectively, and
are fully described in the "Secure Hash Standard" [Fl PS180-3].

The |isted one-way hash functions are identified by the follow ng
object identifiers (O Ds):

i d-sha224 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm4) hashal gs(2) 4}

i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm(4) hashalgs(2) 1}

i d-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm(4) hashal gs(2) 2 }

i d-sha512 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm(4) hashal gs(2) 3}

When one of these O Ds appears in an Algorithmdentifier, al
i mpl ement ati ons MJUST accept both NULL and absent paraneters as |ega
and equi val ent encodi ngs.

Conforming certification authority (CA) inplenentations SHOULD use
SHA- 224, SHA- 256, SHA- 384, or SHA-512 when generating certificates or
CRLs, but MAY use SHA-1 if they have a stated policy that requires
the use of this weaker algorithm

3. Signature Al gorithns
This section identifies ODs for DSA with SHA-224 and SHA-256 as wel |
as ECDSA with SHA-224, SHA-256, SHA-384, and SHA-512. The contents

of the paraneters component for each signature algorithmvary;
details are provided for each al gorithm
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3.1. DSA Signature Al gorithm

The DSA is defined in the Digital Signature Standard (DSS)

[ FI PS186-3]. DSA was devel oped by the U S. Governnment, and can be
used in conjunction with a SHA2 hash function such as SHA-224 or
SHA-256. DSA is fully described in [FIPS186-3].

When SHA-224 is used, the AODis:

i d-dsa-wi t h-sha224 OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1l) gov(101) csor(3)
al gorithnms(4) id-dsa-with-sha2(3) 1 }.

When SHA-256 is used, the AODis:

i d-dsa-wi t h-sha256 OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1l) gov(101) csor(3)
al gorithnms(4) id-dsa-with-sha2(3) 2 }.

When the id-dsa-w th-sha224 or id-dsa-wth-sha256 al gorithm
identifier appears in the algorithmfield as an Algorithm dentifier,
the encoding SHALL onit the paraneters field. That is, the

Al gorithmdentifier SHALL be a SEQUENCE of one conponent, the QD id-
dsa-w t h-sha224 or id-dsa-with-sha256.

Encoding rul es for DSA signature values are specified in [ RFC3279].

Conformng CA inplenentations that generate DSA signatures for
certificates or CRLs MJST generate such DSA signatures in accordance
with all the requirements in Sections 4.1, 4.5, and 4.6 of

[ FI PS186- 3] .

Conforming CA inplenentations that generate DSA signhatures for
certificates or CRLs MAY generate such DSA signatures in accordance
with all the requirenents and recomendations in [FIPS186-3], if they
have a stated policy that requires conformance to [FlI PS186-3].

3.2. ECDSA Signature Al gorithm

The Elliptic Curve Digital Signature Algorithm (ECDSA) is defined in
"Public Key Cryptography for the Financial Services |Industry: The
Elliptic Curve Digital Signature Standard (ECDSA)" [X9.62]. The
ASN. 1 O Ds used to specify that an ECDSA signature was generated

usi ng SHA- 224, SHA- 256, SHA-384, or SHA-512 are, respectively:
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ecdsa-wi t h- SHA224 OBJECT I DENTI FIER ::= { iso(1l) nenber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-SHA2(3) 1 }

ecdsa-wi t h- SHA256 OBJECT I DENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-w th-SHA2(3) 2 }

ecdsa-wi t h- SHA384 OBJECT IDENTIFIER ::= { iso(1l) memnber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-wi th-SHA2(3) 3}

ecdsa-wi t h-SHA512 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-wi th-SHA2(3) 4 }

When the ecdsa-w t h- SHA224, ecdsa-wi t h- SHA256, ecdsa- wi t h- SHA384, or
ecdsa-wi t h- SHA512 al gorithmidentifier appears in the algorithmfield
as an Algorithm dentifier, the encoding MIST onit the paraneters
field. That is, the Algorithm dentifier SHALL be a SEQUENCE of one
conponent, the O D ecdsa-with-SHA224, ecdsa-w th- SHA256, ecdsa-with-
SHA384, or ecdsa-w t h- SHA512.

Conformng CA inplenmentati ons MIST specify the hash al gorithm
explicitly using the O Ds specified above when encodi ng ECDSA/ SHA2
signatures in certificates and CRLs.

Conforming client inplenentations that process ECDSA signatures with
any of the SHA2 hash al gorithns when processing certificates and CRLs
MJUST recogni ze the correspondi ng O Ds specified above.

Encoding rul es for ECDSA signature values are specified in RFC 3279
[ RFC3279], Section 2.2.3, and RFC 5480 [ RFC5480].

Conforming CA inplenentations that generate ECDSA signatures in
certificates or CRLs MJST generate such ECDSA signatures in
accordance with all the requirements specified in Sections 7.2 and
7.3 of [X9.62] or with all the requirenents specified in Section
4.1.3 of [SEC1].

Conforming CA inplenentations that ECDSA signatures in certificates
or CRLs MAY generate such ECDSA signatures in accordance with all the
requi renents and recomendations in [X9.62] or [SECl1l] if they have a
stated policy that requires conformance to [ X9.62] or [SECl].

4. ASN. 1 Modul e
The O Ds of the SHA2 hash algorithnms are in the RFC 4055 [ RFC4055]
ASN. 1 npdule and the O Ds for DSA with SHA-224 and SHA-256 as well as

ECDSA wi th SHA-224, SHA-256, SHA-384, and SHA-512 are defined in the
RFC 5480 [ RFC5480] ASN. 1 nodul e.
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5.

6.

6.

Security Considerations

NI ST has defined appropriate use of the hash functions in ternms of
the algorithm strengths and expected tine franes for secure use in
Speci al Publications (SPs) 800-78-1 [ SP800-78-1], 800-57 [SP800-57],
and 800-107 [ SP800-107]. These docunments can be used as guides to
choose appropriate key sizes for various security scenari os.

ANSI al so provides security considerations for ECDSA in [X9.62].
These security considerations nmay be used as a gui de.
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