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textual error strings.
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Copyri ght Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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1.

1.

I nt roducti on

Thi s docunent forns part of the Email Address Internationalization
(EAl') experinent described in the EAl Franmework document [ RFC4952]
(for background, please see the charter of the EAl working group) and
shoul d be evaluated within the context of EAl. As part of the
overall EAl work, email nmessages may be transmitted and delivered
cont ai ni ng un-encoded UTF-8 characters, and nmail drops that are
accessed using POP3 [ RFC1939] might natively store UTF-8.

Thi s specification extends POP3 [ RFC1939] using the POP3 extension
mechani sm [ RFC2449] to permt un-encoded UTF-8 [ RFC3629] in headers,
as described in "Internationalized Email Headers" [RFC5335]. It also
adds a mechanismto support |ogin names and passwords outside the
ASCI | character set, and a nechanismto support UTF-8 protocol-I|eve
error strings in a | anguage appropriate for the user

Thi s docunent updates POP3 [ RFC1939], and the fact that an
Experimental specification updates a Standards Track specification
means that people who participate in the experinment have to consider
the Standard updated. |In an attenpt to reduce confusion, this
Experi mental docunent does not contain an "Updates" header. |f and
when a version of this document noves to the Standards Track, an
"Updat es: 1939" header shoul d be added.

Wthin this specification, the term"down-conversion" refers to the
process of nodifying a nessage containi ng UTF8 headers [ RFC5335] or
body parts with 8bit content-transfer-encoding, as defined in MM
Section 2.8 [ RFC2045], into conformng 7-bit Internet Message Fornmat
[ RFC5322] with nessage header extensions for non-ASCI| text [RFC2047]
and other 7-bit encodings. Down-conversion is specified by

" Downgr adi ng Mechani sm for Email Address Internationalization”

[ RFC5504] .

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to Indicate Requirenment Levels" [RFC2119].

In exanples, "C:" and "S:" indicate lines sent by the client and
server, respectively. |If a single "C" or "S:" |label applies to
multiple lines, then the |line breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange.
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Not e that exanpl es al ways use 7-bit ASCI| characters due to
limtations of this docunment format; in particular, sone examples for
the "LANG' command may appear silly as a result.

2. LANG Capability

Per "POP3 Extension Mechani sm' [ RFC2449], this docunment adds a new
capability response tag to indicate support for a new command: LANG
The capability tag and new command are descri bed bel ow.

CAPA t ag:
LANG

Arguments with CAPA tag:
none

Added Commands:
LANG

St andard commands af f ect ed:
Al l

Announced states / possible differences:
both / no

Commands valid in states:
AUTHENTI CATI QN, TRANSACTI ON

Speci fication reference:
this docunent

Di scussi on

POP3 al l ows nmost +OK and - ERR server responses to include human-
readabl e text that, in sone cases, might be presented to the user
But that text is limted to ASCII by the POP3 specification

[ RFC1939]. The LANG capability and command permit a POP3 client to
negoti ate whi ch | anguage the server should use when sendi ng human-
readabl e text.

A server that advertises the LANG extensi on MJST use the | anguage
"i-default" as described in [RFC2277] as its default |anguage unti
anot her supported | anguage is negotiated by the client. A server
MUST include "i-default" as one of its supported | anguages.

The LANG command requests that human-readabl e text included in al

subsequent +OK and - ERR responses be localized to a | anguage natching
t he | anguage range argunent (the "Basic Language Range" as descri bed
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by [RFC4647]). |If the command succeeds, the server returns a +K
response foll owed by a single space, the exact |anguage tag sel ected,
anot her space, and the rest of the line is human-readable text in the
appropriate | anguage. This and subsequent protocol-1evel human-
readabl e text is encoded in the UTF-8 charset.

If the coomand fails, the server returns an -ERR response and
subsequent human-readabl e response text continues to use the | anguage
that was previously active (typically i-default).

The special "*" |anguage range argunent indicates a request to use a
| anguage designated as preferred by the server administrator. The
preferred | anguage MAY vary based on the currently active user

If no argunent is given and the POP3 server issues a positive
response, then the response given is multi-line. After the initial
+CK, for each | anguage tag the server supports, the POP3 server
responds with a line for that |language. This line is called a

"l anguage listing".

In order to sinmplify parsing, all POP3 servers are required to use a
certain format for |anguage listings. A |language listing consists of
the | anguage tag [ RFC5646] of the nessage, optionally followed by a
singl e space and a human-readabl e description of the |anguage in the
| anguage itself, using the UTF-8 charset.

Exanpl es:

< Note that sone exanples do not include the correct character
accents due to linitations of this docunent format. >

< The server defaults to using English i-default responses unti
the client explicitly changes the | anguage. >

USER kar en

+OK Hel l o, karen

PASS passwor d

+CK karen’s maildrop contains 2 messages (320 octets)

wOowo

< Cient requests deprecated MJL | anguage. Server replies
with -ERR response. >

C. LANG MUL
S: -ERR invalid | anguage MJL

< A LANG command with no paraneters is a request for
a |l anguage listing. >
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LANG

+CK Language listing follows:

en English

en-boont English Boontling dialect
de Deut sch

it Italiano

es Espano

sv Svenska

i -default Default |anguage

DOOLLLLODNO

N

A request for a |anguage listing mght fail. >

C. LANG
S: -ERR Server is unable to |list |anguages

< Once the client changes the | anguage, all responses will be in
that | anguage, starting with the response to the LANG conmmand. >

C. LANG es
S: +OK es | di ona canbi ado

< If a server does not support the requested primary |anguage,
responses will continue to be returned in the current |anguage
the server is using. >

LANG uga
-ERR es Idi oma <<UGA>> no es conoci do

LANG sv
+OK sv Kommandot "LANG' |yckades

LANG *
+OK es | di oma canbi ado

wo o 0o

3. UTF8 Capability

Per "POP3 Extension Mechani sm' [ RFC2449], this docunment adds a new
capability response tag to indicate support for new server
functionality, including a new command: UTF8. The capability tag and
new command and functionality are described bel ow.

CAPA t ag:
UTF8

Argunents with CAPA tag:
USER
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Added Commands:
UTF8

St andard commands af f ect ed:
USER, PASS, APCP, LIST, TOP, RETR

Announced states / possible differences:
both / no

Commands valid in states:
AUTHORI ZATI ON

Speci fication reference:
t hi s docunent

Di scussi on

This capability adds the "UTF8" conmmand to POP3. The UTF8 comand
switches the session fromASCI| to UTF-8 node

3.1. The UTF8 Command

The UTF8 conmand enabl es UTF-8 npbde. The UTF8 command has no
par amet er s

Mai | drops can natively store UTF-8 or be limted to ASCII. UTF-8
mode has no effect on nessages in an ASCII-only maildrop. Messages
in native UTF-8 nmildrops can be ASCI|I or UTF-8 using

i nternationalized headers [ RFC5335] and/or 8bit content-transfer-
encodi ng, as defined in MM Section 2.8 [RFC2045]. In UTF-8 node,
both UTF-8 and ASCI| mnessages are sent to the client as-is (wthout
conversion). Wen not in UTF-8 node, UTF-8 nessages in a native
UTF-8 mai |l drop MUST be down-converted (downgraded) to conply with
unext ended POP and Internet Mail Format. POP servers (unlike SMIP
and Submt servers) are not required to use "Downgradi ng Mechani sm
for Email Address Internationalization" [RFC5504].

Di scussion: The main argument against a single required mechani smfor
downgradi ng by a POP server is that the only clients that have any
use for a standardi zed downgraded nessage (because they wish to

i nterpret downgrade headers, for exanple) are ones that can support
UTF-8 and, hence, will issue the UTF8 conmmand in the first place.

The counter argument to this is that clients that do not support
UTF-8 mi ght be upgraded in the future; it’s desirable for an upgraded
client to be capable of interpreting prior downgraded messages in the
|l ocal mail store, which is nost likely if the nessages were

downgr aded usi ng one standardi zed procedure.
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Therefore, while POP servers are not required to use "Downgrading
Mechani sm for Email Address Internationalization" [RFC5504], there
are advantages to them doi ng so.

Note that even in UTF-8 node, M ME binary content-transfer-encodi ng
is still not permitted.

The octet count (size) of a message reported in a response to the

LI ST command SHOULD mat ch the actual nunber of octets sent in a RETR
response (not counting byte-stuffing). Sizes reported el sewhere,
such as in STAT responses and non-standardi zed, free-formtext in
positive status indicators (followi ng "+COK") need not be accurate,
but it is preferable if they are.

Di scussion: Ml stores are either ASCI1 or native UTF-8, and clients
either issue the UTF8 command or not. The nessage needs converting
only when it is native UTF-8 and the client has not issued the UTF-8
command, in which case the server nust down-convert it. The down-
converted nmessage nmay be larger. The server may choose various
strategi es regardi ng down-conversi on, which include when to down-
convert, whether to cache or store the down-converted formof a
message (and if so, for how long), and whether to calculate or retain
the size of a down-converted nessage independently of the down-
converted content. |f the server does not have i medi ate access to
the accurate down-converted size, it nay be faster to estinate rather
than calculate it. Servers are expected to normally follow the RFC
1939 [ RFC1939] text on using the "exact size" in a scan listing, but
there may be situations with naildrops containing very |arge nunbers
of messages in which this might be a problem |f the server does
estimate, reporting a scan listing size smaller than what it turns
out to be could be a problemfor some clients. |In sunmary, it is
better for servers to report accurate sizes, but if this is not
possi bl e, high guesses are better than small ones. Sone POP servers
i nclude the nessage size in the non-standardi zed text response
following "+OK" (the 'text’' production of RFC 2449 [RFC2449]), in a
RETR or TOP response (possibly because sone exanples in POP3

[ RFC1939] do so0). There has been at | east one known case of a client
relying on this to know when it had received all of the nessage
rather than followi ng the POP3 [ RFC1939] rule of looking for a line
consisting of a termnation octet (".") and a CRLF pair. Wile any
such client is non-conpliant, if a server does include the size in
such text, it is better if it is accurate.

Clients MJST NOT issue the STLS command [ RFC2595] after issuing UTFS;

servers MAY (but are not required to) enforce this by rejecting with
an "-ERR' response an STLS command i ssued subsequent to a successfu
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UTF8 command. (Because this is a protocol error as opposed to a
failure based on conditions, an extended response code [ RFC2449] is
not specified.)

3.2. USER Argument to UTF8 Capability

If the USER argunent is included with this capability, it indicates
that the server accepts UTF-8 user nanes and passwords

Servers that include the USER argunent in the UTF8 capability
response SHOULD apply SASLprep [ RFC4013] to the argunents of the USER
and PASS comands.

A client or server that supports APOP and pernits UTF-8 in user nanes
or passwords MJST apply SASLprep [ RFC4013] to the user name and
password used to conmpute the APOP di gest.

When appl yi ng SASLprep [ RFC4013], servers MJUST reject UTF-8 user
nanes or passwords that contain a Unicode character listed in Section
2.3 of SASLprep [RFC4013]. \When applying SASLprep to the USER
argunent, the PASS argument, or the APOP usernane argument, a
conpliant server or client MJUST treat themas a query string (i.e.,
unassi gned Uni code codepoints are allowed). Wen applying SASLprep
to the APOP password argunent, a conpliant server or client MJST
treat themas a stored string (i.e., unassigned Uni code codepoints
are prohibited).

The client does not need to issue the UTF8 command prior to using
UTF-8 in authentication. However, clients MJST NOT use UTF-8 in
USER, PASS, or APCP commands unl ess the USER argunent is included in
the UTF8 capability response.

The server MJST reject UTF-8 user names or passwords that fail to
conply with the formal syntax in UTF-8 [ RFC3629].

Use of UTF-8 in the AUTH command i s governed by the POP3 SASL
[ RFC5034] nechani sm

4. Native UTF-8 Muil drops

When a POP3 server uses a hative UTF-8 nmaildrop, it is the
responsibility of the server to conply with the POP3 base
specification [ RFC1939] and Internet Message Format [RFC5322] when
not in UTF-8 nmode. Mechanisns for 7-bit downgrading to help conply
with the standards are described in "Downgradi ng Mechani smfor Emai
Address Internationalization" [RFC5504].
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5

7

7

| ANA Consi der ati ons

Thi s specification adds two new capabilities ("UTF8" and "LANG') to
the POP3 capability registry [ RFC2449].

Security Considerations

The security considerations of UTF-8 [ RFC3629] and SASLprep [ RFC4013]
apply to this specification, particularly with respect to use of
UTF-8 in user nanmes and passwords

The "LANG *" command mi ght reveal the existence and preferred

| anguage of a user to an active attacker probing the systemif the
active | anguage changes in response to the USER, PASS, or APCP
commands prior to validating the user’s credentials. Servers MJST
i mpl ement a configuration to prevent this exposure.

It is possible for a man-in-the-mddle attacker to insert a LANG
command in the conmand stream thus maki ng protocol -1evel diagnostic
responses unintelligible to the user. A nechanismto integrity-
protect the session, such as Transport Layer Security (TLS) [RFC2595]
can be used to defeat such attacks

Modi fyi ng server authentication code (in this case, to support UTF-8)
needs to be done with care to avoid introducing vulnerabilities (for
exanple, in string parsing).

The UTF8 command description (Section 3.1) contains a discussion on
reporting inaccurate sizes. An additional risk to doing so is that,
if aclient allocates buffers based on the reported size, it my
overrun the buffer, crash, or have other problens if the nmessage data
is larger than reported.
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Appendi x A.  Design Rationale

This non-normati ve section di scusses the reasons behind sone of the
desi gn choices in the above specification

Havi ng servers perform up-conversion so that, at a mninum RFC2047-
encoded words are decoded into UTF-8 is tenpting, since this is an
area that clients often fail to correctly inplenment. However, after
much di scussion, the EAl group felt that the benefits did not justify
t he burden.

Due to interoperability problens with RFC 2047 and limted depl oynent
of RFC 2231, it is hoped these 7-bit encodi ng nechani sns can be
deprecated in the future when UTF-8 header support becomes preval ent.

USER i s optional because the inplenentati on burden of SASLprep
[ RFC4013] is not well understood, and mandating such support in all
cases coul d negatively inpact depl oynent.

VWhile it is possible to provide useful exanples for |anguage

negoti ati on wi thout support for non-ASCI| characters, it is difficult
to provide useful exanples for commands specifically designed to use
the UTF-8 charset un-encoded when the docunent format is limted to

ASCII. As aresult, there are no plans to provide exanples for that
part of the specification as long as this remains an experi nental
proposal. However, inplenenters of this specification are encouraged

to provide exanples to the docunment authors for a future revision

Whi | e down-conversion of native UTF-8 nessages is nandatory in the
absence of the UTF8 command, servers are not required to use

" Downgr adi ng Mechani sm for Email Address Internationalization”

[ RFC5504] to do so. As clients are upgraded with UTF-8 support and
the ability to intelligently handle (e.g., display and reply to)
UTF-8 nessages that were downgraded in transit, it is better if they
are also able to handl e nessages in the local nmail store that were
downgraded by the POP server. This is nore likely if the POP server
downgr ades nessages using the sanme nechani smas an SMIP server
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