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Abstract

Thi s docunent describes how the National Institute of Standards and
Technol ogy (NI ST) Secure Hash Standard fam |y of algorithnms can be
used with OSPF version 2's built-in, cryptographic authentication
mechani sm This updates, but does not supercede, the cryptographic
aut henti cati on mechani sm specified in RFC 2328.

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght and License Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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Thi s docunent nmay contain material from|ETF Docunments or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nodi fi cations of such naterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.

1. Introduction

A variety of risks exist when depl oying any routing protocol
[Bel189]. This docunent provides an update to OSPFv2 Cryptographic
Aut hentication, which is specified in Appendix D of RFC 2328. This
docunent does not deprecate or supercede RFC 2328. COSPFv2, itself,
is defined in RFC 2328 [ RFC2328].

Thi s docunent adds support for Secure Hash Al gorithnms (SHA) defined
in the US NI ST Secure Hash Standard (SHS), which is defined by N ST
FI PS 180-2. [FIPS-180-2] includes SHA-1, SHA-224, SHA-256, SHA-384,
and SHA-512. The Hashed Message Aut henticati on Code (HVAC)

aut henti cati on node defined in NIST FIPS 198 is used [FIPS-198].

It is believed that [RFC2104] is mathematically identical to
[FIPS-198] and it is also believed that algorithns in [ RFC4634] are
mat hematically identical to [FIPS-180-2].

The creation of this addition to OSPFv2 was driven by operator
requests that they be able to use the NIST SHS fanily of algorithns
in the NI ST HVAC node, instead of being forced to use the Keyed- MD5
al gorithm and node with OSPFv2 Cryptographi c Authentication
Cryptographic matters are discussed in nore detail in the Security
Consi derations section of this docunent.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Background
Al'l OSPF protocol exchanges can be authenticated. The OSPF packet
header (see Appendix A 3.1 of RFC 2328) includes an Authentication

Type field and 64 bits of data for use by the appropriate
aut henti cation schene (determ ned by the Type field).
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The authentication type is configurable on a per-interface (or,
equi val ently, on a per-network/subnet) basis. Additional
aut hentication data is also configurable on a per-interface basis.

OSPF aut hentication types 0, 1, and 2 are defined by RFC 2328. This
docunent provides an update to RFC 2328 that is only applicable to
Aut henti cation Type 2, "Cryptographic Authentication".

3. Cryptographic Authentication with NI ST SHS i n HVAC Mbde

Using this authentication type, a shared secret key is configured in
all routers attached to a common network/subnet. For each OSPF
protocol packet, the key is used to generate/verify a "nmessage
digest” that is appended to the end of the OSPF packet. The nessage
digest is a one-way function of the OSPF protocol packet and the
secret key. Since the secret key is never sent over the network in
the clear, protection is provided agai nst passive attacks [ RFC1704].

The al gorithns used to generate and verify the nmessage digest are
specified inplicitly by the secret key. This specification discusses
the conputati on of OSPFv2 Cryptographic Authentication data when any
of the NIST SHS fanmily of algorithnms is used in the Hashed Message
Aut hentication Code (HMAC) node. Please also see RFC 2328, Appendi x
D.

Wth the additions in this docunent, the currently valid algorithns
(i ncluding node) for OSPFv2 Cryptographic Authentication include:

Keyed- MD5 (defined in RFC 2328, Appendix D)
HVAC- SHA- 1 (defined here)
HVAC- SHA- 256 (defined here)
HVAC- SHA- 384 (defined here)
HVAC- SHA- 512 (defined here)

O the above, inplenentations of this specification MJST include
support for at |east:

HVAC- SHA- 256
and SHOULD i ncl ude support for:
HVAC- SHA- 1

and SHOULD al so (for backwards conpatibility with existing
i npl ement ati ons and depl oynments) include support for:

Keyed- MD5
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and MAY al so include support for:

HVAC- SHA- 384
HVAC- SHA- 512

An inplenentation of this specification MJST all ow network operators
to configure ANY authentication al gorithm supported by that

i mpl ementation for use with ANY gi ven Keyl D value that is configured
into that OSPFv2 router.

3.1. Cenerating Cryptographic Authentication

The overall cryptographic authentication process defined in Appendi x

D of RFC 2328 remai ns unchanged. However, the specific cryptographic
details (i.e., SHA rather than MD5, HVAC rather than Keyed-Hash) are

defined herein. To reduce the potential for confusion, this section

mnimses the repetition of text from RFC 2328, Appendix D, which is

i ncorporated here by reference [ RFC2328].

First, followi ng the procedure defined in RFC 2328, Appendi x D,

sel ect the appropriate OSPFv2 Security Association for use with this
packet and set the KeylD field to the Keyl D val ue of that OSPFv2
Security Associ ation.

Second, set the Authentication Type to Cryptographi c Authentication,
and set the Authentication Data Length field to the length (measured
in bytes, not bits) of the cryptographic hash that will be used.

When any NI ST SHS algorithmis used in HVAC node with OSPFv2
Cryptographi ¢ Authentication, the Authentication Data Length is equal
to the normal hash output length (neasured in bytes) for the specific
NI ST SHS algorithmin use. For exanple, with NI ST SHA-256, the

Aut hentication Data Length is 32 bytes.

Third, the 32-bit cryptographi c sequence nunber is set in accordance
with the procedures in RFC 2328, Appendix D that are applicable to
the Cryptographic Authentication type.

Fourth, the message digest is then cal cul ated and appended to the
OSPF packet, as described below in Section 3.3. The Keyl D,

Aut hentication Al gorithm and Authentication Key to be used for
calculating the digest are all conponents of the selected OSPFv2
Security Association. Input to the authentication algorithmconsists
of the OSPF packet and the secret Kkey.
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3.2. OSPFv2 Security Association

Thi s docunent uses the term OSPFv2 Security Association (OSPFv2 SA)
to refer to the authentication key infornmation defined in Section D.3
of RFC 2328. The OSPFv2 protocol does not include an in-band
mechanismto create or nanage OSPFv2 Security Associations. The
paraneters of an OSPFv2 Security Association are updated to be:

Key ldentifier (KeylD)
This is an 8-bit unsigned value used to uniquely identify an
OSPFv2 SA and is configured either by the router adm nistrator
(or, in the future, possibly by sonme key nanagenent protocol
specified by the |ETF). The receiver uses this to |ocate the
appropriate OSPFv2 SA to use. The sender puts this KeylD value in
the OSPF packet based on the active OSPF configuration.

Aut hentication Al gorithm
This indicates the authentication algorithm (and al so the
crypt ographi ¢ node, such as HVAC) to be used. This information
SHOULD never be sent over the wire in cleartext form At present,
valid val ues are Keyed-MD5, HMAGC- SHA-1, HVAC- SHA- 256, HMAC- SHA-
384, and HVAC- SHA- 512.

Aut henti cati on Key
This is the cryptographic key used for cryptographic
authentication with this OSPFv2 SA. This val ue SHOULD never be
sent over the wire in cleartext form This is noted as "K' in
Section 3.3 bel ow.

Key Start Accept
The tinme that this OSPF router will accept packets that have been
created with this OSPF Security Associ ation.

Key Start Generate
The tine that this OSPF router will begin using this OSPF Security
Associ ation for OSPF packet generation.

Key Stop Cenerate
The tine that this OSPF router will stop using this OSPF Security
Associ ation for OSPF packet generation.

Key Stop Accept
The tine that this OSPF router will stop accepting packets
generated with this OSPF Security Associ ation.

In order to achieve snooth key transition, KeyStartAccept SHOULD be

| ess than KeyStart Generate and KeySt opGenerate SHOULD be | ess than
KeySt opAccept. |f KeyStopGenerate and KeyStopAccept are |eft
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unspecified, the key’'s lifetinme is infinite. Wen a new key repl aces
an old, the KeyStartGenerate tinme for the new key MUST be | ess than
or equal to the KeyStopGenerate tinme of the old key.

Key storage SHOULD persist across a systemrestart, warmor cold, to
avoi d operational issues. |In the event that the |ast key associated
with an interface expires, it is unacceptable to revert to an

unaut henti cated condition, and not advisable to disrupt routing.
Therefore, the router should send a "last Authentication Key
expiration" notification to the network nmanager and treat the key as
having an infinite lifetime until the lifetine is extended, the key
is deleted by network managenent, or a new key is configured.

3.3. Cryptographic Aspects

Thi s describes the conmputation of the Authentication Data val ue when
any NI ST SHS algorithmis used in the HVAC node with OSPFv2
Crypt ographi ¢ Aut henti cati on.

In the algorithmdescription below, the follow ng nonencl ature, which
is consistent with [FIPS-198], is used:

H is the specific hashing algorithm (e.g., SHA-256).

K is the Authentication Key for the OSPFv2 security
associ ati on.

Ko is the cryptographic key used with the hash al gorithm
B is the block size of H, neasured in octets
rather than bits. Note well that B is the

internal block size, not the hash size.

For SHA-1 and SHA-256: B == 64
For SHA-384 and SHA-512: B == 128

L is the length of the hash, neasured in octets
rat her than bits.

XOR is the exclusive-or operation.
Opad i s the hexadeci nal val ue Ox5c repeated B tines.
I pad is the hexadeci mal val ue 0x36 repeated B tines.

Apad is the hexadeci mal val ue 0x878FEL1F3 repeated (L/4) tines.
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(1

(2)

(3)

| mpl ement ati on not e:
This definition of Apad neans that Apad is always the sane
| ength as the hash out put.

PREPARATI ON OF KEY
In this application, Ko is always L octets |ong.

If the Authentication Key (K) is L octets long, then Ko is equal
to K If the Authentication Key (K) is nore than L octets |ong,
then Ko is set to HK). |If the Authentication Key (K) is less
than L octets long, then Ko is set to the Authentication Key (K)
with zeros appended to the end of the Authentication Key (K),
such that Ko is L octets |ong.

Fl RST- HASH

First, the OSPFv2 packet’s Authentication Trailer (which is the
appendage described in RFC 2328, Section D. 4.3, Page 233, itens
(6)(a) and (6)(d)) is filled with the value Apad, and the

Aut hentication Type field is set to 2.

Then, a First-Hash, also known as the inner hash, is conputed as
foll ows:

First-Hash = H Ko XOR I pad || (OSPFv2 Packet))

| mpl enent ati on Not es:
Note that the First-Hash above includes the Authentication
Trailer containing the Apad value, as well as the OSPF packet,
as per RFC 2328, Section D. 4. 3.

The definition of Apad (above) ensures it is always the sane

Il ength as the hash output. This is consistent with RFC 2328.
The " (OSPFv2 Packet)" nentioned in the First-Hash (above) does
i nclude the OSPF Authentication Trailer.

The digest length for SHA-1 is 20 bytes; for SHA-256, 32 bhytes;
for SHA-384, 48 bytes; and for SHA-512, 64 bytes.

SECOND- HASH
Then a Second- Hash, al so known as the outer hash, is conputed as
fol |l ows:

Second- Hash = H(Ko XOR Opad || First-Hash)
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3. 4.

3. 5.

(4) RESULT
The resulting Second-Hash becones the Authentication Data that is
sent in the Authentication Trailer of the OSPFv2 packet. The
|l ength of the Authentication Trailer is always identical to the
nmessage di gest size of the specific hash function Hthat is being
used.

This al so means that the use of hash functions with |arger output
sizes will also increase the size of the OSPFv2 packet as
transmtted on the wire.

I mpl ement ati on Not e:
RFC 2328, Appendix D specifies that the Authentication Trailer
is not counted in the OSPF packet’s own Length field, but is
included in the packet’s IP Length field.

Message Verification

Message verification follows the procedure defined in RFC 2328,
except that the cryptographic cal cul ation of the message di gest
follows the procedure in Section 3.3 above when any N ST SHS
algorithmin the HVAC node is in use. Kindly recall that the
cryptographic algorithnminode in use is indicated inplicitly by the
Keyl D of the received OSPFv2 packet.

| mpl enent ati on Not es:
One nust save the received digest value before calculating the
expected di gest value, so that after that cal culation the received
val ue can be conpared with the expected val ue to determ ne whet her
to accept that OSPF packet.

RFC 2328, Section D.4.3 (6) (c) should be read very closely prior
to implenenting the above. Wth SHA al gorithns in HVAC node, Apad
is placed where the MD5 key would be put if Keyed-MD5 were in use.

Changi ng OSPFv2 Security Associ ations

Usi ng Keyl Ds nmakes changi ng the active OSPFv2 SA convenient. An

i mpl ementati on can choose to associate a lifetime with each OSPFv2 SA
and can thus automatically switch to a different OSPFv2 SA based on
the lifetimes of the configured OSPFv2 SA(S).

After changing the active OSPFv2 SA, the OSPF sender will use the
(different) KeylD value associated with the newly active OSPFv2 SA
The receiver will use this new KeylD to sel ect the appropriate (new
OSPFv2 SA to use with the received OSPF packet containing the new
Keyl D val ue.
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Because the KeylD field is present, the receiver does not need to try
all configured OSPFv2 Security Associations with any received OSPFv2
packet. This can mtigate some of the risks of a Denial-of-Service
(DoS) attack on the OSPF instance, but does not entirely prevent al
concei vabl e DoS attacks. For exanple, an on-link adversary stil
coul d generate OSPFv2 packets that are syntactically valid but that
contain invalid Authentication Data, thereby forcing the receiver(s)
to perform expensive cryptographic conputations to discover that the
packets are invalid.

4. Security Considerations

Thi s docunent enhances the security of the OSPFv2 routing protocol by
addi ng, to the existing OSPFv2 Cryptographi c Authentication method,
support for the algorithns defined in the NI ST Secure Hash Standard
(SHS) using the Hashed Message Aut hentication Code (HVAC) node, and
by addi ng support for the Hashed Message Authenticati on Code (HVAC)
node.

Thi s provides several alternatives to the existing Keyed- M5
mechani sm  There are published concerns about the overall strength
of the MD5 algorithm ([ Dobb96a], [Dobb96b], [Wang04]). While those
publ i shed concerns apply to the use of MD5 in other nodes (e.g., use
of MD5 X.509v3/PKI X digital certificates), they are not an attack
upon Keyed-MD5, which is what OSPFv2 specified in RFC 2328. There
are al so published concerns about the SHA al gorithm[Wng05] and al so
concerns about the MD5 and SHA al gorithms in the HVAC node ([RRO7],

[ RRO8]). Separately, some organisations (e.g., the US governnent)
prefer NI ST al gorithns, such as the SHA fami |y, over other algorithns
for local policy reasons.

The val ue Apad is used here primarily for consistency with | ETF
specifications for HVAC- SHA aut hentication of Rl Pv2 SHA [ RFC4822] and
IS-1S SHA [ RFC5310] and to minimse OSPF protocol processing changes
in Section D. 4.3 of RFC 2328 [ RFC2328].

The quality of the security provided by the Cryptographic

Aut henti cati on option depends conpletely on the strength of the

crypt ographi c al gorithm and cryptographic node in use, the strength
of the key being used, and the correct inplenentation of the security
mechani smin all comunicating OSPF inpl enentations. Accordingly,
the use of high assurance devel opnent nethods is reconmended. It

al so requires that all parties maintain the secrecy of the shared
secret key. [RFC4086] provides guidance on met hods for generating
crypt ographi cally random bits.
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This mechanismis vulnerable to a replay attack by any on-1link node.
An on-link node could record a legiti mte OSPF packet sent on the
link, then replay that packet at the next time the recorded OSPF
packet’s sequence nunber is valid. This replay attack coul d cause
significant routing disruptions within the OSPF donai n.

ldeally, for exanple, to prevent the preceding attack, each OSPF
Security Association would be replaced by a new and di fferent OSPF
Security Association before any sequence nunber were reused. As of
the date this docunent was published, no formof automated key
managenent has been standardised for OSPF. So, as of the date this
docunent was published, common operational practice has been to use
the same OSPF Aut hentication Key for very long periods of time. This
operational practice is undesirable for nmany reasons. Therefore, it
is clearly desirable to devel op and standardi se sone aut omated key-
managenent nechani sm for OSPF.

Because all of the currently specified algorithns use symetric
crypt ography, one cannot authenticate precisely which OSPF router
sent a given packet. However, one can authenticate that the sender
knew t he OSPF Security Association (including the OSPFv2 SA s
paraneters) currently in use

Because a routing protocol contains information that need not be kept
secret, privacy is not a requirenent. However, authentication of the
messages within the protocol is of interest in order to reduce the
risk of an adversary conprom sing the routing system by deliberately
injecting false information into the routing system

The technol ogy in this docunent enhances an authentication nmechani sm
for OSPFv2. The mechani sm described here is not perfect and need not
be perfect. Instead, this mechanismrepresents a significant
increase in the work function of an adversary attacki ng OSPFv2, as
conpared with plain-text authentication or null authentication, while
not causi ng undue inpl enentation, deploynment, or operationa
conplexity. Denial-of-Service attacks are not generally preventable
in a useful networking protocol [VK83].

Because of inplenentation considerations, including the need for
backwards conpatibility, this specification uses the sane nmechani sm
as specified in RFC 2328 and linmits itself to addi ng support for
addi ti onal cryptographic hash functions. Al so, sone |arge network
operators have indicated they prefer to retain the basic mechani sm
defined in RFC 2328, rather than mgrate to I P Security, due to

depl oynent and operational considerations. |If all the OSPFv2 routers
supported | Psec, then IPsec tunnels could be used in lieu of this
mechani sm [ RFC4301]. This woul d, however, relegate the topology to
poi nt -t o-poi nt adj acenci es over the nesh of |Psec tunnels.
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7.

7.

1.

If a stronger authentication were believed to be required, then the
use of a full digital signature [RFC2154] woul d be an approach that
shoul d be seriously considered. Use of full digital signatures would
enabl e preci se authentication of the OSPF router originating each
OSPF |ink-state advertisenent, and thereby provide nuch stronger
integrity protection for the OSPF routing donain.

| ANA Consi der ati ons

The OSPF Aut hentication Codes registry entry for Cryptographic
Aut hentication (Registry Code 2) has been updated to refer to this
docunent as well as to RFC 2328.
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