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Abst ract

New protocols or protocol extensions are best designed with due

consi deration of the functionality needed to operate and manage the
protocols. Retrofitting operations and managenent is sub-opti nal

The purpose of this docunent is to provide guidance to authors and
revi ewers of docunents that define new protocols or protoco

ext ensi ons regardi ng aspects of operations and managenent that shoul d
be consi der ed.

Status of This Meno

This nmeno provides information for the Internet comunity. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.

Thi s docunent nmay contain material from|ETF Docunments or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to allow

nmodi fications of such nmaterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the | ETF Standards Process, and derivative works of it may
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not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1.

1.

I nt roducti on

O'ten when new protocols or protocol extensions are devel oped, not
enough consideration is given to how the protocol will be depl oyed,
operated, and nmanaged. Retrofitting operations and nmanagenent
mechani snms is often hard and architecturally unpl easant, and certain
prot ocol design choices may nake depl oynment, operations, and
managenent particularly hard. This docunment provides guidelines to
hel p protocol designers and working groups consider the operations
and nanagenent functionality for their new | ETF protocol or protocol
extension at an earlier phase.

1. Designing for Operations and Managenent

The operational environment and nanageability of the protocol should
be considered fromthe start when new protocols are desi gned.

Most of the existing | ETF nanagenent standards are focused on using
Structure of Managenent |Information (SM)-based data nodels (M B
modul es) to nonitor and manage networ ki ng devices. As the Internet
has grown, |ETF protocols have addressed a constantly grow ng set of
needs, such as web servers, collaboration services, and applications.
The nunber of | ETF nanagenent technol ogi es has been expandi ng and the
| ETF nmanagenent strategy has been changing to address the energing
managenment requirements. The discussion of enmerging sets of
managemrent requirenments has a long history in the I ETF. The set of
managenent protocols you shoul d use depends on what you are managi ng.

Pr ot ocol designers shoul d consider which operations and nmanagenent
needs are relevant to their protocol, docunment how those needs coul d
be addressed, and suggest (preferably standard) managenent protocols
and data nodels that could be used to address those needs. This is
simlar to a working group (WS that considers which security threats
are relevant to their protocol, docunents how threats shoul d be
mtigated, and then suggests appropriate standard protocols that
could mtigate the threats

When a WG consi ders operation and managenent functionality for a
protocol, the docunment should contain enough information for readers
to understand how the protocol will be deployed and managed. The WG
shoul d expect that considerations for operations and nanagenent may
need to be updated in the future, after further operationa

experi ence has been gained.
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1.2. This Document

Thi s docunent nakes a distinction between "QOperational

Consi derati ons" and "Managenent Consi derations", although the two are
closely related. The section on nanageability is focused on
managenment technol ogy, such as how to utilize nanagenment protocols
and how to design managenent data nodels. The operationa

consi derations apply to operating the protocol within a network, even
if there were no managenent protocol actively being used.

The purpose of this docunent is to provide guidance about what to
consi der when thinking about the managenent and depl oynent of a new
protocol, and to provi de gui dance about docunenting the

consi derations. The follow ng guidelines are designed to help
witers provide a reasonably consistent format for such
docunentati on. Separate nmanageability and operational considerations
sections are desirable in many cases, but their structure and
location is a decision that can be nade from case to case

Thi s docunent does not inpose a solution, inply that a fornmal data
model is needed, or inmply that using a specific rmanagenent protoco

is mandatory. |If protocol designers conclude that the technol ogy can
be managed sol ely by using proprietary conmand |ine interfaces (CLIS)
and that no structured or standardi zed data nodel needs to be in
place, this might be fine, but it is a decision that should be
explicit in a nmanageability discussion -- that this is how the
protocol will need to be operated and nmanaged. Protocol designers
shoul d avoi d havi ng manageability pushed for a | ater phase of the
devel opnment of the standard.

In discussing the inportance of considering operations and
managenent, this document sets forth a list of guidelines and a
checklist of questions to consider (see Appendix A), which a protoco
desi gner or reviewer can use to eval uate whether the protocol and
docunent ati on address common operations and nmanagenent needs.
Operations and nanagenent are hi ghly dependent on their environnent,
so nost gui delines are subjective rather than objective.

1.3. Mot i vati on

For years the | ETF conmunity has used the | ETF Standard Managenent
Framewor k, including the Sinple Network Managenent Protoco

[ RFC3410], the Structure of Managenent Information [RFC2578], and M B
data nodel s for managi ng new protocols. As the Internet has evol ved,
operators have found the reliance on one protocol and one schema

| anguage for managing all aspects of the Internet inadequate. The

| ESG policy to require working groups to wite a MB nodule to
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provi de manageability for new protocols is being replaced by a policy
that is nore open to using a variety of managenent protocols and data
nmodel s designed to achieve different goals.

Thi s docunent provides sone initial guidelines for considering
operations and managenent in an | ETF Managenent Franework that
consists of nmultiple protocols and nultiple data-nodeling | anguages,
with an eye toward being flexible while also striving for
interoperability.

Fully new protocols may require significant consideration of expected
operations and managenent, while extensions to existing, widely

depl oyed protocols may have established de facto operations and
managenent practices that are already well understood

Sui t abl e managenent approaches may vary for different areas, working

groups, and protocols in the I|ETF. This docunent does not prescribe

a fixed solution or format in dealing with operational and nanagenent
aspects of |ETF protocols. However, these aspects should be

consi dered for any | ETF protocol because we devel op technol ogi es and

protocols to be depl oyed and operated in the real-world Internet. It
is fine if a Ws decides that its protocol does not need interoperable
managenent or no standardi zed data nodel, but this should be a

del i berate decision, not the result of onission. This docunent

provi des some gui delines for those considerations.

1.4. Background

There have been a significant nunber of efforts, neetings, and
docunents that are related to Internet operations and nanagenent.
Sone of them are nentioned here to help protocol designers find
docunent ati on of previous efforts. Hopefully, providing these
references will help the | ETF avoid rehashing old di scussi ons and
reinventing old solutions.

In 1988, the | AB published "I AB Reconmendati ons for the Devel opnent
of Internet Network Managenent Standards" [RFCL052], which
recomrended a solution that, where possible, deliberately separates
nmodel i ng | anguages, data nodels, and the protocols that carry data.
The goal is to allow standardi zed infornmati on and data nodels to be
used by di fferent protocols.

In 2001, Operations and Managenent Area design teans were created to
docunent requirenments related to the configuration of |P-based
networks. One output was "Requirements for Configuration Managenent
of | P-based Networks" [RFC3139].
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In 2003, the Internet Architecture Board (1 AB) held a workshop on
Net wor k Management [ RFC3535] that discussed the strengths and
weaknesses of sone | ETF network management protocols and conpared
themto operational needs, especially configuration

One issue discussed was the user-unfriendliness of the binary format
of SNMP [ RFC3410] and Common Open Policy Service (COPS) Usage for
Pol i cy Provisioning (COPS-PR) [RFC3084], and it was recommended t hat
the |1 ETF expl ore an XM.-based Structure of Managenent |nformation and
an XM.- based protocol for configuration

Anot her concl usion was that the tools for event/alarmcorrelation and
for root cause analysis and |ogging are not sufficient and that there
is a need to support a human interface and a programmatic interface.
The | ETF decided to standardi ze aspects of the de facto standard for
system | oggi ng security and programmatic support.

In 2006, the | ETF di scussed whet her the Managenent Framework shoul d
be updated to accommodate nultiple | ETF schenma | anguages for
describing the structure of managenment information and rmultiple | ETF
standard protocols for perform ng managenent tasks. The |ESG asked
that a docunent be witten to di scuss how protocol designers and
wor ki ng groups shoul d address managenent in this energing nulti-
protocol environment. This docunment and sone pl anned conpani on
docunents attenpt to provide some guidelines for navigating the
rapidly shifting operating and nmanagenent environnents.

1.5. Avail abl e Managenent Technol ogi es

The | ETF has a nunber of standard managenent protocols avail abl e that
are suitable for different purposes. These include:

Si npl e Net wor k Management Protocol - SNWP [ RFC3410]

Sysl og [ RFC5424]

Renote Authentication Dial-1n User Service - RAD US [ RFC2865]

DI AVETER [ RFC3588]

Net wor k Configuration Protocol - NETCONF [ RFC4741]

I P Flow Information Export - |PFI X [ RFC5101]
A pl anned supplenent to this document will discuss these protocol
st andards, discuss sone standard information and data nodels for

specific functionality, and provide pointers to the docunents that
define them
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1.6. Termi nol ogy

Thi s docunent deliberately does not use the (capitalized) keywords
described in RFC 2119 [ RFC2119]. RFC 2119 states the keywords nust
only be used where it is actually required for interoperation or to
limt behavior which has potential for causing harm(e.g., linting
retransm ssions). For exanmple, they nmust not be used to try to

i npose a particular nethod on inplenenters where the method i s not
required for interoperability. This informational document is a set
of guidelines based on current practices of **sonme** protoco

desi gners and operators. This docunent is biased toward router
operations and managenent and sone advice may not be directly
applicable to protocols with a different purpose, such as application
server protocols. This docunment **does not** describe
interoperability requirenments, so the capitalized keywords from RFC
2119 do not apply here.

o CLI: Conmmand Line Interface

o Data nodel: a mapping of the contents of an information nodel into
a formthat is specific to a particular type of data store or
repository [ RFC3444].

o Information nodel: an abstraction and representation of the
entities in a managed environment, their properties, attributes
and operations, and the way that they relate to each other. It is
i ndependent of any specific repository, software usage, protocol,
or platform [ RFC3444].

0 New protocol: includes new protocols, protocol extensions, data
nmodel s, or other functionality being designed.

o Protocol designer: represents individuals and working groups
i nvol ved in the devel opnment of new protocols or extensions.

2. Operational Considerations - How WIIl the New Protocol Fit into the
Current Environnent?

Desi gners of a new protocol should carefully consider the operationa
aspects. To ensure that a protocol will be practical to deploy in
the real world, it is not enough to nerely define it very precisely
ina well-witten docunment. Operational aspects will have a serious
i mpact on the actual success of a protocol. Such aspects include bad
interactions with existing solutions, a difficult upgrade path,
difficulty of debugging problens, difficulty configuring froma
central database, or a conplicated state diagramthat operations
staff will find difficult to understand.
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BGP flap danpi ng [ RFC2439] is an exanple. It was designed to bl ock
hi gh-frequency route flaps; however, the design did not consider the
exi stence of BGP path exploration / slow convergence. |In rea
operations, path exploration caused false flap danping, resulting in
| oss of reachability. As a result, nany networks turned flap danping
of f.

2.1. Qperations

Prot ocol designers can anal yze the operational environnent and node
of work in which the new protocol or extension will work. Such an
exerci se need not be reflected directly by text in their docunent,
but could help in visualizing howto apply the protocol in the

Internet environnments where it will be depl oyed.

A key question is how the protocol can operate "out of the box". |If
implementers are free to select their own defaults, the protoco
needs to operate well with any choice of values. |If there are

sensi bl e defaults, these need to be stated.

There may be a need to support a human interface, e.g., for

troubl eshooting, and a programmatic interface, e.g., for automated
nmoni toring and root cause analysis. The application programm ng
interfaces and the human interfaces mght benefit frombeing simlar
to ensure that the infornmation exposed by these two interfaces is
consi stent when presented to an operator. Identifying consistent
met hods of determning information, such as what gets counted in a
specific counter, is relevant.

Pr ot ocol designers shoul d consi der what managenent operations are
expected to be performed as a result of the deploynment of the
protocol -- such as whether wite operations will be allowed on
routers and on hosts, or whether notifications for alarms or other
events will be expected.

2.2. Installation and Initial Setup

Anyt hi ng that can be configured can be m sconfigured. "Architectura
Principles of the Internet” [RFC1958], Section 3.8, states: "Avoid

options and paraneters whenever possible. Any options and paraneters
shoul d be configured or negotiated dynanmically rather than nanually."

To sinplify configuration, protocol designers should consider

speci fyi ng reasonabl e defaults, including default nodes and
paraneters. For exanple, it could be hel pful or necessary to specify
default values for nodes, tinmers, default state of logical contro
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vari abl es, default transports, and so on. Even if default values are
used, it nust be possible to retrieve all the actual values or at
| east an indication that known default val ues are bei ng used.

Pr ot ocol designers should consider how to enable operators to
concentrate on the configuration of the network as a whol e rather
than on individual devices. O course, how one acconplishes this is
the hard part.

It is desirable to discuss the background of chosen default val ues,

or perhaps why a range of val ues nakes sense. |n many cases, as
technol ogy changes, the values in an RFC night nmake | ess and | ess
sense. It is very useful to understand whether defaults are based on

best current practice and are expected to change as technol ogi es
advance or whether they have a nore universal value that should not
be changed lightly. For exanple, the default interface speed night
be expected to change over tinme due to increased speeds in the
networ k, and cryptographical algorithnms m ght be expected to change
over time as older algorithns are "broken"

It is extremely inportant to set a sensible default value for al
paraneters

The default value should stay on the conservative side rather than on
the "optimzing performance" side (exanple: the initial RTT and
RTTvar val ues of a TCP connection).

For those paraneters that are speed-dependent, instead of using a
constant, try to set the default value as a function of the link
speed or some other relevant factors. This would help reduce the
chance of problenms caused by technol ogy advancenent.

2.3. Mgration Path

If the new protocol is a new version of an existing one, or if it is
repl aci ng anot her technol ogy, the protocol designer shoul d consider

how depl oynments should transition to the new protocol. This should
i ncl ude coexi stence with previously depl oyed protocols and/or
previ ous versions of the same protocol, inconpatibilities between

versions, translation between versions, and side effects that m ght
occur. Are older protocols or versions disabled or do they coexi st
in the network with the new protocol ?

Many protocols benefit frombeing increnentally depl oyable --

operators may depl oy aspects of a protocol before deploying the
protocol fully.
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2.4. Requirenments on Oher Protocols and Functional Conponents

Prot ocol designers should consider the requirenments that the new
protocol mght put on other protocols and functional conponents and
shoul d al so docunent the requirenents from other protocols and
functional elements that have been considered in designing the new
pr ot ocol

These consi derations should generally remain illustrative to avoid
creating restrictions or dependencies, or potentially inpacting the
behavi or of existing protocols, or restricting the extensibility of
ot her protocols, or assum ng other protocols will not be extended in
certain ways. |If restrictions or dependencies exist, they should be
st at ed.

For exanple, the design of the Resource ReSerVation Protocol (RSVP)

[ RFC2205] required each router to | ook at the RSVP PATH nessage and,
if the router understood RSVP, add its own address to the nessage to
enabl e automatic tunneling through non-RSVP routers. But in reality,
routers cannot | ook at an otherwi se normal | P packet and potentially
take it off the fast path! The initial designers overlooked that a
new "deep packet inspection" requirenment was bei ng put on the
functional conponents of a router. The "router alert" option

([ RFC2113], [RFC2711]) was finally devel oped to solve this probl em
for RSVP and other protocols that require the router to take sone
packets off the fast-forwarding path. Yet, router alert has its own
probl ens in inpacting router performance.

2.5. Inpact on Network QOperation

The introduction of a new protocol or extensions to an existing
protocol may have an inpact on the operation of existing networks.
Prot ocol designers should outline such inmpacts (which may be
positive), including scaling concerns and interactions wth other
protocols. For exanple, a new protocol that doubles the nunber of
active, reachabl e addresses in use within a network might need to be
considered in the light of the inpact on the scalability of the
interior gateway protocols operating within the network.

A protocol could send active nonitoring packets on the wire. If we
don’t pay attention, we mght get very good accuracy, but could send
too many active nonitoring packets.

The protocol designer should consider the potential inpact on the
behavi or of other protocols in the network and on the traffic |evels
and traffic patterns that m ght change, including specific types of
traffic, such as nulticast. Also, consider the need to install new
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conponents that are added to the network as a result of changes in
the configuration, such as servers performng auto-configuration
oper ati ons.

The protocol designer should consider also the inpact on
infrastructure applications |ike DNS [ RFCL034], the registries, or
the size of routing tables. For exanple, Sinple Ml Transfer

Prot ocol (SMIP) [ RFC5321] servers use a reverse DNS | ookup to filter
out incom ng connection requests. \Wen Berkeley installed a new spam
filter, their mail server stopped functioning because of overl oad of
the DNS cache resol ver.

The inpact on performance may al so be noted -- increased delay or
jitter inreal-time traffic applications, or increased response time
in client-server applications when encryption or filtering are
appl i ed.

It is inportant to minimze the inpact caused by configuration
changes. G ven configuration A and configuration B, it should be
possi ble to generate the operations necessary to get fromA to B wth
m ni mal state changes and effects on network and systens.

2.6. Verifying Correct Qperation

The protocol designer should consider techniques for testing the
effect that the protocol has had on the network by sending data
through the network and observing its behavi or (aka active
monitoring). Protocol designers should consider how the correct end-
to-end operation of the new protocol in the network can be tested
actively and passively, and how the correct data or forwarding pl ane
function of each network el ement can be verified to be working
properly with the new protocol. VWich nmetrics are of interest?

Havi ng sinple protocol status and health indicators on network
devices is a reconmended neans to check correct operation

3. Managenent Considerations - How WII| the Protocol Be Managed?

The consi derations of nmanageability should start fromidentifying the
entities to be managed, as well as how the nanaged protocol is
supposed to be installed, configured, and nonitored.

Consi derations for managenent shoul d include a discussion of what
needs to be nmanaged, and how to achi eve vari ous managenent tasks.
VWere are the managers and what type of managenent interfaces and
protocols will they need? The "wite a M B nodul e" approach to
consi deri ng nmanagenent often focuses on nonitoring a protoco
endpoint on a single device. A MB nodul e docunment typically only

Harri ngton I nf or mat i onal [ Page 12]



RFC 5706 Ops and Mgnt Gui del i nes Noverber 2009

considers nmonitoring properties observable at one end, while the
docunent does not really cover managi ng the *protocol* (the
coordination of multiple ends), and does not even come near managi ng
the *service* (which includes a ot of stuff that is very far away
fromthe box). This is exactly what operators hate -- you need to be
abl e to manage both ends. As [RFC3535] says, "M B nobdul es can often
be characterized as a list of ingredients wthout a recipe"

The management nodel should take into account factors such as:

o What type of managenent entities will be involved (agents, network
managenment systens)?

0o What is the possible architecture (client-server, manager-agent,
pol | -driven or event-driven, auto-configuration, two |levels or
hi erarchical)?

o What are the managenent operations (initial configuration, dynamc
configuration, alarmand exception reporting, |ogging, perfornmance
moni t ori ng, performance reporting, debugging)?

0 How are these operations perforned (locally, renotely, atomc
operation, scripts)? Are they perforned i Mmediately or are they
time schedul ed or event triggered?

Prot ocol designers should consider how the new protocol wll be
managed in different depl oyment scales. 1t mght be sensible to use
a | ocal managenent interface to manage the new protocol on a single
device, but in a large network, renote nmanagenent using a centralized
server and/or using distributed managenent functionality m ght make
nmore sense. Auto-configuration and default paranmeters might be
possi bl e for sone new protocols.

Managenent needs to be considered not only fromthe perspective of a
device, but also fromthe perspective of network and service
managenent. A service night be network and operational functionality
derived fromthe inplenentati on and depl oynment of a new protocol
O'ten an individual network elenment is not aware of the service being
del i vered

WG shoul d consider how to configure nultiple rel ated/co-operating
devi ces and how to back off if one of those configurations fails or
causes trouble. NETCONF [ RFCA741] addresses this in a generic manner
by allowi ng an operator to lock the configuration on multiple

devi ces, performthe configuration settings/changes, check that they
are OK (undo if not), and then unlock the devices.

Harri ngton I nf or mat i onal [ Page 13]



RFC 5706 Ops and Mgnt Gui del i nes Noverber 2009

Techni ques for debugging protocol interactions in a network nust be
part of the network-nmanagenment di scussion. |nplenentation source
code shoul d be debugged before ever being added to a network, so
asserts and nmenory dunps do not nornally belong in managenent data
nmodel s. However, debugging on-the-wire interactions is a protoco

i ssue: while the nessages can be seen by sniffing, it is enornously
hel pful if a protocol specification supports features that make
debuggi ng of network interactions and behaviors easier. There could
be alerts issued when nessages are received or when there are state
transitions in the protocol state machine. However, the state
machine is often not part of the on-the-wire protocol; the state
machi ne expl ai ns how the protocol works so that an inplenenter can
decide, in an inplenentation-specific nmanner, howto react to a
recei ved event.

In a client/server protocol, it may be nore inportant to instrunent
the server end of a protocol than the client end, since the
performance of the server mght inpact nore nodes than the
performance of a specific client.

3.1. Interoperability

Just as when depl oying protocols that will inter-connect devices,
managenent interoperability should be considered -- whether across
devices fromdifferent vendors, across nmodels fromthe sane vendor
or across different rel eases of the same product. Managenent
interoperability refers to allow ng information sharing and
operations between nultiple devices and nultiple managenent
applications, often fromdifferent vendors. Interoperability allows
for the use of third-party applications and the outsourcing of
managenent services

Sone product designers and protocol designers assunme that if a device
can be managed individually using a conmand line interface or a web
page interface, that such a solution is enough. But when equi pnent
frommultiple vendors is conbined into a |large network, scalability
of managenent nay becone a problem It nay be inportant to have
consi stency in the managenent interfaces so network-w de operationa
processes can be automated. For exanple, a single switch mght be
easi |y managed using an interactive web interface when installed in a
single-office small business, but when, say, a fast-food conpany
installs simlar switches frommultiple vendors in hundreds or

t housands of individual branches and wants to automate nonitoring
themfroma central |ocation, nmonitoring vendor- and nodel -specific
web pages would be difficult to autonate.
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The primary goal is the ability to roll out new useful functions and
services in a way in which they can be managed in a scal abl e manner,
where one understands the network inpact (as part of the total cost
of operations) of that service.

Getting everybody to agree on a single syntax and an associ at ed
protocol to do all managenent has proven to be difficult. So
managenment systens tend to speak whatever the boxes support, whether
or not the IETF likes this. The IETF is noving from support for one
schema | anguage for nodeling the structure of managenent infornmation
(Structure of Managenent Information Version 2 (SMv2) [RFC2578]) and
one sinple network managenent protocol (Sinple Network Managenent
Protocol (SNWP) [RFC3410]) towards support for additional schenma

| anguages and additional nanagenment protocols suited to different
purposes. Oher Standard Devel opnent Organi zations (e.g., the

Di stributed Managenent Task Force - DMIF, the Tel e- Managenent Forum -
TMF) al so define schemas and protocols for nanagenent and these may
be nore suitable than | ETF schemas and protocols in sone cases. Sone
of the alternatives being considered include:

0 XM Schema Definition [WC. REC xm schema- 0-20010502]
and
0 NETCONF Configuration Protocol [RFC4A741]

o the IP Flow Informati on Export (IPFIX) Protocol [RFC5101]) for
usage accounting

o the syslog protocol [RFC5424] for | ogging

Interoperability needs to be considered on the syntactic | evel and
the semantic level. VWhile it can be irritating and time-consum ng,
application designers, including operators who wite their own
scripts, can nmake their processing conditional to acconmopdate
syntactic differences across vendors, nodels, or releases of product.

Semantic differences are nuch harder to deal with on the manager side
-- once you have the data, its nmeaning is a function of the managed
entity.

Informati on nodels are helpful to try to focus interoperability on
the semantic level -- they establish standards for what information
shoul d be gat hered and how gat hered i nformati on ni ght be used,

regardl ess of which nanagenment interface carries the data or which
vendor produces the product. The use of an infornmation nodel night
hel p inprove the ability of operators to correlate nessages in
different protocols where the data overlaps, such as a syslog nessage
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and an SNWP notification about the same event. An information nodel
m ght identify which error conditions should be counted separately
and which error conditions can be counted together in a single
counter. Then, whether the counter is gathered via SNWP, a CLI
command, or a syslog nessage, the counter will have the sane neani ng.

Prot ocol designers should consider which information mght be useful
for managi ng the new protocol or protocol extensions.

M --> conceptual / abstract nodel
| for designers and operators
S S +
| | | _
DMV DMV DMV --> concrete/detail ed nodel

for inplementers

Information Model s and Data Mdel s

Figure 1
Prot ocol designers may decide an information nodel or data nodel
woul d be appropriate for nmanagi ng the new protocol or protocol
ext ensi ons.
"On the Difference between Informati on Model s and Data Model s”
[ RFC3444] can be hel pful in determ ning what information to consider
regarding informati on nmodels (I Ms), as conpared to data nodel s (DMs).
I nformati on nodel s should cone fromthe protocol Ws and incl ude
lists of events, counters, and configuration paraneters that are
relevant. There are a nunber of information nodels contained in
protocol W5 RFCs. Some exanpl es:
o [RFC3060] - Policy Core Information Mddel version 1
0 [RFC3290] - An Informal Managenent Mdel for Diffserv Routers
0 [RFC3460] - Policy Core Information Mdel Extensions
0 [RFC3585] - IPsec Configuration Policy Information Model
0 [RFC3644] - Policy Quality of Service Infornmation Mdel

o [RFC3670] - Information Model for Describing Network Device QS
Dat apat h Mechani sns

o [RFC3805] - Printer MB v2 (contains both an IMand a DM
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Managenment protocol standards and nanagenment data nodel standards
often contain conpliance clauses to ensure interoperability.
Manageabi l ity consi derati ons shoul d include di scussion of which |eve
of conpliance is expected to be supported for interoperability.

3.2. Managenent |nformation

Languages used to describe an information nodel can influence the
nature of the nodel. Using a particular data-nodeling |anguage, such
as the SMv2, influences the nodel to use certain types of

structures, such as two-dinensional tables. This docunent recomrends
using English text (the official |anguage for |ETF specifications) to
describe an information nodel. A sanple data nodel could be

devel oped to demponstrate the information nodel

A managenent information nodel should include a discussion of what is
manageabl e, whi ch aspects of the protocol need to be configured, what
types of operations are allowed, what protocol -specific events night
occur, which events can be counted, and for which events an operator
shoul d be notified.

Qperators find it inmportant to be able to nake a clear distinction
bet ween configuration data, operational state, and statistics. They
need to determ ne which paraneters were adninistratively configured
and whi ch paraneters have changed since configuration as the result
of mechani sns such as routing protocols or network managenent
protocols. It is inportant to be able to separately fetch current
configuration information, initial configuration information,
operational state information, and statistics from devices; to be
able to conpare current state to initial state; and to conpare

i nformati on between devices. So when deci di ng what information
shoul d exist, do not conflate nultiple information elements into a
single el ement.

What is typically difficult to work through are rel ati onshi ps between

abstract objects. |Ideally, an information nbpdel woul d describe the
rel ati onshi ps between the objects and concepts in the informtion
nmodel

Is there always just one instance of this object or can there be

mul tiple instances? Does this object relate to exactly one ot her
object or may it relate to nultiple? Wen is it possible to change a
rel ati onshi p?
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Do objects (such as rows in tables) share fate? For exanple, if a
rowin table A nmust exist before a related rowin table B can be
created, what happens to the rowin table Bif the related rowin
table Ais deleted? Does the existence of relationships between
obj ects have an inpact on fate sharing?

3.2.1. Information Mdel Design

Thi s docunent recomends keeping the information nodel as sinple as
possi bl e by applying the follow ng criteria:

1. Start with a snall set of essential objects and add only as
further objects are needed.

2. Require that objects be essential for managenent.
3. Consider evidence of current use and/or utility.
4. Limt the total nunber of objects.

5. Exclude objects that are sinply derivable fromothers in this or
ot her information nodels.

6. Avoid causing critical sections to be heavily instrumented. A
guideline is one counter per critical section per |ayer

3.3. Fault Managenent

The protocol designer should docunent the basic faults and health

i ndicators that need to be instrunented for the new protocol, as well
as the alarns and events that nust be propagated to managenent
applications or exposed through a data nodel

The protocol designer should consider how fault information will be
propagated. WII it be done using asynchronous notifications or
pol i ng of health indicators?

If notifications are used to alert operators to certain conditions,
then the protocol designer should di scuss nechanisns to throttle
notifications to prevent congestion and duplications of event
notifications. WIIl there be a hierarchy of faults, and will the
fault reporting be done by each fault in the hierarchy, or will only
the lowest fault be reported and the higher |evels be suppressed?
Shoul d there be aggregated status indicators based on concatenation
of propagated faults froma given domai n or device?
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SNWP notifications and sysl og nessages can alert an operator when an
aspect of the new protocol fails or encounters an error or failure
condition, and SNWP is frequently used as a heartbeat nonitor

Shoul d the event reporting provide guaranteed accurate delivery of
the event information within a given (high) margin of confidence?
Can we poll the latest events in the box?

3.3.1. Liveness Detection and Monitoring

Pr ot ocol designers should always build in basic testing features
(e.g., |ICWP echo, UDP/ TCP echo service, NULL RPCs (renote procedure
calls)) that can be used to test for liveness, with an option to
enabl e and di sabl e them

Mechani sns for nonitoring the |liveness of the protocol and for
detecting faults in protocol connectivity are usually built into
protocols. In sone cases, nmechanisns already exist wthin other
protocol s responsi ble for naintaining | ower-1ayer connectivity (e.g.,
| CMP echo), but often new procedures are required to detect failures
and to report rapidly, allowi ng remedial action to be taken.

These |iveness nonitoring nechani sns do not typically require
addi ti onal managenent capabilities. However, when a systemdetects a
fault, there is often a requirenment to coordi nate recovery action

t hrough managenent applications or at least to record the fact in an
event | og.

3.3.2. Fault Determ nation

It can be hel pful to describe how faults can be pinpointed using
managerent information. For exanple, counters mght record instances
of error conditions. Sone faults m ght be able to be pinpointed by
comparing the outputs of one device and the inputs of another device,
| ooking for anonalies. Protocol designers should consider what
counters should count. |[If a single counter provided by vendor A
counts three types of error conditions, while the correspondi ng
counter provided by vendor B counts seven types of error conditions,
these counters cannot be conpared effectively -- they are not

i nt eroper abl e counters.

How do you distingui sh between faulty nessages and good nessages?

Woul d sone threshol d- based nmechani snms, such as Renote Mnitoring
(RMON) events/alarnms or the EVENT-M B, be usable to hel p determ ne
error conditions? Are SNWP notifications for all events needed, or
are there sonme "standard" notifications that could be used? O can
rel evant counters be polled as needed?
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3.3.3. Root Cause Analysis

Root cause analysis is about working out where in the network the
fault is. For exanple, if end-to-end data delivery is failing
(reported by a notification), root cause analysis can help find the
failed link or node in the end-to-end path.

3.3.4. Fault |sol ation

It mght be useful to isolate or quarantine faults, such as isolating
a device that emts mal fornmed nessages that are necessary to

coordi nate connections properly. This nmight be able to be done by
configuring next-hop devices to drop the faulty nessages to prevent
themfromentering the rest of the network.

3.4. Configuration Managenent

A protocol designer should docunment the basic configuration
paraneters that need to be instrunented for a new protocol, as well
as default values and nodes of operation

What i nformati on shoul d be nmi ntai ned across reboots of the device,
or restarts of the nanagenent systenf

"Requirerments for Configurati on Managenent of | P-based Networks"

[ RFC3139] discusses requirements for configuration managenent,

i ncludi ng discussion of different |evels of managenment, high-Ieve
policies, network-w de configuration data, and device-Iloca
configuration. Network configuration is not just nulti-device push

or pull. It is knowing that the configurations being pushed are
semantically compatible. |Is the circuit between them configured
compati bly on both ends? |Is the IS 1S nmetric the same? ... Now

answer those questions for 1,000 devices.

A nunber of efforts have existed in the | ETF to devel op policy-based

configurati on managenent. "Termi nology for Policy-Based Managenent"

[ RFC3198] was witten to standardi ze the term nol ogy across these
efforts.

I npl enent ati ons should not arbitrarily nodify configuration data. In
sonme cases (such as access control lists (ACLs)), the order of data
items is significant and conprises part of the configured data. If a

prot ocol designer defines mechanisnms for configuration, it would be
desirable to standardi ze the order of elenments for consistency of
configuration and of reporting across vendors and across rel eases
from vendors.
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There are two parts to this:

1. A Network Managenent System (NVS) could optimze ACLs for
per f ormance reasons.

2. Unless the device/ NV5S systens has correct rules / a | ot of
experience, reordering ACLs can |lead to a huge security issue.

Net wor k- wi de configurations may be stored in central mnaster databases
and transformed into formats that can be pushed to devices, either by
generating sequences of CLI conmands or conplete configuration files
that are pushed to devices. There is no common dat abase schema for
networ k configuration, although the nodels used by various operators
are probably very simlar. Many operators consider it desirable to
extract, docunent, and standardize the common parts of these network-
wi de configuration database schenas. A protocol designer should
consi der how to standardi ze the comon parts of configuring the new
protocol, while recognizing that vendors nay al so have proprietary
aspects of their configurations.

It is inportant to enable operators to concentrate on the
configuration of the network as a whole, rather than individua
devices. Support for configuration transactions across a nunmber of
devices could significantly sinplify network configuration
managenent. The ability to distribute configurations to nultiple
devices, or to nmodify candi date configurations on multiple devices,
and then activate themin a near-sinultaneous manner m ght hel p.

Pr ot ocol designers can consider how it would make sense for their
protocol to be configured across nultiple devices. Configuration
tenpl ates m ght al so be hel pful

Consensus of the 2002 | AB Wrkshop [ RFC3535] was that textua
configuration files should be able to contain internationa
characters. Human-readabl e strings should utilize UTF-8, and
protocol elenents should be in case-insensitive ASCII.

A mechanismto dunp and restore configurations is a primtive
operation needed by operators. Standards for pulling and pushing
configurations fromto devices are desirable.

G ven configuration A and configuration B, it should be possible to
generate the operations necessary to get fromA to B with mninal
state changes and effects on network and systenms. It is inportant to
m nimze the inpact caused by configuration changes.

A protocol designer should consider the configurable itens that exist

for the control of function via the protocol elenents described in
the protocol specification. For exanple, sometimes the protoco
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requires that timers can be configured by the operator to ensure
speci fic policy-based behavior by the inplenentation. These tiners
shoul d have default values suggested in the protocol specification
and may not need to be otherw se configurable.

3.4.1. Verifying Correct Operation

An inmportant function that should be provided is gui dance on how to
verify the correct operation of a protocol. A protocol designer
coul d suggest techniques for testing the inpact of the protocol on
the network before it is deployed as well as techniques for testing
the effect that the protocol has had on the network after being
depl oyed.

Prot ocol designers should consider howto test the correct end-to-end
operation of the service or network, howto verify the correct
functioning of the protocol, and whether that is verified by testing
the service function and/or by testing the forwarding function of
each network elenment. This may be achieved through status and
statistical information gathered from devi ces.

3.5. Accounting Managenent

A protocol designer should consider whether it would be appropriate
to collect usage information related to this protocol and, if so,
what usage informati on woul d be appropriate to collect.

"Introduction to Accounting Managenent" [RFC2975] discusses a nunber
of factors relevant to nonitoring usage of protocols for purposes of
capacity and trend anal ysis, cost allocation, auditing, and billing.
The docurent al so di scusses how sonme existing protocols can be used
for these purposes. These factors should be considered when

desi gning a protocol whose usage m ght need to be nonitored or when
recomrendi ng a protocol to do usage accounting.

3.6. Performance Managenent

From a manageability point of view, it is inmportant to determ ne how
wel |l a network depl oying the protocol or technol ogy defined in the
docunent is doing. |In order to do this, the network operators need
to consider information that would be useful to determine the
performance characteristics of a deployed system using the target

pr ot ocol

The | ETF, via the Benchmar ki ng Met hodol ogy WG (BMAG), has defi ned
recomrendations for the neasurenment of the performance
characteristics of various internetworking technologies in a

| aboratory environnment, including the systems or services that are
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built fromthese technol ogi es. Each benchmarki ng recomrendati on
describes the class of equipment, system or service being addressed;
di scusses the performance characteristics that are pertinent to that
class; clearly identifies a set of netrics that aid in the
description of those characteristics; specifies the nethodol ogi es
required to collect said netrics; and lastly, presents the

requi renents for the conmon, unanbi guous reporting of benchmarking
results. Search for "benchmark" in the RFC search tool

Performance nmetrics may be useful in nultiple environments and for
different protocols. The IETF, via the I P Performance Monitoring
(IPPM WG has devel oped a set of standard netrics that can be
applied to the quality, perfornmance, and reliability of Internet data
delivery services. These netrics are designed such that they can be
performed by network operators, end users, or independent testing
groups. The existing netrics night be applicable to the new
protocol. Search for "netric" in the RFC search tool. In sone
cases, new netrics need to be defined. It would be useful if the
prot ocol documentation identified the need for such new netrics. For
performance nonitoring, it is often inportant to report the tine
spent in a state, rather than reporting the current state. Snapshots
are of |ess value for performance nonitoring.

There are several parts to perfornmance nmanagenent to be consi dered
protocol nonitoring, device monitoring (the inpact of the new
protocol / service activation on the device), network nonitoring, and
service nmonitoring (the inpact of service activation on the network)

3.6.1. DMonitoring the Protoco

Certain properties of protocols are useful to nonitor. The nunber of
prot ocol packets received, the nunber of packets sent, and the number
of packets dropped are usually very hel pful to operators.

Packet drops should be reflected in counter variabl e(s) sonewhere
that can be inspected -- both fromthe security point of view and
fromthe troubl eshooting point of view

Counter definitions should be unanbi guous about what is included in
the count and what is not included in the count.

Consi der the expected behaviors for counters -- what is a reasonable
maxi mum val ue for expected usage? Should they stop counting at the
maxi mum val ue and retain the maxi num val ue, or should they rollover?
How can users determine if a rollover has occurred, and how can users
determine if nore than one rollover has occurred?
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Consi der whether nultiple managenent applications will share a
counter; if so, then no one managenent application should be all owed
to reset the value to zero since this will inpact other applications.

Coul d events, such as hot-swapping a blade in a chassis, cause
di scontinuities in counter? Does this nmake any difference in
eval uating the performance of a protocol ?

The protocol docunent should make clear the limtations inmplicit
within the protocol and the behavior when |inmts are exceeded. This

shoul d be considered in a data-nodeling-independent manner -- what
makes managed- prot ocol sense, not what nmkes managenent - prot ocol -
sense. |f constraints are not managed- protocol -dependent, then it

shoul d be left for the managenent-protocol data nodelers to decide
For exanple, VLAN identifiers have a range of 1..4095 because of the
VLAN standards. A MB inplenenting a VLAN table should be able to
support 4096 entries because the content being nodeled requires it.

3.6.2. DMbonitoring the Device

Consi der whet her device performance will be affected by the nunber of
protocol entities being instantiated on the device. Designers of an
i nformati on nmodel should include information, accessible at runtine,
about the maxi mum nunber of instances an inpl enentati on can support,
the current nunber of instances, and the expected behavi or when the
current instances exceed the capacity of the inplenmentation or the
capacity of the device.

Desi gners of an informati on nodel should nodel infornation,

accessi ble at runtine, about the nmaxi mum nunber of protocol entity
i nstances an i npl enentati on can support on a device, the current
nunber of instances, and the expected behavi or when the current

i nstances exceed the capacity of the device.

3.6.3. DMonitoring the Network

Consi der whet her network performance will be affected by the number
of protocol entities being depl oyed.

Consi der the capability of determning the operational activity, such
as the nunber of nessages in and the nessages out, the nunber of

recei ved nessages rejected due to format problens, and the expected
behavi ors when a nal forned nmessage i s received.

VWhat are the principal performance factors that need to be | ooked at
when neasuring the operational perfornance of the network built using
the protocol? |Is it inportant to neasure setup tines? End-to-end
connectivity? Hop-to-hop connectivity? Network throughput?
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3.6.4. DMonitoring the Service

VWhat are the principal performance factors that need to be | ooked at
when neasuring the performance of a service using the protocol? |Is
it inportant to neasure application-specific throughput? dient-
server associations? End-to-end application quality? Service
interruptions? User experience?

3.7. Security Managenent

Pr ot ocol designers should consider how to nonitor and manage security
aspects and vulnerabilities of the new protocol

There will be security considerations related to the new protocol

To make it possible for operators to be aware of security-related
events, it is recommended that system |l ogs should record events, such
as failed logins, but the | ogs nust be secured.

Shoul d a system autonatically notify operators of every event
occurrence, or should an operator-defined threshold control when a
notification is sent to an operator?

Shoul d certain statistics be collected about the operation of the new
protocol that mght be useful for detecting attacks, such as the
recei pt of mal forned nmessages, nessages out of order, or nessages
with invalid timestanps? |If such statistics are collected, is it
important to count them separately for each sender to help identify
the source of attacks?

Manageabi l ity considerations that are security-oriented night include
di scussion of the security inplications when no nonitoring is in

pl ace, the regulatory inplications of absence of audit-trail or |ogs
in enterprises, exceeding the capacity of |ogs, and security
exposures present in chosen/recomended nmanagenent nechani sns.

Consi der security threats that nmay be introduced by nmanagenent
operations. For exanple, Control and Provisioning of Wrel ess Access
Poi nts (CAPWAP) breaks the structure of nonolithic Access Points
(APs) into Access Controllers and Wrel ess Term nati on Points (WPs).
By using a managenent interface, internal information that was
previously not accessible is now exposed over the network and to
managenment applications and may become a source of potential security
t hreats.
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The granularity of access control needed on managenent interfaces
needs to match operational needs. Typical requirenments are a role-
based access control mpodel and the principle of |east privilege,
where a user can be given only the m nimum access necessary to
performa required task.

Sone operators wish to do consistency checks of access control lists
across devices. Protocol designers should consider information
nmodel s to pronote conpari sons across devices and across vendors to
permt checking the consistency of security configurations.

Pr ot ocol designers should consider how to provide a secure transport,
aut hentication, identity, and access control that integrates well
with existing key and credential managenent infrastructure. It is a
good idea to start with defining the threat nodel for the protocol
and fromthat deducing what is required.

Prot ocol designers should consider how access control lists are
mai nt ai ned and updat ed.

Standard SNMP notifications or syslog nessages [ RFC5424] night

al ready exist, or can be defined, to alert operators to the
conditions identified in the security considerations for the new
protocol. For exanple, you can log all the conmands entered by the
operator using syslog (giving you some degree of audit trail), or you
can see who has | ogged on/off using the Secure SHell Protocol (SSH)
and fromwhere; failed SSH | ogins can be | ogged using syslog, etc.

An anal ysis of existing counters might help operators recogni ze the
conditions identified in the security considerations for the new
protocol before they can inpact the network.

Di fferent managenent protocols use different assunptions about
message security and data-access controls. A protocol designer that
recomends using different protocols should consider how security
will be applied in a bal anced manner across nultipl e nanagenent
interfaces. SNWP authority levels and policy are data-oriented,
while CLI authority levels and policy are usually command-oriented
(i.e., task-oriented). Depending on the management functi on,
sonetinmes data-oriented or task-oriented approaches nmake nore sense.
Pr ot ocol designers should consider both data-oriented and task-
oriented authority |l evels and policy.

4, Document ati on Gui del i nes

Thi s docunent is focused on what a protocol designer shoul d think
about and how t hose consi derations nmi ght be docunented.
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Thi s docunent does not describe interoperability requirenents but
rat her describes practices that are useful to foll ow when dealing
wi th manageability aspects in | ETF docunents, so the capitalized
keywords from [ RFC2119] do not apply here. Any occurrence of words
like "must’ or ’'should’ needs to be interpreted only in the context
of their natural, English-language neani ng.

4. 1. Recomended Di scussi ons

A Manageabil ity Considerations section should include discussion of

t he managenment and operations topics raised in this docunent, and
when one or nore of these topics is not relevant, it would be usefu
to contain a sinple statenent explaining why the topic is not

rel evant for the new protocol. O course, additional relevant topics
shoul d be included as well.

Exi sting protocols and data nodel s can provi de the nmanagenent
functions identified in the previous section. Protocol designers
shoul d consi der how using existing protocols and data nodel s m ght
i npact network operations.

4.2. Null Manageability Considerations Sections

A protocol designer nmay seriously consider the manageability

requi renents of a new protocol and determ ne that no rmanagenent
functionality is needed by the new protocol. It would be helpful to
those who may update or wite extensions to the protocol in the
future or to those depl oying the new protocol to know the thinking of
the working group regarding the nanageability of the protocol at the
time of its design.

If there are no new manageability or depl oyment considerations, it is
recomrended that a Manageability Considerations section contain a
sinple statenment such as, "There are no new nmanageability
requirenents introduced by this docunent,"” and a brief explanation of
why that is the case. The presence of such a Manageability

Consi derations section would indicate to the reader that due

consi derati on has been given to nmanageability and operations.

In the case where the new protocol is an extension and the base
protocol discusses all the rel evant operati onal and nanageability
considerations, it would be hel pful to point out the considerations
section in the base docunent.
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4.3. Placenent of Operations and Manageability Consi derations Sections

If a protocol designer devel ops a Manageability Considerations
section for a new protocol, it is recommended that the section be

pl aced i mmedi ately before the Security Considerations section

Revi ewers interested in such sections could find it easily, and this
pl acement could sinplify the devel opment of tools to detect the
presence of such a section.

5. Security Considerations

This docunment is informational and provides guidelines for
consi dering manageability and operations. It introduces no new
security concerns.

The provision of a managenent portal to a network device provides a
doorway t hrough which an attack on the device may be | aunched.

Maki ng the protocol under devel opnent be manageabl e through a
management protocol creates a vulnerability to a new source of
attacks. Only managenment protocols with adequate security apparatus,
such as authentication, nessage integrity checking, and

aut hori zation, should be used.

A standard description of the manageabl e knobs and whistles on a
protocol makes it easier for an attacker to understand what they may
try to control and how to tweak it.

A wel | -designed protocol is usually nore stable and secure. A
protocol that can be nmanaged and inspected offers the operator a
better chance of spotting and quarantining any attacks. Conversely,
maki ng a protocol easy to inspect is arisk if the wong person

i nspects it.

If security events cause |logs and/or notifications/alerts, a
concerted attack nmight be able to be nounted by causing an excess of
these events. |n other words, the security-managenent nechani sns
could constitute a security vulnerability. The managenent of
security aspects is inmportant (see Section 3.7).
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Appendi x A.  Operations and Managenent Revi ew Checkli st
Thi s appendi x provides a quick checklist of issues that protoco
desi gners shoul d expect operations and managenent expert reviewers to
| ook for when reviewi ng a docunent being proposed for consideration
as a protocol standard.

A.1. Operational Considerations

1. Has depl oynent been di scussed? See Section 2.1

* Does the docunent include a description of how this protoco
or technology is going to be depl oyed and managed?

* |s the proposed specification depl oyable? If not, how could
it be inproved?

* Does the solution scale well fromthe operational and
managenent perspective? Does the proposed approach have any
scaling issues that could affect usability for |arge-scale
operation?

* Are there any coexi stence issues?

2. Has installation and initial setup been discussed? See
Section 2. 2.

* |s the solution sufficiently configurable?
* Are configuration paraneters clearly identified?
* Are configuration parameters normalized?

* Does each configuration paraneter have a reasonabl e default
val ue?

* WII configuration be pushed to a device by a configuration
manager, or pulled by a device froma configuration server?

* How will the devices and managers find and authenticate each
ot her?

3. Has the migration path been di scussed? See Section 2.3.
* Are there any backward compatibility issues?

4. Have the Requirenents on other protocols and functiona
conmponents been discussed? See Section 2.4.
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* \What protocol operations are expected to be perfornmed relative
to the new protocol or technol ogy, and what protocols and data
nmodel s are expected to be in place or recommended to ensure
for interoperabl e managenent ?

5. Has the inpact on network operation been di scussed? See
Section 2.5.

* WII the new protocol significantly increase traffic |oad on
exi sting networks?

* WIIl the proposed managenent for the new protoco
significantly increase traffic | oad on existing networks?

* How will the new protocol inpact the behavior of other

protocols in the network? WIIl it inpact performance (e.g.,
jitter) of certain types of applications running in the sane
net wor k?

* Does the new protocol need supporting services (e.g., DNS or
Aut henti cation, Authorization, and Accounting - AAA) added to
an exi sting network?

6. Have suggestions for verifying correct operation been discussed?
See Section 2.6.

* How can one test end-to-end connectivity and throughput?

* Which nmetrics are of interest?

* WII testing have an inpact on the protocol or the network?
7. Has managenent interoperability been discussed? See Section 3.1

* |s a standard protocol needed for interoperable nmanagenent?

* |s a standard information or data nodel needed to nmke
properties comnparable across devices fromdifferent vendors?

8. Are there fault or threshold conditions that should be reported?
See Section 3.3.

* Does specific managerment information have tine utility?

* Should the informati on be reported by notifications? Polling?
Event-driven polling?

* |s notification throttling di scussed?

Harri ngton I nf or mat i onal [ Page 33]



RFC 5706 Ops and Mgnt Gui del i nes Noverber 2009
* |s there support for saving state that could be used for root
cause anal ysi s?
9. |Is configuration discussed? See Section 3.4.

* Are configuration defaults and default npdes of operation
consi der ed?

* |s there discussion of what information should be preserved
across reboots of the device or the managenent systenf? Can
devices realistically preserve this information through hard
reboots where physical configuration nmight change (e.g., cards
m ght be swapped while a chassis is powered down)?

A. 2. Managenent Consi derations

Do you anticipate any nmanageability issues with the specification?

1. |Is managenent interoperability discussed? See Section 3.1
* WII it use centralized or distributed nanagenent ?
* WIIl it require renote and/ or | ocal managenent applications?

* Are textual or graphical user interfaces required?

* |s textual or binary format for managenent information
preferred?

2. |Is managenent infornmation discussed? See Section 3.2.

* \What is the miniml set of management (configuration, faults,
performance nonitoring) objects that need to be instrunented
in order to nmanage the new protocol ?

3. 1s fault managenent discussed? See Section 3.3.

* |s Liveness Detection and Mnitoring di scussed?

* Does the solution have failure nodes that are difficult to
di agnose or correct? Are faults and alarns reported and
| ogged?

4. 1s configuration managenent di scussed? See Section 3.4.

* |s protocol state information exposed to the user? How? Are
significant state transitions | ogged?
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5. 1s accounting managenent discussed? See Section 3.5.
6. |Is performance managenent di scussed? See Section 3.6.

* Does the protocol have an inpact on network traffic and
net wor k devi ces? Can perfornmance be neasured?

* |s protocol performance information exposed to the user?
7. |s security managenent discussed? See Section 3.7.
* Does the specification discuss howto nmanage aspects of
security, such as access controls, nmanagi ng key distribution,
etc.

A. 3. Documentation

I's an operational considerations and/or nanageability section part of
t he docunent ?

Does the proposed protocol have a significant operational inmpact on
the Internet?

I's there proof of inplenentation and/or operational experience?
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