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Uncoor di nat ed Protocol Devel opnent Consi dered Harnfu
Abst r act

Thi s docunent identifies problens that may result fromthe absence of
formal coordi nation and joint devel opnent on protocols of nutua

i nterest between standards devel opment organi zations (SDGs). Sone of
these problens may cause significant harmto the Internet. The
docunent suggests that a robust procedure is required prevent this
fromoccurring in the future. The | AB has selected a nunber of case
studi es, such as Transport MPLS (T-MPLS), as recent exanples to
describe the hazard to the Internet architecture that results from
uncoor di nat ed adaptati on of a protocol

Thi s experience has resulted in a considerable inprovenent in the

relationship between the |ETF and the ITU-T. |In particular, this was
achi eved via the establishnent of the "Joint working team on
MPLS-TP". In addition, the | eadership of the two organi zations

agreed to inprove inter-organizati onal working practices so as to
avoid conflict in the future between | TU-T Recommendati ons and | ETF
RFCs.

Whilst we use ITUT - IETF interactions in these case studies, the
scope of the docunent extends to all SDOs that have an overl appi ng
protocol interest with the | ETF.

Status of This Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
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to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1. I nt roduction

The uncoordi nat ed adaptation of a protocol, paraneter, or code-point

by a standards devel opnent organi zation (SDO), either through the

al l ocation of a code-point without following the formal registration

procedures or by unilaterally nodifying the semantics of the protoco

or intended use of the code-point itself, poses a risk of harmto the
Internet [RFC4775].
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The purpose of this docunment is to describe the various probl ens that
may occur w thout formal coordination and joint devel opment on
protocol s of mutual interest between SDOs. Sone of the problens that
ari se may cause significant harmto the Internet. |In particular, the
| AB considers it an essential principle of the protocol devel opnent
process that only one SDO nmi ntai ns design authority for a given
protocol, with that SDO having ultimte authority over the allocation
of protocol paranmeter code-points and over defining the intended
semantics, interpretation, and actions associated with those code-
poi nt s.

There is currently a joint I|ETF - I TU- T devel opnent effort underway,
known as the MPLS Transport Profile (MPLS-TP), which is progressing
rapidly to extend MPLS in a way that is consistent with the MPLS
architecture, and fully satisfies the requirenents of the transport
network provider [LS26]. By way of a case study, we will refer to
the design and standardi zati on process of the | TU-T protocol known as
Transport MPLS (T-MPLS). Devel opnment of T-MPLS was abandoned

[ RFC5317] by ITU-T Study G oup 15 due to inherent conflicts with the
| ETF MPLS design and, in particular, with the Internet architecture.
These conflicts arose due to the | ack of coordination with the | ETF
as the design authority for MPLS

The goal of this document is to denonstrate the inportance of a
coordi nat ed approach to successful collaboration between SDOs, and to
expl ain a nodel for inter-SDO coll aborative protocol devel oprent that
is being used successfully by the ITU T and | ETF.

2. Protocol Design Rules

Thi s section describes a nunber of protocol design rules needed to
ensure the safe operation of a network. Wilst these rules will be
famliar to many protocol designers, the rules are restated here to
ensure that assunptions are clear and consistent. Differing
assunpti ons have been at the root of many m scoordi nati ons and

m sconmmuni cati ons between SDGCs in the past.

2.1. Protocol Safety

To understand the reasons why the | AB and | ETF regard uncoordi nat ed
use of code-points and/or protocol nodification as posing a risk of
harmto the Internet, it is necessary to recap sone inportant
principles of protocol design in |arge-scale netwrks such as the
Internet. Many end users and busi nesses have come to rely on the
Internet as part of their critical infrastructure, thus |arge-scale
networ ks, such as the Internet, represent significant econom c val ue.
Any outage in a |arge-scale network due to a protocol failure wll
therefore result in significant commercial and political damage
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2. 2.

2. 3.

2.4.

Bry

When two inconpatible protocols, or fornms of the same protocol, are
depl oyed wi thout coordination, there is a serious risk that this my
be catastrophic to the stability or security of the network.

Furthernore, the scale and distributed nature of the Internet is such
that it may be difficult or inpossible to rid the network of the

| ong-term consequences of the protocol inconpatibility. Therefore,
the followi ng issues are of critical inportance.

| nportance of I|nvariants

Invariants are core properties that are consistent across the network
and do not change over extremely long tine-scales. Protocol

desi gners use such invariants as axions in designing protocols. A
protocol often places an absolute reliance on an invariant to resolve
a design corner case. One exanple of an invariance in I[P that was
inherited in the design of MPLS is the invariant that a tinme to live
(TTL) value is nonotonically decreased and that a packet with TTL<=1
will not be forwarded. This is a safety mechanismto nmitigate the
damagi ng effects of packet-forwarding | oops. Another example is the
way that MPLS applies special semantics to the reserved | abel set
(0..15) [RFC3032], and the notion that a Label Switched Router (LSR)
is free to allocate |abels with a value of 16 or greater for its own
use.

I mportance of Correct ldentification

A special type of invariant is the allocation of a code-point. A
code-point may be used to identify a packet type or a conponent
within a packet. Wthout these identifiers, a packet is an opaque
sequence of bits. A packet parser operates by first identifying the
code-poi nt and then using the semantics associated with that code-
point to interpret other conmponents within the packet. Once a code-
point is defined, the interpretation of associated data and the
consequential actions becone protocol invariants. Subsequent
protocol devel opnment nust adhere to those invariants. The semantics
for an all ocated code-point rmust never change. |If a future
enhancenment requires different semantics, interpretation, or action,
then a new code-poi nt nmust be obt ai ned.

The Rol e of the Design Authority

A code-point such as an | EEE Ethertype is allocated to a design
authority such as the IETF. It is this design authority that
establi shes how information identified by the code-point is to be
interpreted to associate appropriate invariants. Modification and
extension of a protocol requires great care. |In particular, it is
necessary to understand the exact nature of the invariants and the
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consequences of nodification. Such understanding may not al ways be
possi bl e when protocols are nodified by organizations that don’t have
the experience of the original designers or the design authority
expert pool. Furthernore, since there can only safely be a single
interpretation of the information identified by a code-point, there
must be a unique authority responsible for authorizing and
docunenting the semantics of the information and consequentia

prot ocol actions.

In the case of IP and MPLS technol ogi es, the design authority is the
| ETF. The I ETF has an internal process for evolving and naintaining
the protocols for which it is the design authority. The |IETF also
has change processes in place [RFC4929] to work with other SDGCs that
requi re enhancenents to its protocols and architectures. Simlarly,
the 1TU- T has design authority for Recommendati on E. 164 [E. 164] and
al | ocates the rel evant code-points, even though the | ETF has design
authority for the protocols ("ENUM') used to access E. 164 nunbers
through the Internet DNS [ RFC3245].

It is a recormendation of this docunment that the | ETF introduces
addi ti onal change mechani snms to enconpass all of the technical areas
for which it has design authority.

2.5. Ships in the N ght

It may be tenpting for a designer to assert that the protocol
extensions it proposes are safe even though it breaks the invariants
of the original protocol because these protocol variants will operate
as ships in the night. That is, these protocol variants wll never
si mul taneously exist in the sane network domain and will never need
to inter-work. This is a fundamentally unsound assunption for a
nunber of reasons. First, it is infeasible to ensure that the two
instances will never be interconnected under any circunstances.
Second, even if the operators that deploy the protocols apply
appropriate due diligence to ensure that the two instances do not
conflict, it is infeasible to ensure that such conflicting protocols
will not be interconnected under fault conditions.

Thi s assunption of ships in the night is particularly hazardous when
the instances of the protocol share the sane identifying code-point.
This is because a systemis unable to determ ne which variant of the
protocol it has received, and hence how to correctly interpret the
associated information or to determ ne what protocol actions may be
saf el y execut ed.
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3. Examples of M scoordination

There are a variety of exanples where | ack of inter-SDO coordination
has led to the publication of flawed protocol designs. This section
descri bes a nunber of case studies that illustrate coordination

i ssues.

3.1. T-MPLS as a Case Study

A recent exanpl e where another SDO created a protocol based on

m sunder st andi ngs of | ETF protocols is T-MPLS. T-MPLS was created in
ITUT in an attenpt to design a packet-transport nethod for
transport-oriented networks. This is an exanple of the success that
| ETF protocols have enjoyed, and ITU-T s interest and sel ection of
MPLS is a conplinment to the ETF work. Quite late in the ITUT
design and specification cycle, there were a nunber of liaison
exchanges between the ITU-T and the | ETF, where the | ETF becane

i ncreasingly concerned about inconpatibility of |ETF MPLS procedures
and technologies with ITUT T-MPLS [ RFC5317]. Extensive di scussions
took place regarding interpretation, definition, and

m sunder st andi ngs regardi ng aspects such as MPLS Label 14, MPLS swap
operation, TTL senantics, reservation of additional |abels, and EXP
bits. If ITUT had worked with IETF fromthe start in devel oping

T- MPLS, these problens could have been avoided. A detailed analysis
of the T-MPLS case is provided in Appendi x A

3.2. PPP over SONET/ SDH (Synchronous Optical Network / Synchronous
Di gital Hierarchy)

An exanmpl e of where the IETF failed to coordinate with the ITUT is

[ RFC1619], which defined PPP over SONET. |In the text dealing with
the SONET/ SDH Synchr onous Payl oad Envel ope (SPE), the docunent
erroneously stated that "no scranbling is needed during insertion
into the SPE." It was later determ ned by SONET experts operating in
the ITUT and in ANSI that this error arose due to an inconplete
under st andi ng of the SONET scrambler. By not using a scranbler, the
protocol was attenpting to transport non-transparent data over SONET.
This resulted in lost or misinterpreted data in the Packet over SONET
(PoS) network. This inpacted routing, signaling, and end-user data
traffic. Details of this work are described in [PPPOSONET]. This
probl em woul d have been prevented if the | ETF had worked with ITU T
and ANSI in initially developing [RFC1619] . The probl em was
resolved by working jointly with ITUT and ANSI experts to publish

[ RFC2615], which mandated the use of scranbling.

Note that [ RFC1619] was devel oped four years before the | ETF and

I TUT agreed on formal procedures for cooperation, as docunmented in
[ RFC2436] (which was | ater obsol eted by [ RFC3356]).
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4.

4.

4.

Managi ng | nformation Fl ow

This section recommends that intra- and inter-SDO information flows
require careful nmanagenent in order to prevent the accidenta

ext ension of protocols w thout conplete coordination of the work with
the rel evant design authority.

1. Managing Information Flow within an SDO

One cannot assune that an SDO is conpletely fanmiliar with the
internal structure, information exchange, or internal processes of
another SDO. Hence, the initial contact point and the subgroup with
which a long-termworking relationship is forned has a duty to ensure
that the work is fully notified and coordinated to all rel evant
parties within the SDO

2. Managi ng Information Fl ow between SDOs

A reconmendation is that, as part of their docunent-approval process,
SDGCs should confirmthat all protocol paraneters, code-points, TLV
identifiers, etc., have been authorized by the appropriate design
authority (e.g., 1ANA |ETF, etc. in this case) and that SDO approva
fromthe design authority has been obtained prior to publishing
protocol extensions. This confirmation should be an integral part of
the approval or consent process as verifying that the normative
references are qualified.

MPLS- TP as Best Practice

In order to bridge the gap between the two organi zations, the | ETF
and the ITUT established a joint working team (JW) to assess

whet her it was possible to enhance existing MPLS standards to provide
a best-in-class solution for transport networks. The outcone of this
investigation is reported in [ RFC5317].

The JWI proposed a design that was acceptable to both SDGCs. This has
led to the creation of the MPLS-TP project. This is a joint project
in which the ITUT experts work with the | ETF on protocol -devel opnent
tasks, and | ETF nenbers work within the ITUT to understand
requirenents and to assist in the creation of ITU T recomendati ons
that describe MPLS-TP in which the technical definition is provided
through nornmative references to | ETF RFCs.

Al t hough the JWI approach allowed the IETF and the ITU T to agree on
a met hod of resolving the T-MPLS problem this approach had a
significant resource cost. The JW required considerable protocol -
desi gn expertise and | ETF managenent tinme to agree on a suitable
technical solution. A lightweight process, starting with cl ose
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coordi nation during the requirements phase and continuing during the
devel opment phase, would likely reduce the resources needed to an
acceptable level in the future.

6. | ETF Change Process

There is an MPLS-change-process [ RFC4929] . However, the | ETF has
not yet defined a change process that is applicable to all of its
work areas. The problens described in this docunent indicate that
the | ETF needs to devel op a universal change process. The MPLS-
change-process would seemto be a suitable starting point.

7. Security Considerations

The uncoordi nat ed devel opnent of protocols poses a risk of harmto
the Internet and nust not be permtted. The enhancenent or
nmodi fi cation of a protocol can increase attack surfaces considerably
and nay therefore conpromi se the security or stability of the
Internet. The | ETF has a review process that conbi nes cross-area
review with specialist security review by experts famliar with the
devel opment and depl oynent context of the Internet protocol suite.

In particular, because of the Internet infrastructure' s reliance on
the IP and MPLS protocol suites, this security review process nust be
exercised with considerable diligence. Failure to apply this review
process exposes the Internet to increased risk along both security
and stability vectors.
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10.

11.

12.

Emer gi ng | ssues

Al t hough we have used T-MPLS as a case study, there are other ongoing
I TU-T projects and core | ETF specifications that could be the subject
of either inproved coordination or new conflicts, depending on

whet her or not the principles outlined in this document are adhered
to by the IETF and I TU. Two current exanples are [Y.2015] and

[QFl owsig]. New areas with potential for cooperation or conflict
are enmerging fromthe work of ITU T SGL3 Question 7, "IPv6" -- for
exanple: [Y.ipv6split] and [Y.ipv6m gration].

I mproved coordination, of course, is not linmted to the relationship
between I ETF and ITU-T. This issue is present between a set of SDOCs.
The 1ETF - ITU-T rel ationship has sinmply been used because there is a
recent exanple where a potential disaster was, through much hard
work, not only prevented but turned into a net gain for all.

Concl usi on

It is inportant that all SDOs devel opi ng standards that affect the
operation of the Internet learn the | essons that arise from cases
cited in this docunent. Uncoordinated parallel work between SDOs
creates significant problens with potentially danagi ng operation

i npact to those that deploy and use the Internet. Both inter- and
intra-SDO i nformation flow needs to be well managed to ensure that
all inpacted parties are aware of work items. Finally, the | ETF
needs to devel op a universal change process that enconpasses all of
its work areas.

Informative References

[ E. 164] I TUT, "ITU Recomrendati on E. 164: The internationa
public tel ecommunicati on nunbering plan”,
February 2005

[ LS26] I TUT Study Group 15, "Cooperation Between | ETF and
I TUT on the Devel opnent of MPLS-TP', GCeneva,
Decenber 2008, <https://datatracker.ietf.org/
docunent s/ LI Al SOV fi | e596. pdf >.

[ PPPOSONET] Manchester, J., et al., "PPP over SONET/SDH', Work in
Progress, COctober 1997.

[ Q Fl owsi g] ITUT Study Goup 11, Question 5, "Signalling protocols

and procedures relating to fl ow state aware access QS
control in an NGN', Draft Recommendation

Bryant, et al. I nf or mat i onal [ Page 9]



RFC 5704

[ RFC1393]

[ RFC1619]

[ RFC2436]

[ RFC2615]

[ RFC3031]

[ RFC3032]

[ RFC3245]

[ RFC3270]

[ RFC3356]

[ RFC3429]

[ RFC4379]

[ RFCA775]

Bryant, et al.

Uncoor di nat ed Har nf ul Novenber 2009

Mal kin, G, "Traceroute Using an IP Option", RFC 1393,
January 1993.

Si mpson, W, "PPP over SONET/SDH', RFC 1619, May 1994.

Brett, R, Bradner, S., and G Parsons, "Collaboration
between | SOC/ I ETF and | TU-T", RFC 2436, Cctober 1998.

Malis, A and W Sinpson, "PPP over SONET/ SDH',
RFC 2615, June 1999.

Rosen, E., Viswanathan, A., and R Call on,
"Mul tiprotocol Label Switching Architecture", RFC 3031,
January 2001.

Rosen, E., Tappan, D., Fedorkow, G, Rekhter, Y.,
Farinacci, D., Li, T., and A Conta, "MPLS Label Stack
Encodi ng", RFC 3032, January 2001.

Klensin, J. and | AB, "The Hi story and Context of

Tel ephone Nunber Mapping (ENUM) Operational Deci sions:
I nformati onal Docunents Contributed to | TU-T Study
Goup 2 (S&)", RFC 3245, March 2002.

Le Faucheur, F., Wi, L., Davie, B., Davari, S.,
Vaananen, P., Krishnan, R, Cheval, P., and J.
Hei nanen, "Multi-Protocol Label Switching (MPLS)
Support of Differentiated Services", RFC 3270,
May 2002.

Fi shman, G and S. Bradner, "Internet Engineering Task
Force and I nternati onal Tel econmuni cati on Union -

Tel ecommuni cati ons Standardi zati on Sector Col | aboration
Gui del i nes", RFC 3356, August 2002.

Ohta, H., "Assignnent of the "OAM Alert Label’ for
Mul ti protocol Label Switching Architecture (MPLS)
Operation and Mai ntenance (QAM Functions"”, RFC 3429,
Novenber 2002.

Konpella, K and G Swallow, "Detecting Milti-Protocol
Label Switched (MPLS) Data Pl ane Failures", RFC 4379,
February 2006.

Bradner, S., Carpenter, B., and T. Narten, "Procedures

for Protocol Extensions and Variations”, BCP 125,
RFC 4775, Decenber 2006.

I nf or mat i onal [ Page 10]



RFC 5704 Uncoor di nat ed Har nf ul Novenber 2009

[ RFC4929] Andersson, L. and A Farrel, "Change Process for
Mul tiprotocol Label Switching (MPLS) and Ceneralized
MPLS (GWLS) Protocols and Procedures”, BCP 129,
RFC 4929, June 2007.

[ RFC5129] Davie, B., Briscoe, B., and J. Tay, "Explicit
Congestion Marking in MPLS", RFC 5129, January 2008.

[ RFC5317] Bryant, S. and L. Andersson, "Joint Wirking Team (JW)
Report on MPLS Architectural Considerations for a
Transport Profile", RFC 5317, February 2009.

[ RFC5462] Andersson, L. and R Asati, "Miltiprotocol Label
Switching (MPLS) Label Stack Entry: "EXP'" Field Renamed
to "Traffic O ass" Field', RFC 5462, February 2009.

[ RFC5654] Ni ven-Jenkins, B., Brungard, D., Betts, M, Sprecher,
N., and S. Ueno, "Requirenments of an MPLS Transport
Profile", RFC 5654, Septenber 2009.

[Y.1711-2002] ITU-T Study Goup 13, "ITU T Reconmendation Y.1711: OAM
mechani sm f or MPLS networ ks”, Novenber 2002.

[Y.1711-2004] ITU-T Study Goup 13, "ITU T Reconmendation Y.1711: OAM
mechani sm for MPLS networ ks", February 2004.

[Y.1711anl] ITUT Study Goup 13, "ITU- T Recommendation Y.1711
Amendnent 1: New Function Type Codes", Cctober 2005.

[Y.1711corl] |ITU-T Study Goup 13, "ITU T Recommendation Y.1711
(2004) corrigendum 1", February 2005.

[Y.2015] ITUT Study Goup 13, Question 5, "General Requirenents
for 1D/ Locator Separation in NG\'.

[Y.ipvem gration]
ITUT, "ITU draft Y.ipvenigration: Roadmap for |Pv6
m gration from NGN operators perspective", 2009.

[Y.ipvesplit] ITU-T, "ITU draft Y.ipvésplit: Framework of 1D/ LOC
separation in | Pv6-based NGN', 2009.

Bryant, et al. I nf or mat i onal [ Page 11]



RFC 5704 Uncoor di nat ed Har nf ul Novenber 2009

Appendi x A. A Review of the T-MPLS Case

T-MPLS was created in ITUT in an attenpt to design an MPLS-based
packet-transport nethod for transport-oriented networks. This
appendi x describes the technical issues that the IETF identified with
the T-MPLS docunents and their consequences.

A.1l. Miltiple Definitions of Label 14

To appreciate why the use of MPLS Reserved Label 14 by the T- MPLS
protocol represented a safety concern to the Internet, it is

i mportant to understand the current standards that use MPLS Reserved
Label 14.

The governing standard on the use of MPLS Reserved Label 14 is

[ RFC3429], "Assignnent of the "OAM Alert Label’ for Miltiprotoco
Label Switching Architecture (MPLS) Operation and Mi ntenance (OAM
Functi ons".

Label 14 is assigned to a specific protocol, nanely, ITUT
Recomendation [Y.1711-2002].

| TU-T Recomendation [Y.1711-2002] has been superseded by newer
versions, specifically: [Y.1711-2004], [Y.1711corl], and [Y.1711lant].

Al'l three docunents are currently in force as | TU- T Reconmendati ons.

The problemis that the changes nmade to Y. 1711 were never reflected
in an update to RFC 3429, which only defines the protocol as
specified by the now superseded 2002 Recommendation. So for exanple,
MPLS equi prent responding to an MPLS packet containing Label 14 woul d
expect to see the 2002 version of the Y.1711 [Y.1711-2002] protoco
and woul d not recogni ze any of the new function codes specified in

Y. 1711 Arendment 1. This problem arises because Y.1711 does not have
a version field, and RFC 3429 offers no other nethod to di sanbi guate
non-i nteroperabl e versions of Y.1711. Having a version nunmber in the
protocol permits an inplementer to codify non-interoperability.
Furthernmore, the | ETF as the authority over Label 14 semantics has
the final say over maintaining the interoperability of the protoco
enpl oyi ng that code-point, unless the IETF explicitly del egates such
authority.

Wth regard to T-MPLS, there was a |l ack of coordination between the
ITUT and the | ETF over the redefinition of the semantics of MPLS
Label 14, which resulted in protocol definitions that conflicted with
the | ETF MPLS architecture.
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The MPLS architecture [ RFC3031], defines a swap operation as an
atom ¢ function that replaces the top label in an MPLS | abel stack

wi th another | abel, which provides context for the next hop LSR
However, the I TU-T Recomendations that specified the new OAM
functions defined by Label 14 redefined the |abel-swap operation as a
POP, followed by a PUSH, thereby causing all LSRs to inspect the

| abel stack for the presence of Label 14 at each hop. This proposed
new behavi our conflicts with the | ETF definition of a swap operation

The behavi our proposed in these specifications would have had mgj or
consequences for depl oyed hardware designs. The outcone woul d have
been that the equipnents built according to the two different

speci ficati ons woul d have been inconpatible. 1t is inportant that
the atomi c procedure defined in [ RFC3031] is kept unchanged.

A 2. Redefinition of TTL Semantics

The standard met hod of delivering an OAM nessage to an entity on a
Label Switched Path (LSP), such that the OAM nmessage shares its fate
with the data traffic, is to use TTL expiry. The IETF s Internet
Protocol (IP) utilizes this nmechanismfor traceroute [RFC1393], as
does MPLS ping [ RFC4379].

At one stage, the T-MPLS designers considered a nulti-Ilevel OAM
design in which the OAM packet was steered to its target by a process
i n which some nodes increased the TTL as they forwarded the QAM
packet to its next hop. TTL is a safety device in the IETF IP and
MPLS architecture that prevents a packet from continuously | ooping
under fault conditions. Thus, the proposed extension to support an
enhanced OAM nmechani smvi ol ated an MPLS design invariant specifically
i ntroduced to ensure safe operation of the Internet by preventing
persi stent forwardi ng | oops.

A. 3. Reservation of Additional Labels

The | ETF MPLS protocol uses a small nunber of reserved |abels

[ RFC3032] as a nechanismto provide additional context and to trigger
some special processing operations in the forwarder. All other

| abel s used for forwarding use semantics defined by the forwarding
equi val ence class (FEC). In an early inplenentation of T-MPLS, the
desi gners determ ned that they needed sone additional |abels to alert
the forwarder that the packet needed special processing. Thus, a
conflict was thereby introduced between the behavi our of an | ETF MPLS
LSR and LSRs that operate according to the specification in the ITUT
Recommendati on. Thus, sonme LSRs would attribute special semantics to
Label s 16..31, whilst other LSRs woul d perform normal forwarding on

t hem
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A 4. Redefinition of MPLS EXP Bits

The early MPLS docunents defined the formof the MPLS | abel stack
entry [ RFC3032]. This includes a three-bit field called the "EXP
field'. The exact use of this field was not defined by these
docunents, except to state that it was to be "reserved for
experinental use".

Al t hough the intended use of the EXP field was as a "C ass of
Service" (CoS) field, it was not named a CoS field by these early
docunment s because the use of such a CoS field was not considered to
be sufficiently defined. Today, a nunber of standards docunents
define its usage as a CoS field ([ RFC3270], [RFC5129]), and hardware
is depl oyed that assumes this exclusive usage.

The T- MPLS desi gners, unaware of the historic reason for the
"provisional" naming of this field, assuned that they were avail able
for any experimental use and re-purposed themto indicate the

mai nt enance-entity |l evel (a hierarchical naintenance mechani sm

The intended use of the EXP field was subsequently carried in
[ RFC5462], which reinforces this use by formally changing the nane to
Traffic Cass (TCO).

A.5. The Consequences for the Network Operators

Transport network operators need a way to realize the statistica
gain inherent in packet networking while retaining the famliar
operational structure of their SONET/SDH networks. T-MPLS was an
attenpt to provide that functionality. However, creating an

i nconpatible variant of MPLS wi thout tight coordination with | ETF
created a nunber of problens for network operators.

Firstly, those operators that deployed T-MPLS in production networks
will need to address the risk and conplexity of transitioning their
network to MPLS-TP. Secondly, there has been a consequential del ay
of the necessary enhancenents to MPLS to neet their needs [ RFC5654]
as the I1ETF and I TU- T executed a redevel opment of MPLS-based
transport network protocols.

Fortunately, the two organi zations are now wor ki ng together to design
t he necessary enhancenents

The resulting technol ogy, MPLS-TP, brings significant benefits to

all. However, this has not been w thout cost. Had things continued,
we are not sure what would have happened -- at the | east, the |arger
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MPLS comuni ty woul d have been denied the benefit of better OAM and
the transport community woul d have been denied the many benefits of
an interoperabl e sol ution.

A. 6. The Consequences for the SDOs
The process of resolution required considerabl e resources and
introduced a great deal of conflict between the I ETF and the I TU-T,
much of which was exposed to public scrutiny, to the detrinment of
bot h organi zations. |In particular, this conflict-resolution process
consuned the very resources required to devel op an opti nal
architecture for MPLS in transport networKks.
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