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Abstract

Si nce cryptographic al gorithns can beconme weak over the years, it is
necessary to evaluate their security suitability. Wen signing or
verifying data, or when encrypting or decrypting data, these

eval uati ons nust be considered. This docunment specifies a data
structure that enables an automated anal ysis of the security
suitability of a given cryptographic algorithmat a given point of
time, which may be in the past, the present, or the future.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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Thi s docunent nmay contain material from|ETF Docunments or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nodi fi cations of such naterial outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. Introduction
1.1. Mot i vati on

Digital signatures can provide data integrity and authentication.
They are based on cryptographic algorithns that are required to have
certain security properties. For exanple, hash al gorithns nust be
resistant to collisions, and in case of public key al gorithns,
computation of the private key that corresponds to a given public key
must be infeasible. |If algorithnms |lack the required properties,
signatures could be forged, unless they are protected by a strong
crypt ographi c al gorithm

Cryptographic algorithns that are used in signatures shall be

sel ected to resist such attacks during their period of use. For
signature keys included in public key certificates, this period of
use is the validity period of the certificate. Cryptographic
algorithnms that are used for encryption shall resist such attacks
during the period it is planned to keep the information confidential

Only very few algorithns satisfy the security requirenments. Besides,
because of the increasing performance of conputers and progresses in
crypt ography, algorithns or their parameters becone insecure over the
years. The hash algorithm MD5, for exanple, is unsuitable today for
many purposes. A digital signature using a "weak" al gorithm has no
probative val ue, unless the "weak" algorithm has been protected by a
strong algorithmbefore the tine it was considered to be weak. Many
kinds of digital signed data (including signed docunents, tinestanps,
certificates, and revocation lists) are affected, particularly in the
case of long-termarchiving. Over long periods of time, it is
assuned that the algorithns used in signatures becone insecure.

For this reason, it is inmportant to periodically evaluate an
algorithms fitness and to consider the results of these eval uations
when creating and verifying signatures, or when naintaining the
validity of signatures made in the past. One result is a projected
validity period for the algorithm i.e., a prediction of the period
of time during which the algorithmis fit for use. This prediction
can help to detect whether a weak algorithmis used in a signature
and whether that signature has been properly protected in due tine by
anot her signature nmade using an algorithmthat is suitable at the
present point of time. Algorithmevaluations are nmade by expert
conmittees. In Germany, the Federal Network Agency annually
publ i shes eval uati ons of cryptographic algorithns [BNetzAg.2008].
Exanmpl es of ot her European and international evaluations are

[ ETSI - TS102176- 1- 2005] and [ NI ST. 800-57- Part 1. 2006] .
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These eval uations are published in docunents intended to be read by
humans. Therefore, to enabl e automated processing, it is necessary
to define a data structure that expresses the content of the

eval uations. This standardi zed data structure can be used for
publication and can be interpreted by signature generati on and
verification tools. Al gorithmevaluations are pooled in a security
suitability policy. |In this docunent, a data structure for a
security suitability policy is specified. Therefore, the docunent
provides a framework for expressing eval uations of cryptographic
algorithms. This docunent does not attenpt to catal og the security
properties of cryptographic algorithns. Furthernore, no guidelines
are nmade about which kind of algorithns shall be eval uated, for
exanpl e, security suitability policies may be used to evaluate public
key and hash al gorithms, signature schemes, and encryption schenes.

1.2. Term nol ogy

Algorithm A cryptographic algorithm i.e., a public key or hash
algorithm For public key algorithns, this is the algorithmwth
its parameters, if any. Furthernore, the term"algorithnt is used
for cryptographic schemes and for actually paddi ng functions.

Qperator: Instance that uses and interprets a policy, e.g., a
signature-verificati on conponent.

Policy: An abbreviation for security suitability policy.

Publ i sher: [Instance that publishes the policy containing the
eval uation of al gorithns.

Security suitability policy: The evaluation of cryptographic
algorithms with regard to their security in a specific application
area, e.g., signing or verifying data. The evaluation is
published in an electronic format.

Suitable algorithm An algorithmthat is eval uated agai nst a policy
and deternmined to be valid, i.e., resistant against attacks, at a
particul ar point of tine.

1.2.1. Conventions Used in This Document
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1.3. Use Cases
Sone use cases for a security suitability policy are presented here.

Long-term archiving: The nbst inportant use case is long-term
archiving of signed data. Al gorithns or their paraneters becone
i nsecure over |long periods of time. Therefore, signatures of
archived data and timestanps have to be periodically renewed. A
policy provides information about suitable and threatened
algorithms. Additionally, the policy assists in verifying
archived as well as re-signed docunents.

Services: Services may provide information about cryptographic
algorithms. On the basis of a policy, a service is able to
provi de the date when an al gorithm becanme i nsecure or presunmably
wi || become insecure, as well as information regardi ng which
algorithnms are presently valid. Verification tools or long-term
archiving systens can request such services and therefore do not
need to deal with the algorithmsecurity by thensel ves.

Long-term Archive Services (LTA) as defined in [ RFC4810] may use
the policy for signature renewal

Si gning and verifying: Wen signing documents or certificates, it
must be assured that the algorithnms used for signing or verifying
are suitable. Accordingly, when verifying Cryptographi c Message
Syntax (CMB) [ RFC5652] or XM signatures ([RFC3275],

[ ETSI - TS101903]), not only the validity of the certificates but
also the validity of all involved algorithns nmay be checked.

Re-encryption: A security suitability policy can also be used to
decide if encrypted docunents nust be re-encrypted because the
encryption algorithmis no | onger secure.

2. Requirenents and Assunptions

Section 2.1 describes general requirenments for a data structure
containing the security suitability of algorithms. |In Section 2.2,
assunptions are specified concerning both the design and the usage of
the data structure

A policy contains a list of algorithns that have been evaluated by a
publisher. An algorithmevaluation is described by its identifier,
security constraints, and validity period. By these constraints, the
requirenents for algorithmproperties nust be defined, e.g., a public
key algorithmis evaluated on the basis of its paraneters.
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2.1. Requirenents

Automatic interpretation: The data structure of the policy nust
al | ow aut omat ed eval uati on of the security suitability of an
al gorithm

Flexibility: The data structure nmust be flexible enough to support
new al gorithns. Future policy publications may include
eval uations of algorithms that are currently unknown. It nust be
possible to add new al gorithns with the correspondi ng security
constraints in the data structure. Additionally, the data
structure nust be independent of the intended use, e.g.,
encryption, signing, verifying, and signature renewi ng. Thus, the
data structure is usable in every use case.

Source authentication: Policies may be published by different
institutions, e.g., on the national or European Union (EU) |evel,
whereas one policy needs not to be in agreement with the other
one. Furthernore, organizations may undertake their own
eval uations for internal purposes. For this reason a policy nust
be attributable to its publisher

Integrity and authenticity: It must be possible to assure the
integrity and authenticity of a published security suitability
policy. Additionally, the date of issue nust be identifiable.

2.2. Assunptions

It is assuned that a policy contains the evaluations of all currently
known al gorithms, including the expired ones.

An algorithmis suitable at a tine of interest if it is contained in
the current policy and the tine of interest is within the validity
period. Additionally, if the algorithmhas any paraneters, these
paraneters nust neet the requirenents defined in the security
constraints.

If an algorithm appears in a policy for the first tine, it may be
assuned that the algorithm has already been suitable in the past.
General ly, algorithnms are used in practice prior to eval uation.

To avoid inconsistencies, nultiple instances of the sane algorithm
are prohibited. The publisher nmust take care to prevent conflicts
within a policy.

Assertions nade in the policy are suitable at |east until the next
policy is published.
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Publ i shers may extend the lifetine of an algorithmprior to reaching
the end of the algorithms validity period by publishing a revised
policy. Publishers should not resurrect algorithns that are expired
at the tine a revised policy is published.

3. Data Structures

This section describes the syntax of a security suitability policy
defined as an XM. schema [ WBC. REC- xml schema- 1- 20041028] . ASN. 1
nmodul es are defined in Appendi x C and Appendi x D. The schena uses
the followi ng XM. nanespace [ WBC. REC- xni - nanes- 20060816] :

urn:ietf:paranms: xm :ns:dssc

Wthin this docunent, the prefix "dssc" is used for this namespace.
The schema starts with the followi ng schema definition

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://wwmv w3. or g/ 2001/ XM_Schenma"
xm ns: dssc="urn:ietf:paranms: xm :ns:dssc”
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xnl dsi g#"
t ar get Nanmespace="urn: i etf: parans: xm : ns: dssc"
el enment For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >
<xs:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >
<xs:inport namespace="http://ww. w3. org/ 2000/ 09/ xnm dsi g#"
schemaLocati on="xnl dsi g- cor e- schenma. xsd"/ >

3.1. SecuritySuitabilityPolicy

The SecuritySuitabilityPolicy elenment is the root elenent of a
policy. It has an optional id attribute, which MIST be used as a

ref erence when signing the policy (Section 3.13). The optional |ang
attribute defines the | anguage according to [ RFC5646]. The | anguage
is applied to all human-readable text within the policy. |If the lang
attribute is omtted, the default |anguage is English ("en"). The
element is defined by the foll ow ng schema
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<xs: el enent name="SecuritySuitabilityPolicy"
type="dssc: SecuritySuitabilityPolicyType"/>
<xs: conpl exType name="SecuritySuitabilityPolicyType">
<XS:sequence>
<xs: el enent ref="dssc: PolicyNane"/>
<xs:el enent ref="dssc: Publisher"/>
<xs: el enent name="Pol i cyl ssueDat e" type="xs:dateTi me"/>
<xs: el enent name="Next Updat e" type="xs:dateTi me" ni nCccurs="0"/>
<xs: el enent name="Usage" type="xs:string" m nCccurs="0"/>
<xs: el enent ref="dssc: Al gorithni naxOccurs="unbounded"/>
<xs: el enent ref="ds: Signature" m nCQccurs="0"/>
</ xs: sequence>
<xs:attribute name="version" type="xs:string" default="1"/>
<xs:attribute name="|ang" default="en"/>
<xs:attribute name="id" type="xs:I1D'/>
</ xs: conpl exType>

3.2. PolicyNane

The Pol i cyNane el ement contains an arbitrary name for the policy.
The optional elenments (bject Identifier (O D) and Uniform Resource
Identifier (URI) MAY be used for the identification of the policy.
O Ds MJST be expressed in the dot notation

<xs: el enent name="Pol i cyNanme" type="dssc: Pol i cyNaneType"/>
<xs: conpl exType nanme="Pol i cyNaneType" >
<XS:sequence>
<xs: el enent ref="dssc: Name"/>
<xs: el enent ref="dssc: bjectldentifier" mnCccurs="0"/>
<xs:elenent ref="dssc: URI" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: el enent nanme="Nane" type="xs:string"/>
<xs: el enent nane="bjectldentifier">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="(\d+\.)+\d+"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<xs:el ement name="URI" type="xs:anyURl "/>
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3. 3. Publ i sher

The Publisher el enent contains information about the publisher of the
policy. It is conposed of the nane (e.g., nanme of institution), an
optional address, and an optional URI. The Address el ement contains
arbitrary free-format text not intended for automatic processing.

<xs: el enent name="Publisher" type="dssc: PublisherType"/>
<xs: conpl exType name="Publ i sher Type" >
<XS:sequence>
<xs: el enent ref="dssc: Name"/>
<xs: el enent name="Address" type="xs:string" mnQccurs="0"/>
<xs:elenent ref="dssc: URI" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

3.4. PolicylssueDate

The Policyl ssueDate el ement indicates the point of tine when the
policy was issued.

3.5. Next Update

The optional NextUpdate el ement MAY be used to indicate when the next
policy will be issued.

3.6. Usage

The optional Usage el enent determ nes the intended use of the policy
(e.g., certificate validation, signing and verifying docunents). The
el ement contains free-format text intended only for human
readability.

3.7. A gorithm

A security suitability policy MJST contain at |east one Al gorithm
element. An algorithmis identified by an Al gorithm dentifier
element. Additionally, the Al gorithm el enment contains al

eval uati ons of the specific cryptographic algorithm Mre than one
eval uati on may be necessary if the eval uati on depends on the
paraneter constraints. The optional Information el ement MAY be used
to provide additional information |ike references on algorithm
specifications. 1In order to give the option to extend the Al gorithm
element, it additionally contains a wildcard. The Al gorithm el enent
is defined by the foll owing schema
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<xs: el enent name="Al gorithm type="dssc: Al gorithnType"/>
<xs: conpl exType nanme="Al gorithnmlype">
<XS:sequence>
<xs: el enent ref="dssc: Algorithmdentifier"/>
<xs: el enent ref="dssc: Eval uati on" maxCccur s="unbounded"/ >
<xs:el enent ref="dssc:Information" m nCccurs="0"/>
<xs:any nanespace="##ot her" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

3.8. Algorithmdentifier

The Algorithmdentifier element is used to identify a cryptographic

algorithm It consists of the algorithmnane, at |east one O D, and
optional URIs. The algorithmnane is not intended to be parsed by
automatic processes. It is only intended to be read by humans. The

O D MUST be expressed in dot notation (e.g., "1.3.14.3.2.26"). The
el ement is defined as foll ows:

<xs: el enent name="Al gorithm dentifier"
type="dssc: Al gorithm dentifierType"/>
<xs: conpl exType name="Al gorithm dentifierType">
<XS:sequence>
<xs:el enent ref="dssc: Name"/>
<xs: el enent ref="dssc: Objectldentifier"” maxCOccurs="unbounded"/>
<xs:elenment ref="dssc: URI" m nCccurs="0" nmaxOccurs="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

3.9. Evaluation

The Eval uation el ement contains the eval uation of one cryptographic
algorithmin dependence of its paraneter constraints. For exanple,
the suitability of the RSA al gorithm depends on the nodul us | ength
(RSA with a nodulus |ength of 1024 may have another suitability
period as RSA with a nodulus |length of 2048). Current hash
algorithms like SHA-1 or RIPEMD 160 do not have any paraneters.
Therefore, the Paraneter element is optional. The suitability of the
algorithmis expressed by a validity period, which is defined by the
Validity elenment. An optional wildcard MAY be used to extend the
Eval uation el erment.
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<xs: el enent name="Eval uati on" type="dssc: Eval uati onType"/>
<xs: conpl exType nanme="Eval uati onType" >
<XS:sequence>
<xs: el enent ref="dssc: Paraneter" m nCccurs="0"
maxQccur s="unbounded"/ >
<xs: el enent ref="dssc:Validity"/>
<xs:any nanespace="##ot her" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

3.10. Par arret er

The Paraneter element is used to express constraints on algorithm
specific paraneters

The Paraneter el ement has a nane attribute, which holds the nane of
the paraneter (e.g., "nodul uslength" for RSA [ RFC3447]). Section 5
defines paraneter names for currently known public key al gorithms;
these paraneter names SHOULD be used. For the actual paraneter, a
range of values or an exact value may be defined. These constraints
are expressed by the follow ng el enents:

Mn: The Mn elenent defines the mnimum val ue of the paraneter.
That neans val ues equal or greater than the given value neet the
requirenents.

Max: The Max el ement defines the maxi mum val ue the paraneter nmay
t ake.

At | east one of both elements MJUST be set to define a range of

val ues. A range MAY al so be specified by a conbination of both

el ements, whereas the value of the Mn el ement MJST be | ess than or
equal to the value of the Max el enent. The paraneter may have any
value within the defined range, including the mninumand naxi mum
val ues. An exact value is expressed by using the sanme value in both
the Mn and the Max el erment.

These constraints are sufficient for all current algorithms. |If
future algorithnms need constraints that cannot be expressed by the

el ements above, an arbitrary XM. structure MAY be inserted that neets
the new constraints. For this reason, the Paraneter el ement contains
a wildcard. A paraneter MJST contain at |east one constraint. The
schema for the Parameter elenment is as follows:
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<xs: el enent name="Paraneter" type="dssc: ParaneterType"/>
<xs: conpl exType name="Par amet er Type" >
<XS:sequence>
<xs: el enent name="Mn" type="xs:int" mnCccurs="0"/>
<xs: el enent name="Max" type="xs:int" mnCccurs="0"/>
<xs:any nanespace="##ot her" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="name" type="xs:string" use="required"/>
</ xs: conpl exType>

3.11. Validity

The Validity element is used to define the period of the (predicted)
suitability of the algorithm It is conmposed of an optional start
date and an optional end date. Defining no end date neans the

al gorithm has an open-end validity. O course, this may be
restricted by a future policy that sets an end date for the
algorithm If the end of the validity period is in the past, the

al gorithmwas suitable until that end date. The elenent is defined
by the foll ow ng schema:

<xs: el enent name="Validity" type="dssc: ValidityType"/>
<xs: conpl exType name="Val i dityType">
<XS:sequence>
<xs: el enent name="Start" type="xs:date" m nCccurs="0"/>
<xs: el enent nanme="End" type="xs:date" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

3.12. | nf ormati on

The Information el enent MAY be used to give additional textua
i nformati on about the algorithmor the evaluation, e.g., references
on algorithmspecifications. The elenent is defined as foll ows:

<xs: el enent name="Informati on" type="dssc:|nformati onType"/>
<xs: conpl exType nanme="Inf ormati onType" >
<XS:sequence>
<xs: el enent nanme="Text" type="xs:string" nmaxQccurs="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
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3.13. Signature

The optional Signature el enment MAY be used to guarantee the integrity

and authenticity of the policy. It is an XM. signature specified in
[ RFC3275]. The signature MJST relate to the
SecuritySuitabilityPolicy element. |If the Signature elenent is set,

the SecuritySuitabilityPolicy el ement MJST have the optional id
attribute. This attribute MJUST be used to reference the
SecuritySuitabilityPolicy element within the Signature el ement.
Since it is an envel oped signature, the signature MJST use the
transformation algorithmidentified by the follow ng UR :

http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnature
4. DSSC Policies

DSSC pol i ci es MIST be expressed either in XML or ASN. 1. However, in
order to reach interoperability, DSSC policies SHOULD be published in
both XML and ASN. 1.

In the case of XM., a DSSC policy is an XM. document that MJST be
wel | -formed and SHOULD be valid. XM.-encoded DSSC policies MIST be
based on XM. 1.0 [WBC. REC- xm -20081126] and MJST be encoded using
UTF-8 [RFC3629]. This specification makes use of XM nanespaces

[ MBC. REC- xml - nanmes- 20060816] for identifying DSSC policies. The
nanespace URI for elements defined by this specification is a URN

[ RFC2141] using the nanmespace prefix "dssc". This URN is:

urn:ietf:parans: xm:ns:dssc

XM.- encoded DSSC policies are identified with the MM type
"application/dssc+xm " and are instances of the XM. schema
[ WVBC. REC- xml schema- 1- 20041028] defined in Appendi x B

A file containing a DSSC policy in ASN. 1 representation (for
specification of ASN.1 refer to [CCI TT.x208.1988], [CCl TT. x209. 1988],
[ CCI TT. x680. 2002] and [CCI TT. x690. 2002] ) MJIST contain only the DER
encodi ng of one DSSC policy, i.e., there MUST NOT be extraneous
header or trailer information in the file. ASN 1-based DSSC policies
are identified with the MM type "application/dssc+der".

Appropriate ASN. 1 nodul es are defined in Appendices C (1988-ASN. 1
syntax) and D (1997-ASN. 1 syntax).
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Kun

Definition of Paraneters
This section defines the paraneter names for the currently known
public key algorithms. The follow ng paraneters also refer to
crypt ographi ¢ schenes based on these public key algorithns (e.g., the
PKCS#1 v1.5 signature scheme SHA-256 with RSA [ RFC3447]).
The paraneter of RSA [ RFC3447] SHOULD be naned "nodul usl engt h".

The paraneters for the Digital Signature Al gorithm (DSA)
[ FI PS186-2] SHOULD be "pl ength" and "gl engt h".

These paraneter names have been registered by | ANA (see Section 8).
It may be necessary to register further algorithms not given in this
section (in particular, future algorithns). The process for
regi stering paraneter nanes of further algorithns is described in
Section 8. Publishers of policies SHOULD use these paraneter nanes
so that the correct interpretation i s guaranteed.

Processi ng

Eval uation of an algorithm s security suitability is described in
three parts: verification of the policy, determination of algorithm
validity, and evaluation of algorithmparaneters, if any.

In the follow ng sections, a process is described

0 to determine if an algorithmwas suitable at a particular point of
time, and

0 to determine until what time an algorithmwas or will be suitable.
| nput s

To determine the security suitability of an algorithm the follow ng
information is required:

o Policy
o Current tine
0 Algorithmidentifier and paraneter constraints (if associated)

o Time of interest (optional). Providing no tine of interest nmeans
determ nation of the validity end date of the algorithm
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6.2. Verify Policy

The signature on the policy SHOULD be verified and a certification
path fromthe policy signer’s certificate to a current trust anchor
SHOULD be constructed and val i dated [ RFC5280]. The al gorithns used
to verify the digital signature and validate the certification path
MUST be suitable per the contents of the policy being verified. |If
signature verification fails, certification path validation fails or
an unsuitable algorithmis required to performthese checks, then the
policy MUST be rejected.

The nextUpdate tine in the policy MJST be either greater than the
current time or absent. |If the nextUpdate tine is less than the
current time, the policy MJIST be rejected.

6.3. Algorithm Eval uation

To determine the validity period of an algorithm |locate the

Al gorithmelenent in the policy that corresponds to the algorithm
identifier provided as input. The Algorithmelenent is |ocated by
conmparing the ODin the element to the QD included in the algorithm
identifier provided as input.

If no matching Algorithmelenent is found, then the algorithmis
unknown.

If the time of interest was provided as input, the validity of each
Eval uati on el enent MJUST be checked in order to determine if the
algorithmwas suitable at the tine of interest. For each Evaluation
el enent :

0o Confirmthe Start time is either less than the time of interest or
absent. Discard the entry if the Start time is present and
greater than the tine of interest.

0 Confirmthe End tinme is either greater than the tine of interest
or absent. Discard the entry if the End tine is present and | ess
than the time of interest.

If all Evaluation elenents were rejected, the algorithmis not
sui tabl e according to the policy.

Any entries not rejected will be used for the evaluation of the
paraneters, if any.
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6.4. Evaluation of Paraneters

Any necessary paraneters of the entries not rejected MIST be
eval uated within the context of the type and usage of the algorithm
Details of paraneter evaluation are defined on a per-al gorithm basis.

To evaluate the paranmeters, the Paraneter el enents of each Eval uation
el ement that has not been rejected in the process described in
Section 6.3 MJST be checked. For each Paraneter el enent:

0 Confirmthat the paraneter was provided as input. Discard the
Eval uation elenment if the paraneter does not match to any of the
paraneters provided as input.

o If the Paraneter element has a Mn element, confirmthat the
paraneter value is less than or equal to the corresponding
paraneter provided as input. Discard the Evaluation elenment if
the paraneter val ue does not neet the constraint.

o If the Paraneter element has a Max el ement, confirmthat the
paraneter value is greater than or equal to the correspondi ng
paraneter provided as input. Discard the Evaluation elenment if
the paraneter val ue does not neet the constraint.

o |If the Paraneter has another constraint, confirmthat the value of
the correspondi ng parameter provided as input neets this
constraint. |If it does not or if the constraint is unrecognized,
di scard the Eval uati on el ement.

If all Evaluation elenents were rejected, the algorithmis not
suitabl e according to the policy.

Any entries not rejected will be provided as output.
6.5. CQutput

If the algorithmis not in the policy, return an error "algorithm
unknown" .

If notinme of interest was provided as input, return the maxi num End
time of the Evaluation el enents that were not discarded. |f at |east
one End tinme of these Evaluation elenents is absent, return

"al gorithmhas an indefinite End tine".

O herwise, if the algorithmis not suitable relative to the tine of
interest, return an error "algorithm unsuitable".

Kunz, et al. St andards Track [ Page 17]



RFC 5698 DSSC Novenber 2009

If the algorithmis suitable relative to the tine of interest, return
the Evaluation el ements that were not discarded.

7. Security Considerations

The policy for an algorithms security suitability has a great inpact
on the quality of the results of signature generation and
verification operations. |If an algorithmis incorrectly eval uated
against a policy, signatures with a | ow probative force could be
created or verification results could be incorrect. The follow ng
security considerations have been identified:

1. Publishers MIST ensure unauthorized mani pul ati on of any security
suitability is not possible prior to a policy being signed and
publ i shed. There is no mechani sm provided to revoke a policy
after publication. Since the algorithm evaluations change
infrequently, the Iifespan of a policy should be carefully
considered prior to publication.

2. Operators SHOULD only accept policies issued by a trusted
publisher. Furthernore, the validity of the certificate used to
sign the policy SHOULD be verifiable by Certificate Revocation
List (CRL) [RFC5280] or Online Certificate Status Protocol (OCSP)
[ RFC2560]. The certificate used to sign the policy SHOULD be
revoked if the algorithns used in this certificate are no | onger
suitable. It MJST NOT be possible to alter or replace a policy
once accepted by an operator

3. Operators SHOULD periodically check to see if a new policy has
been published to avoi d using obsolete policy information. For
publishers, it is suggested not to onit the NextUpdate el ement in
order to give operators a hint regardi ng when the next policy
wi || be published.

4. Wen signing a policy, algorithns that are suitable according to
this policy SHOULD be used.

5. The processing rule described in Section 6 is about one
crypt ographi ¢ al gorithmindependent of the use case. Depending
upon the use case, an algorithmthat is no longer suitable at the
time of interest, does not necessarily nean that the data
structure where it is used is no | onger secure. For exanple, a
signature has been made with an RSA signer’'s key of 1024 bits.
This signature is tinmestanped with a tinmestanmp token that uses an
RSA key of 2048 bits, before an RSA key size of 1024 bits will be
broken. The fact that the signature key of 1024 bits is no
| onger suitable at the tine of interest does not nean that the
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8.

whol e data structure is no |onger secure, if an RSA key size of

2048 bits is still suitable at the tinme of interest.
6. In addition to the key size considerations, other considerations
must be applied, |like whether a tinmestanp token has been provi ded

by a trusted authority. This neans that the sinple use of a
suitability policy is not the single elenent to consider when
eval uating the security of a conplex data structure that uses
several cryptographic al gorithns.

7. The policies described in this docunment are suitable to evaluate
basi ¢ cryptographic algorithns, |ike public key or hash
al gorithms, as well as cryptographic schemes (e.g., the PKCS#1
v1l.5 signhature schenes [RFC3447]). But it MJST be kept in mind
that a basic cryptographic algorithmthat is suitable according
to the policy does not necessarily mean that any cryptographic
schenes based on this algorithmare al so secure. For exanple, a
signature schene based on RSA nust not necessarily be secure if
RSA is suitable. |In case of a conplete signature verification
including validation of the certificate path, various algorithns
have to be checked against the policy (i.e., signature schenes of
si gned data objects and revocation information, public key
al gorithms of the involved certificates, etc.). Thus, a policy
SHOULD cont ai n eval uations of public key and hash al gorithnms as
wel |l as of signature schenes.

8. Re-encrypting docunents that were originally encrypted using an
algorithmthat is no longer suitable will not protect the
semantics of the docunment if the docunent has been intercepted.
However, for documents stored in an encrypted form re-encryption
nmust be consi dered, unless the docunent has lost its origina
val ue.

| ANA Consi der ati ons

Thi s docunent defines the XM. nanespace "urn:ietf:parans: xm:ns: dssc"
according to the guidelines in [RFC3688]. This namespace has been
registered in the 1 ANA XM. Regi stry.

Thi s docunent defines an XML schema (see Appendi x B) according to the
guidelines in [ RFC3688]. This XM. schenma has been registered in the
| ANA XML Registry and can be identified with the URN
"urn:ietf:parans: xm:schema: dssc".

Thi s docunent defines the M ME type "application/dssc+xm ™. This
M ME type has been registered by | ANA under "M ME Medi a Types"
according to the procedures of [RFC4288].
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Type name: application
Subt ype nanme: dssc+xn
Requi red paraneters: none

Optional parameters: "charset" as specified for "application/xm"
in [ RFC3023].

Encodi ng consi derations: Sane as specified for "application/xm™"
in [ RFC3023].

Security considerations: Sane as specified for "application/xm"
in Section 10 of [RFC3023]. For further security considerations,
see Section 7 of this docunent.

Interoperability considerations: Sane as specified for
"application/xm" in [ RFC3023].

Publ i shed specification: This docunent.
Applications that use this nedia: Applications for |long-term
archiving of signed data, applications for signing data /
verifying signed data, and applications for encrypting /
decrypting data.
Addi tional information

Magi ¢ nunber(s): none

File extension(s): .xdssc

Maci ntosh file type code: "TEXT"

oj ect Identifiers: none

Person to contact for further information: Thomas Kunz
(thomas. kunz@i t. f raunhof er. de)

I nt ended usage: COVMON
Restrictions on usage: none
Aut hor/ Change controller: |ETF
Thi s docunent defines the M ME type "application/dssc+der”. This

M ME type has been registered by | ANA under "M ME Medi a Types"
according to the procedures of [RFC4288].
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Type name: application
Subt ype name: dssc+der
Requi red paraneters: none
Opti onal paranmeters: none
Encodi ng consi derations: binary
Security considerations: See Section 7 of this docunent.
Interoperability considerations: none
Publ i shed specification: This docunent.
Applications that use this nedia: Applications for long-term
archiving of signed data, applications for signing data /
verifying signed data, and applications for encrypting /
decrypting data.
Addi tional information

Magi ¢ nunber(s): none

File extension(s): .dssc

Maci ntosh file type code: none

oj ect Identifiers: none

Person to contact for further infornmation: Thonas Kunz
(thomas. kunz@i t. fraunhof er. de)

I nt ended usage: COVMON
Restrictions on usage: none

Aut hor/ Change controller: |ETF

This specification creates a new | ANA registry entitled "Data
Structure for the Security Suitability of Cryptographic Al gorithns
(DSSC)". This registry contains two sub-registries entitled
"Paranmeter Definitions" and "Cryptographic Al gorithnms". The policy

for future assignments to the sub-registry "Parameter

"RFC Requi red".
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The initial values for the "Paraneter Definitions" sub-registry are:

Val ue Descri ption Ref er ence

nmodul usl engt h Par aneter for RSA RFC 5698
(i nteger val ue)

pl engt h Paraneter for DSA RFC 5698

(i nteger val ue, used together
wi th parameter "ql ength")
gl ength Par anet er for DSA RFC 5698
(i nteger val ue, used together
wi th parameter "plength")

The sub-registry "Cryptographic Al gorithns" contains textual names as
well as Object ldentifiers (O Ds) and Uniform Resource Identifiers

(URI's) of cryptographic algorithns. It serves as assi stance when
creating a new policy. The policy for future assignnments is "First
Come First Served". Wen registering a new algorithm the follow ng

i nformati on MUST be provi ded:
o The textual nane of the algorithm
o The O D of the algorithm

o Areference to a publicly avail able specification that defines the
algorithmand its identifiers.

Optionally, a URI MAY be provided if possible.

The initial values for the "Cryptographic Al gorithms" sub-registry
are:
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Nare abD/ UR Ref erence
rsaEncryption 1.2.840.113549.1.1.1 [ RFC3447]
dsa 1.2.840.10040.4.1 [ RFC3279]
nd2 1.2.840.113549.2.2 [ RFC3279]
md5 1.2.840.113549.2.5 [ RFC3279]
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#nd5 [ RFC4051]
sha-1 1.3.14.3.2.26 [ RFC3279]
http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal [ RFC3275]
sha- 224 2.16.840.1.101.3.4.2.4 [ RFC4055]
http://ww. w3. or g/ 2001/ 04/ xml dsi g- nor e#sha224 [ RFC4051]
sha- 256 2.16.840.1.101.3.4.2.1 [ RFC4055]
sha- 384 2.16.840.1.101.3.4.2.2 [ RFC4055]
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#sha384 [ RFC4051]
sha-512 2.16.840.1.101.3.4.2.3 [ RFC4055]
md2W t hRSAEncr ypti on 1.2.840.113549.1.1.2 [ RFC3443]
md5W t hRSAEncr ypti on 1.2.840.113549.1.1. 4 [ RFC3443]
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- nd5 [ RFC4051]
shalW t hRSAEncr ypti on 1.2.840.113549.1.1.5 [ RFC3443]
http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal [ RFC3275]
sha256W t hRSAEncr ypti on 1.2.840.113549.1.1.11 [ RFC3443]
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256 [ RFC4051]
sha384W t hRSAEncr ypti on 1.2.840.113549.1.1.12 [ RFC3443]
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha384 [ RFC4051]
sha512W t hRSAEncr ypti on 1.2.840.113549.1.1.13 [ RFC3443]
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha512 [ RFC4051]
shalWt hDSA 1.2.840.10040.4.3 [ RFC3279]
http://ww. w3. or g/ 2000/ 09/ xm dsi g#dsa- shal [ RFC3275]
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Appendi x A.  DSSC and ERS
A.1. Verification of Evidence Records Using DSSC (I nformative)

This section describes the verification of an Evi dence Record
according to the Evidence Record Syntax (ERS, [RFC4998]), using the
presented data structure.

An Evi dence Record contains a sequence of ArchiveTi meStanpChai ns,
whi ch consi st of ArchiveTi neStanps. For each ArchiveTi neStanp the
hash al gorithmused for the hash tree (digestAl gorithm as well as
the public key algorithmand hash algorithmin the tinestanmp
signature have to be examined. The relevant date is the tine
information in the timestanp (date of issue). Starting with the
first ArchiveTinmeStanp, it has to be assured that:

1. The tinestanp uses public key and hash algorithns that were
suitable at the date of issue.

2. The hashtree was built with a hash algorithmthat was suitable at
the date of issue as well.

3. Algorithns for tinmestanp and hashtree in the preceding
Archi veTi neSt anp nust have been suitable at the issuing date of
consi dered Archi veTi meSt anp.

4. Al gorithnms in the |ast ArchiveTi meStanp have to be suitabl e now.

If the check of one of these itens fails, this will lead to a failure
of the verification

A 2. Storing DSSC Policies in Evidence Records (Normative)

This section describes howto store a policy in an Evidence Record.
ERS provides the field cryptolnfos for the storage of additiona
verification data. For the integration of a security suitability
policy in an Evidence Record, the follow ng content types are defined
for both ASN.1 and XM representation

DSSC ASNL {iso(1) identified-organization(3) dod(6)
internet (1) security(5) nechani sns(5)
Itans(11) id-ct(1) id-ct-dssc-asnl(2) }

DSSC XM_ {iso(1) identified-organization(3) dod(6)

internet (1) security(5) mechani sns(5)
Itans(11) id-ct(1) id-ct-dssc-xm(3) }
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Appendi x B.  XM. Schenma (Nornative)

<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="htt p://ww. w3. or g/ 2001/ XM_.Schema"
xm ns: dssc="urn:ietf:parans: xm :ns: dssc"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
t ar get Nanespace="urn:i et f: params: xm : ns: dssc"
el ement For mDef aul t =" qual i fi ed"
att ri but eFor nDef aul t =" unqual i fi ed" >
<xs:inport namespace="http://ww. w3. or g/ XM./ 1998/ nanespace"
schenmalLocati on="http://ww. w3. or g/ 2001/ xm . xsd"/ >
<xs:inport namespace="http://ww. w3. org/ 2000/ 09/ xn dsi g#"
schemalLocati on="xnl dsi g- cor e- schema. xsd"/ >
<xs: el enent name="SecuritySuitabilityPolicy"
type="dssc: SecuritySuitabilityPolicyType"/>
<xs: conpl exType name="SecuritySuitabilityPolicyType">
<XS:sequence>
<xs: el enent ref="dssc: PolicyNane"/>
<xs:el enent ref="dssc: Publisher"/>
<xs: el enent name="Pol i cyl ssueDat e" type="xs:dateTi me"/>
<xs: el enent nanme="Next Updat e" type="xs:dateTi me" m nCccurs="0"/>
<xs: el enent nanme="Usage" type="xs:string" m nCccurs="0"/>
<xs: el enent ref="dssc: Al gorithni naxOccurs="unbounded"/>
<xs: el enent ref="ds: Signature" nmi nQccurs="0"/>
</ xs: sequence>
<xs:attribute name="version" type="xs:string" default="1"/>
<xs:attribute name="|ang" default="en"/>
<xs:attribute nane="id" type="xs:ID'/>
</ xs: conpl exType>
<xs: el enent name="Pol i cyName" type="dssc: Pol i cyNaneType"/>
<xs: conpl exType nanme="Pol i cyNaneType" >
<Xs:sequence>
<xs: el enent ref="dssc: Nane"/>
<xs: el enent ref="dssc: Cbjectldentifier" mnCccurs="0"/>
<xs: el enent ref="dssc: URI" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent name="Publisher" type="dssc: PublisherType"/>
<xs: conpl exType name="Publ i sher Type" >
<XS:sequence>
<xs: el enent ref="dssc: Name"/>
<xs: el enent name="Address" type="xs:string" nmnQccurs="0"/>
<xs:elenent ref="dssc: URI" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent nanme="Nane" type="xs:string"/>
<xs: el enent nane="bjectldentifier">
<xs: si npl eType>
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<xs:restriction base="xs:string">
<xs:pattern value="(\d+\.)+\d+"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<xs:el ement name="URI" type="xs:anyURl "/>
<xs: el enent name="Al gorithm type="dssc: Al gorithnType"/>
<xs: conpl exType nanme="Al gorithnmlype">
<XS:sequence>
<xs: el enent ref="dssc: Algorithmdentifier"/>
<xs: el ement ref="dssc: Eval uati on" maxCccur s="unbounded"/ >
<xs:el enent ref="dssc:Information" m nCccurs="0"/>
<xs:any nanespace="##ot her" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent nanme="Al gorithm dentifier"
type="dssc: Al gorithm dentifierType"/>
<xs: conpl exType nane="Al gorithm dentifierType">
<XS:sequence>
<xs: el enent ref="dssc: Nane"/>
<xs: el enent ref="dssc: Objectldentifier” maxQccurs="unbounded"/>
<xs:elenment ref="dssc: URI" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent name="Validity" type="dssc: ValidityType"/>
<xs: conpl exType name="ValidityType">
<XS:sequence>
<xs: el enent nanme="Start" type="xs:date" m nCccurs="0"/>
<xs: el enent name="End" type="xs:date" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent name="Informati on" type="dssc:|nformati onType"/>
<xs: conpl exType name="Informati onType" >
<Xs:sequence>
<xs: el enent name="Text" type="xs:string" nmaxQOccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent name="Eval uati on" type="dssc: Eval uati onType"/>
<xs: conpl exType name="Eval uati onType" >
<XS:sequence>
<xs:el enment ref="dssc: Paranmeter" mi nCccurs="0"
maxCccur s="unbounded"/ >
<xs:elenent ref="dssc:Validity"/>
<xs:any nanespace="##ot her" m nQccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el enent nane="Paraneter" type="dssc: ParaneterType"/>
<xs: conpl exType nanme="Par anet er Type" >
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<XS:sequence>
<xs: el enent name="M n" type="xs:int" mnCccurs="0"/>
<xs: el enent name="Max" type="xs:int" mnCccurs="0"/>
<Xs:any nanespace="##ot her" m nQccurs="0"/>

</ xs: sequence>

<xs:attribute name="nanme" type="xs:string" use="required"/>

</ xs: conpl exType>
</ xs: schema>

Appendix C. ASN. 1 Module in 1988 Syntax (Informative)
ASN. 1- Modul e

DSSC {iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5)
| tans(11) id-nmod(0) id-nod-dssc88(6) id-npd-dssc88-v1(1l) }

DEFINITIONS I MPLICI T TAGS :: =
BEGA N

-- EXPORT ALL --
I MPORTS

-- Inport from RFC 5280 [ RFC5280]
-- Delete follow ng inmport statenent
-- if "new' types are supported

UTF8Stri ng FROM PKI X1Explicit88
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7)
mod(0) pkix1-explicit(18) }

-- Inport from RFC 5652 [ RFC5652]

Content I nfo FROM Crypt ogr aphi cMessageSynt ax2004
{ iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) cns-2004(24)}

SecuritySuitabilityPolicy ::= Contentlnfo
-- content Type is id-signedData as defined in [ RFC5652]
-- content is SignedData as defined in [ RFC5652]

-- eContentType within SignedbData is id-ct-dssc
-- eContent within SignedData is TBSPolicy

Kunz, et al. St andards Track [ Page 31]



RFC 5698 DSSC Novenber 2009

id-ct-dssc OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5)
Itans(11) id-ct(1) id-ct-dssc-tbhsPolicy(6) }

TBSPol i cy ::= SEQUENCE ({
ver sion I NTEGER DEFAULT  {v1(1)},
| anguage UTF8Stri ng DEFAULT  "en",
pol i cyName Pol i cyNane,
publ i sher Publ i sher,
policylssueDate GCeneralizedTi e,
next Updat e General i zedTi e OPTI ONAL,
usage UTF8Stri ng OPTI ONAL,
al gorithms SEQUENCE OF Al gorithm
}
Pol i cyNane ::= SEQUENCE {

nane UTF8Stri ng,
oid OBJECT | DENTI FI ER OPTI ONAL,

uri | A5String OPTI ONAL
}
Publ i sher ::= SEQUENCE {
name UTF8Stri ng,
address [0] UTF8String OPTI ONAL,
uri [1] I A5String OPTI ONAL
}
Al gorithm::= SEQUENCE {
al gorithm dentifier Al gl D,
eval uati ons SEQUENCE OF Eval uati on,
i nformation [0] SEQUENCE OF UTF8String OPTI ONAL,
ot her [1] Extension OPTI ONAL
}
Ext ensi on :: = SEQUENCE {
ext ensi onType OBJECT | DENTI FI ER,
ext ensi on ANY DEFI NED BY ext ensi onType
}
Al gl D :: = SEQUENCE {
nanme UTF8Stri ng,
oid [ 0] SEQUENCE OF OBJECT | DENTI FI ER,
uri [ 1] SEQUENCE OF | A5String OPTI ONAL
}
Eval uation ::= SEQUENCE {
par aneters [0] SEQUENCE OF Paraneter OPTI ONAL,

Kunz, et al. St andards Track [ Page 32]



RFC 5698 DSSC Novenber 2009

validity [1] Validity,
ot her [ 2] Extension OPTI ONAL
}
Par anmet er ::= SEQUENCE {
name UTF8Stri ng,
m n [0] | NTEGER OPTI ONAL,
max [ 1] | NTEGER OPTI ONAL,
other [2] Extension OPTI ONAL
}
Validity ::= SEQUENCE ({
start [0] GCeneralizedTi ne OPTI ONAL,
end [1] CeneralizedTi me OPTI ONAL
}
END

Appendi x D. ASN. 1 Mddule in 1997 Syntax (Normative)
ASN. 1- Modul e

DSSC {iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5)
Itans(11) id-nmod(0) id-nod-dssc(7) id-nmod-dssc-vi(1l) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORT ALL --
I MPORTS

-- Inport from RFC 5280 [ RFC5280]
-- Delete follow ng inmport statenent
-- if "new' types are supported

UTF8St ri ng FROM PKI X1Expli cit 88
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisnms(5) pkix(7)
nmod(0) pkix1-explicit(18) }

-- Inport from RFC 5652 [ RFC5652]
Content I nfo FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1l) menber-body(2) us(840)

rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) cns-2004(24)}
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SecuritySuitabilityPolicy ::= Contentlnfo

-- content Type is id-signedData as defined in [ RFC5652]
-- content is SignedbData as defined in [ RFC5652]

-- eContent Type within SignedbData is id-ct-dssc

-- eContent within SignedData is TBSPolicy

id-ct-dssc OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5)
Itans(11) id-ct(1) id-ct-dssc-tbsPolicy(6) }

TBSPol i cy ::= SEQUENCE ({
ver si on | NTEGER DEFAULT {v1(1)},
| anguage UTF8Stri ng DEFAULT  "en",
pol i cyName Pol i cyNane,
publ i sher Publ i sher,
policyl ssueDate CeneralizedTi e,
next Updat e General i zedTi me OPTI ONAL,
usage UTF8Stri ng OPTI ONAL,
al gorithns SEQUENCE OF Al gorithm
}
Pol i cyNane ::= SEQUENCE ({

nanme UTF8Stri ng,
oi d OBJECT | DENTI FI ER OPTI ONAL,

uri | A5String OPTI ONAL
}
Publ i sher ::= SEQUENCE {
nane UTF8Stri ng,
address [0] UTF8String OPTI ONAL,
uri [1] 1 A5String OPTI ONAL
}
Al gorithm::= SEQUENCE {
al gorithm dentifier Al gl D,
eval uati ons SEQUENCE OF Eval uati on,
i nformation [0] SEQUENCE OF UTF8String OPTI ONAL,
ot her [1] Extension OPTI ONAL
}
Ext ensi on ::= SEQUENCE ({
extensi onType EXTENSI ON- TYPE. & d ({ Support edExt ensi ons}),
ext ensi on EXTENSI ON- TYPE. &Type

({Support edExt ensi ons}{ @xt ensi onType})
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}
EXTENSI ON- TYPE : : = TYPE- | DENTI FI ER
Support edExt ensi ons EXTENSION-TYPE ::= {...}
Al gl D :: = SEQUENCE {
nane UTF8Stri ng,
oid [ 0] SEQUENCE OF OBJECT | DENTI FI ER,
uri [ 1] SEQUENCE OF | A5String OPTI ONAL
}
Eval uation ::= SEQUENCE ({
par anet er s [ 0] SEQUENCE OF Paraneter OPTI ONAL
validity [1] Validity,
ot her [2] Extension OPTI ONAL
}
Par amet er ::= SEQUENCE {
nane UTF8Stri ng,
m n [0] | NTEGER OPTI ONAL,
max [ 1] | NTEGER OPTI ONAL,
other [2] Extension OPTI ONAL
}
Validity ::= SEQUENCE ({
start [0] CeneralizedTi ne OPTI ONAL
end [1] CeneralizedTi me OPTI ONAL
}
END

Appendi x E. Exanpl e

The foll owi ng exanpl e shows a policy that may be used for signature
verification. It contains hash algorithns, public key al gorithns,
and signature schenes. SHA-1 as well as RSA with nodulus | ength of
1024 are exanples for expired al gorithmns.

<SecuritySuitabilityPolicy xm ns="urn:ietf:parans: xm :ns:dssc"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >
<Pol i cyName>
<Nanme>Eval uati on of cryptographic al gorithms</Nanme>
</ Pol i cyNanme>
<Publ i sher >
<Nane>Sone Eval uati on Authority</ Nane>
</ Publ i sher>
<Pol i cyl ssueDat €>2009- 01- 01T0O0: 00: 00</ Pol i cyl ssueDat e>
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<Usage>Di gital signature verification</Usage>
<Al gorithne
<Al gorithmdentifier>
<Nanme>SHA- 1</ Nane>
<Cbj ectldentifier>1.3.14.3.2.26</Objectldentifier>
</ Al gorithm dentifier>
<Eval uati on>
<VvValidity>
<End>2008- 06- 30</ End>
</Validity>
</ Eval uati on>
</ Al gorithme
<Al gorithnpe
<Al gorithmdentifier>
<Nanme>SHA- 256</ Nanme>
<Cbj ectldentifier>2.16.840.1.101.3.4.2.1</ojectldentifier>
</ Al gorithmdentifier>
<Eval uati on>
<Vvalidity>
<End>2014- 12- 31</ End>
</Validity>
</ Eval uati on>
</ Al gorithnp
<Al gorithme
<Al gorithm dentifier>
<Nane>SHA- 512</ Nanme>
<Cbj ectldentifier>2.16.840.1.101.3.4.2.3</njectldentifier>
</ Al gorithm dentifier>
<Eval uati on>
<Validity>
<End>2014- 12- 31</ End>
</Validity>
</ BEval uati on>
</ Al gorithnpe
<Al gorithne
<Al gorithm dentifier>
<Nanme>RSA</ Nanme>
<Cbj ectldentifier>1.2.840.113549.1.1. 1</ Cbjectldentifier>
</ Al gorithm dentifier>
<Eval uati on>
<Par anmet er name="nodul usl engt h" >
<M n>1024</ M n>
</ Par anet er >
<VvValidity>
<End>2008- 03- 31</ End>
</Validity>
</ Eval uati on>
<Eval uati on>
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<Par anet er nanme="nodul usl engt h" >
<M n>2048</ M n>
</ Par anet er >
<Validity>
<End>2014- 12- 31</ End>
</Validity>
</ Bval uati on>
</ Al gorithnp
<Al gorithne
<Al gorithm dentifier>
<Nane>DSA</ Nanme>
<hj ectldentifier>1.2. 840.10040. 4. 1</ hjectldentifier>
</ Al gorithmdentifier>
<Eval uati on>
<Par anmet er name="pl engt h" >
<M n>1024</ M n>
</ Par anet er >
<Par anet er nanme="gl engt h" >
<M n>160</ M n>
</ Par anet er >
<Validity>
<End>2007- 12- 31</ End>
</Validity>
</ Eval uati on>
<Eval uati on>
<Par anet er nanme="pl engt h" >
<M n>2048</ M n>
</ Par anet er >
<Par anmet er nanme="ql engt h" >
<M n>224</ M n>
</ Par anet er >
<VvValidity>
<End>2014- 12- 31</ End>
</Validity>
</ Eval uati on>
</ Al gorithmp
<Al gorithne
<Al gorithmdentifier>
<Name>PKCS#1 v1.5 SHA-1 w th RSA</ Nanme>
<Cbj ectldentifier>1.2.840.113549.1.1.5</Chjectldentifier>
</ Al gorithmdentifier>
<Eval uati on>
<Par anet er nanme="nodul usl engt h" >
<M n>1024</ M n>
</ Par anet er >
<Validity>
<End>2008- 03- 31</ End>
</Validity>
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</ Bval uati on>

<Eval uati on>
<Par anmet er name="nodul usl engt h" >
<M n>2048</ M n>
</ Par anet er >
<Validity>
<End>2008- 06- 30</ End>
</Validity>

</ BEval uati on>

</ Al gorithnpe

<Al gorithnp

<Al gorithm dentifier>
<Name>PKCS#1 v1.5 SHA-256 with RSA</ Name>
<bj ectldentifier>1.2. 840.113549.1.1.11</ bjectldentifier>

</ Al gorithm dentifier>

<Eval uati on>
<Par anmet er name="nodul usl engt h" >
<M n>1024</ M n>
</ Par anet er >
<VvValidity>
<End>2008- 03- 31</ End>
</Validity>

</ Eval uati on>

<Eval uati on>
<Par anet er nanme="nodul usl engt h" >
<M n>2048</ M n>
</ Par anet er >
<Validity>
<End>2014- 12- 31</ End>
</Validity>

</ BEval uati on>

</ Al gorithnp

<Al gorithne

<Al gorithmdentifier>
<Nanme>PKCS#1 v1.5 SHA-512 with RSA</ Nanme>
<hj ectldentifier>1.2. 840.113549.1.1.13</ hjectldentifier>

</ Al gorithmdentifier>

<Eval uati on>
<Par anmet er name="nodul usl engt h" >
<M n>1024</ M n>
</ Par anet er >
<Validity>
<End>2008- 03- 31</ End>
</Validity>

</ BEval uati on>

<Eval uati on>
<Par anmet er name="nodul usl engt h" >
<M n>2048</ M n>
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</ Par anet er >
<VvValidity>
<End>2014- 12- 31</ End>
</Validity>

</ Eval uati on>

</ Al gorithme

<Al gorithnpe

<Al gorithmdentifier>
<Name>SHA-1 wi t h DSA</ Name>

Novenber 2009

<Cbj ectldentifier>1.2.840.10040. 4. 3</ hjectldentifier>

</ Al gorithmdentifier>

<Eval uati on>

<Par anet er nanme="pl engt h" >
<M n>1024</ M n>

</ Par aret er >

<Par anmet er nanme="ql engt h" >
<M n>160</ M n>

</ Par anet er >

<Vvalidity>
<End>2007- 12- 31</ End>
</Validity>

</ Eval uati on>

<Eval uati on>

<Par anet er nanme="pl engt h" >
<M n>2048</ M n>

</ Par aret er >

<Par anmet er name="ql engt h" >
<M n>224</ M n>

</ Par anet er >

<Validity>
<End>2008- 06- 30</ End>
</Validity>

</ Eval uati on>

</ Al gorithnpe
</ SecuritySuitabilityPolicy>
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