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Abst ract

The I nternet Key Exchange Protocol version 2 (IKEv2) is a protoco

for setting up Virtual Private Network (VPN) tunnels froma renote

| ocation to a gateway so that the VPN client can access services in
the network behind the gateway. This docunent defines an | KEv2
extension that allows an overl oaded VPN gateway or a VPN gateway that
is being shut down for maintenance to redirect the VPN client to
attach to another gateway. The proposed mechani smcan al so be used
in Mobile IPv6 to enable the home agent to redirect the nobil e node
to anot her hone agent.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.

Thi s docunent nmay contain material from | ETF Docunments or |ETF

Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
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mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.

W t hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. Introduction

I KEv2 [2] is used for setting up |Psec-based [7] VPNs. The IP
address of the VPN gateway can be configured on the VPN client. But
this does not scale well when the nunber of VPN gateways is |arge.
Dynami ¢ di scovery of VPN gateways using DNS is quite w dely used too.
However, using DNS is not flexible when it comes to assigning a VPN
gateway to the VPN client based on the |oad on the VPN gateways. The
VPN client typically tries to connect to the |IP address of the VPN
gateway that appears first in the DNS response. |f the VPN tunnel
setup fails, then the VPN client tries to attach to the other VPN
gateways returned in the DNS response.

Thi s docunent proposes a redirect mechanismfor |KEv2 that enables a
VPN gateway to redirect the VPN client to another VPN gateway, for
exanpl e, based on the load condition. The redirect can be done
during the IKE_SA INIT or the | KE_AUTH exchange. Gateway-initiated
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redirect in the nmiddle of a session is also supported. The redirect
mechani sm can al so be used in conjunction with anycast addresses. In
this case, an anycast address for the cluster of VPN gateways is
stored in the DNS instead of a |list of unicast |IP addresses of the
VPN gat eways

The redirect can al so happen because of administrative or optimal-
routing reasons. This document does not attenpt to provide an
exhaustive list of reasons for redirecting a VPN client to another
VPN gat ewnay.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

3. 1KEv2 Initial Exchange with Redirect

This section describes the use of the redirect mechani smduring the
IKE_SA INIT exchange. Gateway-initiated redirect during an active
session and the use of redirect during | KE AUTH exchange are
expl ai ned i n subsequent secti ons.

The VPN client indicates support for the | KEv2 redirect mechani smand
its willingness to be redirected by including a REDI RECT_SUPPORTED
notification message in the initial IKESAINT request (see

Section 9.1). The gateway MJST keep track of those clients that

i ndi cated support for the redirect nechanismand those that didn't.

To redirect an | KEv2 session to another VPN gateway, the VPN gateway
that initially received the IKE_ SA INT request selects another VPN
gateway (how the selection is nade is beyond the scope of this
docunent) and replies with an IKE SAINT response containing a
REDI RECT notification nessage (see Section 9.2). The notification

i ncludes information about the sel ected VPN gateway and the nonce
data fromthe NI payload in the IKEESA INT request. |If the

IKE_SA INIT request did not indicate support for the redirect
mechani sm the responder MUST NOT send the REDI RECT payl oad to the
VPN client. This is applicable to all REDI RECT scenari os descri bed
in this document.

Note that when the IKE_SA INT response includes the RED RECT

notification, the exchange does not result in the creation of an
| KE_SA and the responder Security Paranmeter Index (SPI) will be zero.
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Initiator Responder (initial VPN GN

(IP_1:500 -> Initial _|P_R 500)
HDR(A 0), SAi1l, KE, N, -->
N( REDI RECT_SUPPORTED)

(Initial _IP_R 500 -> 1P_l:500)
<-- HDR(A, 0), N(RED RECT, New GWID, N _data)

When the client receives the IKE SAINT response, it MJST verify
that the nonce data matches the value sent in the IKEESAINT
request. If the values do not match, the client MJST silently

di scard the response (and keep waiting for another response). This
prevents certain denial-of-service (DoS) attacks on the initiator
that could be caused by an attacker injecting IKE SA IN T responses
wi t h REDI RECT payl oads.

After verifying the nonce data, the client initiates a new

I KE_SA INIT exchange with the VPN gateway listed in the REDI RECT

payl oad, provided this is allowed by its Peer Authorization Database
(PAD) entries. In the IKESAINT exchange with the new VPN gat eway,
the client MJUST include the REDI RECTED FROM payl oad (see

Section 9.3). The VPN client includes the |IP address of the original
VPN gateway that redirected the client in the RED RECTED FROM
notification. The |KEv2 exchange then proceeds as it would have
proceeded with the original VPN gateway.

Initiator Responder (Sel ected VPN GW

(1P_1:500 -> | P_R 500)
HDR(A 0), SAil, KE, N, -->
N( REDI RECTED_FROM Initial I P_R)

(IP_R 500 -> | P_1:500)
<-- HDR(A,B), SArl, KEr, Nr,[CERTREQ

(1P_1:500 -> | P_R 500)
HDR(A, B), SK {IDi, [CERT,] [CERTREQ ]
[1Dr,]AUTH, SAi2, TSi, TSr} -->

(IP_R 500 - | 500)

> | P
<-- HDR(A, B), SK {IDr, [CERT,] AUTH,
SAr2, TSi, TSr}
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The client MAY get redirected again by the new VPN gateway if the new
VPN gat eway al so cannot serve the client. The client does not have
to include the REDI RECT_SUPPORTED payl oad again in the IKESAINT
exchange with the new gateway after a redirect. The presence of the
REDI RECT_FROM payload in the KE_ SA INIT exchange with the new
gateway indicates to the new gateway that the client supports the
redirect mechani sm

VWhen the client gets redirected, it MJST use the sanme Peer

Aut hori zati on Dat abase (PAD) and Security Policy Database (SPD)
entries as it would have used with the original gateway. Receiving a
redirect notification MJST NOT result in the nodification of any PAD
or SPD entries. |In practice, this means the new gateway either has
to use the sane responder identity (IDr) as the original gateway, or
bot h should be part of a group of responders that are authorized by
the sane PAD entry. See Section 4.4.3.1 of [7] on using DNS nanes to
represent a group of peers in a PAD entry.

Thi s docunent allows the client to be redirected in several protoco
states. In sone of them the gateway is already authenticated at the
point of redirect; in others, it is not. W enphasize that the above
rules regarding the identity of the new gateway and the PAD and SPD
entries apply equally to all these scenari os.

4. Use of Anycast Addresses with the Redirect Mechani sm

Usi ng anycast addresses will avoid the necessity of configuring a
particular VPN gateway’s | P address in the DNS. |Instead, the anycast
address that represents the group of VPN gateways is stored in the
DNS. Wen the VPN client perfornms a DNS | ookup for the VPN gateway,
it receives the anycast address of the VPN gateway in the DNS
response.

If an anycast address is returned in response to the DNS resol ution
of a Fully Qualified Domain Nane (FQDN), the VPN client sends the
IKE_SA INIT request to the anycast address. The REDI RECT_SUPPORTED
payload is included in the IKE SA INT request sent to the anycast
address. The IKE SAINT request is routed to one of the VPN
gateways that is part of the anycast group. The VPN gateway that
receives the |KE_ SAINT request responds with an IKE SAINT reply
fromthe anycast address.
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Initiator Responder (any VPN GW

(1P_1:500 -> ANYCAST: 500)
HDR(A 0), SAi1l, KE, Ni) -->
N( REDI RECT_SUPPORTED)

( ANYCAST: 500 -> | P_I: 500)
<-- HDR(A 0), N(REDI RECT, New GNID, N _data)

If the destination address on the IKE SAINT request is an anycast
address, the VPN gateway that received the IKE_ SAINT request MJST
i nclude the REDI RECT payload to redirect the VPN client to a unicast
address of one of the VPN gateways. The VPN gateway that received
the IKE.SA INT request MAY redirect the client to its own unicast
address if it is not overl oaded.

The rest of the |KEv2 exchange is the sane as described in Section 3.
5. Redirect during an Active Session

The redirect nmechanismnmay al so be used by a VPN gateway to redirect
the client to another VPN gateway in the mddle of a session. To
redirect a client, the gateway should send an | NFORMATI ONAL nessage
with the REDI RECT Notify payl oad. The REDI RECT payl oad MJST carry

i nformati on about the new VPN gateway. The gateway MJST NOT incl ude
any nonce data in the REDI RECT payload, since it is a gateway-
initiated redirect and is protected by the I KEv2 security
association. Wen the client receives this nessage, it sends a
response (usually enpty) to the gateway. The gateway retransmits the
redirect | NFORVATI ONAL nessage as described in [2], until it gets a
response. The following illustrates the | NFORMATI ONAL nessage
exchange for gateway-initiated redirect.

Initiator (VPN client) Responder (VPN GWN

<-- HDR SK {N(REDI RECT, New GWI D)}
HDR, SK {} -->

The | NFORMATI ONAL nessage exchange descri bed above is protected by
the existing | KEv2 SA between the client and the gateway.

Once the client sends an acknow edgenent to the gateway, it SHOULD
del ete the existing security associations with the old gateway by
sendi ng an | NFORVATI ONAL nessage with a DELETE payl oad. The gat eway
MAY al so decide to delete the security associations wthout any
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signaling fromthe client, again by sending an | NFORVATI ONAL nessage
with a DELETE payl oad; however, it should allow sufficient time for
the client to set up the required security associations with the new
security gateway. This tinme period should be configurable on the
gat eway.

6. Redirect during | KE_AUTH Exchange

If the gateway decides to redirect the client during the | KE_AUTH
exchange, based on the identity presented by the client in the

| KE_AUTH request nessage, it prevents the creation of a CH LD SA and
sends the REDI RECT payload in the | KE AUTH response. The gat eway
MUST verify the client’s AUTH payl oad before sending the REDI RECT
payl oad, and the client MJST verify the gateway’ s AUTH payl oad before
acting on the REDI RECT payl oad. Since the AUTH payl oads were
exchanged and successfully verified, the I KEv2 security association
is valid. Wen the client receives the | KE AUTH response with the
REDI RECT payl oad, it SHOULD del ete the I KEv2 security association
with the gateway by sending an | NFORVATI ONAL nessage with a DELETE
payl oad.

Initiator Responder (VPN GWN

(1P_1:500 -> | P_R 500)
HDR(A 0), SAil, KE, N, -->
N( REDI RECTED_SUPPORTED)

(1P_R 500 -> I P_I:500)
<-- HDR(A B), SArl, KEr, Nr,[CERTREQ

(1P_1:500 -> | P_R 500)
HDR(A, B), SK {IDi, [CERT,] [CERTREQ ]
[1Dr,]AUTH, SAi2, TSi, TSr} -->

(IP_R 500 -> | P_1:500)
<-- HDR(A,B), SK {IDr, [CERT,] AUTH,
N( REDI RECT, New GW D)}

In case the | KE_AUTH exchange invol ves Extensible Authentication
Protocol (EAP) authentication (as described in Section 2.16 of RFC
4306 [2]) or multiple authentication nmethods (as described in RFC
4739 [6]), the gateway may decide to redirect the client based on the
interaction with the Authentication, Authorization, and Accounting
(AAA) server or the external authentication server. |In this case,
the gateway MJUST send the REDI RECT Notify payload in either the first
or the last | KE_AUTH response. The client and the gateway MJST
verify the AUTH payl oads as descri bed above.
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When EAP is used, the gateway MAY also redirect the client based on
the unauthenticated identity presented by the client in the first

| KE_AUTH exchange, itself. Since EAP is used as the authentication
mechani sm the client does not include AUTH payl oad to authenticate
its identity, but the server MJST still include its own AUTH payl oad,
and the client MJUST verify it. Note that the IKEv2 SA is not created
in this case and the client does not have to explicitly delete the

| KEv2 SA

In all of the cases above, the client MJST accept the REDI RECT
notification only in the first | KE AUTH response or the |ast | KE _AUTH
response. |t MJST NOT accept the REDI RECT notification in an

i ntermedi ate | KE_AUTH response

7. Handling Redirect Loops

The client could end up getting redirected nultiple tinmes in a
sequence, either because of a wong configuration or a DoS attack

The client could even end up in a loop with two or nore gateways
redirecting the client to each other. This could deny service to the
client. To prevent this, the client SHOULD be configured to not
accept nore than a certain nunber of redirects (MAX REDI RECTS) within
a short tinme period (REDI RECT _LOOP_DETECT PERI OD) for a particul ar

| KEv2 SA setup. The default value for the MAX REDI RECTS
configuration variable is 5. The default value for the

REDI RECT_LOOP_DETECT_PERI OD confi guration variable is 300 seconds
Client inplenentations may all ow these vari ables to be configured,
dependi ng on a specific deploynent or system configuration

8. Using the Redirect Mechanismwith Mbile | Pv6

Mobile IPv6 [3] may use | KEv2 for nutual authentication between the
mobi | e node and the hone agent, for hone address configuration, and
for setting up security associations for protecting Mbile |IPv6
signaling nessages [4]. The IKEv2 exchange, if IKEv2 is used,
precedes the exchange of Mbile |Pv6 signaling nessages. Therefore,
the mechani sm described in this docunment can al so be used by a Mbile
I Pv6 honme agent to redirect a nobile node to another home agent.

There is a Home Agent Switch nechanism available for redirecting a
nmobi | e node to anot her hone agent, described in [5]. The Home Agent
Swi t ch nechani sm can only be used after the binding cache has been
created at the home agent for the nobile node. The disadvantage with
this is that quite a bit of state is created on the home agent before
the mobil e node can be redirected to anot her hone agent. The
mechani sm described in this docunent can be used for redirecting a
mobi | e node before any state related to the Mbile IPv6 binding is
created on the home agent.
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9.

9.

When runni ng | KEv2 between a Mbile | Pv6 nobile node (M\N) and home
agent (HA), redirecting the I KEv2 exchange to another HA is not
enough; the Mdbile IPv6 signaling also needs to be sent to the new HA
address. The MN MAY treat the information received in the

IKE SAINT response in a simlar way as it wuld treat HA discovery

i nformati on received from other unauthenticated (and potentially

unt rustwort hy) sources (such as DNS | ookups not protected with DNS
Security (DNSSEC)). However, if the MN has authenticated information
about its home agent, it MJST NOT be updated based on the IKESAINT
response.

If the REDIRECT notification is received during the | KE AUTH exchange
(after the HA has been authenticated; see Section 6), the MN MAY pass
the new address to Mobile IPv6 and treat it in a simlar fashion as
informati on fromthe Hone Agent Switch nessage [5].

Gat eway-initiated REDI RECT notifications exchanged in | NFORVATI ONAL
exchanges (see Section 5) MJST NOT result in updating any Mbile | Pv6
state. In such cases, the Honme Agent Switch nessage specified in [5]
is used instead.

Redi rect Messages
1. REDI RECT_SUPPORTED

The REDI RECT_SUPPORTED payload is included in the initial IKESAINT
request by the initiator to indicate support for the |KEv2 redirect
mechani sm described in this document.

1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Next Payload |C| RESERVED | Payl oad Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Protocol ID(=0)| SPI Size (=0) | Notify Message Type |

R I S S i S U S S R S i S SIS S S S

The ' Next Payl oad’, 'Payload Length’, 'Protocol ID, 'SPl Size', and
"Notify Message Type’' fields are the sane as described in Section
3.10 of [2]. The "SPI Size' field MIUST be set to 0 to indicate that
the SPI is not present in this nessage. The 'Protocol ID MJST be
set to 0, since the notification is not specific to a particular
security association.

The ' Payl oad Length’ field is set to the length in octets of the
entire payl oad, including the generic payl oad header. The 'Notify
Message Type' field is set to indicate the REDI RECT _SUPPORTED payl oad
(16406) .
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9.2. RED RECT

When the responder wants to redirect the initiator to another VPN
gateway, the REDI RECT payload is included in either an IKE SAINT
response fromthe responder or an | NFORMATI ONAL nessage fromthe
responder. The nessage includes the new responder’s | P address or
DNS name.

1 2 3
01234567890123456789012345678901
i i T S i T e i S
Next Payload |C RESERVED | Payl oad Length |
T o R e e s i T R e e e ok ok
Protocol 1D(=0)| SPI Size (=0) | Notify Message Type |
i T o T i e S S S i S e S

Ident Type | GWIldent Len | |
e e i i e e il e s ~
New Responder GWldentity

+
I
+
I
+
I
+
I
+
|
~ Nonce Data
I

+

I
T T e S S T S S T st S S R S S T ol ST S YN S S
I
I
B o e S e i i e S S S e S N
The ' Next Payl oad’, 'Payload Length’, 'Protocol ID, 'SPl Size', and
"Notify Message Type’' fields are the sanme as described in Section
3.10 of [2]. The "SPI Size' field MIUST be set to 0 to indicate that
the SPI is not present in this nessage. The 'Protocol ID MJST be

set to 0, since the notification is not specific to a particular
security association.

The ' Payl oad Length’ field is set to the length in octets of the
entire payl oad, including the generic payl oad header. The 'Notify
Message Type' field is set to indicate the REDI RECT payl oad (16407).
The "GWldentity Type' field indicates the type of information that
is sent to identify the new VPN gateway. The follow ng values are
valid in the RED RECT payl oad.

1 - I Pv4 address of the new VPN gat eway

2 - I Pv6 address of the new VPN gat eway

3 - FQDN of the new VPN gat eway
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The 'GWldent Len' field is set to the length of the gateway identity
information. The identity of the new VPN gateway is carried in the
"New Responder GWldentity field. The IPv4 address, the |IPv6
address, or the FQDN of the new VPN gateway MJST be encoded as
described in Section 3.5 of [2].

The 'Nonce Data’ field carries the nonce data fromthe N payl oad
sent by the initiator. The size of the nonce MJST be between 16 and
256 bytes, as described in Section 3.9 of [2]. The 'Nonce Data’
field is present in the RED RECT payl oad only when the REDI RECT
payload is sent in the IKE SAINT response nessage. |t MJST NOT be
included in the REDI RECT payload if sent in an | KE_AUTH response or
in a gateway-initiated redirect nmessage.

9. 3. REDI RECTED_FROM

The REDI RECTED FROM Notify payload is included in the IKE SAINT
request fromthe initiator to the new VPN gateway to indicate the IP
address of the original VPN gateway that redirected the initiator.
The original VPN gateway’s |IP address is included in the message. |If
the IKE_SA INT request was sent to any anycast address (see

Section 4), then the anycast address is included in the nessage.

Thi s payl oad al so serves the purpose of indicating support for the
redirect mechanismto the new VPN gateway after a redirect.

1 2 3
01234567890123456789012345678901
B T i T o o o S e i i S S
Next Payload |C| RESERVED | Payl oad Length |
B S i ks e S S i i i S S S S e e e e
Protocol 1D(=0)| SPI Size (=0) | Notify Message Type |
i T o T T i T A S S S T

Ident Type | GWIldent Len | |

Bl I I R e R e ik T T TR I SR S ~
Original Responder GWldentity ~

I

+
I
+
I
+
|
+
I
R e o T T e S S T ol S i T S s ik i I S I S S R S R
The ' Next Payl oad’, 'Payload Length’, 'Protocol ID, 'SPl Size, and
"Notify Message Type' fields are the sanme as described in Section
3.10 of [2]. The 'SPl Size' field MIUST be set to 0 to indicate that
the SPI is not present in this nmessage. The 'Protocol ID MJST be
set to 0, since the notification is not specific to a particular
security associ ation.

The ' Payl oad Length’ field is set to the length in octets of the

entire payl oad, including the generic payl oad header. The 'Notify
Message Type' field is set to indicate the REDI RECTED FROM payl oad
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10.

11.

(16408). The 'GWldentity Type' field indicates the type of
information that is sent to identify the new VPN gateway. The
followi ng values are valid in the RED RECTED FROM payl oad

1 - IPv4 address of the original VPN gateway
2 - I Pv6 address of the original VPN gateway

The 'GWldent Len’ field is set to the length of the gateway identity
information. The identity of the original VPN gateway is carried in
the "Original Responder GWldentity' field.

Use of the Redirect Mechani sm between | KEv2 Peers

The redirect mechani smdescribed in this docunent is mainly intended
for use in client-gateway scenarios. However, the mechani smcan al so
be used between any two | KEv2 peers. But this protocol is
asymetric, nmeaning that only the original responder can redirect the
original initiator to another server

Security Considerations

An eavesdropper on the path between a VPN client and server may send
a redirect to the client upon receiving an | KE_SA INIT nmessage from
this client. This is no problemregarding DoS attacks for the VPN
connection, since an on-path-attacker can as well drop the

IKE_SA INIT requests to prevent VPN access for the client. But an
eavesdropper on the path between VPN client and server can redirect a
| arge nunber of clients to a victim which is then flooded with
IKE_SA INIT requests. Flooding only happens if many clients initiate
| KEv2 exchange at al nost the same tine, which is considered a rare
event. However, this nmay happen if a hone agent / VPN server is

shut down for mai ntenance and all clients need to re-establish VPN
connections wth another hone agent / VPN server, or if the on-path
attacker forces all |IPsec security associations to expire by dropping
all received | KEv2 nessages.

The use of the REDI RECTED FROM payload is intended to di scourage a
rogue VPN gateway fromredirecting a | arge nunber of VPN clients to a
particular VPN gateway. It does not prevent such a DoS attack.

The redirect mechani sm MJUST NOT update any state on the client apart
fromthe VPN gateway information. Wen used with Mbile |IPv6, care
must be taken to ensure that the home agent information that the
mobi | e node has configured is not nodified wongly by the redirect
nessage.
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12.

13.

Redi recting based on the unauthenticated identities fromthe client

m ght | eak out information about the user when an active attacker,
pretending to be a VPN client, can get information on the gateway to
which the real user was redirected. |If redirection is based on sone
internal information of the user, it mght |eak information (that

m ght not be avail abl e otherwi se) about the user to the attacker. To
prevent these kinds of attacks, redirection based on unauthenticated
I Ds shoul d be avoi ded and should be done only after the client has

al so authenticated itself.

| ANA Consi der ati ons

Thi s docunent defines three new | KEv2 Notify Message Types, as
described in Section 9. The three Notify Message Types have been
assigned the foll ow ng val ues:

16406 - REDI RECT_SUPPORTED
16407 - REDI RECT
16408 - REDI RECTED_FROM

Thi s docunent creates a new nanespace called the "Gateway |dentity
Type". This is used to indicate the type of information regarding
the VPN gateway that is carried in the RED RECT (Section 9.2) and
REDI RECTED _FROM (Section 9.3) Notify payl oads. The follow ng val ues
have been assi gned.

1 - I Pv4 address of the VPN gat eway
2 - I Pv6 address of the VPN gateway
3 - FQDN of the VPN gat eway

Value '0" is reserved. Values 4-240 are unassigned. New val ues can
be allocated by Expert Review [8]. Values 241-255 are set aside for
private use. A specification that extends this registry MIST al so
menti on which of the new values are valid in which Notify payl oad.
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