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Abst ract

Thi s docunent defines new Dynam c Host Configuration Protocol (DHCPv4
and DHCPv6) options that contain a list of |IP addresses and a |ist of
domai n nanes that can be mapped to servers providing | EEE 802. 21 type
of Mbility Service (MS) (see RFC 5677). These Mbility Services
are used to assist a nmobile node (MN) in handover preparation
(network discovery) and handover decision (network selection). The
services addressed in this docunent are the Medi a | ndependent
Handover Services defined in | EEE 802. 21

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1. Introduction

| EEE 802. 21 [| EEE802. 21] defines three distinct service types to
facilitate link | ayer handovers across heterogeneous technol ogi es:

a)

b)

c)

I nformation Services (IS)

IS provides a unified framework to the higher-layer entities
across the heterogeneous network environnent to facilitate

di scovery and selection of nmultiple types of networks existing

wi thin a geographical area. The objective is to help the higher-
| ayer mobility protocols acquire a global view of heterogeneous
net wor ks and perform seam ess handover across these networKks.

Event Services (ES)

Events may indicate changes in state and transm ssion behavi or of
the physical, data link, and logical link |ayers, or predict state
changes of these layers. The Event Service may al so be used to

i ndi cat e managenent actions or command status on the part of the
network or some managenent entity.

Conmand Servi ces (CS)

The command service enabl es higher |ayers to control the physical,
data link, and logical link layers. The higher layers may contro
the reconfiguration or selection of an appropriate |link through a
set of handover commands.
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In | EEE term nol ogy, these services are called Media | ndependent
Handover (M H) services. Wile these services may be co-located, the
different pattern and type of information they provide do not
necessitate the co-1location.

A nobil e node (M) nay nmake use of any of these MH service types
separately or any conbination of them|[RFC5677]. |In practice, a
Mobility Server may not necessarily host all three of these MH
services together; thus, there is a need to discover the MH service
types separately.

Thi s docunent defines new DHCPv4 and DHCPv6 options and sub-options
called the MoS | P Address and Domai n Name List Options, which allow
the MNto locate a Mobility Server that hosts the desired service
type (i.e., 1S, ES, or CS) as defined in [I EEE802.21]. Apart from
manual configuration, this is one of the possible solutions for

| ocating a server providing Mbility Services.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Termi nol ogy

Mobility Services: a set of services provided by the network to

nmobi | e nodes to facilitate handover preparation and handover
decision. In this docunent, Mbility Services refer to the services
defined in | EEE 802. 21 specifications [|EEE802. 21]

Mobility Server: a network node providing Mbility Services.
M H:. Medi a | ndependent Handover, as defined in [|EEE802. 21].

MH Service: IS, ES, or CS type of service, as defined in
[ 1 EEE802. 21] .

2. MS IPv4 Address Option for DHCPv4

Thi s section describes the MbS | Pv4 Address Option for DHCPv4.

Whet her the MN receives a MbS address fromthe | ocal or hone network
wi Il depend on the actual network depl oynent [ RFC5677]. The MoS | Pv4
Address Option begins with an option code followed by a | ength and
sub-options. The value of the length octet does not include itself
or the option code. The option layout is depicted bel ow
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0 1234567890123456789012345678901
B i T R R e i o ik SR e
| Option Code | Length |

el i I e i it T e e e e i i T o S e e S e T R R

| Sub- Option 1 |

e T S S S e i i S DU S S S S R S T S S

e i S T S S T T S i S S S S

| Sub- Option n |
.+- I S i i S i S s i T S S +
Opti on Code
OPTI ON- | Pv4_Address- MbS (139) - 1 byte
Lengt h

An 8-bit field indicating the I ength of the option excluding
the "Option Code’ and the 'Length’ fields

Sub- opti ons
A series of DHCPv4 sub-options
When the total length of a MoS | Pv4 Address Option exceeds 254
octets, the procedure outlined in [ RFC3396] MJST be enployed to split

the option into nultiple, smaller options.

A sub-option begins with a sub-option code followed by a | ength and
one or nore | Pv4 addresses. The sub-option |layout is depicted bel ow

01234567890123456789012345678901
T S T

+- +- +-
| Sub-opt Code | Length | I P Address . . . . .
B i aT T e e o S o S S S I T et sl o ST S S S S S S

T I T S S i T S AR s
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The sub-option codes are sunmmari zed bel ow.

I i T S I +
|  Sub-opt | Service |
| Code | Nare |
[ ety gty
I 1 | IS I
I i I i +
I 2 | G I
F-- - - - - - i I +
| 3 | ES I
I I I T +

If the length is followed by a list of |IPv4 addresses indicating
appropriate MH servers available to the MN for a requested option,
servers MJUST be listed in order of preference and the client should
process themin decreasing order of preference. 1In the case that
there is no MH server available, the length is set to 0; otherwi se,
it is amltiple of 4.

The sub-option has the follow ng fornmat:

Code Len | Pv4 Address 1 | Pv4 Address 2
+o-m o - e e LTI s S
|1..3 ] n]al | a2 |[a3 | a4 | al |
Fomm - - T JESup S S Fom e -

3. MS Donmin Nane List Option for DHCPv4

Thi s section describes the MobS Donain Nane List Option for DHCPv4.
The general format of this option is depicted bel ow

01234567890123456789012345678901
B i S S ik s S N S S
| Option Code | Length |

I S i o T s S S S e s s T

| Sub- Option 1 |

i S S T i S S e e i S S S S

T S T i T T S e
| Sub- Option n |

i S S T i S S e e i S S S S
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Opti on Code
OPTI ON- | Pv4_FQDN- MbS (140) - 1 byte
Length

An 8-bit field indicating the Iength of the option excluding
the ' Option Code’ and the 'Length’ fields

Sub- opti ons
A series of DHCPv4 sub-options.
When the total length of a MoS Dormai n Name List Option exceeds 254
octets, the procedure outlined in [ RFC3396] MJST be enpl oyed to split
the option into nultiple, smaller options.
A sub-option begins with a sub-option code foll owed by a | ength and

one or nmore Fully Qualified Donmain Names (FQDNs). The sub-option
| ayout is depicted bel ow

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Sub-opt Code | Length | FQDN(s) .o

R et e s i o e s i i

e i S T S S T T S i S S S S S

The sub-option codes are summari zed bel ow.

I i I i +
|  Sub- opt | Service |
| Code | Nane |
Pttty ey
I 1 | IS I
i I I I T +
I 2 (O I
I i T S I +
I 3 | ES I
I I i +

Thus, the sub-option for this encoding has the follow ng format:

Code Len DNS name of Mbobility Server
+- - - - - S g +- - - - - +- - - - - +- - - - - +- -

[1..3 ] n | s1 | s2 ]| s3 | s4 | s5 |
+o-m o - B T g +o-m o - +o-m o - +o-m o - +- -

Baj ko & Das St andards Track [ Page 6]



RFC 5678 Mobility Services for DCHP Options Decenber 2009

The sub-option begins with a sub-option code foll owed by a | ength and
a sequence of |abels that are encoded according to Section 8 of
[ RFC3315] .

The sub-option MAY contain nultiple donmain nanes, but these should
refer to the NAPTR records of different providers, rather than
different A records within the sane provider. That is, the use of
multiple domain names is not nmeant to replace NAPTR and SRV records,
but rather to allow a single DHCP server to indicate MH servers
operated by nultiple providers.

The client MJST try the records in the order listed, applying the
mechani sm described in [ RFC5679] for each. The client only resol ves
the subsequent domain nanes if attenpts to contact the first one
failed or yielded no cormon transport protocols between the MN and

t he server.

As an exanpl e, consider the case where the server wants to offer two
MH IS servers, "exanple.com' and "exanple.net". These would be
encoded as foll ows:

T g S
| 1. . 3 | 26 | 7 | £ el | £ XI | £ al | £ m | £ pl | £ | £ | £ el | 3 | £ CI | £ OI | £ m | 0 |
S e i S
e
| 7 | 1 ei 1 Xi 1 ai 1 m | 1 pi | 1 I 1 | 1 ei 3 | 1 ni 1 ei 1 ti | 0 |

T T S T S
4. MS | Pv6 Address Option for DHCPv6

Thi s section describes the MbS | Pv6 Address Option for DHCPv6.

Whet her the MN receives a MbS address fromthe | ocal or honme network
wi || depend on the actual network depl oynent [ RFC5677]. The MS

Di scovery Option begins with an option code followed by a | ength and
sub-options. The value of the length octet does not include itself
or the option code. The option |ayout is depicted bel ow
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0123456738
+- - - - - - - -+
| tion Cod
ST I R R i s SN
I

Mobility Services for

012345 7 8
s S s e

- + O

T S S T S S il S S S S S o

Sub- Option 1

DCHP Opti ons

+ ©

234
- - - - - -
Length

Decenber 2009
6 78901
I e L

+
|
+
I

e T S S S e i i S DU S S S S R S T S S

e i S T S S T T S i S S S S

Sub- Option n

e T S S S e i i S DU S S S S R S T S S

Opti on Code

OPTI ON- | Pv6_Addr ess- MbS (54) -

Lengt h

2 bytes

A 16-bit field indicating the I ength of the option excluding

the ' Option Code’

Sub- opti ons

and the ’Lengt

A series of DHCPv6 sub-options

h' fields.

The sub-options follow the sane fornmat (except the Sub-opt Code and

Length val ue) as described in Section 2.
Code and Length is 2 octets,
or the Sub-opt Code field.

0

+- +
| sub-opt Code
+-+

I

I
| P Addr ess

Length

The val ue of the Sub-opt
and the Length does not
The sub-option | ayout

include itself

i s depicted bel ow

1234567890123456789012345678901
T S S i i S S T S S S S 2

B

i S S T i S S e e i S S S S
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The sub-option codes are sunmmari zed bel ow.

Fom e - - - - I I I +
| Sub-opt Code | Service Name |
B Tttty Jlfe e —j—t—t—t—
I 1 | IS I
I I I I I I +
I 2 | C I
Fom e - - - - I I I +
I 3 | ES I
I e I ] R I I +

If the length is followed by a list of |IPv6 addresses indicating
appropriate MH servers available to the MN for a requested option,
servers MJST be listed in order of preference and the client should

process themin decreasing order of preference. In the case where
there is no MH server available, the length is set to 0; otherwi se,
it is amltiple of 16.

5. MS Domain Nane List Option for DHCPv6

Thi s section describes the MbS Domain List Option for DHCPv6. The
general format of this option is depicted bel ow

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Option Code | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Sub- Option 1 |

T T T o T i S S i oI S SEp S S S

T T T A S T
| Sub- Option n |

.+- e T S i i S S o S S S I i <o S A S S A S S i +
Opti on Code
OPTI ON- | Pv6_FQDN- MbS (55) - 2 bytes
Lengt h

A 16-bit field indicating the I ength of the option excluding
the "' Option Code’ and the 'Length’ fields
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Sub- opti ons
A series of DHCPv6 sub-options

The sub-options follow the sane fornat (except the Sub-opt Code and
Length val ue) as described in Section 3. The value of the Sub-opt

Code and Length is 2 octets, and the Length does not include itself
or the Sub-opt Code field. The sub-option |ayout is depicted bel ow

01234567890123456789012345678901
R s et S T it e I R S S e ol St (R B S e 5
sub- opt Code | Length |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

FQDN(s) I

e i S T S S T T S i S S S S

+-
I
+-
I

The sub-option codes are summari zed bel ow.

S Fom e e e oo - +
| Sub-opt Code | Service Nane |
[} e ———————— e ——————————
I 1 | 1S I
- . +
I 2 | G I
S Fom e e e oo - +
| 3 | ES |
oo - - R +

The semantics and content of the DHCPv6 encodi ng of this option are
exactly the sane as the encodi ng described in Section 3, except the
Option Code and Length val ue.

6. Option Usage
6.1. Usage of MbS Options for DHCPv4

The requesting and sendi ng of the proposed DHCPv4 options follow the
rules for DHCP options in [RFC2131].

6.1.1. WMbbile Node Behavi or

The nobil e node may performa MS discovery either during initial
association with a network or when the nobility service is required.
It may also try to performthe MdS di scovery when it |acks the
network i nformation for MoS or needs to change the MbS for sone
reasons, for instance, to recover fromthe single point of failure of
t he existing MS.
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In order to discover the IP address or FQDN of a MS, the nobile node
(DHCP client) MJST include either a MbS | Pv4 Address Option or a MbS
Domai n Name List Option in the Paranmeter Request List (PRL) in the
respective DHCP nessages as defined in [ RFC2131].

The client MAY include a MoS | Pv4 Address Option or a MoS Dormai n Nane
Li st Option that includes one or nore sub-option(s) with the Sub-opt
Code or Codes that represent the service(s) the nobile node is
interested in. However, a client SHOULD be prepared to accept a
response froma server that includes other sub-option(s) or does not
i nclude the requested sub-option(s).

6.1. 2. DHCP Server Behavi or

VWhen the DHCP server receives either a MbS | Pv4 Address Option or a
MbS Donmmi n Nane List Option in the PRL, the DHCP server MJST include
the option in its response nessage as defined in [ RFC2131].

A server MAY use the sub-options in the received MS | Pv4 Address
Option or MoS Domain Nane List Option fromthe client’s message to
restrict its response to the client requested sub-options. 1In the
case when the server cannot find any Mbility Server satisfying a
requested sub-option, the server SHOULD return the MbS Option with
that sub-option and the | ength of the sub-option set to O.

6.2. Usage of MbS Options for DHCPv6

The requesting and sendi ng of the proposed DHCPv6 options follow the
rules for DHCP options in [ RFC3315].

6.2.1. Mobil e Node Behavi or

The nobile node may performthe MdS di scovery either during initial
association with a network or when the nobility service is required.
It may also try to performthe MdS discovery when it |acks the
network i nformation for MbS or needs to change the MbS for sone
reasons, for instance, to recover fromthe single point of failure of
the existing MS.

In order to discover the | P address or FQDN of a MbS, the nobile node
(DHCP client) MJST include either a MoS | Pv6 Address Option or a MdS
Dormai n Name List Option in the Option Request Option (CRO in the
respective DHCP messages as defined in [ RFC3315].

The client MAY include a MoS | Pv6 Address Option or a MoS Domai n Name

Li st Option that includes one or nore sub-option(s) with the Sub-opt
Code or Codes that represent the service(s) the nobile node is
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interested in. However, a client SHOULD be prepared to accept a
response froma server that includes other sub-option(s) or does not
i nclude the requested sub-option(s).

6.2.2. DHCP Server Behavi or

When the DHCP server receives either a MbS | Pv6 Address Option or a
MbS Domai n Nane List Option in the ORO the DHCP server MJST include
the option in its response nessage as defined in [ RFC3315].

A server MAY use the sub-options in the received MS | Pv6 Address

Option or MbS Donmain Nane List Option fromthe client’s nmessage to
restrict its response to the client-requested sub-options. 1In the
case when the server cannot find any Mbility Server satisfying a

requested sub-option, the server SHOULD return the MbS Option with
that sub-option and the | ength of the sub-option set to O.

7. Security Considerations

The security considerations in [RFC2131] apply. |If an adversary
manages to nodify the response froma DHCP server or insert its own
response, an MN could be led to contact a rogue Mbility Server,
possi bly one that then woul d provide wong information, event or
command for handover.

It is recomrended to use either DHCP authentication option described
in [RFC3118] where available. This will also protect the denial-of-
service attacks to DHCP servers. [RFC3118] provides nechanisns for
both entity authentication and nmessage aut hentication

In depl oyments where DHCP aut hentication is not available, |ower-
| ayer security services may be sufficient to protect DHCP nmessages.

Regardi ng domain nanme resolution, it is recomended to consider the
usage of DNSSEC [ RFC4033] and the aspects of DNSSEC Operati ona
Practices [ RFC4641]. Security considerations described in [ RFC5679]
al so apply.

8. | ANA Consi derations

Thi s docunent defines two new DHCPv4 options as described in Sections
2 and 3.

MbS | Pv4 Address Option for DHCPv4 (OPTI ON-1 Pv4_Address- MS) 139

MbS Dormi n Name List option for DHCPv4 (OPTI ON-|Pv4_FQDN-MbS) 140
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10.

10.

Thi s docunent creates a new registry for the Sub-Option fields in the
MbS DHCPv4 Address and FQDN options called the "I EEE 802. 21 Service
Type" (Section 2 and 3).

IS 1
Cs 2
ES 3
The values 0" and ' 255 are reserved. Values 1" through '3 are

al | ocated as above, and the rest are available for allocation. New
val ues can be allocated via Standards Action as defined in [ RFC5226].

Thi s docunent al so defines two DHCPv6 options as described in
Sections 4 and 5.

MbS | Pv6 Address Option for DHCPv6 (OPTI ON-1 Pv6_Address- MS) 54
MoS Domai n Nane List option for DHCPv6 (OPTI ON-IPv6 _FQDN- MbS) 55
Thi s docunent creates a new registry for the sub-option field in the
MbS DHCPv6 Address and FQDN options called the "I EEE 802.21 | Pv6
Service Type" (Sections 4 and 5).

IS 1

Cs 2

ES 3
The values 0" and '65535" are reserved. Values '1' through '3 are
al | ocated as above, and the rest are available for allocation. New
val ues can be allocated via Standards Action as defined in [ RFC5226].
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