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1. Introduction

SNVP and SYSLOG are two wi dely used protocols to comruni cate event
notifications. Although co-existence of several nanagenent protocols
in one operational environment is possible, certain environnents
require that all event notifications be collected by a single system
daenon, such as a SYSLOG col Il ector or an SNVP notification receiver,

via a single managenent protocol. |In such environnents, it is
necessary to translate event notifications between nanagenent
pr ot ocol s.

The | atest version of SYSLOG specified in [ RFC5424], supports a
structured data elenent format. Structured data elenments allow us to
map between SNVP notifications and SYSLOG nessages without | osing
information. In this neno, we specify a concrete mappi ng from SNW
event notifications [RFC3416] into SYSLOG nessages [ RFC5424]. W
speci fy how t he SYSLOG nessage format should be utilized to carry the
informati on contained in an SNVP notification nessage. A new SYSLOG
structured data elenent is defined, which carries the PDU portion of
an SNVP notification nessage.

1.1. Conventions

A systemthat has the capability of receiving SNMP notification
messages froman SNVWP notification originator and sendi ng the SNW
data contained inside in a SYSLOG nessage format to a SYSLOG
collector is referred to in this menmo as an " SNWP-t 0- SYSLOG
translator”. By definition, such a system should have an SNWP
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2.

2.

notification receiver application and a SYSLOG originator running in
order to be able to performthe functions of an "SNWP-to- SYSLOG
translator”.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Backgr ound
1. SNWP Notifications

A detailed introduction to the SNMP Managenent Franework can be found
in [RFC3410]. The SNMP Managenent Architecture is described in

[ RFC3411]. WManaged objects are accessed via a virtual information
store, terned the Managenent Information Base or M B [ RFC3418].
ojects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM) [RFC2578].

An SNWP notification nessage is generated and transmtted by an SNWP
entity on behalf of a notification originator application [ RFC3413].
SNWVP notifications are often used to notify a notification receiver
application at a logically renmbte SNMP entity that an event has
occurred or that a certain condition is present. There are two types
of SNMP protocol operations that are associated with SNWP
notification messages [ RFC3416]:

0 SNWPv2-Trap-PDU, an unconfirnmed notification delivery nmechani sm
o InfornRequest-PDU, a confirned notification delivery mechani sm

The scopedPDU portion of an SNMPv3 trap or inform message has the
followi ng format [RFC3412]:

ScopedPDU :: = SEQUENCE ({

cont ext Engi nel D OCTET STRI NG

cont ext Nanme CCTET STRI NG

dat a ANY -- e.g., PDUs as defined in [ RFC3416]
}

The data nenber of the SEQUENCE ScopedPDU carries an SNWPv2- Tr ap- PDU
or an InfornRequest-PDU. They both have the sanme structure:
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PDUs ::= [7] IMPLICI T SEQUENCE {
request-id | NTECER,
error-status | NTECER, -- ignored in notifications
error-index | NTECER, -- ignored in notifications
vari abl e- bi ndi ngs Var Bi ndLi st
}
-- variabl e binding
Var Bi nd ::= SEQUENCE ({
nane Obj ect Nane,
CHO CE {
val ue hj ect Synt ax,
unSpeci fi ed NULL, -- in retrieval requests
-- exceptions in responses
noSuchObj ect [0] I'MPLICIT NULL
noSuchl nstance [1] | MPLICI T NULL
endOfMbView [2] IMPLICIT NULL
}
}
-- variable-binding Iist
Var Bi ndLi st ::= SEQUENCE (Sl ZE (0. . max-bi ndi ngs)) OF VarBind

The first two variable bindings in the variable binding list of an
SNVPv2- Tr ap- PDU or | nf or mRequest - PDU are sysUpTi ne. 0 [ RFC3418] and
snnmpTrapO D. 0 [ RFC3418], respectively. |If the OBIJECTS clause is
present in the invocation of the correspondi ng NOTI FI CATI ON- TYPE
macro, then each corresponding variable, as instantiated by this
notification, is copied, in order, to the variabl e-bindings field.

If any additional variables are being included (at the option of the
generating SNWP entity), then each is copied to the vari abl e-bi ndi ngs
field.

In the case of SNMPvl or SNWPv2c notifications, the contextEnginelD
and the context Nane paraneters are not present in notification
nmessages.

Thi s docunent assunes that notifications are in the format defined in

[ RFC3416]. Notifications in the SNMPvl notification format MJUST be
translated as described in Section 3.1 of [RFC3584].
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2.

3.

2. SYSLOG Notifications

The SYSLOG protocol is defined in [RFC5424]. The nessage contains a
gl obal header and a nunber of structured data elenents. The ABNF

[ RFC5234] representation of a SYSLOG nessage is defined in RFC 5424
[ RFC5424]. The relevant productions for structured data el enents
are:

STRUCTURED- DATA = NI LVALUE / 1*SD- ELEMENT

SD- ELEMENT ="[" SD-ID *(SP SD- PARAM) "]"

SD- PARAM = PARAM NAME "=" %@34 PARAM VALUE %34

SD- 1D = SD- NAME

PARAM NANVE = SD- NAME

PARAM VAL UE = UTF-8-STRING ; characters ""', '"\' and
;'] MJST be escaped.

SD- NAMVE = 1*32PRI NTUSASCI |

; except '=', SP, '], %34 (")

UTF- 8- STRI NG *OCTET ; Any VALID UTF-8 String

; "shortest fornm MJUST be used

OCTET = %00- 255
SP = %32

PRI NTUSASCI | = %I33-126
NI LVALUE ="

Mappi ng SNVP Notifications to SYSLOG Messages

In this section, we define how the scopedPDU portion froman SNW
notification nmessage is used to generate a nessage in the SYSLOG
format. The notification receiver application at the SNVP-to0- SYSLOG
translator is listening for inconmng notifications. After a
notification is received by the SNMP engi ne, the data portion is
forwarded to the notification receiver application. The data portion
contains the scopedPDU of the nessage, which is used by the SYSLOG
originator on the SNMP-t0- SYSLOG transl ator to generate a SYSLOG
message and send it to a SYSLOG coll ector (or proxy). Note that
every SNWP notification maps to exactly one SYSLOG nessage.
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S + . +
| snp | snnp | | syslog --------- +
|notification| notification | +------------ + | message |syslog
|originator |------------- > | syslog | |-------- >| col | ector
A + | Joriginator | | AT +
e + | e +

| snmp | snmp R R + | syslog +--------- +
| notification| notification | |[snnp | | nessage |syslog |
|originator |------------- > |notification|] |[-------- >| col | ect or |
A + | |receiver | et +
R + | R +

| snnp I snnp I I

|notification| notification | SNWP-to-SYSLOG |

|originator |------------- >| transl at or |

R + o e e e e oo oo +

Figure 1: SNWP-to-SYSLOG Transl at or Depl oynent

A comon depl oynent scenario is shown in Figure 1. There can be nany
SNWP notification originators that send SNMP event notifications to
an SNMP-to0- SYSLOG transl ator. The SNWP-to- SYSLOG transl ator extracts
the data portion of the notification, generates a SYSLOG nessage, and
sends the SYSLOG nessage to a SYSLOG col | ector, which is responsible
for collecting and storing all notification nmessages. The arrows in
Figure 1 indicate nessage flows, not individual nessages.

The SNMP-to0- SYSLOG translator is not transparent for a SYSLOG
collector. The global header of the SYSLOG nessage generated by the
SNWVP-t 0- SYSLOG transl ator is filled with paraneters that are specific
for the systemrunning the SNMP-to-SYSLOG translator, such as its
host name, timestanp, etc. The data portion (scopedPDU for SNMPv3 or
PDU for SNWMPv1l/ SNMPv2c) of the SNWP notification nmessage i s contained
in the structured data of the SYSLOG nessage.

| mpl enent ati ons MUST drop invalid SNVP nessages before they are
passed to the SNMP-to-SYSLOG transl ator

3.1. SYSLOG Header

The SNMP-to-SYSLOG translator fills the HEADER field of a SYSLOG
nmessage with paraneters specific to the systemon which it is
running. The default facility level for SYSLOG messages contai ni ng
SNWP notifications SHOULD be 3, which corresponds to nessages
generated by system daenons. The default severity |evel SHOULD be 5,
whi ch corresponds to "Notice: normal but significant condition". |If
the SNWVP-t0-SYSLOG transl ator has a notion of the type of
notification that has been received, it mght choose ot her val ues for
facility and severity |evel.
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The VERSI ON, Tl MESTAMP, HOSTNAME, APP-NAME, PROCI D, and MSA D fields
in the SYSLOG nmessage header are filled with values that are specific
to the system on which the SNMP-to- SYSLOG translator is running. The
character set used in the HEADER MJST be seven-bit ASCI|I in an eight-
bit field, as described in [ RFC5424].

3.2. Structured Data

The STRUCTURED- DATA field of a SYSLOG nessage carries the ScopedPDU
(or PDU) portion of an SNWMP notification nessage. For the purpose of
carrying SNVP notification data, a new SD-ID el enent is defined. The
ABNF [ RFC5234] representation of the new structured el enment is:

SNWVP- SD- ELEMENT = "[" SNWMP-SD-ID [CTX] *VARBIND "]"

SNVP-SD- | D = U 73.6E. 6D. 70 ;osnnp
CTX = CTXENG NE CTXNANME
CTXENG NE = SP "ct xEngi ne=" %34 HEXSTRI NG %34
CTXNAME = SP "ct xName=" %34 PARAM VALUE %34
VARBI ND = SP VARNAME [ SP VARLABEL] SP VARVALUE [ SP VALSTRI NG
VARNANME = 06€118 NUM "=" %34 O D %34 M VNET
VARLABEL = 06108 NUM "=" % i34 PARAM VALUE %34 ; "I N="
VARVALUE = VALO D / VALHEXSTRI NG / VALCOUNTER32 / VALCOUNTER64
!/ VALUNSI GNED32 / VALI NTEGER32 / VALIP / VALNULL
/[ VALOPAQUE / VALTI METI CKS / VALSTRI NG

VALO D = 0€111 NUM "=" %34 O D %34 o " ON=E"
VALHEXSTRI NG = 96120 NUM "=" % i34 HEXSTRI NG %34 T XNET
VALCOUNTER32 = 9699 NUM "=" % i34 UNSI GNED32 %34 ; "cN="
VALCOUNTERG64 = 0€67 NUM "=" 9% i34 UNSI GNED64 %34 ; " CN="
VALUNSI GNED32 = @117 NUM "=" 9134 UNSI GNED32 %34 ; "uN="
VALI NTEGER32 = 9@d100 NUM "=" %34 | NTEGER32 %34 ;" dN="
VALI P = 0¢105 NUM "=" %34 | PVAADDRESS %34 ; "i N="
VALNULL = 96110 NUM "=" %34 %34 T nNE"
VALOPAQUE = %6112 NUM "=" %34 HEXSTRI NG %34 A o\ =4
VALTI METI CKS = 06116 NUM "=" 9% i34 UNSI GNED32 %34 ; "tN="
VALSTRI NG = 9@97 NUM "=" %134 PARAM VALUE %34 ; "aN="
NUM = NONZERODIG T 0*DIA T
ab = O DSTART *("." QO DSUBI D)
O DSTART = (("0." / "1.") [Y49-51] DIAT) / ("2." O DSuBI D)
a DSUBI D = ZERO/ (NONZERODIG T *DIGAT)
PARAM VALUE = UTF-8-STRING ; characters ""', '"\' and

;'] MJST be escaped.
UTF- 8- STRI NG = *OCTET ; Any VALID UTF-8 String

; "shortest form MJUST be used

HEXSTRI NG = *HEX
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| NTEGER32 = ["-"] NONZERODIG T 0*DIG T
UNSI GNED32 = NONZERODIG T O*DIG T
UNSI GNED64 = NONZERODIG T 0*DIG T
| PV4ADDRESS =d8 "." d8 "." d8 "." d8
ds =DAT . 0-9
| 9%149-57 DIG T © 10- 99
/ "1" 2DIGT © 100- 199
/ "2" %48-52 DIGT ; 200-249
/| 25" %l48-53 : 250- 255
HEX = DIGT /| %41-46 | 9%61-66 0 0-9/ AF/ a-f
NONZERODI G T = 9%l49-57
ZERO = 948
DGT = ZERO / NONZERODI G T
sp = %32

Each SNWP- SD- ELEMENT starts with the SD-1D "snnmp". The first two
SD-1 D paraneters are "ctxEngi ne" and "ctxNane". The context MJST be
present in an SNMPv3 notification and therefore "ctxEngi ne" and

"ct xNane" MJST be present in a SYSLOG nessage generated by an SNWP-
t 0- SYSLOG translator froman SNWPv3 notification. The
context Engi nel D is encoded as an hexadeci mal string while the
context Name is encoded as a UTF8 string.

The remai ning paraneters in the "snnp" SD-ID correspond to the
varbind list elenents contained in the SNMP PDU. The name of a
varbind is encoded as an O D in dotted notation. The rendered ODis
carried in a "vN' paraneter, where Nidentifies the position of the
varbind in the varbind list of the SNMP nessage (the first varbind
having the position 1). A MB-aware inplenmentation may in addition
generate a parameter "IN' carrying the descriptor of the associated
M B object plus the instance identifier suffix (also called an QD

| abel). The nunber N again identifies the position of the varbind in
the varbind list of the SNVMP nessage.

The val ue of a varbind is encoded depending on its type according to
the rules shown in Table 1, and type-specific paraneter nanes are
used to convey the type information. The nunber N again identifies
the position of the varbind in the varbind Iist of the SNVP nessage.
A MB-aware inplenmentation nmay in addition generate a paraneter "aN'
carrying an alternate textual representation of the value, which is
obt ai ned by appl yi ng DI SPLAY-HI NTs and transl ating naned nunbers into
correspondi ng | abel s or OBJECT | DENTI FI ER val ues to descriptors. For
SNWVP obj ect types that have a DI SPLAY-H NT of the form’Ma or "M’
where Mis sone nunber, a MB-aware inplenentation can choose to
include the "aN' paranmeter and to suppress the correspondi ng "xN'
paraneter. This special case saves space for textual objects. A
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3.

3.

receiver receiving an "aN' paraneter w thout a matching val ue at
position N can unanbi guously convert the value carried in the "aN'
paraneter back to an OCTET STRI NG val ue.

Wil e the inclusion of additional paraneters carrying O D | abels or
alternate value representations increases human readability, this
comes at the cost of increased nessage size, which nay cause
truncation of SYSLOG nessages. Therefore, inplenentations SHOULD
provi de a configuration nmechanismto enabl e/ di sabl e the generation of
paraneters carrying O D |abels or alternate val ue representations.

Fom e oo S e +
| SNWP Type | PARAM NAME | Val ue Encodi ng |
Fom e e e e oo o Fomm e oo - o e e e e e e oo o +
| OBJECT | DENTI FI ER | oN | dotted-decinmal notation |
| OCTET STRI NG | xN | hexadeci mal string |
| Counter32 | cN | unsigned deci mal nunber |
| Counter64 | CN | unsigned deci mal nunber |
| Unsi gned32 | uN | unsigned deci mal nunber |
| INTEGER, Integer32 | dN | signed deci mal number |
| | pAddress | i N | dotted quad notation |
| Opaque | pN | hexadeci mal (BER) string |
| TinmeTicks | tN | unsigned deci mal nunber |
| NULL | nN | zero-length string |
Fom e S Fom e +

Table 1: Mapping of SNWMP Types to SD Parans

The SYSLOG nessage generated by the SNVP-to0-SYSLOG translator may, in
addition to the SNMP- SD- ELEMENT, include other structured data
elements in its structured data part. These additional structured
data el ements MUST conmply with the specification in [ RFC5424].

In particular, the paraneters in the "origin" SD-ID SHOULD identify
the originator of the SNWP notification. A suitable value for the
"ip" paraneter MAY be taken fromthe snnpTrapAddress varbind if
present, and a suitable value for the "enterpriseld" paraneter MAY be
extracted fromthe snnpTrapQ D var bi nd.

M5G Dat a

The MSG part of the SYSLOG nessage is optional and nay contain a
free-form message that provides a textual description of the SNWP
event notification. According to [RFC5424], the character set used
in MSG SHOULD be Uni code, encoded using UTF-8 as specified in

[ RFC3629]. If the originator cannot encode the MSG in Unicode, it
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MAY use any ot her encoding. The originator MAY use the "l anguage"
paraneters defined in [ RFC5424] to convey information about the
nat ural |anguage used inside MG

4. Relationship to the SYSLOG MSG M B

A conpani on docunment [ RFC5676] defines an SNMP M B nodule to
represent SYSLOG nessages and to send SYSLOG nmessages as SNWP
notifications to SNVMP notification receivers. This section discusses
the possibilities of using both specifications in conbination.

A SYSLOG col l ector inplenmenting the SYSLOG MSG-M B nodul e and the
mappi ng of SNMP notifications to SYSLOG nmessages nmay be configured to
transl ate recei ved SYSLOG nessages contai ning SNMP notifications back
into the original SNVP notification. |In this case, the rel evant
tables of the SYSLOG MSG-MB will not be popul ated for SYSLOG
messages carrying SNWP notifications. This configuration allows
operators to build a forwardi ng chain where SNVP notifications are
"tunnel ed" through SYSLOG nessages. Due to size restrictions of the
SYSLOG transports and the nore verbose textual encoding used by
SYSLOG, there is a possibility that SNVMP notification content will

get truncated when tunnel ed through SYSLOG and thus the resulting
SNWVP notification may be inconpl ete.

An SNVP managenent application supporting the SYSLOG MSG M B and t he
mappi ng of SNMP notifications to SYSLOG nmessages may process
information fromthe SYSLOGMSG-MB in order to enit a SYSLOG nessage
representing the SYSLOG nessage recorded in the SYSLOG MSG M B

modul e. This configuration allows operators to build a forwarding
chai n where SYSLOG nessages are "tunnel ed" through SNVMP nessages. A
notification receiver can determ ne whether a syslogMsgNotification
contained all structured data el ement paranmeters of a SYSLOG nessage.
In case paraneters are m ssing, a forwardi ng applicati on MJIST
retrieve the mssing paraneters fromthe SYSLOG MSG M B. Regul ar
polling of the SYSLOG M5G-M B can be used to take care of any | ost
SNWP noti ficati ons.

5. Usage Exampl e
Here we provide an exanple of how an SNWP |inkUp trap nessage is
mapped i nto a SYSLOG nessage by using the mappings defined in
Section 3.1 and Section 3.2.
The linkUp notification is defined in [ RFC2863] as foll ows:
i nkUp NOTI FI CATI ON- TYPE

OBJECTS { iflndex, ifAdm nStatus, ifQOperStatus }
STATUS current
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DESCRI PTI ON
"AlinkUp trap signifies that the SNMP entity, acting in an
agent role, has detected that the ifCOperStatus object for
one of its comunication links |eft the down state and
transitioned into sone other state (but not into the
not Present state). This other state is indicated by the
i ncluded val ue of ifQperStatus."

:={ snnpTraps 4 }

The scopedPDU portion of an SNWP |inkUp trap sent using the SNWPv3
message format is shown below (the left columm shows the Basic
Encodi ng Rul es (BER) encoding, while the right colum indicates the
correspondi ng ASN. 1 definitions):

30: 7C SEQUENCE {

04: 08: 80: 00: 02: B8: 04: 61: 62: 63 800002b804616263

04: 04:63:74: 78: 31 "ctx1"

A7: 6A SNVPv2- Tr ap- PDU {
02: 03: 6D: 08: 67 | NTEGER 7145575
02: 01: 00 | NTEGER O
02: 01: 00 | NTEGER O
30: 5D SEQUENCE OF {

30: OF SEQUENCE {
06: 08: 2B: 06: 01: 02: 01: 01: 03: 00 sysUpTi nme. 0
43: 03: 01: 72: 8C 94860 }

30: 17 SEQUENCE {
06: OA: 2B: 06: 01: 06: 03: 01: 01: 04: 01: 00 snnpTrapA D. 0
06: 09: 2B: 06: 01: 06: 03: 01: 01: 05: 04 linkUp }

30: OF SEQUENCE {
06: OA: 2B: 06: 01: 02: 01: 02: 02: 01: 01: 03 i f1ndex.3
02:01: 03 31}

30: OF SEQUENCE {
06: OA: 2B: 06: 01: 02: 01: 02: 02: 01: 07: 03 i f Adm nStatus. 3
02:01:01 up(1) }

30: OF SEQUENCE {
06: OA: 2B: 06: 01: 02: 01: 02: 02: 01: 08: 03 i f Oper Status. 3
02:01:01 up(1) } } } 1}

The correspondi ng SYSLOG nessage generated by the SNWMP-to- SYSLOG
translator is shown below. (SYSLOG exanpl es should be considered to
be on one Iine. They are wapped on nmultiple lines in this docunent
for readability purposes only.)

<29>1 2003-10-11T22: 14: 15. 003Z nynmachi ne. exanpl e. com snnptrapd - |1 D47
[ snmp ct xEngi ne="800002b804616263" ctxName="ct x1"
vli="1.3.6.1.2.1.1.3.0" |1="sysUpTi me. 0" d1="94860"
v2="1.3.6.1.6.3.1.1.4.1.0" | 2="snnpTrapA D. 0"
02="1.3.6.1.6.3.1.1.5.4" a2="1inkUp"
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v3="1.3.6.1.2.1.2.2.1.1. 3" d3="3"
v4="1.3.6.1.2.1.2.2.1.7.3" d4="1" a4="up"
v5="1.3.6.1.2.1.2.2.1.8.3" d5="1" a5="up"]

The correspondi ng SYSLOG nessage has a priority value of 29, which
means a facility level of 3 (system daenpons) and a severity |evel of
5 (Notice: normal but significant condition) according to the
algorithmfor calculation of priority value specified in Section
6.2.1 of [RFC5424]. The rest of the fields in the header of the
SYSLOG nessage are paraneters that are specific to the systemrunning
the SNMP-to0-SYSLOG translator. The SYSLOG version is 1 and the
message was generated at 22:14:15.003Z on 2003-10-11T by the host
"mymachi ne. exanpl e.con'. The application on the SNMP-to0- SYSLOG
transl ator that generated the message was "snnptrapd"; there is no

i nformati on about the process id, and the message on the SNWP-to-
SYSLOG systemis identified with the MS@ D of | D47.

The SYSLOG nessage contains one structured data el enent with an SD-1D
of "snnp", which neans that this is the scopedPDU portion of an SNWP
event notification nessage. The data that is contained in the
notification is associated with the ContextEnginel D "123456" and
Cont ext Nane "ctx1". The request-id of the SNWP notification nessage
was "7145575". Then follows the data portion of the scopedPDU. The
first two variables contained in the data portion are always the
sysUpTime. 0 and snnpTrapO D.0. An snnmpTrapO D.0 with a val ue of
"1.3.6.1.6.3.1.1.5.4" neans that this is a linkUp trap. The
paraneters v3="1.3.6.1.2.1.2.2.1.1.3" d3="3" nmean that the SNW
notification message is carrying the iflndex object, which has a type
| NTECER and a value of 3. The paraneters v4="1.3.6.1.2.1.2.2.1.7.3"
d4="1" mean that the SNMP notification nessage is carrying the object
i f Admi nStatus, which has a type I NTEGER and a value of 1. The
paraneters v5="1.3.6.1.2.1.2.2.1.8.3" d5="1" mean that the SNW
notification message is carrying the object ifQperStatus, which has a
type I NTEGER and a val ue of "1".

6. | ANA Consi derati ons

| ANA registered the SD-ID value "snnmp" together with the PARAM NAVE
val ues specified in Section 3.2 in the registry for SYSLOG Structured
Data I D Val ues according to Section 9 in [ RFC5424]. The notation <N>
i ndi cates a position nunber.

SD-1D PARAM NAVE

snnp OPTI ONAL
ct xEngi ne OPTI ONAL
ct xNane OPTI ONAL
v<N> OPTI ONAL
| <N> OPTI ONAL
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7.

9.

9.

0<N> OPTI ONAL
x<N> OPTI ONAL
c<N> OPTI ONAL
C<N> OPTI ONAL
u<nN> OPTI ONAL
d<N> OPTI ONAL
i <N> OPTI ONAL
n<N> OPTI ONAL
p<N> OPTI ONAL
t <N> OPTI ONAL
a<N> OPTI ONAL

Security Considerations

The security considerations discussed in [RFC5424] apply to this
docunent .

The SNWMP architecture supports an access control mechani sm ensuring
that SNMP notifications are only sent to receivers who are authorized
to receive the notification. Network operators using this mapping of
SNWP notifications to SYSLOG nessages shoul d enforce a consi stent
policy, preventing people fromaccessing SNVP notifications via the
SYSLOG nappi ng that woul d ot herwi se not be accessi bl e.
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