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Alarns in Syslog

Abst r act
Thi s docunent describes howto send alarminformation in syslog. It
i ncl udes the mapping of |1TU perceived severities onto syslog nessage
fields. It also includes a nunber of alarmspecific SD PARAM

definitions from X 733 and the | ETF Alarm M B.
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1. Introduction

In addition to sending out alarminformati on asynchronously via
protocol s such as the Sinple Network Managenent Protocol (SNWP) or
the Network Configuration Protocol (Netconf), many inplenentations
also log alarnms via syslog. This nmeno defines a set of SD PARAMs to
support | oggi ng and defines a mappi ng of syslog severity to the
severity of the alarm

The Alarm M B [ RFC3877] includes mandatory alarmfields from X 733
[X.733] as well as information from X 736 [X. 736]. In additional,
the Alarm M B introduces its own alarmfields. This neno reuses
term nol ogy and fields fromthe Alarm M B.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Alarmrel ated term nology is defined in [ RFC3877].

SD-1 D, SD-PARAM and other syslog-related terns are defined in
[ RFC5424] .

2. Severity Mapping
The Alarm M B [ RFC3877] defines |ITU perceived severities; it is
useful to be able to relate these to the syslog nessage fields,

particularly in the case where alarnms are being | ogged. This nenp
describes the representation of | TU perceived severities in
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appropriate syslog fields, which are described in [ RFC5424]. Syslog
offers both a so-called SEVERITY as well as STRUCTURED- DATA. Due to
constraints in syslog, there is no one-to-one mappi ng possi ble for
SEVERI TY. A STRUCTURED- DATA el ement is defined in this document to
all ow inclusion of the unnodified | TU perceived severity.

Sysl og supports Severity values different from | TU perceived
severities. These are defined in Section 6.2.1 of [RFC5424]. The
mappi ng shown in Table 1 bel ow SHOULD be used to map | TU perceived
severities to syslog severities.

| TU Perceived Severity sysl og SEVERI TY (Nane)
Critical 1 (Alert)

Maj or 2 (Critical)

M nor 3 (Error)

WAr ni ng 4 (V\rni ng)

I ndeterm nate 5 (Notice)

Cl eared 5 (Notice)

Table 1. | TUPerceivedSeverity to Sysl og SEVERI TY Mappi ng
3. Al ar m STRUCTURED- DATA El enent s
STRUCTURED- DATA al | ows the inclusion of any structured information
into a syslog nmessage. The following are defined in this docunment to
support the structuring of alarminformation
0 Resource Under Al arm
o Probabl e Cause
o Event Type
0 Perceived Severity
0 Trend Indication

0 Resource UR

Support of the "alarni SD-1D is optional but, once supported, sone of
the SD- PARAMS are nandatory.

3. 1. resource
If the "alarnt SD-ID is included, the "resource" SD PARAM MJUST be

included. This itemuniquely identifies the resource under alarm
within the scope of a network el enent.
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3.2. probabl eCause

If the "alarm SD-ID is included, the "probabl eCause" SD PARAM MJST
be included. This paraneter is the mmenonic associated with the

| ANAI t uPr obabl eCause obj ect defined within [ RFC3877] and any
subsequent extensions defined by | ANA.  For exanpl e,

| ANAI t uPr obabl eCause defines a transmi ssion failure to a probable
cause of ’transm ssionError (10)’. The value of the parameter in
this case would be ’transm ssionError’

3.3. perceivedSeverity
If the "alarm’ SD-ID is included, the "perceivedSeverity" SD PARAM
MJUST be included. Sinmilar to the definition of perceived severity in
[ X. 736] and [RFC3877], this object can take the foll ow ng val ues:
o cleared
0 indetermnate
0 critica
0 mjor
o minor

0 warning

See Section 2 for the relationship between this severity and sysl og
severity.

3.4. eventType

If the "alarm’ SD-ID is included, the "event Type" SD- PARAM SHOULD be
included. This paraneter is the nmenonic associated with the

| ANAI t uEvent Type obj ect defined within [ RFC3877] and any subsequent
extensions defined by I ANA. For exanple, |ANAItuEvent Type defines an
environmental alarmto an event type of ’environnental Alarm (6)’.

The val ue of the paraneter in this case would be

"envi ronment al Al arm .

3.5. trendlndication
If the "alarnm SD-ID is included, the "trendl ndi cati on" SD PARAM

SHOULD be included. Simlar to the definition of perceived severity
in [X 733] and [ RFC3877], this object can take the follow ng val ues:
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3.

6

0 noreSevere
0 noChange

0 |essSevere
resour ceURl

If the "alarm’ SD-ID is included, the "resourceURl " SD PARAM SHOULD
be included. This itemuniquely identifies the resource under alarm

The value of this field MUST conformto the URI definition in

[ RFC3986] and its updates. In the case of an SNWP resource, the
syntax in [ RFC4088] MJST be used and "resourceURI " nust point to the
same resource as al armActiveResourceld [RFC3877] for this alarm

Both the "resource" and the "resourceURl " paraneters point at the
resource experiencing the alarm but the "resourceURI" has syntactic
constraint requiring it to be a URI. This makes it easy to correlate
this syslog alarmwith any alarms that are received via other
protocol s, such as SNMP, or to use SNWP or other protocols to get

addi tional information about this resource.

Exanpl es
Example 1 - Mandatory Al arm I nformation

<165>1 2003-10-11T22: 14: 15. 003Z nynachi ne. exanpl e. com
evntslog - | D47 [exanpl eSDl D@2473 iut="3" event Source=
"Application" eventlD="1011"][al arm resource="su root"
pr obabl eCause="unaut hori zedAccessAt t enpt "

percei vedSeverity="maj or"]

BOVAn application event log entry..

In this exanple, extended from|[RFC5424], the VERSION is 1 and the
Facility has the value of 4. The severity is 2. The nessage was
created on 11 Cctober 2003 at 10: 14: 15pm UTC, 3 nilliseconds into the
next second. The message originated froma host that identifies
itself as "nmymachi ne. exanpl e.conf. The APP-NAME is "evntsl og" and
the PROCID is unknown. The MBG@ D is "ID47". W have included both
the structured data fromthe original exanple, a single element with
the val ue "[exanpl eSDI D@2473 iut="3" event Source="Application"
event| D="1011"]1", and a new elenment with the alarminformation
defined in this meno. The alarm SD-1D contai ns the mandatory SD-
PARAMS of resource, probabl eCause, and preceivedSeverity. The MG
itself is "An application event log entry..." The BOM at the

begi nning of the MSG i ndi cates UTF-8 encodi ng.
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Exanple 2 - Additional Al armInformation

<165>1 2004-11-10T20: 15: 15. 003Z nymachi ne. exanpl e. com
evntslog - I1D48 [alarmresource="interface 42"

pr obabl eCause="unaut hori zedAccessAt t enpt "

percei vedSeverity="maj or"

event Type="communi cati onsAl ar nt

resourceURl ="snnp://exanple.com/1.3.6.1.2.1.2.2.1.1.42"]

In this exanple, we include two optional alarmfields: eventType and
resourceURl .

5. Security Considerations

In addition to the general syslog security considerations discussed
in [RFC5424], the information contained with alarns may provide
hackers with hel pful infornmation about parts of the systemcurrently
experiencing stress as well as general information about the system
such as inventory.

Users shoul d not have access to information in alarns that their
nornmal access perm ssions would not permt if the information were
accessed i n anot her nanner.

There is no standardi zed access control nodel for syslog, and hence
the ability to filter alarns based on a notion of a receiver identity
is, at best, inplenentation specific.

6. | ANA Consi derations

| ANA registered the syslog Structured Data | D val ues and PARAM NAMEs
shown bel ow

SD- 1D PARAM NANVE

al arm OPTI ONAL
resource MANDATCORY
pr obabl eCause MANDATORY
percei vedSeverity MANDATORY
event Type OPTI ONAL
trendl ndi cati on OPTI ONAL
resourceURl OPTI ONAL
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