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Thi s docunent defines a practical architecture and protocols for

of fering privacy for a user who requests and uses an X 509
certificate containing a pseudonym while still retaining the ability
to map such a certificate to the real user who requested it. The
architecture is conpatible with I ETF certificate request formats such
as PKCS10 (RFC 2986) and CMC (RFC 5272). The architecture separates
the authorities involved in issuing a certificate: one for verifying
ownership of a private key (Blind |Issuer) and the other for
validating the contents of a certificate (Anonymty Issuer). The end
entity (EE) certificates issued under this nodel are called Traceable
Anonymous Certificates (TACs)
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1. Introduction

Public Key Infrastructure (PKI) provides a powerful neans of

aut henti cating individuals, organizations, and conmputers (e.g., web

servers). However, when individuals use certificates to access

resources on the public Internet, there are legitinmate concerns about
personal privacy, and thus there are increasing demands for privacy-

enhanci ng techni ques on the I|nternet.

In a PKI, an authorized entity such as a Certification Authority (CA)

or a Registration Authority (RA) may be perceived, froma privacy

perspective, as a "big brother", even when a CA issues a certificate
contai ning a Subject name that is a pseudonym This is because such

entities can always map a pseudonymin a certificate they issued to

the nane of the real user to whomit was issued. This document

defines a practical architecture and protocols for offering privacy

for a user who requests and uses an X. 509 certificate containing a
pseudonym while still retaining the ability to map such a
certificate to the real user who requested it.
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A PKlI typically serves to identify the holder of a private key (to
the corresponding public key in a certificate), in a standard
fashion. The public key, identity, and related information are
signed by an entity acting as a CA as specified in X 509 [11] and as
profiled for use in the Internet [2]. During the past decade, PKls
have been wi dely depl oyed to support various types of communications
and transactions over the Internet.

However, with regard to privacy on the Internet, a PKI is generally
not supportive of privacy, at least in part because of the follow ng
i ssues:

- Acertificate typically contains in the Subject field the true
identity of the user to whomit was issued. This identity is
disclosed to a relying party (e.g., a web site or the recipient of
an S/M ME nessage [18]) whenever the certificate hol der presents
it in a security protocol that requires a user to present a
certificate. In sone protocols, e.g., TLS, a user’s certificate
is sent via an unencrypted channel prior to establishing a secure
commruni cati on capability.

- Acertificate often is published by the CA, for exanple, in a
directory systemthat nay be wi dely accessible.

- An anonynous (end entity) certificate [9] is one that indicates
that the holder’s true identity is not represented in the subject
field. (Such a certificate mght nore accurately be called
"pseudonynous” since an X. 509 certificate nmust contain an
identifier to conply with PKI format standards, and a CA nmust not
issue multiple certificates with the sane Subject nane to
different entities. However, we use the nore common term
"anonynous" throughout this docunment to refer to such
certificates.) |Issuance of anonynous certificates coul d enhance
user privacy.

There is however, a need to bal ance privacy and accountability when
i ssui ng anonynous certificates. |If a CARA is unable to map an
anonynous certificate to the real user to whomit was issued, the
user m ght abuse the anonymty afforded by the certificate because
there woul d be no recourse for relying parties.

A CA or RA generally would be able to map an anonymous certificate to
the user to whomit was issued, to avoid such problens. To do so,
the CARA would initially identify the user and maintain a database
that relates the user’s true identity to the pseudonymcarried in the
certificate's Subject field.
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In atraditional PKI, there is a nominal separation of functions
between a RA and a CA, but in practice these roles are often closely
coordi nated. Thus, either the RA or CA could, in principle,
unilaterally map an autononpus certificate to the real user identity.

The architecture, syntax, and protocol conventions described in this
docunent all ow anonynous certificates to be issued and used in
existing PKIs in a way that provides a bal ance between privacy and a
conditional ability to map an anonynous certificate to the individua
to whomit was issued.

An anonynous certificate (Traceabl e Anonynous Certificate) in this
docunent is issued by a pair of entities that operate in a split
responsibility node: a Blind Issuer (BlI) and an Anonymity |ssuer

(Al'). The conditional traceability offered by this nodel assunes
strong separation between the RA and CA rol es, and enpl oys technica
means (threshold cryptography and "blinded" signatures), to
facilitate that separation. (A blinded signature is one in which the
val ue being signed is not made visible to the signer, via
cryptographi c neans. Additional details are provided |later.)

The Al has know edge of the certificate issued to the user, but no
know edge of the user’'s real identity. The Bl knows the user’s rea
identity, but has no know edge of the certificate issued to that
user. Only if the Al and Bl collaborate can they map the TAC issued
to a user to the real identity of that user.

1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. General Overview

This section defines the notion of a Traceabl e Anonynous Certificate
(referred to as TAC or anonynous certificate in this docunent). It

i s distinguished froma conventional pseudonynous certificate [8, 9]
in that a TAC containing a pseudonymin the Subject field will be
conditionally traceable (as defined that it is not trivial to design
a systemthat issues anonynous certificates, consistent with Internet
PKI standards, when additional constraints are inposed, as
illustrated by the follow ng scenari os.

- If a CAissues an anonynous certificate wi thout verifying a true
identity, it is untraceable, which provides inadequate recourse if
the user to whomthe certificate was issued abuses the anonynmity
it provides. (Even without the ability to trace an anonynous
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certificate to the corresponding user, the certificate can al ways
be revoked, but this may not be a sufficient response to abuse.)

- |If a CAissues an anonynous certificate but verifies the rea
identity and maintains a record of that identity, the CA can link
the pseudonymin the Subject field to the real identity, hence a
potential "big brother" problem[12].

- If the CAissues a certificate with a certificate containing a
user - sel ect ed Subj ect nanme, and does not verify the user’s
identity, the certificate is effectively untraceable.

- |If the CA issues an anonynous certificate using a blind signature
(see below), the CA cannot verify the contents of the certificate,
maki ng the certificate untraceable and essentially forgeable. (If
a CA signs a certificate without examning its content, even after
verifying a user’'s identity, certificates issued by the CA are
essentially forgeable.)

To address the issues described above, we extend the sinple
separation-of-authority concept already defined in the RA/ CA PKI
nodel . First we restate the requirenents in a nore precise and
conci se fashion, and introduce a basic nodel for achieving the goals
froma nore general perspective [16].

3. Requirenents

Thi s docunent describes a new separation-of-authority nodel and
protocols for certificate issuance in a way that enables issuing
Traceabl e Anonynmous Certificates, while nmaintaining conpatibility
with the standards used in existing PKIs. To do this, the follow ng
requi renents must be satisfied

- The Traceabl e Anonynous Certificate MJST be a syntactically valid
X. 509 certificate in which the Subject field contains a pseudonym

- There nust be technical neans to counter a claimby a malicious
user who | ater denies having participated in the activities that
resulted in issuing a TAC. Specifically, when a user is
identified and requests issuance of a TAC, the nechani sns enpl oyed
MUST ensure that the user to whomthe TAC is issued is the one who
requested the TAC (unl ess that user transfers the private key to
anot her party, unknown to the RA/ CA).

Park, et al. Experi ment al [ Page 5]



RFC 5636 Traceabl e Anonynous Certificate August 2009

4.

- The traceability and revocation functions MJST support the |linkage
between a user’s true identity and the pseudonymin a certificate
issued to the user. Thus, the solution MIST enable determ ning a
true identity fromthe anonynous certificate, upon agreenent anong
the authorities who collaborated to issue the certificate.

Traceabl e Anonynmous Certificate Mde

A TACis an end entity (EE) certificate issued by a pair of entities
that operate in a split responsibility node: a Blind Issuer (Bl) and
an Anonymity |Issuer (Al). The pair appear as a single CAto the
outside world, e.g., they are represented by a single CA certificate.
The public key in the CA certificate is used to verify certificates
issued by this CAin the normal fashion, i.e., a relying party
processes a TAC just like any other EE certificates.

In this nodel, the Bl acts as a RA. It interacts with a user to
verify the user’s "real" identity, just like a normal RA. The B
mai nt ai ns a database that can be used to nmap a TACto the user to
whomit was issued, but only with the cooperation of the Al.

This mapping will be initiated only if there is evidence that the
user to whomthe TAC was i ssued has abused the anonymty provided by
the TAC

The Al acts as a CA. It validates a certificate request submtted by
the user, using a standard certificate request format such as PKCS10.
The Al perfornms the functions comon to a CA, including a private-key
pr oof - of - possessi on (PoP) check, a nanme uni queness check anong al
certificates issued by it, assignnment of a serial nunber, etc. To
effect issuance of the TAC, the Al interacts with the Bl, over a
secure channel, to jointly create the signature on the TAC, and sends
the signed TAC to the user

The Al does this without learning the user’s real identity (either
fromthe user or fromthe Bl).

The result of this split functionality between the Bl and the Al is
that neither can unilaterally act to reveal the real user identity.
The Al has know edge of the certificate issued to the user, but no
know edge of the user’'s real identity. The Bl knows the user’s rea
identity, but has no know edge of the certificate issued to that
user. Only if the Al and Bl collaborate can they map the TAC issued
to a user to the real identity of that user.

This systemis not perfect. For exanple, it assunes that the Al and
Bl collaborate to reveal a user’'s real identity only under
appropriate circunstances. The details of the procedural security
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means by which this assurance is achieved are outside the scope of
this docunment. Nonetheless, there are security benefits to adopting
this nodel described in this docunment, based on the technica
approach used to enable separation of the Bl and Al functions.

For exanple, the Bl and Al can be operated by different organizations
in geographically separate facilities, and nmanaged by different

staff. As a result, one can have higher confidence in the anonynity
offered to a user by the system as opposed to a monolithic CA
operating nodel that relies only on procedural security controls to
ensure anonynity.

5. Issuing a TAC

The foll ow subsections describe the procedures and the protocols

enpl oyed to issue a TAC. To begin, Bl and Al collaborate to generate
a public key pair (that represents the CA as seen by relying parties)
using a threshold signature scheme. Such schenmes have been defined
for RSA. The details of howthis is acconplished depend on the
algorithmin question, and thus are not described here. The reader
is referred to [15] where procedures for inplenenting RSA threshold
signatures are described. A DSA-based threshold signature schene
will be incorporated into a future version of TAC [14].

Note that this split signing nodel for certificate issuance is an
especially sinple case of a threshold signature; the private key used
to sign a TACis divided into exactly two shares, one held by the B
and one held by the Al. Both shares nust be used, serially, to
create a signature on a TAC. After the key pair for the (nomnal) CA
has been generated and the private key split between the Bl and the
Al, the public key is published, e.g., in a self-signed certificate
that represents the TAC CA

Anot her public-key cryptographic function that is an essential part
of this systemis called "blind signing”". To create a blind
signature, one party encrypts a value to be signed, e.g., a hash
val ue of a certificate, and passes it to the signer. The signer
digitally signs the encrypted value, and returns it to the first
party. The first party inverts the encryption it applied with the
random value in the first place, to yield a signature on the
underlying data, e.g., a hash val ue.

Thi s techni que enables the signer to digitally sign a nmessage,

wi t hout seeing the content of the nessage. This is the sinplest
approach to blind signing; it requires that the public key needed to
invert the encryption not be available to the blind signer. O her
blind signing techniques avoid the need for this restriction, but are
nmore conpl ex
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The tricky part of a cryptographic blinding function is that is nust
be associative and commutative, with regard to a public-key signature
function. Let B be a blinding function, B-INVis its inverse, and S
is a public-key signature. The follow ng relationship nust hol d:
B-INV( S(B(X) ) ) =B INV( B( S(X) ) ) =S (X). RSA can be used
to blind a value with random value and to sign a blinded val ue
because the nodul ar exponentiation operation used by RSA for both
signature and for encryption is associative and commutati ve.

The TAC i ssuance process described below requires an ability for the
Bl, the Al, and the user to enploy secure communi cation channel s
bet ween one anot her.

Use of TLS [17] is one suitable nmeans to establish such channels,

al t hough other options also are acceptable. To this end, this
docunent assunmes TLS as the default secure comunication channel, and
thus requires that the Bl and the Al have X 509 certificates that
represent them

These certificates are i ndependent of the certificate that represents
the CA (forned by the Bl and the Al) and nmay be either self-signed or
i ssued by other CA(s).

Appendi x B provides a top-level description of the application of TLS
to these nessage exchanges.

5.1. Steps in Issuing a TAC
Figure 1 depicts the procedures for issuing a TAC. The lines

represent steps in the issuance process, and the nunbers refer to
t hese steps.

1 F- - e e - - - - +
R >| Bl i nd |
| 2 | I ssuer (Bl)|
| . +
S + | A
user S L >| 41 5
S + | \Y;
| 3 S +
REEEEEEE >| |
| | Anonymi ty |
| | I ssuer (Al) |
F<m e - - | |
6 o e +

Figure 1. TAC |Issuance Procedures
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Step 1:

A user authenticates hinself to the Bl. This may be effected via
an in-person neeting or electronically. The sane sorts of
procedures that RAs use for nornmal certificate issuance are used
here. Such procedures are not standardized, and thus they are not
described here in detail. For purposes of the TAC architecture,
we require the Bl to establish a record in a database for the user
and to generate a (locally) unique identifier, called the UserKey,
that will serve as a (database) key for the record. The UserKey
val ue MUST NOT be generated in a fashion that pernits any externa
entity (including the Al) to infer a user’s real identity fromits
val ue. (For exanple, if the user’s name is used as an input to a
one-way hash algorithmto generate the UserKey val ue, then

addi tional random data mnmust be used as an input to prevent sinple
guessing attacks.) Associated with the UserKey in this database is
an expiration time. The expiration tine is used by the Bl and Al
to reject session-level replay attacks in sone exchanges, and to
enable the Bl and Al to garbage-coll ect database records if a user
initiates but does not conplete the certificate request process.

It is RECOVWENDED that the UserKey be a random or pseudo-random
val ue. Wenever the Bl passes a UserKey to an external party, or
accepts the UserKey froman external party (e.g., the Al), the

val ue is enbedded in a digitally signed CM5 object called a Token,
acconpani ed by the tinmestanp noted above. The signature on a
Token is generated by the BI. (Note that the certificate used is
just a certificate suitable for use with CM5, and is NOT the
split-key certificate used to verify TAC.)

The following ASN. 1 syntax represents the UserKey and an
expiration time:

User Key ::= OCTET STRI NG
Ti meout ::= CeneralizedTi ne

In the context of this specification, the GeneralizedTi me val ue
MJUST be expressed in G eenwi ch Mean Tinme (Zulu) and MUST incl ude
seconds ( YYYYMVDDHHWESZ) .

Step 2:

Par k,

Bl presents to the user a data structure called a Token. The
Token nust be conveyed to the user via a secure channel, e.g., in
person or via a secure conmuni cation channel. The secure channe

is required here to prevent a wiretapper frombeing able to
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Par k,

acquire the Token. For exanple, if the user establishes a one-way
aut henticated TLS session to the Bl in Step 1, this session could
be used to pass the Token back to the user

The Token serves two purposes. During TAC i ssuance, the Token is
used to verify that a request to the Al has been subnitted by a
user who is registered with the Bl (and thus there is a record in
the Bl's database with the real identity of the user). This is
necessary to ensure that the TAC can later be traced to the user
If there is a request to reveal the real identity of a user, the
Al will release the Token to the entity requesting that a TAC be
traced, and that entity will pass the Token to the BlI, to enable
tracing the TAC. If the Bl does not performits part of the
certificate issuance procedure (in Step 6) before the Token
expires, the Bl can delete the Token fromthe database as a means
of garbage collection. The tineout value in a Token is sel ected
by the BI.

The Token is a Contentinfo with a contentType of id-kisa-tac-token
and a content that holds a SignedData of CMS SignedData object

[6], signed by the Bl, where the eContent
(Encapsul at edContentInfo) is a SEQUENCE consi sting of the UserKey
and Ti neout, and eContent Type MUST be i d-data.

Encapsul at edContent I nfo ::= SEQUENCE {
eCont ent Type Content Type, -- OBJECT IDENTIFIER : id-data
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }
-- DER encoded with the input of ' SEQUENCE of the UserKey and
-- Ti neout’

i d-data OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkecs7(7) 1}

The signature (SignatureValue of Signerlinfo) is generated using
the Bl's private signature key, corresponding to the public key
present in the Bl's certificate. (Note that this certificate is
just a certificate suitable for use with TLS, and is NOT the
split-key certificate used to verify a TAC.) The certificate (or
certificates) MJST be present. Appendix A provides the ASN. 1
syntax for the Token, as a profiled CVM5 Contentlnfo object.
Appendi x C provides the CM5 SignedData object profile for wapping
t he Token.

Token ::= Contentlnfo
Upon recei pt of the Token, the user SHOULD verify the signature

using the Bl public key and note the Tinmeout value to ensure that
the certificate request process is conpleted prior to that tine.
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Step 3:

The user prepares a certificate request in a standard format,

e.g., PKCS10 [3] or CMC [4]. The Subject field of the certificate
contains a pseudonym generated by the user. It is anticipated
that the CA (Bl + Al) may provide software for users to enploy in
constructing certificate requests.

If so, then this software can generate a candi date Subject nane to
mnimze the likelihood of a collision. |If the user selects a
candi dat e pseudonym wi t hout such support, the Iikelihood of a

subj ect nanme collision probably will be greater, increasing the
I'ikelihood that the certificate request will be rejected or that
the Al will have to generate a pseudonym for the user.

After constructing the certificate request, the user sends it,
along with the Token from Step 2, to the Al, via a secure channel
Thi s channel MJST be encrypted and one-way authenticated, i.e.,
the user MJUST be able to verify that it is conmunicating with the
Al, but the Al MJUST NOT be able to verify the real identity of the
user. Typical use of TLS for secure web site access satisfies
this requirenent. The certificate request of PKCS10 [3] or CMC
[4] carries the Token from Step 2.

The Token is carried as an attribute in a certificate request
(CertificationRequestinfo.attributes) where the attrType MJIST be

i d-ki sa-tac below in PKCS10 format. The Token is set to
attrValues (Certificate Request Controls) where the attrType MJST
be id-kisa-tac in CMC [4] format. The TAC request nessage profile
is described in the section 5. 3.

Step 4:

Par k,

The Al, upon receipt of the certificate request containing a
Token, verifies that the request is consistent with the processing
defined for the request format (PKCS10). |f a Subject nanme is
present, it verifies that the proposed pseudonymis unique. The
Al also verifies the signature on the Token and, if it is valid,
checks the Timeout value to reject a replay attack based on a
"timed-out" Token.

A Token with an ol d Tinmeout value is rejected out-of-hand by the
Al. (After a Token's Tinmeout tinme is reached, the Al deletes the
Token fromits cache.) Next, the Al conpares the received Token
agai nst a cache of recent (i.e., not "tined out"), validated
Tokens. The Al matches the resubmtted request to the origina
request, and responds accordingly. For exanple, if a duplicate is
detected, the certificate request can be rejected as a repl ay.
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Par k,

If the Subject field contains a Subject name already issued by the
Al, the Al MIST either reject the certificate request, or
substitute a pseudonymit generates, depending on the policy of
the TAC CA. If the certificate request is acceptable, the Al
assigns a serial nunber and constructs a tbsCertificate (i.e., the
final formof the certificate payload, ready to be signed).

The Al then conputes a hash over this data structure and blinds
the hash value. (The Al blinds the hash value using a key froma
public-key encryption pair where neither key is ever nade public.
The other key fromthis pair is used by the Al in Step 6 to "un-
blind" the signed hash val ue.)

The Al sends the CM5 Contentlnfo object of TokenandBlindHash to
the Bl, via a two-way authenticated and encrypted channel. The
two-way aut hentication and encryption is required to ensure that
the Al is sending these values to the Bl, to allowthe Bl to
verify that the values were transnmitted by the Al, and to prevent
a wiretapper fromacquiring the Token. A TLS session in which
both parties enploy certificates to authenticate one another is
the RECOVMENDED way to achieve this comunication

The TokenandBlindHash is a CM5 Contentlnfo with a content Type of

i d- ki sa-tac-tokenandbl i ndhash and a content that holds a

Si gnedbDat a of CMS Si gnedData object [6], signed by the Al, where
the eContent (Encapsul atedContentlnfo) is a SEQUENCE consi sting of
the Token and BlindedCertificateHash, and eContent Type MJST be

i d- dat a.

Encapsul at edContent I nfo ::= SEQUENCE {
eCont ent Type Content Type, -- OBJECT IDENTIFIER : id-data
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }
-- DER encoded with the input of ' SEQUENCE of the Token and
-- BlindedCertificateHash’

The signature (SignatureValue of Signerlnfo) is generated using
the Al’s private signature key, corresponding to the public key
present in the Al’s certificate. (Note that this certificate is
just a certificate suitable for use with TLS, and is NOT the
split-key certificate used to issue a TAC.) The certificate (or
certificates) MJST be present.

The following ASN. 1 syntax represents the Token and
Bl i ndedCertifi cat eHash:

Token ::= Contentlnfo
Bl i nedCertificateHash ::= OCTET STRI NG
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Token is the value of Contentinfo in the certificate request
message (CertificationRequestinfo.attributes) fromStep 3.

Bl i ndedCertificateHash is the blinded hash value for the
tbsCertificate.

Appendi x A provides the ASN. 1 syntax for the Token, as a profiled
CVB Contentlnfo object. Appendix C provides the CM5 Si gnedDat a
obj ect profile for wapping the Token

TokenandBl i ndHash ::= Contentlnfo

Step 5:

Par k,

The Bl receives the Token and blinded certificate hash via the
secure channel described above. First the Bl verifies the
signature on the TokenandBl i ndHash generated by Al and then
verifies the signature on the Token to ensure that it is a

| egitimate Token generated by the Bl. Next, the Bl checks its

dat abase to ensure that the UserKey value fromthe Token is
present and that the Token has not been used to authorize issuance
of a certificate previously.

This check is performed to ensure that the Bl has authenticated
the user and entered the user’'s real identity into the Bl's

dat abase. Each Token aut horizes issuance of only one certificate,
so the check al so ensures that the same Token has not been used to
aut hori ze issuance of nore than one certificate. These checks
ensure that the certificate issued by the Al to this user will be
traceable, if needed.

The Bl uses its share of the threshold private signature key to
sign the blinded certificate hash and returns the CVM5 Si gnedDat a
back to the Al. The eContent of the SignedData is a SEQUENCE
consisting of the Token and Partial |l ySi gnedCertificateHash

The following ASN. 1 syntax represents the Token and
Partiall ySi gnedCertificat eHash:

Token ::= Contentlnfo
Partial l ySignedCertificateHash ::= OCTET STRI NG

Token is the token val ue of the TokenandBl i ndHash (where the

eContent is a SEQUENCE consi sting of the Token and
Partial |l ySi gnedCertificateHash) from Step 4.
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PartiallySignedCertificateHash is the signature val ue generated by
Bl's share of the threshold private signature key on
Bl i ndedCertificateHash from Step 4.

The TokenandPartial |l ySi gnedCertificateHash is a CM5 Contentlnfo
with a content Type of id-kisa-tac-tokenandpartially and a content
that holds a SignedData of CMS SignedData object [6], signed by
the Bl, where the eContent (Encapsul atedContentlinfo) is a SEQUENCE
consi sting of the Token and PartiallySi gnedCertificateHash, and
eCont ent Type MJST be id-data.

Encapsul at edContent I nfo ::= SEQUENCE {
eCont ent Type Content Type, -- OBJECT IDENTIFIER : id-data
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }
-- DER encoded with the input of ' SEQUENCE of the Token and
-- PartiallySignedCertificateHash’

The signature (SignatureValue of Signerlnfo) is generated using
the Bl's private signature key, corresponding to the public key
present in the Bl's certificate. (Note that this certificate is
just a certificate suitable for use with TLS, and is NOT the
split-key certificate used to issue a TAC.) The certificate (or
certificates) MJST be present. Appendix A provides the ASN 1
syntax for the Token, as a profiled CVM5 Si gnedData object.
Appendi x C provides the CM5 SignedData object profile for wapping
the Token.

TokenandParti al | ySi gnedCertificateHash ::= Contentlnfo

Step 6:

Par k,

Upon recei pt of the TokenandParti allySi gnedCertificateHash, the Al
verifies the signhature on the PartiallySignedCertificateHash,
generated by Bl and then matches the Token against its list of

out standi ng requests to the BlI. The Al then "un-blinds" the

bl i ndHashVal ue, using the other key fromthe key pair enployed in
Step 4. This reveals the partially signed certificate hash. The
Al then applies its part of the split private key to conplete the
signature of the certificate for the user

It records the certificate and the Token value in its database, to
enable later tracing of the certificate to the real user identity,
if needed. The Al transnmits the conpleted certificate to the
user, via the response nessage fromthe request protocol enployed
by the user in Step 3, PKCS10.
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5. 2.

The user may now enpl oy the certificate with any PKI-enabl ed
application or protocol that makes use of X 509 certificates
(consistent with the key usage, and Extended Key Usage (EKU)
values in the certificate). Note that the user should be prepared
to accommpdate delays in the certificate i ssuance process. For
exanpl e, a connection between the user and the Al mght fai
sonmetine after the user submits a certificate request at the end
of Step 3 and before the Al returns the certificate at the end of
Step 6. If this happens, the user should resubmt the request.
The Al and Bl retain sufficient state to be able to match the
resubmtted request to the original request, and respond
accordingly. |If the process failed in steps 5 or 6, the Al
returns an error indication to the user

Mapping a TACto a User’s Real ldentity

If a user to whom a TAC has been issued abuses the anonynity provided
by the TAC, the TAC can be traced to the identity of that user
Mapping a TACto a user’s real identity is a four-step process,

described below and illustrated in Figure 2
C S +
<o - >| Blind |
| D | I ssuer (Bl)|
| . +
B S + |
| Relying |<---------- >|
| Party | |
S + |
| A - +
F<-mm - - - >| Anonymi ty |
B | I ssuer (Al) |
o e +

Figure 2. Revealing a TAC User’'s Real ldentity

Step A

Par k,

The Al verifies the assertion by an aggrieved party that a TAC
user has abused the anonymty provided by his TAC. The procedures
used by Al to verify that such abuse has occurred are outside the
scope of this docunment. No protocol is defined here for the

i nteracti on between the aggrieved party and Al. The only
technical requirement is that the TAC of the offendi ng user be
provided to the Al. If the Al determines that there is sufficient

evi dence of abuse to trace the TAC to the user, the Al revokes the
TAC, by listing its serial nunmber on the next Certificate
Revocation List (CRL) issued by the Al.
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An Al unilaterally manages the CRL for a TAC. Because RFC 5280

i npl ementations are not required to process indirect CRLs, we
create a second certificate for the CA under the TAC CA. Revoked
EE certificates issued by the TAC CA are recorded on this CRL and
val idated using this second CA certificate.

This CA certificate will have the cRLSign bit set in the KeyUsage
ext ensi on, but not the keyCertSign bit. The private key for this
certificate will be held by the Al, so that it can issue CRLs
unilaterally.

The Subject DN (Distinguished Nane) will be the same in both CA
certificates, which reinforces the notion that the CRL issuer is
the sane entity as the TAC issuer, and that this CRL is not an
indirect CRL. Because the CRL issuer does not issue any
certificates itself, there is no possible serial nunber conflict.
This will be the only CA certificate issued under the TAC CA
certificate (and thus it will be signed jointly by the Bl and Al).
We recommend that the CRL for this CA certificate be sinmilarly
long-lived, as it too needs to be signed by the Bl and Al. Each
EE TAC certificate MJST contain a CRL Distribution Point that
points to the CRL issued by this CA, to ensure that relying
parties know to check this CRL vs. the CRL that covers only the
CRL CA. (If the Al uses the Online Certificate Status Protoco
(OCSP) [13] to convey the revocation status of TACs, an equival ent
procedure is enployed.) If it is later deternined that the
revocati on was not warranted, a new TAC can be issued, to preserve
the anonymty of the user in future transactions.

Step B:

The Al searches its database, e.g., based on the serial nunmber in
the TAC, to |locate the Token that was passed between the Al and B
during the issuance process (Steps 5 and 6 above). The Al passes
this Token to the aggrieved party via an encrypted and two-way

aut henti cated channel. Encryption is required to prevent

di scl osure of the Token, and two-way authentication is required to
ensure that the aggrieved party and the Al know that they are
communi cating with each other. Two-way authenticated TLS is the
RECOMVENDED neans of inplenenting this channel, though ot her
approaches are all owed.

Steps C and D

Par k,

The aggrieved party transits the Token to the Bl, via an encrypted
and two-way authenticated channel. The channel MJST be encrypted

to prevent disclosure of the Token, and two-way authentication is

required to ensure that the aggrieved party and the Bl know t hat
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5

5.

3.

3.

they are conmmunicating with each other. |If specified by the
Certificate Policy (CP) for the TAC CA, the Bl wll independently
determne that there is sufficient evidence of abuse to trace the
TAC to the user, before proceeding. The Bl verifies its signature
on the Token, to verify that this is a Token generated by it and
presumably rel eased to the aggrieved party by the Al. Next, the
Bl searches its database using the UserKey val ue extracted from
the Token. The Bl retrieves the user’s real identity and provides
it to the aggrieved party. (By requiring the aggrieved party to
interact with both the Al and the BlI, the Bl can verify that it is
dealing with an aggrieved party, not with the Al acting
unilaterally.)

TAC Request Message Format Profile

TAC request MAY use either PKCS10 or CMC. An Al MJST support PKCS10
and MAY support CMC

1. PKCS10 Profil e

This profile refines the specification in PKCS10 [3], as it relates
to TAC. A Certificate Request Message object, formatted according to
PKCS10, is passed to the Al.

This profile applies the follow ng additional constraints to fields
that may appear in a CertificationRequestl nfo:

Ver si on
This field is mandatory and MJST have the val ue 0.

Subj ect
This field MIST be present. |If the value of this field is
enpty, the Al will generate a subject nane that is unique in
the context of certificates issued by this issuer. |If the
Subj ect field contains a Subject nane already issued by the Al,
the Al MJST either reject the certificate request, or
substitute a pseudonymit generates, depending on the policy of
the TAC CA

Subj ect Publ i cKeyl nf o
This field specifies the subject’s public key and the al gorithm
with which the key is used.

Attributes
PKCS10 [3] defines the attributes field as key-value pairs
where the key is an O D and the value’'s structure depends on
the key. The attribute field MJST include the id-kisa-tac
attribute, which holds the Token and is defined below. The
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Attributes field MAY al so contain X509v3 Certificate Extensions
and any PKCS9 [7] extensionRequest attributes that the
subscriber would Iike to have included in the certificate. The
profile for extensions in certificate requests is specified in
RFC 5280 [ 2].

.2. CMC Profile

This profile refines the Certificate Request nmessages in Certificate
Managenent over CMS in CMC [4], as they relate to TAGs.

A Certificate Request nmessage, formatted according to CMC [4], is
passed to the Al.

Wth the exception of the public-key-related fields, the CAis
permtted to alter any requested field when issuing a correspondi ng
certificate.

This profile reconmends the full PKI Request of the two types of PK
requests (Sinple or Full PKI Request), and the PKI Request SHOULD be
encapsul ated in SignedData with an eContent Type of id-cct-PKI Dat a.

This profile applies the foll owing additional constraints to fields
that may appear in a Certificate Request Tenplate of Certificate
Request Message Format (CRMF) [5]:

Ver si on
This field MAY be absent, or MAY specify the request of a
Version 3 Certificate. 1t SHOULD be onitted

Seri al Nunber
As per CRMF [5], this field is assigned by the CA and MJST be
omtted in this profile.

Si gni ngAl gorithm
As per CRMF [5], this field is assigned by the CA and MJST be
omitted in this profile.

| ssuer
This field is assigned by the CA and MJST be omtted in this
profile.

Validity
This field MAY be omitted. |If omitted, the Al will issue a

Certificate with Validity dates as determ ned by the TAC CA
policy. |If specified, then the CA MAY override the requested
val ues with dates as determ ned by the TAC CA policy.

Park, et al. Experi ment al [ Page 18]



RFC 5636 Traceabl e Anonynous Certificate August 2009

Subj ect
This field MIST be present. |If the value of this field is
enpty, the Al MJST generate a subject nane that is unique in
the context of certificates issued by this issuer. |If the
Subj ect field contains a Subject nane already issued by the Al,
the Al MJUST either reject the certificate request, or
substitute a pseudonymit generates, depending on the policy of
the TAC CA

Publ i cKey
This field MIST be present.

This profile also refines constraints that nay appear in a
Certificate Request controls: The Token is set to attrValues (in
Cert Request. controls) where the attrType MJST be id-kisa-tac.

See Section 5.3.1, "PKCS10 Profile", for the certification request
formats based on PKCS10.

6. Security Considerations

The anonynity provided by the architecture and protocols defined in
this docunment is conditional. Moreover, if the user enploys the sane
TAC for multiple transactions (with the same or different parties),
the transactions can be |inked through the use of the same TAC

Thus, the anonymity guarantee is "weak" even though the user’s rea
identity is still hidden.

To achi eve stronger anonynity, a user nmay acquire nultiple TAGCs,
through distinct iterations of the protocol. Since each TACis
gener ated i ndependently, it should not be possible for a relying
party to discover a |ink between pseudonyns unl ess the tracing
feature of this scheme is invoked. |If the TAC has a long validity
interval, this increases the probability that the identity of a TAC
user will be discovered, e.g., as a result of |inking user
transactions across nmultiple servers. Thus, we recomend that each
TAC CA consider carefully how long the validity for a TAC certificate
should be. 1In the course of issuing a TAC, the Al and the user
interact directly. Thus, the Al nmay have access to | ower-|ayer
information (e.g., an | P address) that m ght reveal the user’s
identity. A user concerned about this sort of possible identity
conprom se shoul d use appropriate neasures to conceal such
information, e.g., a network anonymity service such as Tor [10].

Thi s docunent nakes no provisions for certificate renewal or rekey;
we recommend TAC users acquire new TACs periodically, to further
reduce the likelihood of linkage. It also nmay be possible to
determine the identity of a user via information carried by | ower-
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| evel protocols, or by other, application-specific neans. For
exanple, the | P address of the user mght be used to identify him

For this reason, we recomrend that a TAC be used primarily to access
web services with anonymity. Note that the TAC architecture
described in this docunent is not capable of using certificates for
use with S/M Mg, because there is no provision to i ssue two
certificates (one for encryption and one for signatures) that contain
the sane (anonynous) Subject name. An anal ogous problem m ght arise
if a user visits a site (and does not conceal his identity), the site
deposits a "cookie" into the user’'s browser cache, and the user |ater
visits a site and enploys a TAC with the presunption of anonynity.

The use of a TACis a tool to help a user preserve anonynity, but it
is not, per se, a guarantee of anonynmity. W recommend that each TAC
CA issue certificates with only one lifetinme, in order to avoid the
conplexity that mght arise otherwise. If a TAC CA offered
certificates with different lifetines, then it would need to

comuni cate this information fromthe Bl to Al in a way that does not
undul y conpromi se the anonymity of the user

This architecture uses the UserKey to Iink a TAC to the correspondi ng
real user identity. The UserKey is generated in a fashion to ensure
that it cannot be exam ned to determne a user’s real identity.

User Key values are mamintained in two distinct databases: the B

dat abase naps a UserKey to a real user identity, and the Al database
maps a TACto a UserKey. The UserKey is always carried in a signed
data object, a Token. The Token is signed to allowthe Bl to verify
its authenticity, to prevent attacks based on guessing User Key

val ues. The Token also carries a Tineout value to allow the Al and
Bl to reject session-level replay attacks, and to facilitate garbage
collection of Al and Bl databases.

Threshol d cryptography is enployed to enable strong separation of the
Bl and Al functions, and to ensure that both nust cooperate to issue
certificates under the aegis of a TAC CA. (The Al and Bl nust ensure
that the threshol d cryptographi c schene they enpl oy does not provide
an advantage to either party based on the way the key-splitting is
effected.) Blind signatures are used with threshold cryptography to
preserve the separation of functions, i.e., to prevent the Bl from

| earni ng the hash value of the TAC i ssued by the Al.

Message exchanges between a user and the Bl or the A, between the Al
and Bl, and between an aggrieved party and the Al and Bl all make use
of secure channels. These channels are encrypted to prevent

di scl osure of the Token value and of the pseudonymin the TAC request
and response and in a tracing request. The channels are two-way
authenticated to allow the Al and Bl to verify their respective

i dentities when communi cati on with one another, and one-way
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8.

8.

1.

authenticated to allow the user to verify their identities when he
communi cates with them Two-way authentication is enployed for
communi cati on between an aggrieved party and the Al and Bl, to allow
all parties to verify the identity of one another.

There is an opportunity for the Al to return the wong UserKey to
an aggrieved party, which will result in tracing a certificate to
the wong real user identity. This appears to be unavoidable in
any schenme of this sort, since the database maintained by the BI

is intentionally ignorant of any info relating a UserKey to a TAC

A TAC CA MJST describe inits CP howlong it will retain the data
about certificates it issued, beyond the lifetinme of these

certificates. This will help a prospective TAC subject gauge the
I'i keli hood of unauthorized use of his identity as a result of a
conprom se of this retained data. It also alerts relying parties of

the tinmefrane (after expiration of a certificate) in which an alleged
abuse nust be brought to the attention of the Al and Bl, before the
data linking a certificate to the real user identity is destroyed.
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Appendi x A.  Traceabl e Anonynous Certificate ASN. 1 Modul es

DEFINITIONS | MPLICI T TAGS :: =

-- Copyright (c) 2009 | ETF Trust and the persons identified as
-- authors of the code. Al rights reserved.

-- Redi stribution and use in source and binary forns, with or
-- wi thout nodification, are permtted provided that the foll ow ng
-- conditions are met:

-- - Redistributions of source code nust retain the above
-- copyright notice, this list of conditions and the foll ow ng
-- di scl ai mer.

-- - Redistributions in binary form nust reproduce the above

-- copyright notice, this list of conditions and the foll ow ng

-- di sclaimer in the docunentation and/or other materials provided
-- with the distribution.

-- - Neither the nane of Internet Society, |ETF or |ETF Trust, nor
-- the nanes of specific contributors, may be used to endorse or
-- pronote products derived fromthis software w thout specific
-- prior witten permnission

-- TH S SOFTWARE | S PROVI DED BY THE COPYRI GAT HOLDERS AND

-- CONTRI BUTORS " AS | S AND ANY EXPRESS OR | MPLI ED WARRANTI ES

-- I NCLUDI NG, BUT NOT LIM TED TGO, THE | MPLI ED WARRANTI ES OF

-- MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE

-- DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OAMNER OR CONTRI BUTORS
-- BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL

-- EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LI M TED
-- TO, PROCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES; LOSS OF USE,

-- DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON
-- ANY THECRY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LI ABI LI TY,

-- OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY

-- QUT OF THE USE OF TH S SOCFTWARE, EVEN I F ADVI SED OF THE

-- POSSI BI LI TY OF SUCH DAVAGE

-- This version of the ASN.1 nodule is part of RFC 5636;
-- see the RFC itself for full |egal notices.
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BEG N

-- EXPORTS Al

-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodules. Oher applications my use
-- themfor their own purposes.

I MPORTS

-- Inports from RFC 3280 [ PROFI LE], Appendix A 1
Al gorithm dentifier, Certificate, CertificatelList,
CertificateSerial Nunmber, Name FROM PKI X1Explicit88
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sms(5) pkix(7)
mod(0) pkix1-explicit(18) }

-- Inports from CVB
Content I nfo, SignedData FROM
Crypt ogr aphi cMessageSynt ax2004{ iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) cns-2004(24)}

User Key ::= OCTET STRI NG
Ti meout = CeneralizedTi ne
Bl i nedCertificateHash ::= OCTET STRI NG
Partial |l ySignedCertificateHash ::= OCTET STRI NG
Encapsul at edContent I nfo ::= SEQUENCE {
eCont ent Type Content Type, -- OBJECT IDENTIFIER : id-data
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }
i d-data OBJECT IDENTIFIER ::={ iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkes7(7) 1}
Token ::= ContentlInfo
TokenandBl i ndHash ::= Contentlnfo
TokenandParti al | ySi gnedCertificateHash ::= Contentlnfo
i d- KI SA OBJECT I DENTIFIER ::= {iso(1) nenber-body(2) korea(410)

ki sa(200004) }

i d-npki OBJECT I DENTI FIER ::= {id-KI SA 10}
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id-attribute OBJECT I DENTIFIER ::= {id-npki 1}
i d-kisa-tac OBJECT IDENTIFIER ::= {id-attribute 1}
i d-ki sa-tac-token OBJECT IDENTIFIER ::= { id-kisa-tac 1}

i d- ki sa-t ac-tokenandbl i ndbash OBJECT | DENTI FI ER : :

{ id-kisa-tac 2}
i d-ki sa-tac-tokenandpartially OBJECT IDENTIFIER ::= { id-kisa-tac 3}
END

Appendi x B. TAC Message Exchanges over Transport Layer Security

TAC nessage exchanges between a user and the Bl or the Al, between
the Al and BlI, and between an aggrieved party and the Al and Bl all
make use of secure channels to prevent disclosure of the Token val ue
and of the pseudonymin the TAC request and response and in a tracing
request. The Transport Layer Security Protocol v1.2 (TLS) [17] is a
sui tabl e security protocol to protect these message exchanges, and
this document recomends use of TLS to protect these exchanges. The
foll owi ng text describes how the handshake part of TLS should be
enpl oyed to protect each type of exchange. Note that no specific

ci pher suites are specified for use here; the choice of suites is up
to the client and servers, as is comonly the case.

B.1. Message Exchanges between a User and the Bl or the Al
The channel s between a User and the Bl or the Al are one-way

authenticated to allow the user to verify their identities when he
communi cates with them

User Bl or Al
ClientHello  -------- >
ServerHell o
Certificate
<--m----- Ser ver Hel | oDone

Cl i ent KeyExchange
[ ChangeCi pher Spec]

Fi ni shed  -------- >
[ ChangeCi pher Spec]
Cemmmmmmm Fi ni shed
TAC Message Cmmmmm e - > TAC Message

Figure 3. TAC Message exchanges between a User and the Bl or the Al
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B. 2. Message Exchanges between the Bl and the Al

The channel s between the Bl and the Al are two-way authenticated to
allowthe Al and Bl to verify their respective identities when
communi cation with one another.

Bl Al
ClientHello  -------- >
ServerHel |l o

Certificate

Certificat eRequest
Cemmmm--- Server Hel | oDone
Certificate
Cl i ent KeyExchange
CertificateVerify
[ ChangeCi pher Spec]
Finished -------- >
[ ChangeCi pher Spec]
Cemmmmmmm Fi ni shed
TAC Message Commmmem e > TAC Message

Figure 4. TAC Message exchanges between Bl and Al
B. 3. Message Exchanges between the Aggrieved Party and the Al or the BI

The channel s between a User and the Bl or the Al are two-way
authenticated, to allow both parties to verify the identity of one

anot her.
User Bl or Al
ClientHello  -------- >
ServerHell o

Certificate

Certificat eRequest
Cemmmm--- Server Hel | oDone
Certificate
C i ent KeyExchange
CertificateVerify
[ ChangeGi pher Spec]
Finished -------- >
[ ChangeCi pher Spec]
Cemmmmmmm Fi ni shed
TAC Message Commmmem e > TAC Message

Figure 5. TAC Message Exchanges between an Aggri eved Party and
the Bl or the Al
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Appendi x C. Cryptographic Message Syntax Profile for TAC Token

Usi ng the Cryptographic Message Syntax(CMS)[6], TAC Token is a type
of signed-data object. The general format of a CMS object is:

ContentInfo ::= SEQUENCE {
cont ent Type Content Type,
content [0] EXPLICIT ANY DEFI NED BY content Type }

Content Type ::= OBJECT | DENTI FI ER

As a TACis a signed-data object, it uses the corresponding O D,
1.2.840.113549.1.1. 2.

C.1. Signed-Data Content Type

According to the CMB specification, the signed-data content type
shal | have ASN. 1 type SignedDat a:

Si gnedbDat a :: = SEQUENCE {
versi on CMSVer si on,
digestAlgorithns DigestAl gorithmdentifiers,
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates [0] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICI T Revocati onl nfoChoi ces OPTI ONAL,
signerlnfos Signerlnfos }

DigestAlgorithmdentifiers ::= SET OF DigestAl gorithm dentifier
Signerinfos ::= SET OF Signerlnfo

The el ements of the signed-data content type are as foll ows:

Ver si on
The version is the syntax version nunber. |t MJST be 3,
corresponding to the signerinfo structure having version nunber
3.

di gest Al gorit hns
This field specifies digest Al gorithns.

encapCont ent | nfo
This element is defined in Appendix C. 1.1.
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certificates
The certificates el ement MJUST be included and MJUST contain only
the single PKI EE certificate needed to validate this CMV5
oject. The CertificateSet type is defined in section 10 of
RFC3852 [ 6] .

crls
The crls el ement MJST be onmitted.

si gner | nfos
This element is defined in Appendix C. 1.2.

C. 1.1. encapContentlnfo

encapContentinfo is the signed content, consisting of a content type
identifier and the content itself.

Encapsul at edContent I nfo ::= SEQUENCE{
eCont ent Type Cont ent Type,
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }

Cont ent Type ::= OBJECT | DENTI FI ER
The el ements of this signed content type are as foll ows:

eCont ent Type
The Content Type for an TAC Token is id-data and has the
nurerical value of 1.2.840.113549.1.7.1

eCont ent

The content of a TAC Token is the DER- encoded SEQUENCE of
User Key and Ti meout .

C.1.2. signerinfos
Signerinfo is defined under CVS as:

Signerinfo ::= SEQUENCE {
versi on CMSVer sion
sid Signerldentifier,
di gest Al gorithm Di gest Al gorithnl dentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL
si gnat ur eAl gorithm Si gnat ureAl gorithm dentifier
si gnature SignatureVal ue,
unsi gnedAttrs [1] IMPLICI T UnsignedAttri butes OPTI ONAL }
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The contents of the Signerinfo element are as follows:

Ver si on
The version nunber MUST be 3, corresponding with the choice of
Subj ect Keyl dentifier for the sid.

sid
The sid is defined as:

Signerldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier }
For a TAC Token, the sid MJST be a SubjectKeyldentifier.

di gest Al gorithm
This field specifies digest Al gorithns.

signedAttrs
The signedAttr el ement MJST be omitted.

Si gnatureAl gorithm
This field specifies the signature Al gorithm

Si gnature
The signature value is defined as:

Si gnatureVal ue ::= OCTET STRI NG

The signature characteristics are defined by the digest and
signature al gorithms.

Unsi gnedAttrs
unsi gnedAttrs MJUST be onitted.
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