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Abstract

The Session Initiation Protocol (SIP) allows proxy servers to
initiate TCP connections or to send asynchronous UDP datagrans to
User Agents in order to deliver requests. However, in a |arge nunber
of real deploynents, many practical considerations, such as the

exi stence of firewalls and Network Address Translators (NATs) or the
use of TLS with server-provided certificates, prevent servers from
connecting to User Agents in this way. This specification defines
behavi ors for User Agents, registrars, and proxy servers that allow
requests to be delivered on existing connections established by the
User Agent. It also defines keep-alive behaviors needed to keep NAT
bi ndi ngs open and specifies the usage of nultiple connections from
the User Agent to its registrar

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenp is unlimted.

Copyri ght Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
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1.

I nt roducti on

There are many environnents for SIP [ RFC3261] depl oyments in which
the User Agent (UA) can forma connection to a registrar or proxy but
in which connections in the reverse direction to the UA are not

possi ble. This can happen for several reasons, but the nost likely
is a NAT or a firewall in between the SIP UA and the proxy. Many
such devices will only allow outgoing connections. This
specification allows a SIP User Agent behind such a firewall or NAT
to receive inbound traffic associated with registrations or dial ogs
that it initiates.

Most | P phones and personal conputers get their network
configurations dynamcally via a protocol such as the Dynam c Host
Configuration Protocol (DHCP) [RFC2131]. These systens typically do
not have a useful nane in the Domain Name System (DNS) [ RFC1035], and
they al nost never have a long-term stable DNS nane that is
appropriate for use in the subjectA tNane of a certificate, as
required by [ RFC3261]. However, these systens can still act as a
Transport Layer Security (TLS) [RFC5246] client and form out bound
connections to a proxy or registrar that authenticates with a server
certificate. The server can authenticate the UA using a shared
secret in a digest challenge (as defined in Section 22 of RFC 3261)
over that TLS connection. This specification allows a SIP User Agent
who has to initiate the TLS connection to receive inbound traffic
associated with registrations or dialogs that it initiates.

The key idea of this specification is that when a UA sends a REGQ STER
request or a dialog-formng request, the proxy can |ater use this

sane network "flow' -- whether this is a bidirectional stream of UDP
dat agranms, a TCP connection, or an anal ogous concept in another
transport protocol -- to forward any incomng requests that need to

go to this UAin the context of the registration or dialog.

For a UA to receive incom ng requests, the UA has to connect to a
server. Since the server can’t connect to the UA, the UA has to nake
sure that a flowis always active. This requires the UA to detect
when a flow fails. Since such detection takes tinme and | eaves a

wi ndow of opportunity for m ssed incom ng requests, this mechani sm
allows the UA to register over nmultiple flows at the sane tine. This
specification also defines two keep-alive schenes. The keep-alive
mechani smis used to keep NAT bindings fresh, and to allowthe UA to
detect when a flow has failed
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2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. 1. Definitions

Authoritative Proxy: A proxy that handl es non- REG STER requests for
a specific Address-of-Record (AOR), perfornms the | ogical Location
Server | ookup described in [ RFC3261], and forwards those requests
to specific Contact URIs. (In [RFC3261], the role that is
authoritative for REG STER requests for a specific ACRis a
Regi stration Server.)

Edge Proxy: An edge proxy is any proxy that is |ocated topologically
bet ween the registering User Agent and the Authoritative Proxy.
The "first" edge proxy refers to the first edge proxy encountered
when a UA sends a request.

Flow A Flowis a transport-layer association between two hosts that
is represented by the network address and port nunber of both ends
and by the transport protocol. For TCP, a flowis equivalent to a
TCP connection. For UDP a flowis a bidirectional stream of
dat agranms between a single pair of |IP addresses and ports of both
peers. Wth TCP, a flow often has a one-to-one correspondence
with a single file descriptor in the operating system

Fl ow Token: An identifier that uniquely identifies a flow which can
be included in a SIP URI (Uniform Resource Identifier [RFC3986]).

reg-id: This refers to the value of a new header field paraneter
value for the Contact header field. Wen a UA registers multiple
times, each for a different flow, each concurrent registration
gets a unique reg-id val ue.

instance-id: This specification uses the word instance-id to refer
to the value of the "sip.instance" nedia feature tag whi ch appears
as a "+sip.instance” Contact header field paraneter. This is a
Uni form Resource Name (URN) that uniquely identifies this specific
UA i nst ance.

"ob" Paraneter: The "ob" paraneter is a SIP URl paraneter that has a

di fferent meani ng depending on context. |In a Path header field
value, it is used by the first edge proxy to indicate that a flow
token was added to the URI. In a Contact or Route header field

value, it indicates that the UA would |ike other requests in the
same dialog to be routed over the sane fl ow.
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3.

3.

out bound- proxy-set: A set of SIP URIs (Uniform Resource ldentifiers)
that represents each of the outbound proxies (often edge proxies)
with which the UAw Il attenpt to maintain a direct flow The
first URI in the set is often referred to as the primry outbound
proxy and the second as the secondary outbound proxy. There is no
di fference between any of the URIs in this set, nor does the
pri mary/ secondary term nology inply that one is preferred over the
ot her.

Overvi ew

The mechani sns defined in this document are useful in severa
scenarios di scussed bel ow, including the sinple co-located registrar
and proxy, a User Agent desiring nultiple connections to a resource
(for redundancy, for exanple), and a systemthat uses edge proxies.

This entire section is non-normative.
1. Summary of Mechani sm

Each UA has a unique instance-id that stays the sane for this UA even
if the UA reboots or is power cycled. Each UA can register nultiple
times over different flows for the sane SI P Address of Record (AOR)
to achieve high reliability. Each registration includes the
instance-id for the UA and a reg-id label that is different for each
flow The registrar can use the instance-id to recognize that two
different registrations both correspond to the same UA. The
registrar can use the reg-id | abel to recognize whether a UAis
creating a new flow or refreshing or replacing an ol d one, possibly
after a reboot or a network failure.

When a proxy goes to route a nessage to a UA for which it has a
binding, it can use any one of the flows on which a successfu

regi stration has been conpleted. A failure to deliver a request on a
particular flow can be tried again on an alternate flow Proxies can
determine which flows go to the same UA by conparing the instance-id.
Proxies can tell that a flow replaces a previously abandoned fl ow by
| ooking at the reg-id.

When sending a dialog-formng request, a UA can also ask its first
edge proxy to route subsequent requests in that dialog over the sane
flow This is necessary whether the UA has registered or not.

UAs use a sinple periodic nessage as a keep-alive nmechanismto keep
their flowto the proxy or registrar alive. For connection-oriented
transports such as TCP this is based on carriage-return and |ine-feed
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sequences (CRLF), while for transports that are not connection
oriented, this is acconplished by using a SIP-specific usage profile
of STUN (Session Traversal Utilities for NAT) [RFC5389].

3.2. Single Registrar and UA

In the topol ogy shown below, a single server is acting as both a
regi strar and proxy.

S +
| Registrar |
| Proxy |
S R +
I
|
tom e - -+
| User |
| Agent |
S +

User Agents that formonly a single flow continue to register

normal |y but include the instance-id as described in Section 4. 1.

The UA al so includes a "reg-id" Contact header field paraneter that
is used to allow the registrar to detect and avoid keeping invalid
contacts when a UA reboots or reconnects after its old connection has
failed for some reason.

For clarity, here is an exanple. Bob's UA creates a new TCP flow to
the registrar and sends the foll owi ng REG STER request.

REG STER si p: exanpl e.com SI P/ 2.0
Via: SIP/2.0/ TCP 192.0. 2. 2; branch=z9hG4bK- badOce- 11- 1036
Max- Forwards: 70
From Bob <sip: bob@xanpl e. conr; t ag=d879h76
To: Bob <sip: bob@xanpl e. conr
Cal | -1 D: 8921348j u72j e840. 204
CSeq: 1 REG STER
Supported: path, outbound
Contact: <sip:linel@92.0.2.2;transport=tcp>; reg-id=1;
; +si p.instance="<urn: uui d: 00000000- 0000- 1000- 8000- 000A95A0E128>"
Content-Length: O

The registrar challenges this registration to authenticate Bob. Wen
the registrar adds an entry for this contact under the AOR for Bob,
the registrar also keeps track of the connection over which it
received this registration.
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The regi strar saves the instance-id

("urn: uui d: 00000000- 0000- 1000- 8000- 000A95A0E128") and reg-id ("1")
along with the rest of the Contact header field. |If the instance-id
and reg-id are the sanme as a previous registration for the sane AOR
the registrar replaces the old Contact URI and fl ow i nformation.
This allows a UA that has rebooted to replace its previous
registration for each flow with mnimal inpact on overall system

| oad.

When Alice sends a request to Bob, his authoritative proxy selects
the target set. The proxy forwards the request to elenents in the
target set based on the proxy’'s policy. The proxy |ooks at the
target set and uses the instance-id to understand if two targets both
end up routing to the same UA. \When the proxy goes to forward a
request to a given target, it |looks and finds the flows over which it
received the registration. The proxy then forwards the request over
an existing flow, instead of resolving the Contact URl using the
procedures in [RFC3263] and trying to forma new flow to that

contact.

As described in the next section, if the proxy has multiple flows
that all go to this UA, the proxy can choose any one of the
registration bindings for this ACR that has the sane instance-id as
the sel ected UA

3.3. Miltiple Connections froma User Agent

There are various ways to deploy SIP to build a reliable and scal abl e
system This section discusses one such design that is possible with
the nmechanisns in this specification. @her designs are also
possi bl e.

In the exanpl e system bel ow, the | ogical outbound proxy/registrar for
the domain is running on two hosts that share the appropriate state
and can both provide registrar and outbound proxy functionality for
the domain. The UA will formconnections to two of the physica
hosts that can performthe authoritative proxy/registrar function for
the domain. Reliability is achieved by having the UA formtw TCP
connections to the domain.
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Donai n

+----- + +-----
- + -
R [--+
\ /
\ /
\ /
\ /
$o-mm - +
| User |
| Agent|
+---- - - +

The UA is configured with nultiple outbound proxy registration URs.
These URIs are configured into the UA through whatever the nornma
mechanismis to configure the proxy address and ACRin the UA  I[f
the ACR is alice@xanpl e.com the outbound-proxy-set mght | ook

sonet hing i ke "sip:primary. exanpl e.cont and "sip:
secondary. exanpl e.con. Note that each URI in the outbound-proxy-set
coul d resolve to several different physical hosts. The

adm ni strative domain that created these URIs should ensure that the
two URIs resolve to separate hosts. These URIs are handl ed according
to normal SIP processing rules, so nechanisns |ike DNS SRV [ RFC2782]
can be used to do | oad-bal ancing across a proxy farm The approach
in this docunent does not prevent future extensions, such as the SIP
UA configuration framework [ CONFI G FMAK], from addi ng ot her ways for
a User Agent to discover its outbound-proxy-set.

The domain al so needs to ensure that a request for the UA sent to
Host1l or Host2 is then sent across the appropriate flow to the UA
The domain m ght choose to use the Path header approach (as described
in the next section) to store this internal routing information on
Host1 or Host 2.

When a single server fails, all the UAs that have a flow through it
will detect a flow failure and try to reconnect. This can cause

| arge | oads on the server. Wen |arge nunbers of hosts reconnect
nearly sinultaneously, this is referred to as the aval anche restart
problem and is further discussed in Section 4.5. The nultiple flows
to many servers help reduce the | oad caused by the aval anche restart.
If a UA has multiple flows, and one of the servers fails, the UA

del ays a recommended anount of time before trying to forma new
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connection to replace the flowto the server that failed. By
spreading out the time used for all the UAs to reconnect to a server,
the | oad on the server farmis reduced.

Scalability is achieved by using DNS SRV [ RFC2782] to | oad-bal ance
the primary connection across a set of machines that can service the
primary connection, and also using DNS SRV to | oad-bal ance across a
separate set of machines that can service the secondary connection
The depl oyment here requires that DNS is configured with one entry
that resolves to all the primary hosts and another entry that
resolves to all the secondary hosts. Wile this introduces

addi tional DNS configuration, the approach works and requires no
addi tional SIP extensions to [ RFC3263].

Anot her notivation for maintaining nultiple flows between the UA and
its registrar is related to nultihoned UAs. Such UAs can benefit
frommultiple connections fromdifferent interfaces to protect
against the failure of an individual access link

Edge Proxies

Sone S|P depl oynents use edge proxies such that the UA sends the
REQ STER to an edge proxy that then forwards the REA STER to the
registrar. There could be a NAT or firewall between the UA and the
edge proxy.

S R +
| Regi strar|
| Proxy |
S +
/ \
/ \
/ \
+----- + +----- +
| Edgel] | Edge2
S S + S S +
\ /
\ /
———————————————————————————— NAT/ FW
\ /
\ /
Fomm o - +
| User |
| Agent |
B +
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The edge proxy includes a Path header [ RFC3327] so that when the
proxy/registrar later forwards a request to this UA, the request is
routed through the edge proxy.

These systens can use effectively the sane nechani smas described in
the previous sections but need to use the Path header. Wen the edge
proxy receives a registration, it needs to create an identifier value
that is unique to this flow (and not a subsequent flow with the sane
addresses) and put this identifier in the Path header URI. This
identifier has two purposes. First, it allows the edge proxy to map
future requests back to the correct flow. Second, because the
identifier will only be returned if the user authenticates with the
regi strar successfully, it allows the edge proxy to indirectly check
the user’s authentication information via the registrar. The
identifier is placed in the user portion of a |oose route in the Path
header. |If the registration succeeds, the edge proxy needs to map
future requests (that are routed to the identifier value fromthe
Pat h header) to the associated fl ow

The term edge proxy is often used to refer to depl oyments where the
edge proxy is in the same adm nistrative domain as the registrar
However, in this specification we use the termto refer to any proxy
between the UA and the registrar. For exanple, the edge proxy may be
inside an enterprise that requires its use, and the registrar could
be froma service provider with no relationship to the enterprise.
Regardl ess of whether they are in the same adninistrative domain,
this specification requires that registrars and edge proxi es support
the Pat h header nechanismin [ RFC3327].

3.5. Keep-Aive Technique

Thi s docunent describes two keep-alive mechani sns: a CRLF keep-alive
and a STUN keep-alive. Each of these nechanisns uses a client-to-
server "ping" keep-alive and a correspondi ng server-to-client "pong"
nmessage. This ping-pong sequence allows the client, and optionally
the server, to tell if its flowis still active and useful for SIP
traffic. The server responds to pings by sending pongs. If the
client does not receive a pong in response to its ping (allow ng for
retransm ssion for STUN as described in Section 4.4.2), it declares
the flow dead and opens a new flowin its place.

Thi s docunent al so suggests tiner values for these client keep-alive
mechani sms.  These tinmer values were chosen to keep nmost NAT and
firewall bindings open, to detect unresponsive servers within 2

m nutes, and to mitigate against the aval anche restart probl em
However, the client may choose different tinmer values to suit its
needs, for exanple to optimze battery life. In sone environnents,
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3.

3.

5

5

the server can also keep track of the tine since a ping was received
over a flowto guess the likelihood that the flowis still useful for
delivering SIP messages.

When the UA detects that a flow has failed or that the flow
definition has changed, the UA needs to re-register and will use the
back-of f mechani sm described in Section 4.5 to provide congestion
relief when a | arge nunber of agents simultaneously reboot.

A keep-alive nechani sm needs to keep NAT bhindings refreshed; for
connections, it also needs to detect failure of a connection; and for
connectionless transports, it needs to detect flow failures including
changes to the NAT public mapping. For connection-oriented
transports such as TCP [ RFC0793] and SCTP [ RFC4960], this
specification describes a keep-alive approach based on sendi ng CRLFs.
For connectionl ess transport, such as UDP [ RFCO768], this
specification describes using STUN [ RFC5389] over the sane flow as
the SIP traffic to performthe keep-alive.

UAs and Proxies are also free to use native transport keep-alives;
however, the application may not be able to set these tinmers on a
per-connection basis, and the server certainly cannot nake any
assunpti on about what values are used. Use of native transport
keep-alives is outside the scope of this docunent.

1. CRLF Keep-Alive Technique

Thi s approach can only be used with connection-oriented transports
such as TCP or SCTP. The client periodically sends a doubl e-CRLF
(the "ping") then waits to receive a single CRLF (the "pong"). |If
the client does not receive a "pong" within an appropriate anount of
time, it considers the flow fail ed.

Not e: Sending a CRLF over a connection-oriented transport is
backwar ds conpati bl e (because of requirenents in Section 7.5 of
[ RFC3261]), but only inplenmentations which support this
specification will respond to a "ping" with a "pong"

2. STUN Keep- Al'ive Techni que

Thi s approach can only be used for connection-less transports, such
as UDP.

For connection-less transports, a flow definition could change
because a NAT device in the network path reboots and the resulting
public I P address or port mapping for the UA changes. To detect
this, STUN requests are sent over the sane flow that is being used
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for the SIP traffic. The proxy or registrar acts as a limted
Session Traversal Uilities for NAT (STUN) [ RFC5389] server on the
SI P signaling port.

Not e: The STUN nechanismis very robust and allows the detection
of a changed | P address and port. Many other options were

consi dered, but the SIP Wrking Goup sel ected the STUN based
approach. Approaches using SIP requests were abandoned because
many bel i eved that good performance and full backwards
conpatibility using this nethod were rmutual ly excl usive

4. User Agent Procedures
4.1. Instance ID Creation

Each UA MUST have an Instance ldentifier Uniform Resource Nane (URN)
[ RFC2141] that uniquely identifies the device. Usage of a URN

provi des a persistent and unique nane for the UA instance. It also
provi des an easy way to guarantee uni queness within the AOR.  This
URN MUST be persistent across power cycles of the device. The
instance I D MJUST NOT change as the device noves fromone network to
anot her.

A UA SHOULD create a Universally Unique Identifier (UU D) URN

[ RFC4122] as its instance-id. The UU D URN allows for non-
centralized conputation of a URN based on time, unique names (such as
a MAC address), or a random nunber generat or

Note: A device like a "soft phone", when first installed, can
generate a UUI D [ RFC4122] and then save this in persistent storage
for all future use. For a device such as a "hard phone", which
will only ever have a single SIP UA present, the UU D can include
the MAC address and be generated at any tine because it is
guaranteed that no other UUID is being generated at the sane tine
on that physical device. This neans the value of the tine
conmponent of the UUID can be arbitrarily selected to be any tine
| ess than the time when the device was nmanufactured. A time of O
(as shown in the exanple in Section 3.2) is perfectly |egal as

|l ong as the device knows no other UUI Ds were generated at this
time on this device

If a URN schene other than UUID is used, the UA MJST only use URNs
for which an RFC (fromthe | ETF strean) defines how the specific URN
needs to be constructed and used in the "+sip.instance" Contact
header field paraneter for outbound behavi or
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4.

4.

2

2

To convey its instance-id in both requests and responses, the UA
includes a "sip.instance" media feature tag as a UA characteristic

[ RFC3840]. This nedia feature tag is encoded in the Contact header
field as the "+sip.instance" Contact header field paraneter. One
case where a UA could prefer to omt the "sip.instance" nedia feature
tag is when it is making an anonynous request or some other privacy
concern requires that the UA not reveal its identity.

Not e: [RFC3840] defines equality rules for callee capabilities
paraneters, and according to that specification, the
"sip.instance" nedia feature tag will be conpared by case-
sensitive string conparison. This neans that the URN will be
encapsul ated by angl e brackets ("<" and ">") when it is placed
within the quoted string value of the "+sip.instance" Contact
header field paranmeter. The case-sensitive matching rules apply
only to the generic usages defined in the callee capabilities

[ RFC3840] and the caller preferences [ RFC3841] specifications.
Wien the instance IDis used in this specification, it is
"extracted" fromthe value in the "sip.instance" nedia feature
tag. Thus, equality conparisons are performed using the rules for
URN equality that are specific to the schene in the URN. If the
el ement perform ng the conpari sons does not understand the URN
schene, it perforns the conparisons using the | exical equality
rules defined in [RFC2141]. Lexical equality could result in two
URNs bei ng consi dered unequal when they are actually equal. In
this specific usage of URNs, the only el ement that provides the
URN is the SIP UA instance identified by that URN. As a result,
the UA instance has to provide lexically equivalent URNs in each
registration it generates. This is likely to be normal behavior
in any case; clients are not likely to nodify the value of the
instance ID so that it remains functionally equivalent to (yet

| exi cographically different fron) previous registrations.

Regi strations
1. Initial Registrations

At configuration tine, UAs obtain one or nore SIP URI's representing
the default outbound-proxy-set. This specification assunes the set
is determ ned via any of a nunber of configuration nechanisns, and
future specifications can define additional nmechani sms such as using
DNS to discover this set. Howthe UAis configured is outside the
scope of this specification. However, a UA MJST support sets with at
| east two outbound proxy URI's and SHOULD support sets with up to four
URI s.
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For each outbound proxy URI in the set, the User Agent dient (UAC
SHOULD send a REG STER request using this URI as the default outbound
proxy. (Alternatively, the UA could limt the nunber of flows formed
to conserve battery power, for exanple). |If the set has nore than
one URI, the UAC MUST send a REG STER request to at | east two of the
default outbound proxies fromthe set. UAs that support this

speci ficati on MIUST include the outbound option tag in a Supported
header field in a REQ STER request. Each of these REG STER requests
will use a unique Call-ID. Forming the route set for the request is
outside the scope of this docunent, but typically results in sending
the REQ STER such that the topnbst Route header field contains a

| oose route to the outbound proxy URI

REAQ STER requests, other than those described in Section 4.2.3, MJST
include an instance-id nedia feature tag as specified in Section 4.1

A UAC conforming to this specification MIST include in the Contact
header field, a "reg-id" parameter that is distinct from other
"reg-id" paranmeters used in other registrations that use the sane
"+si p.instance" Contact header field parameter and ACR  Each one of
these registrations will forma new flow fromthe UA to the proxy.
The sequence of reg-id val ues does not have to be sequential but MJST
be exactly the sane sequence of reg-id values each tinme the UA

i nstance power cycles or reboots, so that the reg-id values wll
collide with the previously used reg-id values. This is so the

regi strar can replace the ol der registrations.

Not e: The UAC can situationally deci de whether to request outbound
behavi or by including or omtting the "reg-id" Contact header
field paraneter. For exanple, inagine the outbound-proxy-set
contains two proxies in different domains, EP1 and EP2. |f an

out bound-styl e registration succeeded for a flow through EP1, the
UA m ght decide to include 'outbound” in its Require header field
when registering with EP2, in order to ensure consistency.
Simlarly, if the registration through EP1 did not support

out bound, the UA might not register with EP2 at all

The UAC MUST support the Path header [ RFC3327] mechani sm and
indicate its support by including the 'path’ option-tag in a
Supported header field value in its REQ STER requests. QOher than
optionally exam ning the Path vector in the response, this is al
that is required of the UAC to support Path.

The UAC exam nes successful registration responses for the presence
of an outbound option-tag in a Require header field value. Presence
of this option-tag indicates that the registrar is conpliant with
this specification, and that any edge proxies which needed to
participate are also conpliant. |If the registrar did not support
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out bound, the UA has potentially registered an un-routable contact.
It is the responsibility of the UA to renmpove any inappropriate
Cont act s.

I f outbound registration succeeded, as indicated by the presence of
the out bound option-tag in the Require header field of a successfu
regi stration response, the UA begins sending keep-alives as descri bed
in Section 4. 4.

Not e: The UA needs to honor 503 (Service Unavail abl e) responses to
registrations as described in [RFC3261] and [ RFC3263]. In
particul ar, inplenentors should note that when receiving a 503
(Service Unavail abl e) response with a Retry-After header field,
the UA is expected to wait the indicated anount of tinme and retry
the registration. A Retry-After header field value of 0 is valid
and indicates the UA is expected to retry the REG STER request

i mediately. Inplenentations need to ensure that when retrying
the REG STER request, they revisit the DNS resolution results such
that the UA can select an alternate host fromthe one chosen the
previous time the URI was resol ved.

If the registering UA receives a 439 (First Hop Lacks CQutbound
Support) response to a REQ STER request, it MAY re-attenpt
registration wthout using the outbound mechani sm (subject to | oca
policy at the client). |If the client has one or nore alternate

out bound proxies available, it MAY re-attenpt registration through
such out bound proxies. See Section 11.6 for nore information on the
439 response code.

4.2.2. Subsequent REGQ STER Requests

Regi strations for refreshing a binding and for renoving a binding use
the sanme instance-id and reg-id values as the corresponding initial
regi stration where the binding was added. Registrations that nerely
refresh an existing binding are sent over the sane flow as the
original registration where the binding was added.

If are-registration is rejected with a recoverable error response,
for exanple by a 503 (Service Unavail able) containing a Retry-After
header, the UAC SHOULD NOT tear down the corresponding flowif the
fl ow uses a connection-oriented transport such as TCP. As |long as
"pongs" are received in response to "pings", the flow SHOULD be kept
active until a non-recoverable error response is received. This
prevents unnecessary cl osing and openi ng of connecti ons.
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4.2.3. Third-Party Registrations

In an initial registration or re-registration, a UA MJUST NOT incl ude
a "reg-id" header field paranmeter in the Contact header field if the
registering UA is not the sane instance as the UA referred to by the
target Contact header field. (This practice is occasionally used to
install forwarding policy into registrars.)

A UAC al so MUST NOT include an instance-id feature tag or "reg-id"
Contact header field paraneter in a request to un-register al
Contacts (a single Contact header field value with the value of "*").

4.3. Sending Non- REG STER Requests

VWhen a UAC is about to send a request, it first perforns nornal
processing to select the next hop URI. The UA can use a variety of
techni ques to conpute the route set and accordingly the next hop URI.
Di scussi on of these techniques is outside the scope of this docunent.
UAs that support this specification SHOULD i ncl ude the outbound
option tag in a Supported header field in a request that is not a
REG STER request .

The UAC perforns normal DNS resolution on the next hop URI (as
described in [RFC3263]) to find a protocol, |IP address, and port.

For protocols that don't use TLS, if the UAC has an existing flowto
this I P address, and port with the correct protocol, then the UAC
MJST use the existing connection. For TLS protocols, there MJST al so
be a match between the host production in the next hop and one of the
URI's contained in the subjectAltNane in the peer certificate. If the
UAC cannot use one of the existing flows, then it SHOULD form a new
flow by sending a datagram or opening a new connection to the next
hop, as appropriate for the transport protocol

Typically, a UAC using the procedures of this docunent and sending a
di al og-formng request will want all subsequent requests in the
dialog to arrive over the same flow |If the UACis using a Gobally
Rout abl e UA URI (CRUU) [ RFC5627] that was instantiated using a

Cont act header field value that included an "ob" paraneter, the UAC
sends the request over the flow used for registration, and subsequent
requests will arrive over that sane flow. If the UAC is not using
such a GRUU, then the UAC adds an "ob" paraneter to its Contact
header field value. This will cause all subsequent requests in the
dialog to arrive over the flow instantiated by the dial og-formng
request. This case is typical when the request is sent prior to
registration, such as in the initial subscription dialog for the
configuration franmework [ CONFI G FMAK] .
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Note: If the UAC wants a UDP flow to work through NATs or
firewalls, it still needs to put the 'rport’ paranmeter [RFC3581]
inits Via header field value, and send fromthe port it is
prepared to receive on. Mre general information about NAT
traversal in SIP is described in [ NAT-SCEN].

4.4. Keep-Aives and Detecting Flow Failure

Keep-alives are used for refreshing NAT/firewall bindings and
detecting flow failure. Flows can fail for many reasons including
the rebooting of NATs and the crashing of edge proxies.

As described in Section 4.2, a UA that registers will begin sending
keep-alives after an appropriate registration response. A UA that
does not register (for exanple, a PSTN gateway behind a firewall) can
al so send keep-alives under certain circunstances.

Under specific circunmstances, a UAC m ght be allowed to send STUN
keep-alives even if the procedures in Section 4.2 were not conpl eted,
provided that there is an explicit indication that the target first-
hop SI P node supports STUN keep-alives. For exanple, this applies to
a non-registering UA or to a case where the UA registration
succeeded, but the response did not include the outbound option-tag
in the Require header field.

Note: A UA can "always" send a double CRLF (a "ping") over
connection-oriented transports as this is already all owed by
Section 7.5 of [RFC3261]. However a UA that did not register
usi ng outbound registration cannot expect a CRLF in response (a
"pong") unless the UA has an explicit indication that CRLF keep-
alives are supported as described in this section. Likewise, a UA
that did not successfully register with outbound procedures needs
explicit indication that the target first-hop SIP node supports
STUN keep-alives before it can send any STUN nessages.

A configuration option indicating keep-alive support for a specific
target is considered an explicit indication. |f these conditions are
satisfied, the UA sends its keep-alives according to the sane

gui delines as those used when UAs register; these guidelines are
descri bed bel ow.

The UA needs to detect when a specific flowfails. The UA actively
tries to detect failure by periodically sending keep-alive nessages
usi ng one of the techni ques described in Sections 4.4.1 or 4.4.2. |If
a flowwth a registration has failed, the UA foll ows the procedures
in Section 4.2 to forma newflowto replace the fail ed one.
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When a successful registration response contains the Fl ow Timer
header field, the value of this header field is the nunber of seconds
the server is prepared to wait w thout seeing keep-alives before it
coul d consider the corresponding flow dead. Note that the server
would wait for an anount of time larger than the Flow Tinmer in order
to have a grace period to account for transport delay. The UA MUST
send keep-alives at |east as often as this nunber of seconds. |If the
UA uses the server-reconmrended keep-alive frequency it SHOULD send
its keep-alives so that the interval between each keep-alive is
random y distributed between 80% and 100% of the server-provided
time. For exanple, if the server suggests 120 seconds, the UA woul d
send each keep-alive with a different frequency between 95 and 120
seconds.

If no Flow Tiner header field was present in a register response for
this flow, the UA can send keep-alives at its discretion. The
sections bel ow provi de RECOVWWENDED default val ues for these keep-

al i ves.

The client needs to performnormal [ RFC3263] SIP DNS resol ution on
the URI fromthe outbound-proxy-set to pick a transport. Once a
transport is selected, the UA selects the keep-alive approach that is
recomended for that transport.

Section 4.4.1 describes a keep-alive mechani smfor connection-
oriented transports such as TCP or SCTP. Section 4.4.2 describes a
keep-alive mechani smfor connection-less transports such as UDP
Support for other transports such as DCCP [ RFC4340] is for further
st udy.

4.4.1. Keep-Alive with CRLF

Thi s approach MJST only be used with connection oriented transports
such as TCP or SCTP; it MJST NOT be used with connection-|ess
transports such as UDP

A User Agent that forns flows checks if the configured URI to which
the UA is connecting resolves to a connection-oriented transport
(e.g., TCP and TLS over TCP).

For this nmechanism the client "ping" is a double-CRLF sequence, and
the server "pong" is a single CRLF, as defined in the ABNF bel ow

CRLF = CR LF

doubl e-CRLF = CR LF CR LF
CR = 9%O0D

LF = 9%O0A
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The "ping" and "pong" need to be sent between SIP nessages and cannot
be sent in the mddle of a SIP nessage. |If sending over TLS, the
CRLFs are sent inside the TLS protected channel. |f sending over a
Si gConp [ RFC3320] conpressed data stream the CRLF keep-alives are
sent inside the conpressed stream The double CRLF is considered a
single SigConp nmessage. The specific nechani smfor representing
these characters is an inplenmentation-specific matter to be handl ed
by the SigConp conpressor at the sending end.

If a pong is not received within 10 seconds after sending a ping (or

i medi ately after processing any inconing nessage being recei ved when
that 10 seconds expires), then the client MIST treat the flow as
failed. Cdients MJST support this CRLF keep-alive.

Note: This value of 10-second timeout was selected to be |ong
enough that it allows plenty of tinme for a server to send a
response even if the server is tenporarily busy with an

adm nistrative activity. At the sane tine, it was selected to be
smal | enough that a UA registered to two redundant servers with
unr emar kabl e hardware uptinme could still easily provide very high
| evel s of overall reliability. Although sone Internet protocols
are designed for round-trip tines over 10 seconds, SIP for real -
time comunications is not really usable in these type of
environnments as users often abandon calls before waiting nmuch nore
than a few seconds

VWhen a Fl ow Ti mer header field is not provided in the nost recent
success regi stration response, the proper selection of keep-alive
frequency is primarily a trade-off between battery usage and
availability. The UA MJUST sel ect a random number between a fixed or
configurabl e upper bound and a | ower bound, where the [ower bound is
20% | ess then the upper bound. The fixed upper bound or the default
confi gurabl e upper bound SHOULD be 120 seconds (95 seconds for the

| ower bound) where battery power is not a concern and 840 seconds
(672 seconds for the | ower bound) where battery power is a concern
The random nunber will be different for each keep-alive "ping"

Note on selection of tine values: the 120-second upper bound was
chosen based on the idea that for a good user experience, failures
normal ly will be detected in this anpbunt of tine and a new
connection will be set up. The 14-m nute upper bound for battery-
power ed devi ces was sel ected based on NATs with TCP tineouts as
low as 15 minutes. Operators that wi sh to change the rel ationship
bet ween | oad on servers and the expected tinme that a user m ght
not receive inbound comruni cations will probably adjust this tine.
The 95-second | ower bound was chosen so that the jitter introduced
will result in arelatively even | oad on the servers after 30

m nut es.

Jenni ngs, et al. St andards Track [ Page 20]



RFC 5626 Client-Initiated Connections in SIP Cct ober 2009

4.4.2. Keep-Alive with STUN

Thi s approach MJST only be used with connection-less transports, such
as UDP; it MJUST NOT be used for connection-oriented transports such
as TCP and SCTP.

A User Agent that forns flows checks if the configured URI to which
the UA is connecting resolves to use the UDP transport. The UA can
periodi cally perform keep-alive checks by sending STUN [ RFC5389]

Bi ndi ng Requests over the flow as described in Section 8. dients
MUST support STUN-based keep-alives.

When a Fl owTi ner header field is not included in a successful
regi stration response, the time between each keep-alive request
SHOULD be a random nunber between 24 and 29 seconds.

Not e on sel ection of tine values: the upper bound of 29 seconds
was sel ected, as many NATs have UDP tinmeouts as | ow as 30 seconds.
The 24-second | ower bound was sel ected so that after 10 ninutes
the jitter introduced by different tiners will nake the keep-alive
requests unsynchroni zed to evenly spread the | oad on the servers.
Note that the short NAT tineouts with UDP have a negative inpact
on battery life.

If a STUN Bi nding Error Response is received, or if no Binding
Response is received after 7 retransm ssions (16 times the STUN "RTO'
timer -- where RTOis an estimate of round-trip tine), the UA
considers the flow failed. |f the XOR MAPPED- ADDRESS in the STUN

Bi ndi ng Response changes, the UA MJUST treat this event as a failure
on the flow

4.5. Fl ow Recovery

When a flow used for registration (through a particular URl in the
out bound- proxy-set) fails, the UA needs to forma new flow to repl ace
the old fl ow and replace any registrations that were previously sent
over this flow Each new registration MJST have the sanme reg-id
value as the registration it replaces. This is done in nmuch the same
way as forming a brand new fl ow as described in Section 4.2; however,
if thereis a failure in formng this flow, the UA needs to wait a
certain anount of time before retrying to forma flowto this
particul ar next hop.

The anmount of time to wait depends if the previous attenpt at
establishing a fl ow was successful. For the purposes of this
section, a flowis considered successful if outbound registration
succeeded, and if keep-alives are in use on this flow, at |east one
subsequent keep-alive response was received.
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5

5.

The nunber of seconds to wait is conmputed in the followi ng way. |If
all of the flows to every URI in the outbound proxy set have fail ed,
the base-tine is set to a lower value (with a default of 30 seconds);
otherwi se, in the case where at |east one of the flows has not

failed, the base-tine is set to a higher value (with a default of 90
seconds). The upper-bound wait tinme (W is conputed by taking two
rai sed to the power of the nunber of consecutive registration
failures for that URI, and nmultiplying this by the base-tine, up to a
configurable maxinmnumtime (with a default of 1800 seconds).

W= mn (max-tinme, (base-tine * (2 ”~ consecutive-failures)))

These times MAY be configurable in the UA. The three tines are:

o max-time with a default of 1800 seconds

0 base-tine (if all failed) with a default of 30 seconds

0 base-time (if all have not failed) with a default of 90 seconds

For exanple, if the base-time is 30 seconds, and there were three
failures, then the upper-bound wait tinme is mn(1800, 30*(273)) or
240 seconds. The actual ampount of tinme the UA waits before retrying
registration (the retry delay tine) is conputed by selecting a

uni form randomtine between 50 and 100% of the upper-bound wait time.
The UA MUST wait for at |east the value of the retry delay tine
before trying another registration to forma new flow for that URI (a
503 response to an earlier failed registration attenpt with a Retry-
After header field value may cause the UA to wait |onger).

To be explicitly clear on the boundary conditions: when the UA boots,
it immediately tries to register. |If this fails and no registration
on other flows succeed, the first retry happens sonmewhere between 30
and 60 seconds after the failure of the first registration request.
If the nunber of consecutive-failures is |arge enough that the

maxi mum of 1800 seconds is reached, the UA will keep trying
indefinitely with a randomtinme of 15 to 30 m nutes between each

att enpt .

Edge Proxy Procedures
1. Processing Register Requests

When an edge proxy receives a registration request with a "reg-id"
header field paraneter in the Contact header field, it needs to

determine if it (the edge proxy) will have to be visited for any
subsequent requests sent to the User Agent identified in the Contact
header field, or not. |If the edge proxy is the first hop, as
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i ndicated by the Via header field, it MJST insert its URl in a Path
header field value as described in [RFC3327]. |If it is not the first
hop, it might still decide to add itself to the Path header based on
| ocal policy. 1In addition, if the edge proxy is the first SIP node
after the UAC, the edge proxy either MJST store a "fl ow token"
(containing informati on about the flow fromthe previous hop) inits
Path URI or reject the request. The flow token MJST be an identifier
that is unique to this network flow The fl ow token MAY be placed in
the userpart of the URI. In addition, the first node MJST include an
"ob" URI paraneter in its Path header field value. |f the edge proxy
is not the first SIP node after the UAC it MJST NOT place an "ob" URI
parameter in a Path header field value. The edge proxy can determ ne
if it is the first hop by exanining the Via header field.

5.2. Cenerating Fl ow Tokens

A trivial but inpractical way to satisfy the fl ow token requirenent
in Section 5.1 involves storing a mappi ng between an increnmenting
counter and the connection information; however, this would require
the edge proxy to keep an infeasible amount of state. It is unclear
when this state could be renpbved, and the approach woul d have
problens if the proxy crashed and | ost the value of the counter. A
statel ess exanple is provided below. A proxy can use any algorithm
it wants as long as the flow token is unique to a flow, the flow can
be recovered fromthe token, and the token cannot be nodified by
attackers.

Exampl e Algorithm Wen the proxy boots, it selects a 20-octet
crypto random key called K that only the edge proxy knows. A byte
array, called S, is formed that contains the follow ng information
about the flow the request was received on: an enuneration

i ndi cating the protocol, the local |IP address and port, the renote
| P address and port. The HVAC of S is conputed using the key K
and t he HVMAC- SHA1-80 algorithm as defined in [ RFC2104]. The
concatenation of the HVAC and S are base64 encoded, as defined in
[ RFC4648], and used as the flow identifier. Wen using |Pv4d
addresses, this will result in a 32-octet identifier

5.3. Forwardi ng Non- REG STER Request s

When an edge proxy receives a request, it applies normal routing
procedures with the followi ng additions. |f the edge proxy receives
a request where the edge proxy is the host in the topnost Route
header field value, and the Route header field value contains a flow
token, the proxy follows the procedures of this section. Qherw se
the edge proxy skips the procedures in this section, renoves itself
fromthe Route header field, and continues processing the request.
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The proxy decodes the flow token and conpares the flowin the flow
token with the source of the request to deternine if this is an
"incom ng" or "outgoing" request.

If the flowin the flow token identified by the topnost Route header
field value matches the source | P address and port of the request,
the request is an "outgoing" request; otherwise, it is an "incom ng"
request.

5.3.1. Processing |Incom ng Requests

If the Route header value contains an "ob" URI paraneter, the Route
header was probably copied fromthe Path header in a registration

If the Route header value contains an "ob" URl paraneter, and the
request is a new dialog-form ng request, the proxy needs to adjust
the route set to ensure that subsequent requests in the dialog can be
delivered over a valid flowto the UA instance identified by the flow
t oken.

Note: A sinple approach to satisfy this requirenent is for the
proxy to add a Record-Route header field value that contains the
fl owtoken, by copying the URI in the Route header mnus the "ob"
par amet er .

Next, whether the Route header field contained an "ob" URl paraneter
or not, the proxy renmoves the Route header field value and forwards
the request over the 'logical flow identified by the flow token,

that is known to deliver data to the specific target UA instance. |If
the flow token has been tanpered with, the proxy SHOULD send a 403
(Forbi dden) response. |If the flow no |onger exists, the proxy SHOULD
send a 430 (Flow Fail ed) response to the request.

Proxi es that used the exanple algorithmdescribed in Section 5.2 to
forma flow token follow the procedures below to deternine the
correct flow. To decode the flow token, take the flow identifier in
the user portion of the URI and base64 decode it, then verify the
HVAC i s correct by reconputing the HVAC and checking that it matches.
If the HVMAC is not correct, the request has been tanpered wth.

5.3.2. Processing Qutgoi ng Requests

For md-dialog requests to work with outbound UAs, the requests need
to be forwarded over sone valid flowto the appropriate UA instance.
If the edge proxy receives an outgoing dial og-form ng request, the
edge proxy can use the presence of the "ob" URH paraneter in the

UAC s Contact URI (or topnpst Route header field) to determne if the
edge proxy needs to assist in nmid-dialog request routing.
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I mpl enent ati on note: Specific procedures at the edge proxy to
ensure that nid-dialog requests are routed over an existing fl ow
are not part of this specification. However, an approach such as
havi ng the edge proxy add a Record-Route header with a flow token
is one way to ensure that md-dial og requests are routed over the
correct flow

5.4. Edge Proxy Keep-Alive Handling

Al'l edge proxies conpliant with this specification MJST inpl enent
support for STUN NAT keep-alives on their SIP UDP ports as descri bed
in Section 8.

When a server receives a double CRLF sequence between SIP nessages on
a connection-oriented transport such as TCP or SCTP, it MJST
i medi ately respond with a single CRLF over the sane connection

The last proxy to forward a successful registration response to a UA
MAY include a Fl ow Ti ner header field if the response contains the
out bound option-tag in a Require header field value in the response.
The reason a proxy would send a FlowTinmer is if it w shes to detect
flow failures proactively and take appropriate action (e.g., log

al arns, provide alternative treatnment if incom ng requests for the UA
are received, etc.). The server MJST wait for an anount of tine
larger than the FlowTiner in order to have a grace period to account
for transport del ay.

6. Registrar Procedures

This specification updates the definition of a binding in [ RFC3261],
Section 10 and [ RFC3327], Section 5. 3.

Regi strars that inplenent this specification MJST support the Path
header nechani sm [ RFC3327].

When receiving a REG STER request, the registrar MIST check fromits
Via header field if the registrar is the first hop or not. |If the
registrar is not the first hop, it MJST exam ne the Path header of
the request. |If the Path header field is mssing or it exists but
the first URI does not have an "ob" URI paraneter, then outbound
processing MJUST NOT be applied to the registration. |In this case,
the follow ng processing applies: if the REG STER request contains
the reg-id and the outbound option tag in a Supported header field,
then the registrar MJUST respond to the REGQ STER request with a 439
(First Hop Lacks Qutbound Support) response; otherw se, the registrar
MUST ignore the "reg-id" parameter of the Contact header. See
Section 11.6 for nore information on the 439 response code.
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A Contact header field value with an instance-id nmedia feature tag
but no "reg-id" header field paraneter is valid (this conbination
will result in the creation of a GRUU, as described in the GRU
specification [ RFC5627]), but one with a reg-id but no instance-id is

not valid. |If the registrar processes a Contact header field val ue
with a reg-id but no instance-id, it sinply ignores the reg-id
paraneter.

A registration containing a "reg-id" header field parameter and a
non-zero expiration is used to register a single UA instance over a
single flow, and can al so de-regi ster any Contact header fields with
zero expiration. Therefore, if the Contact header field contains
nmore than one header field value with a non-zero expiration and any
of these header field values contain a "reg-id" Contact header field
paraneter, the entire registration SHOULD be rejected with a 400 (Bad
Request) response. The justification for recomendi ng rejection
versus nmaking it mandatory is that the receiver is allowed by

[ RFC3261] to squelch (not respond to) excessively malformed or
mal i ci ous nessages.

If the Contact header did not contain a "reg-id" Contact header field
paraneter or if that paraneter was ignored (as described above), the
regi strar MJUST NOT include the outbound option-tag in the Require
header field of its response.

The regi strar MJIST be prepared to receive, sinultaneously for the
same AOR, sone registrations that use instance-id and reg-id and some
registrations that do not. The registrar MAY be configured with

| ocal policy to reject any registrations that do not include the
instance-id and reg-id, or with Path header field values that do not
contain the "ob" URI paraneter. |If the Contact header field does not
contain a "+sip.instance" Contact header field paraneter, the

regi strar processes the request using the Contact binding rules in

[ RFC3261] .

When a "+sip.instance" Contact header field parameter and a "reg-id"
Cont act header field paraneter are present in a Contact header field
of a REG STER request (after the Contact header validation as

descri bed above), the corresponding binding is between an AOR and the
conbi nation of the instance-id (fromthe "+sip.instance" Contact
header paranmeter) and the value of "reg-id" Contact header field
paraneter paranmeter. The registrar MJUST store in the binding the
Contact URI, all the Contact header field parameters, and any Path
header field values. (Even though the Contact URI is not used for

bi ndi ng conparisons, it is still needed by the authoritative proxy to
formthe target set.) Provided that the UAC had included an out bound
option-tag (defined in Section 11.4) in a Supported header field
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val ue in the REGQ STER request, the registrar MJST include the
out bound option-tag in a Require header field value in its response
to that REGQ STER request.

If the UAC has a direct flowwith the registrar, the registrar MJST
store enough information to uniquely identify the network fl ow over
whi ch the request arrived. For comron operating systenms with TCP
this would typically be just the handle to the file descriptor where
the handl e woul d becone invalid if the TCP session was cl osed. For
common operating systens with UDP this would typically be the file
descriptor for the |ocal socket that received the request, the |oca
interface, and the | P address and port nunber of the renpte side that
sent the request. The registrar MAY store this information by adding
itself to the Path header field with an appropriate flow token

If the registrar receives a re-registration for a specific

conbi nation of ACR, and instance-id and reg-id values, the registrar
MUST update any information that uniquely identifies the network fl ow
over which the request arrived if that information has changed, and
SHOULD update the tine the binding was | ast updated.

To be conpliant with this specification, registrars that can receive
SIP requests directly froma UAC without intervening edge proxies
MUST i npl enent the sane keep-alive nmechani sns as edge proxies
(Section 5.4). Registrars with a direct flowwth a UA MAY include a
Fl ow- Ti mer header in a 2xx class registration response that includes
the out bound option-tag in the Require header

7. Authoritative Proxy Procedures: Forwardi ng Requests

When a proxy uses the location service to |ook up a registration
bi nding and then proxies a request to a particular contact, it
selects a contact to use normally, with a few additional rules:

0 The proxy MJST NOT popul ate the target set with nore than one
contact with the sane AOR and instance-id at a tine.

o If a request for a particular ACR and instance-id fails with a 430
(Fl ow Fail ed) response, the proxy SHOULD repl ace the failed branch
with another target (if one is available) with the same AOR and
instance-id, but a different reg-id.

o |If the proxy receives a final response froma branch other than a
408 (Request Timeout) or a 430 (Flow Fail ed) response, the proxy
MJUST NOT forward the sane request to another target representing
the sanme ACR and instance-id. The targeted instance has al ready
provided its response.
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The proxy uses the next-hop target of the nmessage and the val ue of
any stored Path header field vector in the registration binding to
deci de how to forward and popul ate the Route header in the request.
If the proxy is co-located with the registrar and stored information
about the flowto the UA that created the binding, then the proxy
MJUST send the request over the sanme 'logical flow saved with the

bi nding, since that flowis known to deliver data to the specific
target UA instance’s network flow that was saved with the binding.

I npl enentation note: Typically this neans that for TCP, the
request is sent on the sane TCP socket that received the REG STER
request. For UDP, the request is sent fromthe sane local |IP
address and port over which the registration was received, to the
same | P address and port from which the REA STER was recei ved

If a proxy or registrar receives information fromthe network that

i ndi cates that no future nessages will be delivered on a specific
flow, then the proxy MJUST invalidate all the bindings in the target
set that use that flow (regardless of AOR). Exanples of this are a
TCP socket closing or receiving a destination unreachable |CVWP error
on a UDP flow. Simlarly, if a proxy closes a file descriptor, it
MUST invalidate all the bindings in the target set with flows that
use that file descriptor

8. STUN Keep- Al ive Processing

This section describes changes to the SIP transport |ayer that allow
SI P and STUN [ RFC5389] Bi ndi ng Requests to be m xed over the sane
flow This constitutes a new STUN usage. The STUN nessages are used
to verify that connectivity is still available over a UDP fl ow, and
to provide periodic keep-alives. These STUN keep-alives are al ways
sent to the next SIP hop. STUN nessages are not delivered end-to-
end.

The only STUN nessages required by this usage are Bindi ng Requests,

Bi ndi ng Responses, and Binding Error Responses. The UAC sends

Bi ndi ng Requests over the sane UDP flow that is used for sending SIP
messages. These Binding Requests do not require any STUN attri butes.
The correspondi ng Bi ndi ng Responses do not require any STUN
attributes except the XOR-MAPPED- ADDRESS. The UAS, proxy, or

regi strar responds to a valid Binding Request with a Binding Response
that MUST include the XOR- MAPPED- ADDRESS attri bute.

If a server conpliant to this section receives SIP requests on a

given interface and UDP port, it MJST also provide a |limted version
of a STUN server on the sane interface and UDP port.
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Note: It is easy to distinguish STUN and SIP packets sent over
UDP, because the first octet of a STUN Bi ndi ng nethod has a val ue
of 0 or 1, while the first octet of a SIP nmessage is never a 0 or
1.

Because sendi ng and receiving binary STUN data on the sanme ports used
for SIP is a significant and non-backwards conpatibl e change to RFC
3261, this section requires a nunber of checks before sendi ng STUN
messages to a SIP node. [If a SIP node sends STUN requests (for
exanple, due to incorrect configuration) despite these warnings, the
node coul d be bl acklisted for UDP traffic.

A SI P node MUST NOT send STUN requests over a flow unless it has an
explicit indication that the target next-hop SIP server clains to
support this specification. UACs MJST NOT use an anbi guous
configuration option such as "Wrk through NATs?" or "Do keep-
alives?" to inply next-hop STUN support. A UAC MAY use the presence
of an "ob" URI parameter in the Path header in a registration
response as an indication that its first edge proxy supports the
keep-alives defined in this docunent.

Note: Typically, a SIP node first sends a SIP request and waits to
receive a 2xx class response over a flowto a new target
destination, before sending any STUN nessages. Wen schedul ed for
the next NAT refresh, the SIP node sends a STUN request to the
target.

Once a flowis established, failure of a STUN request (including its
retransm ssions) is considered a failure of the underlying flow For
SIP over UDP flows, if the XOR MAPPED- ADDRESS ret urned over the flow
changes, this indicates that the underlying connectivity has changed,
and is considered a flow failure.

The SI P keep-alive STUN usage requires no backwards conpatibility
wi th [ RFC3489].

8.1. Use with SigConp

VWhen STUN is used together with SigConp [ RFC3320] conpressed SIP
messages over the sane flow, the STUN nessages are sinply sent
unconpressed, "outside" of SigConp. This is supported by

mul ti pl exi ng STUN nessages with SigConp nessages by checking the two
topnost bits of the nmessage. These bits are always one for Si gConp,
or zero for STUN

Note: All SigConp nessages contain a prefix (the five nost

significant bits of the first byte are set to one) that does not
occur in UTF-8 [RFC3629] encoded text nessages, so for

Jenni ngs, et al. St andards Track [ Page 29]



RFC 5626 Client-Initiated Connections in SIP Cct ober 2009

9

9

applications that use this encoding (or ASCIl encoding) it is
possible to nmultiplex unconmpressed application nmessages and

Si gConp messages on the same UDP port. The npst significant two
bits of every STUN Binding nethod are both zeroes. This, conbined
with the magi c cookie, aids in differentiating STUN packets from
other protocols when STUN is multiplexed with other protocols on
the sane port.

Exanmpl e Message Fl ow

Bel ow i s an exanpl e nessage flow illustrating nost of the concepts
di scussed in this specification. In many cases, Via, Content-Length,
and Max- Forwards headers are onmitted for brevity and readability.

In these exanples, "EP1" and "EP2" are outbound proxies, and "Proxy"
is the authoritativeProxy.

The section is subdivided into i ndependent calls flows; however, they
are structured in sequential order of a hypothetical sequence of cal
flows.

Subscription to Configurati on Package

If the outbound proxy set is already configured on Bob’s UA, then
this subsection can be skipped. Oherwi se, if the outbound proxy set
is learned through the configuration package, Bob’s UA sends a
SUBSCRI BE request for the UA profile configuration package

[CONFIG FMAK].  This request is a poll (Expires is zero). After
receiving the NOTIFY request, Bob’s UA fetches the externa
configuration using HTTPS (not shown) and obtains a configuration
file that contains the outbound-proxy-set "sip:epl.exanmple.comlr"”
and "sip:ep2. exanple.comlr".

[----exanple.comdomain------------------------- ]
Bob EP1 EP2 Pr oxy Config

I I I I I
1) | SUBSCRI BE- >| | | |
2) | | ---SUBSCRI BE Event: ua-profile ->
3) | [<--200 OK -------mmmmmma oo - |
4)] <--200 OK--| | | |
5) | | <--NOTIFY-------mmmmmmm oo - - - |
6) | <-- NOTI FY- - | | | |
7)]---200 OK->| | | |
8) | [---200 OK ------mmmmmm e >|

In this exanple, the DNS server happens to be configured so that sip:
exanpl e.comresol ves to EP1 and EP2.
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Exanpl e Message #1:

SUBSCRI BE si p: 00000000- 0000- 1000- 8000- AABBCCDDEEFF@xanpl e. com
SIP/2.0
Via: SIP/2.0/ TCP 192. 0. 2. 2; branch=z9hG4bKnl sdkdj 2
Max- Forwards: 70
From <anonynous@xanpl e. conmp; t ag=23324
To: <si p: 00000000- 0000- 1000- 8000- AABBCCDDEEFF@xanpl e. conw
Cal | -1 D: nSz1TWN54x7M/0GvpEB|
CSeq: 1 SUBSCRI BE
Event: ua-profile ;profile-type=device
; vendor =" exanpl e. cont' ; nodel =" uPhone"; versi on="1. 1"
Expires: O
Supported: path, outbound
Accept: nessage/ ext ernal - body, application/x-uPhone-config
Contact: <sip:192.0.2.2;transport=tcp; ob>
; +Si p. i nstance="<urn: uui d: 00000000- 0000- 1000- 8000- AABBCCDDEEFF>"
Content-Length: O

In message #2, EP1 adds the foll owi ng Record-Route header:

Recor d- Rout e:
<si p: Gopl KSsn0oGL.PXRAVIBAXpT3coNui GKV@pl. exanpl e. com | r >

I n message #5, the configuration server sends a NOTIFY with an
external URL for Bob to fetch his configuration. The NOTIFY has a
Subscription-State header that ends the subscription.

Message #5

NOTI FY sip:192.0.2.2;transport=tcp;ob SIP/2.0
Via: SIP/2.0/ TCP 192.0. 2. 5; branch=29hG4bKn81dd2
Max- Forwards: 70
To: <anonynous@xanpl e. conp; t ag=23324
From <si p: 00000000- 0000- 1000- 8000- AABBCCDDEEFF@xanpl e. con; t ag=0983
Cal | -1D: nSz1TWN54x7M/0GypEB;
CSeq: 1 NOTIFY
Rout e: <si p: Gopl KSsn0oGLPXRAVIBAXpT3coNui KV@pl. exanpl e. com | r>
Subscription-State: term nated;reason=tineout
Event: ua-profile
Cont ent - Type: nessage/ ext er nal - body; access-type="URL"
;expiration="Thu, 01 Jan 2009 09: 00: 00 UTC'
; URL="ht t p: / / exanpl e. coml uPhone. cf g"
; si ze=9999; hash=10AB568E91245681AC1B
Content-Length: O
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EP1 receives this NOTIFY request, strips off the Route header,
extracts the fl owtoken, calculates the correct flow, and forwards
the request (nessage #6) over that flow to Bob.

Bob’'s UA fetches the configuration file and | earns the outbound proxy
set.

9.2. Registration

Now that Bob’s UA is configured with the outbound-proxy-set whether

t hrough configuration or using the configuration franmework procedures
of the previous section, Bob's UA sends REQ STER requests through
each edge proxy in the set. Once the registrations succeed, Bob’s UA
begi ns sendi ng CRLF keep-alives about every 2 m nutes.

Bob EP1 EP2 Pr oxy Alice
I I I I
9) | - REG STER- >| |
10) | | - - - REG STER- - >|
11) | | <----200 OK---|
12) | <-200 OK---| | |
13)|----REQ STER- - - - >| |
14) | | | - - REG - >|
15) | | | <-200---|

I

I

I

|

I

|

16) | <----200 OK------ | | |
I I I I I

| about 120 seconds later... |

I I I I I
17)| - - 2CRLF- - - >| | I I
18) | <-- CRLF- - - -| | | |
I I

I I

| |

19) | ------ 2CRLF----- >|
20) | <------ CRLF------ |

In message #9, Bob’s UA sends its first registration through the
first edge proxy in the outbound-proxy-set by including a | oose
route. The UA includes an instance-id and reg-id in its Contact
header field value. Note the option-tags in the Supported header.
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Message #9

REQ STER si p: exanmpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 2; branch=z9hG4bKnashds7

Max- Forwards: 70

From Bob <sip: bob@xanpl e. conr; t ag=7F94778B653B

To: Bob <si p: bob@xanpl e. conm>

Cal |l -1 D: 16CB75F21C70

CSeq: 1 REQ STER

Supported: path, outbound

Rout e: <sip: epl. exanple.comlr>

Contact: <sip:bob@92.0.2.2;transport=tcp>;reg-id=1
; +Si p. i nstance="<urn: uui d: 00000000- 0000- 1000- 8000- AABBCCDDEEFF>"

Content-Length: O

Message #10 is simlar. EP1 renpves the Route header field val ue,
decrenments Max- Forwards, and adds its Via header field value. Since
EP1 is the first edge proxy, it adds a Path header with a flow token
and includes the "ob" paraneter.

Pat h: <si p: Vskzt cQ S8p4WPbOnHbuyh5i JvJl WBi b@p1l. exanpl e. com | r; ob>

Since the response to the REG STER (nmessage #11) contains the

out bound option-tag in the Require header field, Bob's UA will know
that the registrar used outbound binding rules. The response al so
contains the currently active Contacts, and the Path for the current
regi stration.

Message #11

SIP/2.0 200 K

Via: SIP/2.0/ TCP 192. 0. 2. 15; branch=z9h&bKnui qi si

Via: SIP/2.0/ TCP 192. 0. 2. 2; branch=z9hG4bKnashds7

From Bob <sip: bob@xanpl e. conr; t ag=7F94778B653B

To: Bob <sip: bob@xanpl e. conp; t ag=6AF99445E44A

Call -1 D 16CB75F21C70

CSeq: 1 REG STER

Supported: path, outbound

Requi re: out bound

Contact: <sip:bob@92.0.2.2;transport=tcp>;reg-id=1; expires=3600
; +Si p. i nstance="<urn: uui d: 00000000- 0000- 1000- 8000- AABBCCDDEEFF>"

Pat h: <si p: Vskzt c@Q S8p4WPbOnHbuyh5i JvJI WBi b@p1l. exanpl e.com | r; ob>

Content-Length: O

The second registration through EP2 (nessage #13) is simlar except

that the Call-1D has changed, the reg-id is 2, and the Route header
goes through EP2.
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Message #13

REQ STER si p: exanmpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 2; branch=z9hG4bKnqgr 9bym

Max- Forwards: 70

From Bob <sip: bob@xanpl e. con; t ag=755285EABDE2

To: Bob <si p: bob@xanpl e. conm>

Cal | -1 D. E05133BD26DD

CSeq: 1 REQ STER

Supported: path, outbound

Rout e: <si p: ep2. exanmpl e.com|r>

Contact: <sip:bob@92.0.2.2;transport=tcp>;reg-id=2
; +Si p. i nstance="<urn: uui d: 00000000- 0000- 1000- 8000- AABBCCDDEEFF>"

Content-Length: O

Li kewi se in nmessage #14, EP2 adds a Path header with flow token and
"ob" paraneter.

Pat h: <si p: wazHDLdI M Ug6r Ol / oRZ15zx3zHEIwWlZ@p2. exanpl e. com | r; ob>

Message #16 tells Bob’s UA that outbound registrati on was successful,
and shows both Contacts. Note that only the Path corresponding to
the current registration is returned.

Message #16

SIP/2.0 200 K

Via: SIP/2.0/ TCP 192.0. 2. 2; branch=z9hG4bKngr 9bym

From Bob <sip: bob@xanpl e. con; t ag=755285EABDE2

To: Bob <sip: bob@xanpl e. conp; t ag=49A9ADOB3F6A

Call -1 D: E05133BD26DD

Supported: path, outbound

Requi re: out bound

CSeq: 1 REQ STER

Contact: <sip:bob@92.0.2.2;transport=tcp>;reg-id=1;expires=3600
; +Si p. i nstance="<urn: uui d: 00000000- 0000- 1000- 8000- AABBCCDDEEFF>"

Contact: <sip:bob@92.0.2.2;transport=tcp>;reg-id=2;expires=3600
; +Si p. i nstance="<ur n: uui d: 00000000- 0000- 1000- 8000- AABBCCDDEEFF>"

Pat h: <si p: wazHDLdI M Ug6r Ol / oRZ15zx3zHEIWLZ@p2. exanpl e. com | r; ob>

Content-Length: O

9.3. Incoming Call and Proxy Crash
In this example, after registration, EPl crashes and reboots. Before

Bob’s UA notices that its flowto EP1 is no | onger responding, Alice
calls Bob. Bob's authoritative proxy first tries the flowto EPL,
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responds with a 430 (Fl ow

Fail ed) response. The proxy renpves the stale registration and tries

the next binding for the sane instance.

Bob EP1 EP2 Pr oxy Al i
I I I I I
| CRASH X | | |
| Reboot | | |

| | | | |
21) | | | | <=1 NVI TE- |
22) | | <---1NVITE----| |
23) | | ----430------ >| |
24) | | | <- 1 NVI TE| |
25) | <---INVITE------- | | |
26)|----200 OK------ > | |
27) | | | 200 OK- >| |
28) | | | | -200 OK->|
29) | | [ <---mmmmm-- ACK- - - - |
I

I

|

I

I

I

I

| I I I
3)| [ - BYE- - --

33)|----200 OK------ >| |
34) | | P 200 OK--->

I I I I
Message #21

I NVI TE si p: bob@xanpl e. com SIP/ 2.0
To: Bob <si p: bob@xanpl e. conm>

From Alice <sip:alice@.exanple>; tag=02935

Cal | -1D: kIl mvCxVWE6MKIP2T2nDb
CSeq: 1 INVITE

Bob's proxy rewites the Request-URI to the Contact UR

ce

used in Bob’'s

registration, and places the path for one of the registrations

towards Bob’s UA instance into a Route header field.

t hrough EP1.

Message #22

I NVI TE si p: bob@92.0.2.2;transport=tcp SIP/2.0

To: Bob <sip: bob@xanpl e. conr

From Alice <sip:alice@.exanple>; tag=02935

Call-1D: kIl mvCx\W\Gp6MKIp2T2nmb
CSeq: 1 INVITE

Thi s Route goes

Rout e: <si p: Vskzt cQ S8p4WPbhOnHbuyh5i JvJI WBi b@pl. exanpl e. com | r; ob>
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Since EP1 just rebooted, it does not have the flow described in the
flow token. It returns a 430 (Flow Failed) response.

Message #23

SIP/2.0 430 Fl ow Fail ed

To: Bob <si p: bob@xanpl e. conm>

From Alice <sip:alice@.exanple>; tag=02935
Call -1 D: kIl myCxVWEp6MKIp2T2mh

CSeq: 1 INVITE

The proxy deletes the binding for this path and tries to forward the
INVITE again, this time with the path through EP2.

Message #24

I NVI TE si p: bob@92.0.2.2;transport=tcp SIP/2.0

To: Bob <si p: bob@xanpl e. con>

From Alice <sip:alice@.exanple>; tag=02935

Call -1 D kl myCxVWE6MKIp2T2nb

CSeq: 1 INVITE

Rout e: <si p: wazHDLdI M Ug6r 0l / oRZ15zx3zHEIwWlZ@p2. exanpl e. com | r; ob>

In message #25, EP2 needs to add a Record-Route header field val ue,
so that any subsequent in-dial og nmessages fromAlice's UA arrive at
Bob’s UA. EP2 can determne it needs to Record-Route since the
request is a dialog-form ng request and the Route header contained a
fl ow token and an "ob" parameter. This Record-Route information is
passed back to Alice’s UA in the responses (nessages #26, 27, and
28).

Message #25

I NVI TE si p: bob@92.0.2.2;transport=tcp SIP/2.0
To: Bob <sip: bob@xanpl e. conr
From Alice <sip:alice@.exanple>;tag=02935
Call-1D: kIl mvCxVWGE6MKIp2T2nb
CSeq: 1 INVITE
Recor d- Rout e:
<si p: wazHDLdI M Ug6r 0l / oRZ15zx3zHEIWLZ@p2. exanpl e. com | r >
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Message #26

SIP/2.0 200 K
To: Bob <sip: bob@xanpl e. cone; t ag=skduk?2
From Alice <sip:alice@.exanple>; tag=02935
Cal I -1D: kIl mvCxVWG6MKIp2T2nb
CSeq: 1 INVITE
Recor d- Rout e:
<si p: wazHDLdI M Ug6r 0l / oRZ15zx3zHEIwWLZ@p2. exanpl e. com | r >

At this point, both UAs have the correct route-set for the dial og.
Any subsequent requests in this dialog will route correctly. For
exanpl e, the ACK request in nmessage #29 is sent fromAice' s UA
directly to EP2. The BYE request in nessage #31 uses the sanme route-
set.

Message #29

ACK si p: bob@92.0.2.2;transport=tcp SIP/2.0

To: Bob <sip: bob@xanpl e. conp; t ag=skduk?2

From Alice <sip:alice@.exanple>; tag=02935

Cal |l -1 D kIl myCxVWEp6MKIp2T2mh

CSeq: 1 ACK

Rout e: <si p: wazHDLdI M Ug6r Ol / oRZ15zx3zHE1wlZ@p2. exanpl e. com | r>

Message #31

BYE si p: bob@92. 0. 2. 2;transport=tcp SIP/2.0

To: Bob <sip: bob@xanpl e. conp; t ag=skduk?2

From Alice <sip:alice@.exanple>;tag=02935

Call-1D: kIl myCxVWE6MIp2T2mh

CSeq: 2 BYE

Rout e: <si p: wazHDLdI M Ug6r Ol / 0RZ15zx3zHE1wlZ@p2. exanpl e. com | r>

9.4. Re-Registration
Sonewhat |ater, Bob’'s UA sends keep-alives to both its edge proxies,
but it discovers that the flowwith EP1 failed. Bob's UA re-

regi sters through EP1 using the same reg-id and Call-ID it previously
used.
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Bob EP1 EP2 Pr oxy Alice
I I I
35)|------ 2CRLF- - - - - >|
36)| <------ CRLF------ |

37) | - - 2CRLF- >X |

38) | - REG STER- >| |
39) | | - - - REG STER- - >
40) | | <----200 OK---
41)| <- 200 OK-- - | |

I I I
Message #38

REQ STER si p: exanmpl e.com SIP/ 2.0
From Bob <sip: bob@xanpl e. conr; t ag=7F94778B653B
To: Bob <sip: bob@xanpl e. cone
Call-1D: 16CB75F21C70
CSeq: 2 REG STER
Supported: path, outbound
Rout e: <sip: epl. example.com|r>
Contact: <sip:bob@92.0.2.2;transport=tcp>;reg-id=1
; +Si p. i nstance="<urn: uui d: 00000000- 0000- 1000- 8000- AABBCCDDEEFF>"

In message #39, EPl inserts a Path header with a new fl ow t oken:

Pat h: <si p: 3yJEbr 1GYZK9cPYk5Snocez 6Dz O7w+AX@p1l. exanpl e. com | r; ob>
9.5. CQutgoing Call

Finally, Bob makes an outgoing call to Alice. Bob's UA includes an

"ob" paraneter in its Contact URI in nessage #42. EPl1 adds a Record-

Route with a flowtoken in message #43. The route-set is returned to

Bob in the response (nessages #45, 46, and 47), and either Bob or
Alice can send in-dial og requests.
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42)| - -1 NVI TE- - >| |

43) |
44) |
45) |

I

| === 1 NVI TE- - - - >|
| | -1 NVI TE- >
| | <--200---

47)| <- 200 OK- - - | |
48) | - - ACK- - - - - > | |
49) | | ----- ACK---------mmm oo >

I
50)| -- BYE---->| | |
51) | [ BYE--------- >
52) | I 200 OK------- |
53) | <-- 200 OK- - | | | |

I I I I I
Message #42

|

I

I

I

I I
I I
46) | I<----200 K- - - I
' I
I

I

I

I NVI TE sip:alice@.exanple SIP/2.0

From Bob <sip: bob@xanpl e. con; t ag=l dw22z

To: Alice <sip:alice@.exanple>
Call -1 D: 95KGsk2V/ Ei s9LcpBYy3
CSeq: 1 INVITE

Rout e: <sip: epl. exanmple.comlr>

Cont act: <sip:bob@92.0. 2. 2;transport =tcp; ob>

Cct ober 2009

In message #43, EP1l adds the foll owi ng Record-Route header.

Recor d- Rout e:

<si p: 3yJEbr 1GYZK9cPYk5Snocez6Dz Orw+AX@pl. exanpl e. com | r>

VWhen EP1 receives the BYE (nessage #50) from Bob’s UA,

it can tell

that the request is an "outgoing" request (since the source of the
request matches the flowin the flow token) and sinply deletes its
Rout e header field value and forwards the request on to Alice' s UA

Message #50

BYE sip:alice@. exanple SIP/ 2.0

From Bob <sip: bob@xanpl e. con; t ag=l dw22z
To: Alice <sip:alice@.exanpl e>;tag=pl qus8

Call-1D: 95KGsk2V/ Ei sOLcpBYy3
CSeq: 2 BYE

Rout e: <si p: 3yJEbr 1GYZK9cPYk5Snocez6Dz O7rw+AX@pl. exanpl e. com | r>

Contact: <sip:bob@92.0.2.2;transport=tcp; ob>
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10. G anmar
Thi s specification defines a new header field "Flow Timer", and new
Contact header field paraneters, "reg-id" and "+sip.instance". The
gramar includes the definitions from|[RFC3261]. FlowTinmer is an
ext ensi on- header fromthe nessage-header in the [ RFC3261] ABNF.
The ABNF [ RFC5234] i s:
FI ow Ti mer = "FlowTinmer" HCOLON 1*DIA T

contact-parans =/ c-p-reg / c-p-instance

c-p-reg = "reg-id" EQUAL 1*DIGT ; 1 to (2731 - 1)
c-p-instance = "+sip.instance" EQUAL

DQUOTE "<" instance-val ">" DQUOTE
i nst ance- val = 1*uric ; defined in RFC 3261

The val ue of the reg-id MJUST NOT be 0 and MIJST be | ess than 2731
11. | ANA Consi derations
11.1. Flow Timer Header Field

Thi s specification defines a new SI P header field "Fl ow Ti mer" whose
syntax is defined in Section 10.

Header Nane conpact Ref erence

Fl ow Ti mer [ RFC5626]
11.2. "reg-id" Contact Header Field Paraneter

Thi s specification defines a new Contact header field paraneter
called reg-id in the "Header Field Parameters and Paraneter Val ues"
sub-registry as per the registry created by [RFC3968]. The syntax is
defined in Section 10. The required information is:

Pr edefi ned
Header Field Par amet er Nane Val ues Ref erence
Cont act reg-id No [ RFC5626]
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11.3. SIP/SIPS URI Paraneters

Thi s specification augnents the "SIP/SIPS URl Paraneters" sub-
registry as per the registry created by [ RFC3969]. The required
information is:

Par aret er Nane Pr edefi ned Val ues Ref er ence

ob No [ RFC5626]
11.4. SIP Option Tag

This specification registers a new SIP option tag, as per the
guidelines in Section 27.1 of [RFC3261].

Name: out bound

Description: This option-tag is used to identify UAs and registrars
that support extensions for Cient-lnitiated Connections. A UA
pl aces this option in a Supported header to conmunicate its
support for this extension. A registrar places this option-tag in
a Require header to indicate to the registering User Agent that
the registrar used registrations using the binding rules defined
in this extension.

11.5. 430 (Flow Fail ed) Response Code

Thi s docunent registers a new SIP response code (430 Flow Fail ed), as
per the guidelines in Section 27.4 of [RFC3261]. This response code
is used by an edge proxy to indicate to the Authoritative Proxy that
a specific flowto a UA instance has failed. Oher flows to the same
instance could still succeed. The Authoritative Proxy SHOULD attenpt
to forward to another target (flow) with the sane instance-id and
AOR. Endpoi nts should never receive a 430 response. |f an endpoint
receives a 430 response, it should treat it as a 400 (Bad Request)
per normal procedures, as in Section 8.1.3.2 of [RFC3261]. This
response code is defined by the follow ng i nformati on, which has been
added to the method and response-code sub-registry under the SIP
Paranmeters registry.

Response Code Ref erence

Request Fail ure 4xx
430 Fl ow Fail ed [ RFC5626]
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11.6. 439 (First Hop Lacks Qutbound Support) Response Code

Thi s docunent registers a new SIP response code (439 First Hop Lacks
Qut bound Support), as per the guidelines in Section 27.4 of

[ RFC3261]. This response code is used by a registrar to indicate
that it supports the 'outbound feature described in this
specification, but that the first outbound proxy that the user is
attenpting to register through does not. Note that this response
code is only appropriate in the case that the registering User Agent
adverti ses support for outbound processing by including the outbound
option tag in a Supported header field. Proxies MJST NOT send a 439
response to any requests that do not contain a "reg-id" paranmeter and
an outbound option tag in a Supported header field. This response
code is defined by the follow ng information, which has been added to
the met hod and response-code sub-registry under the SIP Paraneters
registry

Response Code Ref er ence
Request Fail ure 4xx
439 First Hop Lacks Qut bound Support [ RFC&r f c. nunber ; ]

11.7. Media Feature Tag

This section registers a new nedia feature tag, per the procedures
defined in [RFC2506]. The tag is placed into the sip tree, which is
defined in [ RFC3840].

Medi a feature tag name: sip.instance
ASN. 1 Identifier: 23

Sunmary of the nedia feature indicated by this tag: This feature tag
contains a string containing a URN that indicates a unique
identifier associated with the UA instance registering the
Cont act .

Val ues appropriate for use with this feature tag: String (equality
rel ati onshi p).

The feature tag is intended prinmarily for use in the follow ng
appl i cations, protocols, services, or negotiation nechanisns:
This feature tag is nmost useful in a comunications application,
for describing the capabilities of a device, such as a phone or
PDA.

Exampl es of typical use: Routing a call to a specific device.
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12.

Rel at ed standards or docunents: RFC 5626

Security Considerations: This nedia feature tag can be used in ways
whi ch affect application behaviors. For exanple, the SIP caller
preferences extension [ RFC3841] allows for call routing decisions
to be based on the values of these paraneters. Therefore, if an
attacker can nodify the values of this tag, they might be able to
af fect the behavior of applications. As a result, applications
that utilize this nmedia feature tag SHOULD provi de a neans for
ensuring its integrity. Simlarly, this feature tag should only
be trusted as valid when it cones fromthe user or User Agent
described by the tag. As a result, protocols for conveying this
feature tag SHOULD provi de a nechani smfor guaranteeing
authenticity.

Security Considerations

One of the key security concerns in this work is naking sure that an
attacker cannot hijack the sessions of a valid user and cause all
calls destined to that user to be sent to the attacker. Note that
the intent is not to prevent existing active attacks on SIP UDP and
TCP traffic, but to ensure that no new attacks are added by

i ntroduci ng the out bound nechani sm

The sinple case is when there are no edge proxies. |In this case, the
only time an entry can be added to the routing for a given AOR i s
when the registration succeeds. SIP already protects agai nst
attackers being able to successfully register, and this schene relies
on that security. Somre inplenenters have considered the idea of just
saving the instance-id without relating it to the AORwith which it
registered. This idea will not work because an attacker’s UA can

i npersonate a valid user’s instance-id and hijack that user’s calls.

The nore conpl ex case involves one or nore edge proxies. Wen a UA
sends a REG STER request through an edge proxy on to the registrar
the edge proxy inserts a Path header field value. |f the
registration is successfully authenticated, the registrar stores the
val ue of the Path header field. Later, when the registrar forwards a
request destined for the UA, it copies the stored value of the Path
header field into the Route header field of the request and forwards
the request to the edge proxy.

The only tinme an edge proxy will route over a particular flow is when
it has received a Route header that has the flow identifier
information that it has created. An incom ng request would have
gotten this information fromthe registrar. The registrar will only
save this information for a given AORif the registration for the AOR
has been successful; and the registration will only be successful if
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the UA can correctly authenticate. Even if an attacker has spoofed
some bad information in the Path header sent to the registrar, the
attacker will not be able to get the registrar to accept this
information for an AOR that does not belong to the attacker. The
registrar will not hand out this bad information to others, and
others will not be msled into contacting the attacker

The Security Considerations discussed in [RFC3261] and [ RFC3327] are
al so relevant to this docunent. For the security considerations of
generating flow tokens, please also see Section 5.2. A discussion of
preventing the aval anche restart problemis in Section 4.5.

Thi s docunent does not change the mandatory-to-inplement security
mechani sms in SIP. User Agents are already required to inplenent
Di gest authentication while support of TLS is recomrended; proxy

servers are already required to i nplenment Digest and TLS

13. Operational Notes on Transports
This entire section is non-normati ve.

[ RFC3261] requires proxies, registrars, and User Agents to inplenent
both TCP and UDP but depl oyments can chose which transport protocols
they want to use. Deploynents need to be careful in choosing what
transports to use. Many SIP features and extensions, such as |arge
presence notification bodies, result in SIP requests that can be too
| arge to be reasonably transported over UDP. [RFC3261] states that
when a request is too large for UDP, the device sending the request
attenpts to switch over to TCP. It is inportant to note that when
usi ng outbound, this will only work if the UA has fornmed both UDP and
TCP outbound flows. This specification allows the UA to do so, but
in nost cases it will probably make nore sense for the UAto forma
TCP out bound connection only, rather than form ng both UDP and TCP
flows. One of the key reasons that many depl oynents choose not to
use TCP has to do with the difficulty of building proxies that can
mai ntain a very |large nunber of active TCP connections. Many

depl oynents today use SIP in such a way that the nessages are snmall
enough that they work over UDP but they can not take advantage of all
the functionality SIP offers. Deploynents that use only UDP out bound
connections are going to fail with sufficiently large SIP nessages.

14. Requirenents
Thi s specification was devel oped to nmeet the followi ng requirements:
1. Mist be able to detect that a UA supports these nechani sns.

2. Support UAs behind NATs.
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3. Support TLS to a UA without a stable DNS nanme or |P address.
4. Detect failure of a connection and be able to correct for this.
5. Support nmany UAs sinultaneously rebooting.
6. Support a NAT rebooting or resetting.
7. Mnimze initial startup |load on a proxy.
8. Support architectures with edge proxies.
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Appendi x A.  Default Flow Registration Backoff Tines

The base-tine used for the flow re-registration backoff tines

described in Section 4.5 are configurable.
value is set to the default of 30 seconds and the base-tine-not-
led value is set to the default of 90 seconds, the follow ng table

f ai

shows the resulting anount of time the UAwill wait to retry
regi stration.

If the base-tinme-all-fai

___________________ e
# of reg failures | all flows unusable | > 1 non-failed flow |
___________________ Y
0 | O0s | O0s

1 | 30-60 s | 90-180 s

2 | 1-2 mn | 3-6 mn

3 | 2-4 mn | 6-12 min

4 | 4-8 mn | 12-24 mn

5 | 8-16 min | 15-30 min

6 or nore | 15-30 min | 15-30 min
................... o

Appendi x B.  ABNF

Thi
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s appendi x contains the ABNF defined earlier in this docunent.

CRLF = CR LF

doubl e-CRLF = CR LF CR LF

CR = %0D

LF = %0A

Fl ow Ti ner = "FlowTinmer" HCOLON 1*DIG T

contact-parans =/ c-p-reg / c-p-instance

c-p-reg = "reg-id" EQUAL 1*DIGT ; 1 to (2731 - 1)

c-p-instance "+si p.instance" EQUAL

DQUOTE "<" instance-val ">" DQUOTE

i nst ance- val = 1*uric ; defined in RFC 3261
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