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Thi s docunent describes security guidelines for the softwire "Hubs
and Spokes" and "Mesh" solutions. Together with discussion of the
softwi re depl oyment scenarios, the vulnerability to security attacks
is anal yzed to provide security protection nmechanisns such as

aut hentication, integrity, and confidentiality to the softwire
control and data packets.
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1. Introduction

The Softwi re Working Group specifies the standardization of

di scovery, control, and encapsul ati on nmethods for connecting |Pv4

net wor ks across | Pv6 networks and | Pv6 networks across | Pv4 networks.
The softwire provides connectivity to enable the global reachability
of both address families by reusing or extending existing technol ogy.
The Softwire Wirrking Goup is focusing on the two scenarios that
energed when di scussing the traversal of networks conposed of
differing address famlies. This docunent provides the security

gui delines for two such softwire solution spaces: the "Hubs and
Spokes" and "Mesh" scenarios. The "Hubs and Spokes" and "Mesh"

probl ems are described in [RFC4925] Sections 2 and 3, respectively.
The protocols selected for softwire connectivity require security
consi derations on nore specific deploynment scenarios for each
solution. The scope of this docunment provides analysis on the
security vulnerabilities for the depl oynent scenarios and specifies
the proper usage of the security nechanisns that are applied to the
sof twi re depl oyment.

The Layer Two Tunneling Protocol (L2TPv2) is selected as the phase 1
protocol to be deployed in the "Hubs and Spokes" sol ution space. |If
L2TPv2 is used in the unprotected network, it will be vulnerable to
various security attacks and MJUST be protected by an appropriate
security protocol, such as |Psec as described in [RFC3193]. The new
i mpl ement ati on SHOULD use | KEv2 (Internet Key Exchange Protoco
version 2) as the key managenent protocol for |Psec because it is a
nore reliable protocol than I KEvl and integrates the required
protocols into a single platform This docunent provides

i mpl ement ati on gui dance and specifies the proper usage of |Psec as
the security protection nechani smby considering the security

vul nerabilities in the "Hubs and Spokes" scenario. The docunment also
addresses cases where the security protocol is not necessarily
mandat ed.

The softwire "Mesh" solution MJST support various |evels of security
mechani sms to protect the data packets being transmitted on a
softwire tunnel fromthe access networks with one address famly
across the transit core operating with a different address famly

[ RFC4925]. The security mechanismfor the control plane is also
required to be protected fromcontrol-data nodification, spoofing
attacks, etc. In the "Mesh" solution, BGP is used for distributing
softwire routing information in the transit core; neanwhile, security
i ssues for BGP are being discussed in other working groups. This
docunent provides the proper usage of security mechani sns for
softwire nesh depl oynent scenari os
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2. Term nol ogy
2.1. Abbreviations

The term nology is based on the "Softwi re Problem Statenent™
[ RFC4925] .

AF(i) - Address Family. |1Pv4d or IPv6. Notation used to indicate
that prefixes, a node, or network only deal with a single |IP AF.

AF(i,j) - Notation used to indicate that a node is dual-stack or that
a network is conposed of dual -stack nodes.

Address Family Border Router (AFBR) - A dual -stack router that

i nterconnects two networks that use either the sane or different
address famlies. An AFBR forns peering relationships with other
AFBRs, adjacent core routers, and attached Custoner Edge (CE)
routers; perforns softwire discovery and signaling; advertises client
ASF(i) reachability information; and encapsul at es/ decapsul at es
customer packets in softwire transport headers.

Custonmer Edge (CE) - A router |located inside an AF access island that
peers with other CE routers within the access island network and with
one or nore upstream AFBRs.

Custonmer Prem se Equi pment (CPE) - An equi pnent, host or router,
| ocated at a subscriber’s prem ses and connected with a carrier’s
access networKk.

Provider Edge (PE) - Arouter located at the edge of a transit core
network that interfaces with the CE in an access i sl and.

Softwire Concentrator (SC) - The node terminating the softwire in the
service provider network.

Softwire Initiator (SI) - The node initiating the softwire within the
cust oner networ K.

Softwi re Encapsul ation Set (SWEncap) - A softwi re encapsul ation set
contains tunnel header paraneters, order of preference of the tunnel
header types, and the expected payl oad types (e.g., |Pv4) carried
inside the softwre.

Softwire Next _Hop (SWNHOP) - This attribute acconpanies client AF
reachability advertisenents and is used to reference a softwire on

the ingress AFBR |l eading to the specific prefixes. It contains a
softwire identifier value and a softwire next_hop | P address denoted
as <SWID: SWNHOP address>. Its existence in the presence of client
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AF prefixes (in advertisenents or entries in a routing table) infers
the use of softwire to reach that prefix.

2.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Hubs and Spokes Security GQuidelines
3.1. Deploynment Scenarios

To provide the security guidelines, discussion of the possible
depl oynent scenario and the trust relationship in the network is
i mportant.

The softwire initiator (SI) always resides in the custoner network.
The node in which the SI resides can be the CPE access device,

anot her dedi cated CPE router behind the original CPE access device,
or any kind of host device, such as a PC, appliance, sensor, etc.

However, the host device may not al ways have direct access to its
hone carrier network, to which the user has subscribed. For exanple,
the SI in the Iaptop PC can access various access networks such as
W-Fi hot-spots, visited office networks, etc. This is the nomadic
case, which the softwi re SHOULD support.

As the softwire deploynment nodel, the followi ng three cases as shown
in Figure 1 should be considered. Cases 2 and 3 are typical for a
nomadi ¢ node, but are also applicable to a stationary node. In order
to securely connect a legitimate SI and SC to each other, the

aut henti cation process between SI and SC is normally performed using
Aut henti cation, Authorization, and Accounting (AAA) servers.
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Figure 1: Authentication Mdel for Hubs and Spokes

The AAA server shown in Figure 1 interacts with the SC, which acts as
a AAA client. The AAA may consists of multiple AAA servers, and the
proxy AAA may be internediate between the SC and the AAA servers.
This docunment refers to the AAA server in the home network service

provi der as the home AAA server (AAAh) and to that in the
network service provider as the visited AAA server (AAAv).

visited

The "Softwire Problem Statenent” [RFC4925] states that the softwire
solution nust be able to be integrated with commonly depl oyed AAA

solutions. L2TPv2 used in softwi re supports PPP and L2TP

aut hentications that can be integrated with comon AAA servers.

When the softwire is used in an unprotected network, a stronger
aut hentication process is required (e.g., IKEv2). The proper

sel ection of the authentication processes is discussed in
with respect to the various security threats.
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Case 1: The SI connects to the SC that belongs to the hone network
service provider via the hone access provider network that operates a
different address famly. It is assuned that the home access

provi der network and the honme network service provider for the SC are
under the sane adm nistrative system

Note that the | P address of the host device, in which the SI resides,
is static or dynam c dependi ng on the subscribed service. The

di scovery of the SC may be automatic. But in this docunment, the
information on the SC, e.g., the DNS nanme or |P address, is assuned
to be configured by the user or the provider of the Sl in advance.

Case 2: The SI connects to the SC that belongs to the hone network
service provider via the visited access network. For the nomadic
case, the SlI/user does not subscribe to the visited access provider
For network access through the public network, such as W-Fi hot-
spots, the honme network service provider does not have a trust
relationship with the access network.

Note that the I P address of the host device, in which the Sl resides,
may be changed periodically due to the hone network service
provider’s policy.

Case 3: The Sl connects to the SC that belongs to the visited network
service provider via the visited access network. This is typical of
the nomadi ¢ access case. When the Sl is nobile, it may roamfromthe
honme | SP providing the home access network to the visited access
network, e.g., W-Fi hot-spot network provided by the different ISP
The SI does not connect to the SCin the hone network, for exanple,
due to geographi cal reasons. The SlI/user does not subscribe to the
visited network service provider, but the visited network service
provi der has sone roam ng agreenent with the home network service
provi der.

Note that the | P address of the host, in which the SI resides, is
provided with the visited network service provider’s policy.

3.2. Trust Rel ationship

The establishment of a trust relationship between the SI and SCis
different for three cases. The security considerations nust be taken
into account for each case.

In Case 1, the SC and the hone AAA server in the sane network service
provi der MJST have a trust relationship and conmuni cati ons between
them MUST be secured. Wen the SC authenticates the SI, the SC
transmts the authentication request nessage to the hone AAA server
and obtains the accept nessage together with the Attribute Val ue Pair
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for the SI authentication. Since the SI is in the service provider
networ k, the provider can take neasures to protect the entities
(e.g., SC, AAA servers) against a nunber of security threats,

i ncludi ng the comunication between them

In Case 2, when the Sl is nobile, access to the honme network service
provi der through the visited access network provider is allowed. The
trust rel ationship between the SI and the SC in the home network MJUST
be established. When the visited access network is a public network,
various security attacks nust be considered. Especially for Sl to
connect to the legitimte SC, the authentication fromSl to SC MJST
be perforned together with that from SC to Sl

In Case 3, if the SI roams into a different network service
provider’s adm nistrative domain, the visited AAA server conmuni cates
with the home AAA server to obtain the information for S

aut hentication. The visited AAA server MJST have a trust
relationship with the home AAA server and the communi cati on between
them MUST be secured in order to properly performthe roam ng
services that have been agreed upon under specified conditions.

Note that the path for the communi cati ons between the hone AAA server
and the visited AAA server may consist of several AAA proxies. In
this case, the AAA proxy threat nodel SHOULD be considered [ RFC2607].
A malicious AAA proxy may |aunch passive or active security attacks.
The trustworthiness of proxies in AAA proxy chains will weaken when
the hop counts of the proxy chain is |onger. For exanple, the
accounting informati on exchanged anong AAA proxies is attractive for
an adversary. The comunication between a hone AAA server and a

vi sited AAA server MJST be protected.

3.3. Softwire Security Threat Scenarios

Softwire can be used to connect |Pv6 networks across public |Pv4d
networ ks and | Pv4 networks across public I Pv6 networks. The contro
and data packets used during the softwire session are vulnerable to
the security attacks.

A complete threat analysis of softwire requires exam nation of the
protocols used for the softwire setup, the encapsul ati on nmet hod used
to transport the payl oad, and other protocols used for configuration
(e.g., router advertisenents, DHCP).

The softwire solution uses a subset of the Layer Two Tunneli ng
Protocol (L2TPv2) functionality ([RFC2661], [RFC5571]). 1In the
softwire "Hubs and Spokes" nobdel, L2TPv2 is used in a voluntary
tunnel nodel only. The SI acts as an L2TP Access Concentrator (LAC)
and PPP endpoint. The L2TPv2 tunnel is always initiated fromthe Sl
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The generic threat analysis done for L2TP using | Psec [RFC3193] is
applicable to softwire "Hubs and Spokes" depl oynent. The threat

anal ysis for other protocols such as MPv6 (Mbile | Pv6) [RFC4225],
PANA (Protocol for Carrying Authentication for Network Access)

[ RFC4016], NSIS (Next Steps in Signaling) [RFC4081], and Routing
Protocol s [ RFC4593] are applicable here as well and should be used as
ref erences.

First, the SI that resides in the custoner network sends a Start-
Control - Connecti on- Request (SCCRQ packet to the SC for the
initiation of the softwire. L2TPv2 offers an optional tunne

aut hentication system (which is simlar to CHAP -- the Chall enge
Handshake Aut hentication Protocol) during control connection
establishnent. This requires a shared secret between the SI and SC
and no key managenent is offered for this L2TPv2.

When the L2TPv2 control connection is established, the SI and SC
optionally enter the authentication phase after conpleting PPP Link
Control Protocol (LCP) negotiation. PPP authentication supports one-
way or two-way CHAP aut hentication, and can | everage existing AAA
infrastructure. PPP authentication does not provide per-packet

aut henti cati on.

PPP encryption is defined but PPP Encryption Control Protocol (ECP)
negoti ati on does not provide for a protected cipher suite

negoti ation. PPP encryption provides a weak security sol ution

[ RFC3193]. PPP ECP inpl ementation cannot be expected. PPP

aut henti cation al so does not provide scal abl e key managenent.

Once the L2TPv2 tunnel and PPP configuration are successfully
established, the SI is connected and can start using the connection

These steps are vulnerable to man-in-the-mddle (MTM, denial-of-
service (DoS), and service-theft attacks, which are caused by the
fol |l owi ng adversary actions.

Adversary attacks on softw re include

1. An adversary may try to discover identities and other
confidential information by snooping data packets.

2. An adversary may try to nodify both control and data packets.
This type of attack involves integrity violations.

3. An adversary may try to eavesdrop and coll ect control nessages.
By repl aying these nessages, an adversary may successfully hijack
the L2TP tunnel or the PPP connection inside the tunnel. An
adversary might mount MTM DoS, and theft-of-service attacks
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4. An adversary can flood the softwire node with bogus signaling
messages to cause DoS attacks by terminating L2TP tunnels or PPP
connecti ons.

5. An adversary nay attenpt to disrupt the softwire negotiation in
order to weaken or renove confidentiality protection

6. An adversary may wi sh to disrupt the PPP LCP authentication
negoti ati on.

When AAA servers are involved in softwire tunnel establishnment, the
security attacks can be nounted on the conmmunicati on associated with
AAA servers. Specifically, for Case 3 stated in Section 3.2, an
adversary may eavesdrop on the packets between AAA servers in the
honme and visited network and conprom se the authentication data. An
adversary may al so di srupt the communi cati on between the AAA servers,
causing a service denial. Security of AAA server comunications is
out of scope of this docunent.

In environnents where the link is shared w thout cryptographic
protection and weak authentication or one-way authentication is used,
these security attacks can be nounted on softwire control and data
packets.

When there is no prior trust relationship between the SI and SC, any
node can pretend to be a SC. In this case, an adversary may

i npersonate the SCto intercept traffic (e.g., "rogue" softwre
concentrator).

The rogue SC can introduce a denial -of -service attack by bl ackholing
packets fromthe SI. The rogue SC can al so eavesdrop on all packets
sent fromor to the SI. Security threats of a rogue SC are simlar
to a conprom sed router.

The depl oynent of ingress filtering is able to control nalicious
users’ access [RFC4213]. Wthout specific ingress filtering checks
in the decapsulator at the SC, it would be possible for an attacker
to inject a fal se packet, |eaving the system vul nerable to attacks
such as DoS. Using ingress filtering, invalid inner addresses can be
rejected. Wthout ingress filtering of inner addresses, another kind
of attack can happen. The nalicious users fromanother ISP could
start using its tunneling infrastructure to get free inner-address
connectivity, effectively transformng the ISP into an inner-address
transit provider.

Ingress filtering does not provide conplete protection in the case

that address spoofing has happened. In order to provide better
protection agai nst address spoofing, authentication wth binding
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between the legitimate address and the authenticated identity MJST be
i mpl emented. This can be inpl enmented between the SC and the SI using
| Psec.

3.4. Softwire Security Quidelines

Based on the security threat analysis in Section 3.3 of this
docunent, the softwire security protocol MJST support the follow ng
prot ecti ons.

1. Softwire control nessages between the SI and SC MUST be protected
agai nst eavesdroppi hg and spoofing attacks.

2. The softwire security protocol MIST be able to protect itself
agai nst replay attacks.

3. The softwire security protocol MJIST be able to protect the device
identifier against the inpersonation when it is exchanged between
the SI and the SC

4. The softwire security protocol MJST be able to securely bind the
aut henti cated session to the device identifier of the client, to
prevent service theft.

5. The softwire security protocol MJST be able to protect disconnect
and revocati on nmessages.

The softwire security protocol requirenent is conparable to
[ RFC3193] .

For softwire control packets, authentication, integrity, and replay
protection MJST be supported, and confidentiality SHOULD be
support ed.

For softwire data packets, authentication, integrity, and replay
protection SHOULD be supported, and confidentiality MAY be support ed.

The "Softwi re Problem Statenent” [RFC4925] provides some requirenents
for the "Hubs and Spoke" solution that are taken into account in
defining the security protection mechani sns.

1. The control and/or data plane MJUST be able to provide ful
payl oad security when desired

2. The depl oyed technol ogy MJST be very strongly considered.

This additional security protection nust be separable fromthe
softwire tunneling nechani sm
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Note that the scope of this security is on the L2TP tunnel between
the SI and SC. |If end-to-end security is required, a security

prot ocol SHOULD be used in the payl oad packets. But this is out of
scope of this docunent.

3.4.1. Authentication

The softwire security protocol MJST support user authentication in
the control plane in order to authorize access to the service and
provi de adequate |ogging of activity. Although severa

aut hentication protocols are avail able, security threats nust be
consi dered to choose the protocol

For exanple, consider the Sl/user using Password Authentication

Prot ocol (PAP) access to the SCwith a cleartext password. In many
circunstances, this represents a |large security risk. The adversary
may spoof as a legitimate user by using the stolen password. The
Chal | enge Handshake Aut hentication Protocol (CHAP) [ RFC1994] encrypts
a password with a "challenge" sent fromthe SC. The theft of
password can be mitigated. However, as CHAP only supports

uni directional authentication, the risk of a man-in-the-mddle or
rogue SC cannot be avoi ded. Extensible Authentication Protocol -
Transport Layer Security (EAP-TLS) [ RFC5216] nmndates nut ual

aut henti cati on and avoi ds the rogue SC

When the SI established a connection to the SC through a public
network, the SI may want proof of the SCidentity. Softw re MJST
support mutual authentication to allow for such a scenario.

In sone circunstances, however, the service provider nmay decide to

al | ow non-aut henti cated connecti on [ RFC5571]. For exanple, when the
customer is already authenticated by some ot her neans, such as cl osed
net wor ks, cellular networks at Layer 2, etc., the service provider
may decide to turn authentication off. |If no authentication is
conducted on any layer, the SC acts as a gateway for anonynous
connections. Running such a service MJST be configurable by the SC
adm nistrator and the SC SHOULD take some security neasures, such as

ingress filtering and adequate | ogging of activity. It should be
not ed that anonynous connection service cannot provide the security
functionalities described in this docunment (e.g., integrity, replay

protection, and confidentiality).

L2TPv2 sel ected as the softwire phase 1 protocol supports PPP

aut hentication and L2TPv2 aut hentication. PPP authentication and
L2TPv2 have various security threats, as stated in Section 3.3. They
will be used in the limted condition as described in the next
subsecti ons.
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3.4.1.1. PPP Authentication

PPP can provide nmutual authentication between the SI and SC using
CHAP [ RFC1994] during the connection-establishnment phase (via the
Li nk Control Protocol, LCP). PPP CHAP authentication can be used
when the SI and SC are on a trusted, non-public |IP network.

Si nce CHAP does not provide per-packet authentication, integrity, or
replay protection, PPP CHAP authenticati on MUST NOT be used

unprotected on a public IP network. [|f other appropriate protected
mechani sns have been al ready applied, PPP CHAP aut hentication MAY be
used.

Optionally, other authentication nethods such as PAP, Ms-CHAP, and
EAP MAY be support ed.

3.4.1.2. L2TPv2 Authentication

L2TPv2 provi des an optional CHAP-1ike tunnel authentication during
the control connection establishnent [ RFC2661], Section 5.1.1
L2TPv2 aut henticati on MJUST NOT be used unprotected on a public IP
network, simlar to the sanme restriction applied to PPP CHAP

aut henti cati on.

3.4.2. Softwire Security Protoco

To neet the above requirenents, all softw re-security-conpliant
i mpl ement ati ons MJST inplenment the follow ng security protocols.

| Psec ESP [ RFC4303] in transport node is used for securing softwire
control and data packets. The Internet Key Exchange (I KE) protoco

[ RFC4306] MUST be supported for authentication, security association
negoti ati on, and key managenent for |Psec. The applicability of
different versions of IKE is discussed in Section 3.5.

The softwire security protocol MJST support NAT traversal. UDP
encapsul ati on of | Psec ESP packet s| RFC3948] and negoti ati on of NAT-
traversal in | KE [ RFC3947] MJST be supported when | Psec is used.

3.5. Q@idelines for Usage of IPsec in Softwire
When the softwire "Hubs and Spokes" sol ution inplenented by L2TPv2 is
used in an untrustworthy network, softwire MJST be protected by
appropriate security protocols, such as IPsec. This section provides
gui delines for the usage of IPsec in L2TPv2-based softw re.

[ RFC3193] di scusses how L2TP can use | KE [ RFC2409] and | Psec
[ RFC2401] to provide tunnel authentication, privacy protection,
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integrity checking, and replay protection. Since the publication of

[ RFC3193], the revisions to | Psec protocols have been published

(I KEv2 [ RFC4306], ESP [ RFC4303], NAT-traversal for |KE [ RFC3947], and
ESP [ RFC3948] ).

G ven that depl oyed technol ogy nust be very strongly considered

[ RFC4925] for the "tine-to-market’ solution, [RFC3193] MJST be
supported. However, the new inpl enmentati on SHOULD use | KEv2

[ RFC4306] for |Psec because of the nunerous advantages it has over
| KE [ RFC2409]. In new deploynments, | KEv2 SHOULD be used as wel |

Al t hough [ RFC3193] can be applied in the softwire "Hubs and Spokes"
solution, softwire requirements such as NAT-traversal, NAT-traversa
for I KE [ RFC3947], and ESP [ RFC3948] MJST be support ed.

Meanwhi | e, |1 KEv2 [ RFC4306] integrates NAT-traversal. |[|KEv2 also
supports EAP authentication, with the authentication using shared
secrets (pre-shared key) or a public key signature (certificate).

The sel ection of pre-shared key or certificate depends on the scale
of the network for which softwire is to be depl oyed, as described in
Section 3.5.2. However, pre-shared keys and certificates only
support the machi ne authentication. Wen both machi ne and user

aut hentications are required as, for exanple, in the nonmadi c case,
EAP SHOULD be used.

Toget her with EAP, | KEv2 [ RFC4306] supports | egacy authentication
met hods that may be useful in environnents where usernane- and
passwor d- based authentication is already depl oyed.

IKEv2 is a nore reliable protocol than | KE [ RFC2409] in terns of
repl ay-protection capability, DoS-protection-enabled mechanism etc.
Therefore, new inpl enentati ons SHOULD use | KEv2 over |KE

The following sections will discuss using |Psec to protect L2TPv2 as
applied in the softwire "Hubs and Spokes" nodel. Unless otherw se
stated, I KEv2 and the new | Psec architecture [ RFC4301] is assuned.

3.5.1. Authentication |Issues

| Psec i nplenmentation using | KE only supports machi ne aut hentication
There is no way to verify a user identity and to segregate the tunne
traffic among users in the multi-user machine environment. |KEv2 can
support user authentication with EAP payl oad by | everagi ng the

exi sting authentication infrastructure and credenti al database. This
enabl es traffic segregation anong users when user authentication is
used by conbining the | egacy authentication. The user identity
asserted within IKEv2 will be verified on a per-packet basis.
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If the AAA server is involved in security association establishnent
between the SI and SC, a session key can be derived fromthe

aut henti cati on between the SI and the AAA server. Successful EAP
exchanges within I KEv2 run between the SI and the AAA server to
create a session key, which is securely transferred to the SC from
the AAA server. The trust relationship between the involved entities
follows Section 3.2 of this docunent.

3.5.2. IPsec Pre-Shared Keys for Authentication

Wth | Psec, when the identity asserted in IKE is authenticated, the
resulting derived keys are used to provi de per-packet authentication,
integrity, and replay protection. As a result, the identity verified
inthe IKE is subsequently verified on reception of each packet.

Aut henti cation using pre-shared keys can be used when the nunber of
SI and SCis small. As the nunber of SI and SC grows, pre-shared
keys becone increasingly difficult to manage. A softwire security
protocol MJUST provide a scal abl e approach to key nmanagenent.
Whenever possible, authentication with certificates is preferred.

When pre-shared keys are used, group pre-shared keys MJST NOT be used
because of its vulnerability to man-in-the-mddl e attacks ([ RFC3193],
Section 5.1.4).

3.5.3. Inter-Operability Cuidelines

The L2TPv2/ 1 Psec inter-operability concerning tunnel teardown,
fragnmentation, and per-packet security checks given in [ RFC3193],
Section 3 nust be taken into account.

Al t hough the L2TP specification allows the responder (SCin softwre)
to use a new | P address or to change the port nunber when sending the
Start-Control - Connecti on- Request-Reply (SCCRP), a softwire
concentrator inplenentation SHOULD NOT do this ([ RFC3193], Section
4).

However, for sone reasons, for exanple, "l oad-bal ancing" between SCs,
the I P address change is required. To signal an | P address change,
the SC sends a StopCCN nessage to the SI using the Result and Error
Code AVP in an L2TPv2 nessage. A new | KE _SA and CH LD _SA MJST be
established to the new | P address.

Since ESP transport node is used, the UDP header carrying the L2TP
packet will have an incorrect checksum due to the change of parts of
the I P header during transit. Section 3.1.2 of [RFC3948] defines 3
procedures that can be used to fix the checksum A softwire

i mpl ementati on MUST NOT use the "increnental update of checksunt
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(option 1 described in [ RFC3948]) because | KEv2 does not have the
i nformati on required (NAT-QOA payl oad) to conpute that checksum
Since ESP is already providing validation on the L2TP packet, a
sinpl e approach is to use the "do not check" approach (option 3 in
[ RFC3948]).

3.5.4. IPsec Filtering Details

If the old I Psec architecture [ RFC2401] and | KE [ RFC2409] are used,
the security policy database (SPD) exanples in [ RFC3193], Appendix A
can be applied to softwire nodel. |In that case, the initiator is
always the client (SlI), and the responder is the SC. |Psec SPD
exanmpl es for | KE [ RFC2409] are also given in Appendix A of this
docunent .

The revised | Psec architecture [ RFC4301] redefined the SPD entries to
provide nore flexibility (multiple selectors per entry, list of
address range, peer authentication database (PAD), "populate from
packet" (PFP) flag, etc.). The Internet Key Exchange (I KE) has al so
been revised and sinplified in | KEv2 [ RFC4306]. The foll ow ng
sections provide the SPD exanples for softwire to use the revised

| Psec architecture and | KEv2.

3.5.4.1. |Pv6-over-|1Pv4d Softwire L2TPv2 Exanple for |KEv2

If IKEv2 is used as the key managenent protocol, [RFC4301] provides
the guidance of the SPD entries. In IKEv2, we can use the PFP fl ag
to specify the SA, and the port nunber can be selected with the TSr
(Traffic Selector - Responder) payl oad during CREATE CH LD SA. The
foll owi ng describes PAD entries on the SI and SC, respectively. The
PAD entries are only exanple configurations. The PAD entry on the SC
mat ches user identities to the L2TP SPD entry. This is done using a
synbol i c nane type specified in [ RFC4301].

S| PAD:
- IFremte_identity = Sl_identity
Then aut henticate (shared secret/certificate/)
and authorize CH LD SA for renote address SC address

SC PAD:
- IF rempte_identity = user_1
Then aut henticate (shared secret/certificatel/ EAP)
and authorize CH LD SAs for synbolic name "I 2tp_spd_entry"

The foll owi ng describes the SPD entries for the SI and SC

respectively. Note that IKEv2 and ESP traffic MJST be all owed
(bypass). These include IP protocol 50 and UDP port 500 and 4500.
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The |1 Pv4 packet format when ESP protects and L2TPv2 carries an | Pv6
packet is shown in Table 1, which is simlar to Table 1 in [ RFC4891].

| Pv4 header
ESP header
UDP header

| | (src = 1Pv4-SI, dst = | Pv4-SO
I I
| |
| L2TPv2 header |
I I
I I
I I
I I

(src port=1701, dst port=1701)

PPP header
| Pv6 header
(payl oad)
ESP I CV

Table 1. Packet Format for L2TPv2 with ESP Carrying | Pv6 Packet
SPD for Softwire Initiator:

Softwire Initiator SPD-S

- I F local _address=IPv4-S
renot e_addr ess=I Pv4- SC
Next Layer Protocol =UDP
| ocal _port=1701
renot e_port =ANY ( PFP=1)

Then use SA ESP transport node

Initiate using IDI = user_1 to address |Pv4-SC

SPD for Softw re Concentrator

Softwi re Concentrator SPD-S
- | F name="12tp_spd_entry"
| ocal _address=Il Pv4-SC
renot e_addr ess=ANY ( PFP=1)
Next Layer Protocol =UDP
| ocal _port=1701
renot e_port =ANY ( PFP=1)
Then use SA ESP transport node

3.5.4.2. |Pvd-over-1Pv6 Softwire L2TPv2 Exanple for | KEv2
The PAD entries for SI and SC are shown as exanples. These exanple

configurations are simlar to those in Section 3.5.4.1 of this
docunent .
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S| PAD:
- IF remote_identity = Sl _identity
Then aut henticate (shared secret/certificate/)
and authorize CH LD SA for renote address SC address

SC PAD:
- IF rempte_identity = user_2
Then aut henticate (shared secret/certificate/ EAP)
and authorize CH LD SAs for synbolic name "I 2tp_spd_entry”

The foll owi ng describes the SPD entries for the SI and SC
respectively. 1In this exanple, the SI and SC are denoted with | Pv6
addresses | Pv6-Sl and | Pv6-SC, respectively. Note that |KEv2 and ESP
traffic MUST be all owed (bypass). These include |IP protocol 50 and
UDP port 500 and 4500.

The 1 Pv6 packet format when ESP protects and L2TPv2 carries an | Pv4
packet is shown in Table 2, which is simlar to Table 1 in [ RFC4891].

| Pv6 header
ESP header
UDP header
L2TPv2 header

| | (src = I Pv6-Sl, dst = | Pv6-SC
I I
I I
I I
| PPP header |
I I
I I
I I

(src port=1701, dst port=1701)

| Pv4 header
(payl oad)
ESP | CV

Tabl e 2: Packet Format for L2TPv2 with ESP Carrying | Pv4 Packet
SPD for Softwire Initiator

Softwire Initiator SPD-S

- I F | ocal _address=l Pv6- S
renot e_address=| Pv6- SC
Next Layer Protocol =UDP
| ocal _port=1701
renot e_port =ANY ( PFP=1)

Then use SA ESP transport node

Initiate using IDi = user_2 to address |Pv6-SC
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SPD for Softwi re Concentrator

Softwi re Concentrator SPD-S
- | F name="12tp_spd_entry"
| ocal _address=Il Pv6-SC
renot e_addr ess=ANY ( PFP=1)
Next Layer Protocol =UDP
| ocal _port=1701
renot e_port =ANY ( PFP=1)
Then use SA ESP transport node

4. Mesh Security CQuidelines
4.1. Depl oynent Scenario

In the softwire "Mesh" solution ([ RFC4925], [RFC5565]), it is
required to establish connectivity to access network islands of one
address fanmily type across a transit core of a differing address
famly type. To provide reachability across the transit core, AFBRs
are installed between the access network island and transit core
networ k. These AFBRs can perform as Provi der Edge routers (PE)

wi thin an aut ononbus system or perform peering across autononous
systens. The AFBRs establish and encapsul ate softwires in a nesh to
the other islands across the transit core network. The transit core
network consists of one or nore service providers.

In the softwire "Mesh" solution, a pair of PE routers (AFBRs) use BGP
to exchange routing information. AFBR nodes in the transit network
are Internal BGP speakers and will peer with each other directly or
via a route reflector to exchange SWencap sets, performsoftwire
signaling, and advertise AF access island reachability information
and SWNHOP information. |f such information is advertised within an
aut ononous system the AFBR node receiving themfrom ot her AFBRs does
not forward themto other AFBR nodes. To exchange the infornmation
anong AFBRs, the full nesh connectivity will be established.

The connectivity between CE and PE routers includes dedicated
physical circuits, logical circuits (such as Frame Relay and ATM,
and shared nedi um access (such as Ethernet-based access).

When AFBRs are PE routers located at the edge of the provider core
networks, this architecture is sinmlar to the L3VPN described in

[ RFC4364]. The connectivity between a CE router in an access island
network and a PE router in a transit network is established
statically. The access islands are enterprise netwrks accomvodat ed
through PE routers in the provider’s transit network. In this case,
the access island networks are administrated by the provider’s

aut ononous system
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The AFBRs may have multiple connections to the core network, and al so
may have connections to multiple client access networks. The client
access networks may connect to each other through private networks or
through the Internet. When the client access networks have their own
AS nunber, a CE router |ocated inside access islands forns a private
BGP peering with an AFBR  Further, an AFBR nay need to exchange ful
Internet routing information with each network to which it connects.

4.2. Trust Rel ationship

Al AFBR nodes in the transit core MJST have a trust rel ationship or
an agreenment with each other to establish softwires. Wen the
transit core consists of a single administrative domain, it is
assuned that all nodes (e.g., AFBR, PE, or Route Reflector, if
applicable) are trusted by each ot her.

If the transit core consists of multiple adnministrative domains,
intermedi ate routers between AFBRs may not be trusted.

There MUST be a trust relationship between the PE in the transit core
and the CE in the corresponding island, although the |ink(s) between
the PE and the CE may not be protected.

4.3. Softwire Security Threat Scenarios

As the architecture of the softwire mesh solution is very simlar to
that of the provider-provisioned VPN (PPVPN). The security threat
consi derations on the PPVPN operation are applicable to those in the
softwire nesh solution [ RFC4111].

Exanpl es of attacks to data packets being transnitted on a softwire
tunnel incl ude:

1. An adversary may try to discover confidential information by
sniffing softw re packets.

2. An adversary may try to nodify the contents of softw re packets.

3. An adversary may try to spoof the softw re packets that do not
bel ong to the authorized domains and to insert copies of once-
| egitimate packets that have been recorded and repl ayed.

4. An adversary can |l aunch deni al -of -service (DoS) attacks by
deleting softwire data traffic. DoS attacks of the resource
exhaustion type can be mounted agai nst the data pl ane by spoofing
a |l arge anpbunt of non-authenticated data into the softwire from
the outside of the softwire tunnel
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5. An adversary may try to sniff softwi re packets and to examni ne
aspects or neta-aspects of themthat may be visible even when the
packets thensel ves are encrypted. An attacker m ght gain usefu
i nformati on based on the ampunt and timng of traffic, packet
sizes, source and destinati on addresses, etc.

The security attacks can be nmounted on the control plane as well. In
the softwire nmesh solution, softwire encapsulation will be set up by
using BGP. As described in [ RFC4272], BGP is vulnerable to various
security threats such as confidentiality violation; replay attacks;
insertion, deletion, and nodification of BGP nessages; man-in-the-

m ddl e attacks; and denial -of -service attacks.

4.4. Applicability of Security Protection Mechani sm

G ven that security is generally a conprom se between expense and
risk, it is also useful to consider the |likelihood of different
attacks. There is at |least a perceived difference in the |ikelihood
of nmost types of attacks being successfully nmounted in different

depl oynent .

The trust relationship anobng users in access networks, transit core
provi ders, and other parts of networks described in Section 4.2 is a
key elenent in determining the applicability of the security
protection nechanismfor the specific softw re nesh depl oynment.

4.4.1. Security Protection Mechanismfor Control Pl ane

The "Softwire Problem Statenent” [RFC4925] states that the softwire
mesh setup nechanismto advertise the softwi re encapsul ati on MJST
support authentication, but the transit core provider nmay decide to
turn it off in some circunstances.

The BGP aut hentication nechanismis specified in [ RFC2385]. The
mechani sm defined in [ RFC2385] is based on a one-way hash function
(MD5) and use of a secret key. The key is shared between a pair of
peer routers and is used to generate 16-byte nmessage aut hentication
code values that are not readily conputed by an attacker who does not
have access to the key.

However, the security nmechanismfor BGP transport (e.g., TCP-MDb5) is
i nadequate in some circunstances and al so requires operator
interaction to maintain a respectable |evel of security. The current
depl oynents of TCP- MD5 exhibit some shortconmings with respect to key
managenment as described in [ RFC3562] .

Key managenent can be especially cunbersone for operators. The
number of keys required and the mai ntenance of keys (issue/revoke/

Yamanot o, et al. St andards Track [ Page 21]



RFC 5619 Softwire Security Considerations August 2009

renew) has had an additive effect as a barrier to deploynent. Thus,
aut omat ed means of managi ng keys, to reduce operational burdens, is
available in the BGP security system ([ BGP- SEC], [RFC4107]).

Use of | Psec counters the nessage insertion, deletion, and

nmodi fication attacks, as well as nman-in-the-mddle attacks by
outsiders. If routing data confidentiality is desired, the use of

| Psec ESP coul d provide that service. |f eavesdropping attacks are
identified as a threat, ESP can be used to provide confidentiality
(encryption), integrity, and authentication for the BGP session

4.4.2. Security Protection Mechanism for Data Pl ane

To transport data packets across the transit core, the mesh solution
defines multiple encapsul ations: L2TPv3, IP-in-1P, MPLS (LDP-based
and RSVP-TE based), and GRE. To securely transport such data
packets, the softwire MJST support |Psec tunnel

| Psec can provide authentication and integrity. The inplenmentation
MUST support ESP with null encryption [ RFC4303] or else AH (IP

Aut henti cati on Header) [RFC4302]. |If sone part of the transit core
network is not trusted, ESP with encryption MAY be applied

Since the softwires are created dynanically by BGP, the automated key
distribution MJST be perforned by | KEv2 [ RFC4306] with either pre-
shared key or public key management. For dynanic softwire |Psec
tunnel creation, the pre-shared key will be the sane in all routers.
Nanel y, pre-shared key indicates here "group key" instead of

"pai rwi se-shared" key.

If security policy requires a stronger key managenent, the public key
SHOULD be used. |If a public key infrastructure is not avail able, the
| Psec Tunnel Authentication sub-TLV specified in [ RFC5566] MJUST be
used before SA is established.

If the link(s) between the user’s site and the provider’'s PE is not
trusted, then encryption MAY be used on the PE-CE |ink(s).

Toget her with the cryptographic security protection, the access-
control technique reduces exposure to attacks from outside the
service provider networks (transit networks). The access-contro
techni que incl udes packet-by-packet or packet-fl ow by-packet-fl ow
access control by neans of filters as well as by neans of admitting a
session for a control/signaling/ mnagenent protocol that is being
used to inplement softwi re nmesh

The access-control technique is an inportant protection against
security attacks of DoS, etc., and a necessary adjunct to
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cryptographic strength in encapsul ati on. Packets that match the
criteria associated with a particular filter may be either discarded
or given special treatnent to prevent an attack or to mtigate the
effect of a possible future attack

5. Security Considerations

Thi s docunent di scusses various security threats for the softwire
control and data packets in the "Hubs and Spokes" and "Mesh" tine-to-
mar ket solutions. Wth these discussions, the softwire security
protocol inplenentations are provided by referencing "Softwire
Probl em St atenent" [RFC4925], "Securing L2TP using | Psec" [RFC3193],
"Security Framework for PPVPNs" [RFC4111], and "Cuidelines for

Speci fying the Use of |Psec" [RFC5406]. The guidelines for the
security protocol enploynent are also given considering the specific
depl oynent cont ext.

Note that this document discusses softwire tunnel security protection
and does not address end-to-end protection.
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Appendi x A.  Exanpl es

If the old I Psec architecture [ RFC2401] and | KE [ RFC2409] are used,
the SPD exanples in [RFC3193] are applicable to the "Hub & Spokes"

nmodel. In this nodel, the initiator is always the client (SlI), and
the responder is the SC.

| Pv6-over-1Pv4 Softwire with L2TPv2 Exanple for |KE

| Pv4 addresses of the softwire initiator and concentrator are denoted
by I Pv4-SI and | Pv4-SC, respectively. |If NAT traversal is used in

| KE, UDP source and destination ports are 4500. |In this SPD entry,

I KE refers to UDP port 500. * denotes w ldcard and indicates ANY port
or address.

Local Renot e Pr ot ocol Acti on

| PV4- SI | PV4- SC ESP BYPASS

| PV4- Sl | PV4- SC | KE BYPASS

| Pv4- Sl | PV4- SC UDP, src 1701, dst 1701 PROTECT(ESP,
transport)

| Pv4-SC | Pv4-SI UDP, src * , dst 1701 PROTECT( ESP,

transport)

Softwire Initiator SPD

Renot e Local Pr ot ocol Acti on
* | PV4- SC ESP BYPASS
* | PV4- SC | KE BYPASS

| PV4- SC UDP, src * , dst 1701 PROTECT( ESP,

transport)
Sof twi re Concentrator SPD
| Pv4-over-1Pv6 Softwire with Exanple for |IKE

| Pv6 addresses of the softwire initiator and concentrator are denoted
by 1 Pv6-SI and |1 Pv6-SC, respectively. |If NAT traversal is used in

| KE, UDP source and destination ports are 4500. |In this SPD entry,

I KE refers to UDP port 500. * denotes w |l dcard and indicates ANY port
or address.
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| PV6- S
| PV6- S
| Pv6- S

| Pv6- SC

Yananot o,
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Renot e

| PV6- SC
| PV6- SC
| PV6- SC

| Pv6- S

| PV6- SC
| PV6- SC
| PV6- SC

Pr ot ocol
UDP,

UDP, src * ,

src 1701, dst 1701

dst 1701

Softwire Initiator SPD

Pr ot ocol

src *

Sof twi re Concentrator

St andards Track

dst 1701

SPD

August

Action
BYPASS
BYPASS
PROTECT( ESP
transport)
PROTECT( ESP
transport)

BYPASS
BYPASS
PROTECT( ESP
transport)

2009

[ Page 27]



RFC 5619 Softwire Security Considerations August 2009

Aut hors’ Addresses

Shu Yamanot o

NI CT/ KDDI R&D Labs

1- 13- 16 Hakusan, Bunkyo-ku
Tokyo 113-0001

Japan

Phone: +81-3-3868-6913
EMai | : shu@ict.go.jp

Carl WIIlians

KDDI R&D Labs

Palo Alto, CA 94301
USA

Phone: +1-650-279-5903
EMai | : carl w@mrcsr-| abs. org

H det oshi Yokota

KDDI R&D Labs

2-1-15 Onhara

Fujimno, Saitama 356-8502
Japan

Phone: +81-49-278-7894
EMai | : yokota@ddil abs.jp

Fl orent Parent
Beon Sol utions
Quebec, QC
Canada

EMai | : Fl orent. Par ent @eon. ca

Yamanot o, et al. St andards Track [ Page 28]






