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Abst r act

Domai nKeys ldentified Mail (DKIM defines a domain-I|eve

aut hentication franework for email to permt verification of the
source and contents of messages. This docunent specifies an adjunct
mechanismto aid in assessi ng nessages that do not contain a DKIM
signature for the domain used in the author’s address. It defines a
record that can advertise whether a domain signs its outgoing nail as
wel | as how other hosts can access that record.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Al lman, et al. St andards Track [ Page 1]



RFC 5617 ADSP August 2009

Tabl e of Contents

1. IntroduCti On ... 3
2. Language and Termnol ogy ......... .. 3
2.1. Ternms Inported fromthe DKIM Signatures Specification ...... 3
2.2, Valid Signature ... ... 4
2.3. Author Address ... ... 4
2.4, Author DOmmai N . ... 4
2.5. Alleged Author ... ... 4
2.6. Author Domain Signing Practices ...............0 ... 4
2.7. Author Domain Signature ........... ... 4
3. Operation OVerVi BW . ... 5
3.1. ADSP Applicability ... ... 5
3.2, ADSP USage .. .ottt 6
3.3, ADSP ResUl t s ... 6
4. Detailed DescCription . ... ... .. e 7
4.1. DNS Representati On . ....... ... e e 7
4.2. Publication of ADSP Records ............. .. ... 7
4.2.1. Record Syntax ..........iiii e 7
4.3. ADSP Lookup Procedure .......... .. ... 9
5. TANA Considerati ONS .. ... ... 10
5.1. ADSP Specification Tag Registry ........ ... ... .. .. ... .. .... 10
5.2. ADSP Qut bound Signing Practices Registry .................. 11
5.3. Authentication-Results Method Registry Update ............. 11
5.4. Authentication-Results Result Registry Update ............. 11
6. Security Considerati ONS . ... ... ... 13
6.1. ADSP Threat Mdel . .... ... . .. 14
6.2. DNS Considerati ONS ... ... ..t e 14
6.3. DNS Wldcards ....... .. e 15
6.4. Inappropriate Application of Author Domain Signatures ..... 15
7. References . ... .. 16
7.1. Normative References ....... ... .. .. . ... 16
7.2. Informative References ....... ... .. ... ... 16
Appendi x A. Lookup Exanmpl s . ........ ... e 17
A l. Domain and ADSP EXi St . ... ... 17
A 2. Domain Exists, ADSP Does Not Exist ........................ 17
A. 3. Domain Does Not EXisSt .......... ... ... ... 17
Appendi x B. Usage Exanmples ....... ... 18
B.1. Single Location DOMRI NS . ... ... .. 18
B. 2 Bulk Mailing DOmAIi NS . ... ... 18
B.3. Bulk Mailing Donmains with Discardable Mail ................ 19
B.4. Third-Party Senders ......... ... 19
B.5 Domai ns with | ndependent Users and Liberal Use Policies ...19
B.6. Non-Email Domains ........... ... ... 20
Appendi x C.  Acknow edgement s .. ... ... ... 20

Al lman, et al. St andards Track [ Page 2]



RFC 5617 ADSP August 2009
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I nt roducti on

Domai nKeys ldentified Mail (DKIM defines a nechani sm by which emnai
messages can be cryptographically signed, permtting a signing domain
to claimresponsibility for the introduction of a nessage into the
mail stream Message recipients can verify the signature by querying
the Signer’'s domain directly to retrieve the appropriate public key,
and thereby confirmthat the nmessage was attested to by a party in
possession of the private key for the signing domain.

However, the | egacy of the Internet is such that not all nessages
wi Il be signed, and the absence of a signature on a nessage is not an
a priori indication of forgery. |In fact, during early phases of

depl oynent, it is very likely that nost nessages will remain

unsi gned. However, sone domains m ght decide to sign all of their
outgoing nmail, for exanple, to protect their brand nanes. It mght
be desirable for such domains to be able to advertise that fact to
other hosts. This is the topic of Author Dorain Signing Practices

( ADSP)

Hosts inplementing this specification can inquire what Author Domain
Signing Practices a domain advertises. This inquiry is called an
Aut hor Domai n Signing Practices check

The basic requirenents for ADSP are given in [ RFC5016]. This
docunent refers extensively to [RFC4871] and assumes the reader is
famliar with it.

Requi renments Not ati on:

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTI ONAL"
in this docunent are to be interpreted as described in [RFC2119].

Language and Term nol ogy
1. Terms Inported fromthe DKIM Signatures Specification

Sone term nol ogy used herein is derived directly from[RFC4871]. In
several cases, references in that docunent to "Sender" have been
changed to "Author" here, to enphasize the relationship to the Author
address(es) in the From header field described in [ RFC5322].
Briefly,

0o A "Signer" is the agent that signs a nessage, as defined in
Section 2.1 of [RFC4871].
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0 A "Local-part" is the part of an address preceding the @
character, as defined in [RFC5322] and used in [RFC4871].
2.2. Valid Signature

A "Valid Signature" is any signature on a nessage that correctly
verifies using the procedure described in Section 6.1 of [RFC4871].

2.3. Author Address
An "Aut hor Address" is an emmil address in the From header field of
a nmessage [RFC5322]. |If the From header field contains nmultiple
addresses, the message has nultiple Author Addresses.

2.4. Author Domain

An "Aut hor Domain" is everything to the right of the "@ in an Author
Address (excluding the "@ itself)

N

.5. Al eged Author

An "Alleged Author" is an Author Address of a nmessage; it is
"al l eged" because it has not yet been checked.

2.6. Author Domain Signing Practices

"Aut hor Domain Signing Practices” (or just "practices") consist of a

machi ne-readabl e record published by the domain of an All eged Author

that includes statenents about the domain's practices with respect to
mail it sends with its domain in the From Iine.

2.7. Author Domain Signature

An "Aut hor Domain Signhature" is a Valid Signature in which the domain
nane of the DKIMsigning entity, i.e., the d=tag in the DKIM

Si gnature header field, is the sane as the domain nanme in the Author
Address. Fol |l owi ng [ RFC5321], donmin name conpari sons are case

i nsensitive.

For exanple, if the From |ine address is bob@onai n. exanple, and the
message has a Valid Signature with the DKIM Signature header field
cont ai ni ng "d=domai n. exanpl e", then the nessage has an Author Donain
Si gnat ur e.
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3.

3.

Qperation Overview

Domai n owners publish ADSP i nformation via a query mechani sm such as
the Domain Nane System specific details are given in Section 4.1
Hosts can | ook up the ADSP i nformati on of the donmmin(s) specified by
the Aut hor Address(es) as described in Section 4.3. |f a nessage has
mul ti pl e Aut hor Addresses, the ADSP | ookups SHOULD be performnmed

i ndependently on each address. This docunent does not address the
process a host mght use to conbine the | ookup results.

1. ADSP Applicability

ADSP as defined in this docunent is bound to DNS. For this reason,
ADSP is applicable only to Author Dormains with appropriate DNS
records (i.e., A AAAA and/or MX) indicating the possible use of the
domain for email. The handling of other Author Domains is outside
the scope of this docunment. However, attackers may use such donmain
nanes in a deliberate attenpt to sidestep an organi zation's ADSP
policy statements. It is up to the ADSP checker inplenmentation to
return an appropriate error result for Author Domai ns outside the
scope of ADSP.

ADSP applies to specific donmains, not donain subtrees. |If, for
exanmpl e, an Aut hor Address were user @omai n. exanpl e, the Author
Domai n woul d be donai n. exanpl e, and the applicable ADSP record woul d
be at _adsp._donmi nkey. domai n. exanpl e. An Author Address in a
subdomai n such as user @ub. domai n. exanpl e woul d have a different ADSP
record at _adsp. dommi nkey. sub. donai n. exanpl e. ADSP makes no
connecti on between a donmain and its parent or child donains.

Not e: If an organization wants to publish Author Domain Signing
Practices for all the subdomains it uses, such as host nanes
of servers within the domain, it does so by creating ADSP
records for every _adsp. domai nkey. <sub>. domai n. exanpl e.

W dcards cannot be used (see Section 6.3.); however,
sui tabl e DNS rmanagenent tools could autonmate creation of the
ADSP records

Not e: The results from DNS queries that are intended to validate a
domai n nane unavoi dably approxi mate the set of Author Donains
that can appear in legitimate email. For exanple, a DNS A
record could belong to a device that does not even have an
emai | inmplementation. It is up to the checker to deci de what
degree of approximation is acceptable.
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3. 2.

3. 3.

All

ADSP Usage

Dependi ng on the Author Domain(s) and the signatures in a nessage, a
reci pi ent gets varying anmounts of useful infornmation fromeach ADSP
| ookup.

o |If a message has no Valid Sighature, the ADSP result is directly
rel evant to the message.

o |If a nmessage has an Aut hor Domain Signhature, ADSP provides no
benefit relative to that domain since the nessage is al ready known
to be conpliant with any possible ADSP for that donain.

o |If a message has a Valid Signature other than an Aut hor Donain
Signature, the receiver can use both the Signature and the ADSP
result in its evaluation of the nmessage.

ADSP Results

An ADSP | ookup for an Author Address produces one of four possible
results:

0 Messages fromthis domain mght or mght not have an Aut hor Donai n
Signature. This is the default if the domain exists in the DNS
but no ADSP record is found.

o Al messages fromthis domain are signed with an Aut hor Donain
Si gnat ur e.

o Al messages fromthis domain are signed with an Aut hor Donain
Signature and are discardable, i.e., if a nessage arrives without
a valid Author Domain Signature, the domai n encourages the
recipient(s) to discard it.

0 This domain is out of scope, i.e., the domain does not exist in
t he DNS.

An ADSP | ookup could term nate without producing any result if a DNS
| ookup results in a tenporary failure.
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4. Detailed Description
4.1. DNS Representation
ADSP records are published using the DNS TXT resource record type.

The RDATA for ADSP resource records is textual in format, with
specific syntax and senmantics relating to their role in describing
ADSP. The "Tag=Val ue List" syntax described in Section 3.2 of

[ RFC4871] is used, nodified to use whitespace (W5P) rather than

fol di ng whitespace (FW5). Records not in conpliance with that syntax
or the syntax of individual tags described in Section 4.3 MJST be

i gnored (considered equivalent to a NODATA result) for purposes of
ADSP, al though they MAY cause the |oggi ng of warni ng nessages via an
appropri ate system | oggi ng nechanism |If the RDATA contains nultiple
character strings, the strings are logically concatenated with no
delinmters between the strings.

Not e: ADSP changes the "Tag=Val ue List" syntax from[RFC4871] to
use WSP rather than FW5 in its DNS records.

Domai ns MUST NOT publish ADSP records with wildcard nanes. W /| dcards
within a donain publishing ADSP records pose a particular problem as
di scussed in nore detail in Section 6. 3.

4. 2. Publ i cati on of ADSP Records

ADSP is intended to apply to all mail sent using the donain nane
string of an All eged Author

4.2.1. Record Syntax

ADSP records use the "tag=val ue" syntax described in Section 3.2 of
[ RFC4871], nodified to use WSP rather than FWs. Every ADSP record
MUST start with an out bound signing-practices tag, so the first four
characters of the record are | owercase "dkini', followed by optiona
whi t espace and "=".

Tags used in ADSP records are described bel ow. Unrecognized tags
MUST be ignored. In the ABNF bel ow, the WSP token is inported from
[ RFC5234] .

dkim=  Qutbound Signing Practices for the domain (plain-text;
REQUI RED). Possi bl e values are as foll ows:

unknown The domain mght sign sone or all email.
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al | Al mail fromthe domain is signed with an Author
Domai n Si ghat ure

di scardabl e
Al mail fromthe domain is signed with an
Aut hor Domain Signature. Furthernore, if a
message arrives without a valid Author Donain
Signature due to nodification in transit,
submi ssion via a path wi thout access to a
signi ng key, or any other reason, the domain
encourages the recipient(s) to discard it.

Any ot her values are treated as "unknown".
ABNF:

; Copyright (c) 2009 | ETF Trust and the persons identified as
; authors of the code. Al rights reserved.

; Redistribution and use in source and binary forms, with or wthout
; nodification, are permtted provided that the follow ng conditions
; are met:

; - Redistributions of source code nust retain the above copyright
; notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary formmnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

- Neither the name of Internet Society, |ETF or | ETF Trust, nor the
nanes of specific contributors, may be used to endorse or pronote
products derived fromthis software w thout specific prior
witten pernission

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS IS AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OANER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT,
I NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
(1 NCLUDI NG, BUT NOT LIMTED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR
SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOAEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR
OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE COF TH S SOFTWARE
EVEN | F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DAMAGE
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adsp-dki mtag = %%64. 6b. 69. 6d *WSP "=" *W5P
("unknown" / "all" / "discardable" /
x- adsp-dki mt ag)
x-adsp-dki mtag = hyphenat ed-word ; for future extension

; hyphenated-word is defined in RFC 4871
4.3. ADSP Lookup Procedure

Hosts doi ng an ADSP | ookup MJST produce a result that is semantically
equi valent to applying the following steps in the order |isted bel ow
In practice, these steps can be perforned in parallel in order to

i mprove performance. However, inplenentati ons SHOULD avoi d doi ng
unnecessary DNS | ookups.

For the purposes of this section, a "valid ADSP record" is one that
is both syntactically and semantically correct; in particular, it
mat ches the ABNF for a "tag-list" and starts with a valid "dkini tag.

Check Domai n Scope:
An ADSP checker inplenentati on MIST determ ne whether a given
Aut hor Domain is within the scope for ADSP. @G ven the background
in Section 3.1, the checker MJUST deci de whi ch degree of
approximation is acceptable. The checker MJUST return an
appropriate error result for Author Donmains that are outside the
scope of ADSP.

The host MJST performa DNS query for a record corresponding to
the Author Domain (with no prefix). The type of the query can be
of any type, since this stepis only to determine if the domain
itself exists in DNS. This query MAY be done in parallel with the
query to fetch the named ADSP Record. |If the result of this query
is that the Author Domain does not exist in the DNS (often called
an NXDOMAI N error, rcode=3 in [RFC1035]), the al gorithm MJST
termnate with an error indicating that the domain is out of

scope. Note that a result with rcode=0 but no records (often
call ed NODATA) is not the same as NXDOVAI N.

NON- NORVATI VE DI SCUSSI ON: Any resource record type could be
used for this query since the existence of a resource record of
any type will prevent an NXDOVAIN error. MX is a reasonable
choice for this purpose because this record type is thought to
be the nost comon for domains used in email, and will
therefore produce a result that can be nore readily cached than
a negative result.

If the dommi n does exist, the checker MAY nmeke nore extensive

checks to verify the existence of the domain, such as the ones
described in Section 5 of [RFC5321]. |If those checks indicate
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that the Author Domain does not exist for mail, e.g., the domain
has no MX, A or AAAA record, the checker SHOULD termi nate with an
error indicating that the domain is out of scope.

Fet ch Naned ADSP Record
The host MUST query DNS for a TXT record corresponding to the
Aut hor Domai n prefixed by " _adsp._domai nkey." (note the trailing
dot).

If the result of this query is a NOERROR response (rcode=0 in
[ RFC1035]) with an answer that is a single record that is a valid
ADSP record, use that record, and the algorithmterm nates

If the result of the query is NXDOVAIN or NOERROR with zero
records, there is no ADSP record. |If the result of the query
contains nore than one record, or a record that is not a valid
ADSP record, the ADSP result is undefined.

If a query results in a "SERVFAIL" error response (rcode=2 in

[ RFC1035]), the algorithmternm nates without returning a result;
possi bl e actions include queuing the message or returning an SMIP
error indicating a tenporary failure.

See Appendi x A for exanples of ADSP | ookup

5. | ANA Consi derations
ADSP adds the foll owi ng nanespaces to the ANA registry. In all
cases, new val ues are assigned only for values that have been
docunented in a published RFC after | ETF Review, as specified in
[ RFC5226] .

5.1. ADSP Specification Tag Registry
An ADSP record provides for a list of specification tags. |ANA has
establ i shed the ADSP Specification Tag Registry for specification
tags that can be used in ADSP fi el ds.

The initial entry in the registry is:

S oo +
| TYPE | REFERENCE |
R o e oo +
| dkim| (RFC 5617) |
N i +

ADSP Specification Tag Registry Initial Values
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5.2. ADSP Qutbound Signing Practices Registry

The "dki m=" tag specification, defined in Section 4.2.1, provides for
a val ue specifying Qutbound Signing Practices. |ANA has established
the ADSP Qut bound Signing Practices Registry for Qutbound Signing
Practi ces.

The initial entries in the registry conprise:

S R +
| TYPE | REFERENCE |
. R +
| unknown | (RFC 5617) |
| all | (RFC 5617) |
| discardable | (RFC 5617) |
S R +

ADSP Qut bound Signing Practices Registry Initial Values
5.3. Authentication-Results Method Registry Update

| ANA has added the following to the Email Authenticati on Met hod Nane
Regi stry:

Met hod: dki m adsp
Defined In: RFC 5617
ptype: header
property: from

val ue: contents of the [RFC5322] From header field, with coments
removed

5.4. Authentication-Results Result Registry Update

| ANA has added the following in the Email Authentication Result Name
Regi stry:

Code: none
Exi sting/ New Code: existing
Defined In: [RFC5451]

Aut h Met hod: dki madsp (added)
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Meani ng: No DKI M Aut hor Domain Signing Practices (ADSP) record was
publ i shed.

Code: pass

Exi sting/ New Code: existing

Defined In: [RFC5451]

Aut h Method: dki madsp (added)

Meaning: This message had an Aut hor Donmi n Signhature that was
validated. (An ADSP check is not strictly required to be
performed for this result since a valid Author Domain
Signature satisfies all possible ADSP policies.)

Code: unknown

Exi sti ng/ New Code: new

Defined In: RFC 5617

Aut h Method: dki m adsp

Meani ng: No valid Author Domain Signhature was found on the nessage
and t he published ADSP was "unknown".

Code: fail

Exi sting/ New Code: existing
Defined In: [RFC5451]

Aut h Method: dki madsp (added)

Meaning: No valid Author Domain Sighature was found on the nessage
and the published ADSP was "all".

Code: di scard

Exi sting/ New Code: new
Defined In: RFC 5617
Aut h Met hod: dki m adsp

Meaning: No valid Author Domain Sighature was found on the nessage
and t he published ADSP was "di scardabl e".
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Code: nxdomai n

Exi sting/ New Code: new
Defined In: RFC 5617
Aut h Met hod: dki m adsp

Meani ng: Evaluating the ADSP for the Author’s DNS domain indicated
that the Author’s DNS donmi n does not exist.

Code: t enperror

Exi sting/ New Code: existing

Defined In: [RFC5451]

Aut h Met hod: dki madsp (added)

Meani ng: An ADSP record could not be retrieved due to sone error
that is likely transient in nature, such as a temporary DNS
error. A later attenpt may produce a final result.

Code: per mer ror

Exi sting/ New Code: existing

Defined In: [RFC5451]

Aut h Met hod: dki madsp (added)

Meani ng: An ADSP record could not be retrieved due to sone error
that is likely not transient in nature, such as a pernmanent
DNS error. A later attenpt is unlikely to produce a final
result.

6. Security Considerations

Security considerations in the ADSP are nostly related to attenpts on

the part of nmmlicious senders to represent thenselves as Authors for

whom they are not authorized to send nail, often in an attenpt to

defraud either the recipient or an All eged Author.

Addi tional security considerations regardi ng Aut hor Domai n Si gning
Practices are found in the DKIMthreat analysis [ RFC4686].
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6.1. ADSP Threat Mbodel

Emai | recipients often have a core set of content Authors that they
al ready trust. Common exanples include financial institutions with
whi ch they have an existing relationship and Internet web transaction
sites with which they conduct business.

Emai | abuse often seeks to exploit a legitimate email Author’s nane-
recogniti on anmong recipients by using the Author’s domain name in the
From header field. Especially since many popular Mail User Agents
(MJAs) do not display the Author’s email address, there is no

enpi rical evidence of the extent that this particul ar unauthorized
use of a domain nanme contributes to recipient deception or that
elimnating it will have significant effect.

However, closing this potential exploit could facilitate sonme types
of optim zed processing by receive-side nessage filtering engines,
since it could permit themto maintain higher-confidence assertions
about From header field uses of a domain when the occurrence is
aut hori zed.

Unaut hori zed uses of domain nanmes occur el sewhere in nessages, as do
unaut hori zed uses of organi zations’ nanes. These attacks are outside
the scope of this specification

ADSP does not provide any benefit -- nor, indeed, have any effect at
all -- unless an external system acts upon the verdict, either by
treating the nessage differently during the delivery process or by
showi ng sone indicator to the end recipient. Such a systemis out of
scope for this specification

ADSP checkers may performnultiple DNS | ookups per Alleged Author
Domain. Since these | ookups are driven by domai n nanes in emai
message headers of possibly fraudulent email, |egitinmte ADSP
checkers can becone participants in traffic nmultiplication attacks on
domai ns that appear in fraudul ent enail.

6. 2. DNS Consi der ati ons

An attacker might attack the DNS infrastructure in an attenpt to

i npersonate ADSP records to influence a receiver’s decision on howit
will handle nmail. However, such an attacker is nore likely to attack
at a higher level, e.g., redirecting A or MX record | ookups in order
to capture traffic that was legitimately intended for the target
domai n. These DNS security issues are addressed by DNSSEC [ RFC4033].
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Because ADSP operates within the franework of the |egacy emmil
system the default result in the absence of an ADSP record is that
the domain does not sign all of its nmessages. It is therefore
inmportant that the ADSP clients distinguish a DNS failure such as
"SERVFAI L" from other DNS errors so that appropriate actions can be
t aken.

6. 3. DNS W dcards

DNS wi | dcards (described in [ RFC4592]) that exist in the DNS

hi erarchy at or above the domain being checked interfere with the
ability to verify the scope of the ADSP check described in

Section 4.3. For exanple, a wldcard record for *.domin. exanpl e
makes all subdomai ns such as foo.domain. exanple exist in the DNS
Domai ns that intend to nake active use of ADSP by publishing a
practice other than unknown are advised to avoid the use of wldcards
in their hierarchy.

If a domain contains wldcards, then any nanme that matches the

wi | dcard can appear to be a valid mail dormain eligible for ADSP. But
the "_adsp. _domai nkey." prefix on ADSP records does not allow
publication of wildcard records that cover ADSP records wi thout also
covering non-ADSP records, nor does it allow publication of wldcard
records that cover non-ADSP records w thout also covering ADSP
records. A domain that uses ADSP practices other than unknown SHOULD
NOT publish wildcard records.

6.4. Inappropriate Application of Author Domain Signatures

In one nodel of DKIMusage, a dommin signs nessages that are in
transit through their system Since any signature whose domain

mat ches the Author Domain is, by definition, an Author Domain
Signature, it would be unwi se to sign mail whose Author Domain is the
Signer’s domain if the mail is not known to neet the dommin’s
standards for an Author Dormi n Signature.

One such use case is where a domain night apply such a signature
foll owi ng application of an Authentication-Results header field as
described in Section 7.1 of [RFC5451]. This problemcan be easily
avoi ded either by not applying a signature that m ght be confused
with an Author Dommin Signature or by applying a signature from sone
ot her domain, such as a subdomai n of the Author Donain.
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Appendi x A.  Lookup Exanpl es

Assume the exanpl e domai n publishes these DNS records (in these
exanpl es, the nunbers in parentheses are coments to help identify
the records, not part of the records thensel ves):

aaa. exanpl e A 192.0.2.1 (1)
_adsp. _dommi nkey. aaa. exanple TXT  "dkimeall" (2)
bbb. exanpl e MX 10 mmi | . bbb. exanpl e (3)
mai | . bbb. exanpl e A 192.0.2.2 (4)

A.1. Domain and ADSP Exi st
A mail message contains this From header |ine:
From bob@aa. exanpl e (Bob the Author)

The ADSP | ookup first identifies the Author Address bob@aa. exanpl e
and the Author Domain aaa.exanple. |t does an MX DNS query for

aaa. exanpl e and gets back a NOERROR result with no DNS records.
(There’s no MX record, but since record (1) exists, the nane exists
in the DNS.) Since that query didn't return an error, the | ookup
proceeds to a TXT DNS query for _adsp._donai nkey. aaa. exanpl e, which
returns record (2). Since this is a valid ADSP record, the result is
that all messages fromthis domain are signed.

A. 2. Donmmin Exists, ADSP Does Not EXxi st
A mai |l nessage contains this From header |ine:
From alice@bb. example (A d-fashioned Alice)
The ADSP | ookup first identifies the Author Address alice@bb. exanpl e
and t he Author Donain bbb.exanple. It does an MX DNS query for
bbb. exanpl e and gets back record (3). Since that query didn't return
an error, it then proceeds to a TXT DNS query for
_adsp. _domai nkey. bbb. exanpl e, whi ch returns NXDOMAIN. Since the
domai n exists but there is no ADSP record, ADSP returns the default
unknown result: nessages may or may not have an author domain
si gnature.

A.3. Donmi n Does Not Exi st
A mai|l message contains this From header |ine:

From frank@cc. exanple (Unreliable Frank)
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The ADSP | ookup first identifies the Author Address frank@cc. exanpl e
and the Author Domain ccc.exanple. |t does an MX DNS query for

ccc. exanmpl e and gets back an NXDOMAI N result since there are no
records at all for ccc.exanple. The |ookup term nates with the
result that the domain does not exist in the DNS and so is out of
scope.

Appendi x B. Usage Exanpl es

These exanples are intended to illustrate typical uses of ADSP. They
are not intended to be exhaustive or to apply to every donmmin’s or
mai | systenis individual situation.

Domai n managers are advi sed to consider the ways that mail processing
can nodi fy nessages in ways that will invalidate an existing DKIM
signature, such as mailing lists, courtesy forwarders, and ot her
pat hs that could add or nodi fy headers, or nodify the nessage body.

If the nodifications invalidate the DKIM signhature, recipient hosts
will consider the mail not to have an Aut hor Domain Signhature, even
though the signature was present when the mail was originally sent.

B.1. Single Location Donmins

One comon nail system configuration handles all of a domain's users
i ncom ng and outgoing mail through a single Mail Transport Agent
(MFA) or group of MIAs. Wth this configuration, the MIA(s) can be
configured to sign outgoing mail with an Author Domai n Signature.

In this situation, it might be appropriate to publish an ADSP record
for the domain containing "all", depending on whether the users al so
send mail through other paths that do not apply an Author Domai n
Signature. Such paths could include MIAs at hotels or hotspot
networ ks used by travelling users, web sites that provide "mail an
article" features, user nessages sent through mailing lists, or
third-party nmail clients that support nultiple user identities.

B.2. Bulk Miling Domains

Anot her comon configurati on uses a domain solely for bulk or

broadcast mail, with no individual human users -- again, typically
sending all the mail through a single MIA or group of MIAs that can
apply an Author Donain Signature. In this case, the domain’s

management can be confident that all of its outgoing mail will be
sent through the signing MIA(s). Lacking individual users, the
domain is unlikely to participate in mailing lists, but could stil
send nmail through other paths that m ght invalidate signatures.
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Domai n owners often use specialist mailing providers to send their
bulk mail. In this case, the mailing provider needs access to a
suitable signing key in order to apply an Author Domain Signature.
One possible route would be for the domain owner to generate the key
and give it to the nmailing provider. Another would be for the donain
to delegate a subdomain to the mailing provider, for exanple,

bi gbank. exanpl e mi ght del egate email . bi gbank. exanple to such a
provider; in this case, the provider can generate the keys and DKI M
DNS records itself and use the subdomain in the Author Address in the
mai | .

Regardl ess of the DNS and key managenent strategy chosen, whoever
mai ntains the DKIMrecords for the domain could also install an ADSP
record containing "all"

B.3. Bulk Miiling Donains with Discardable Mil

In some cases, a domain mght sign all of its outgoing mail with an
Aut hor Domai n Signature and prefer that recipient systens discard
mai |l without a valid Author Domain Signhature in order to avoid having
its mail confused with mail sent from sources that do not apply an
Aut hor Domain Signature. (In the case of domains with tightly
controlled outgoing mail, this latter kind of nmail is sonetines

| oosely called "forgeries".) |In such cases, it mght be appropriate
to publish an ADSP record containing "discardable". Note that a
domai n SHOULD NOT publish a "discardable" record if it wishes to
maxi m ze the |likelihood that mail fromthe domain is delivered, since
it could cause sone fraction of the mail the domain sends to be

di scarded

B.4. Third-Party Senders

Anot her comon use case is for a third party to enter into an
agreenent whereby that third party will send bulk or other nail on
behal f of a designated Author or Author Donmain, using that domain in
the [ RFC5322] From or other headers. Due to the many and varied
compl exities of such agreenents, third-party signing is not addressed
in this specification

B.5. Donmains with |Independent Users and Liberal Use Policies

When a dommi n has i ndependent users and its usage policy does not
explicitly restrict themto sending mail only from desi gnated mnail
servers (e.g., many | SP domai ns and even sone corporate domains),
then it is only appropriate to publish an ADSP record contai ni ng
"unknown". Publishing either "all" or "discardable" will likely
result in significant breakage because i ndependent users are likely
to send mail fromthe external paths enunerated in Appendix B. 1.
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B.6. Non-Enmil Domains
If a domain sends no mail at all, it can safely publish a
"di scardabl e ADSP record, since any mail with an Author Address in
the domain is a forgery.
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