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| MAP server. It allows such clients, which often have linmts in
storage space and bandwi dth, to play video and audio email content.

The docunent describes a profile for making use of the URLAUTH
aut hori zed | MAP URLs (RFC 5092), the Network Announcenent SIP Media

Service (RFC 4240), and the Media Server Control Markup Language (RFC

5022).
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1. Introduction

Emai|l clients on resource- and/or network-constrai ned devices, such
as nobil e phones, may have difficulties in retrieving and/or storing
| arge attachnents received in a nmessage. For exanple, on a poor
network link, the latency required to downl oad the entire attachnent
before di splaying any of it may not be acceptable to the user
Conversely, even on a high-speed network, the device may not have
enough storage space to secure the attachnment once retrieved.

For certain nedia, such as audio and video, there is a solution: the
medi a can be streanmed to the device, using protocols such as RTP
[RTP]. Streaming can be initiated and controlled using protocols
such as SIP [SIP] and particularly the nedia server profiles as
specified in RFC 4240 [ NETANN] or MSCML [ MSCM.]. Streami ng the nedia
to the device addresses both the |latency issue, since the client can
start playing the nmedia relatively quickly, and the storage issue,
since the client does not need to store the media locally. A
tradeoff is that the nedia cannot be vi ewed/pl ayed when the device is
of fline.
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3.

3.

Exanpl es of the types of media that would benefit fromthe ability to
streamto the device include

o0 Voice or video namil nessages received as an attachnent
0 Audio clips such as ring tones received as an attachment
o0 Video clips, such as novie trailers, received as an attachnent

The client may wish to present the user with the ability to use
sinple "VCR-styl e" controls such as pause, fast-forward, and rew nd.
In consideration of this, the docunent presents two alternatives for
streaming nmedia -- a sinple nmechani smthat nakes use of the
announcerent service of RFC 4240, and a nore conpl ex nechani sm which
all ows VCR controls, based on MSCM. (RFC 5022) [MSCM.]. The choice
of which nechanismto use is up to the client; for exanple, it may be
based on linmtations of the client or the configured nedia server
Thi s docunent presents suggestions for determining which of these
stream ng services are avail abl e.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ KEYWORDS] .

In examples, "C:" and "S:" indicate |lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
multiple lines, then sonme of the |ine breaks between those |ines are
for editorial clarity only and may not be part of the actual protoco
exchange.

Mechani sm
1. Overview of Mechani sm

The proposed mechani smfor streaming nmedia to nmessaging clients is a
profile for making use of several existing nmechanisns, nanely:

o | MAP URLAUTH Extension [URLAUTH - Providing the ability to
generate an I MAP URL that all ows access by external entities to
specific nessage parts, e.g., an audio clip.

0 URLFETCH Bi nary Extension [ URLFETCH BI NARY] - Providing the
ability to specify BINARY and BODYPARTSTRUCTURE argunents to the
URLFETCH command.
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0 Media Server Announcenent Service (RFC 4240) [ NETANN] - Providing
the ability for a nmedia server to stream nmedi a using a reference
provi ded by the nmedia server client in a URL.

0 Media Server Interactive Voice Response (IVR) Service (RFC 5022)
[ MSCM.] - Providing the ability to stream nedi a as above, but with
VCR-styl e control s.

The approach is shown in the follow ng figure:

e e e e e o + \

VAN VAN \

I \ 1\ (5)

| (1), o

| (2) \

| (3),\ \

| (6) \ \

| o\
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| | | |
o e oo - + o a o +

Figure 1. Proposed Mechani sm
The proposed mechani sm has the foll ow ng steps:

(1) The client determnes fromM ME headers of a particul ar nessage
that a particul ar nessage part (attachnent) shoul d be streaned
to the user. Note that no assunptions are nade about
how when/if the client contacts the user of the client about
this decision. User input may be required in order to initiate
the proposed nechani sm

(2) The client constructs an | MAP URL referencing the nessage part,
and uses the GENURLAUTH [ URLAUTH] conmmand to generate a URLAUTH
aut hori zed | MAP URL.

(3) The client connects to a SIP Media Server using the announcenent
service as specified in RFC 4240 [ NETANN], or the IVR service as
specified in RFC 5022 [ MSCM.], and passes the URLAUTH aut hori zed
URL to the media server.
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3.

2

(4) The nedia server connects to the | MAP server specified in the
referenced URL, and uses the | MAP URLFETCH [ URLAUTH] command to
retrieve the message part.

(5) The nedia server streanms the retrieved nmessage part to the
client using RTP [RTP].

(6) The nedia server or the client term nates the nedia streani ng,
or the stream ng ends naturally. The SIP session is term nated
by either client or server.

It should be noted that the proposed nmechani sm nakes severa
assunpti ons about the nobile device, as well as avail able network
services, nanely:

0 The nobile device is provisioned with, or obtains via sonme dynam c
mechani sm (see Section 3.2), the location of a media server which
supports either RFC 4240 [ NETANN] and/or RFC 5022 [ MSCM.].

o The media server(s) used by the nobile device support the | MAP URL
[ MAPURL] scheme for the announcenent and/or |VR services

o The I MAP server used by the nobile device supports generating
anonynous | MAP URLs using the URLAUTH mechani smas well as the
| MAP URLFETCH BI NARY [ URLFETCH BI NARY] ext ensi on.

Medi a Server Discovery

Thi s section discusses possibilities for the automatic discovery of
sui tabl e nedia servers to perform streaning operations, and provides
for such a mechani smusing the | MAP METADATA [ METADATA] extensi on

There are two possibilities for clients with regard to determ ning
the hostnanme and port nunber information of a suitable nedia server

1. No discovery of nedia servers is required: clients are configured
with suitable nmedia server information in an out-of-band manner.

2. Discovery of nedia servers is required: clients use a discovery
mechanismto determine a suitable nedia server that will be used
for stream ng nulti nedi a nessage parts.

There are several scenarios where nmedia server discovery would be a
requirenent for stream ng to be successful

o Cdient is not configured with the address of any nedi a servers.
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o Cdient is configured with the address of one or nore nedia
servers, but the I MAP server is configured to only accept URLFETCH
requests fromspecific nedia servers (for security or site policy
reasons), and thus streamng would fail due to the nedia server
not being able to retrieve the media fromthe | MAP server

There is al so a scenario where nmedi a server di scovery woul d inprove
the security of the stream ng mechani sm by avoiding the use of

compl etely anonymous URLs. For exanple, the client could discover a
medi a server address that was an authorized user of the | MAP server
for stream ng purposes, which would allow the client to generate a
URL, which was secure in that it could *only* be accessed by an
entity that is trusted by the | MAP server to retrieve content. The

i ssue of trust in nmedia servers is discussed nore fully in Section 4.

Thi s docunent describes using the | MAP METADATA [ METADATA] extension,
via the use of a server entry that provides the contact infornmation
for suitable nedia servers for use with the | MAP server. Media
Server discovery is optional: clients are free to use pre-configured
i nformati on about media servers, or to fall back to pre-configured
information if they encounter | MAP servers that do not support either
the METADATA extension or the proposed entry, or that do not provide
a value for the entry.

A METADATA entry with the name of "/shared/ nmedi aServers" is used to
store the locations of suitable nedia servers known to the | MAP
server. The entry is formatted according to the formal Syntax
specified in Section 8. This consists of a tuple of a URl and
optional "stream string, where the URl is surrounded by <> synbol s,

the URI and "stream' are separated using a colon ":", and tuples are

separated using a ";

The "stream’ string (c.f. the "streanm’ access identifier from
[ACCESSID]) is used to identify nmedia servers capable of connecting
to the | MAP server as users authorized to retrieve URLs constructed
usi ng the "strean access identifier. It indicates that the client
MJST create the content URI using the "streanl' access identifier
See Section 3.3 for a description of how the client should nake use
of the access identifier when generating | MAP URLS.)

Exanpl e val ues of the /shared/ nmedi aServers METADATA entry (N. B. Any
I'i ne-wrapping belowis for the purpose of clarity):

"<sip:ivr@rs. exanpl e. net: 5060>: stream <si p: annc@
nmel. exanpl e. net: 5060>; <si ps:i vr @s2. exanpl e. net : 5061>"

"<sip:ivr@92.0.2.40:5060>; <sip:192.0.2.41: 5060>; <si ps: annc@
192. 0. 2. 42: 5060>: st r eant
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It should be noted that the URI specified in the ABNF (in Section 8)
is generic, i.e., not restricted to SIP URI's; however, this docunent
only specifies howto nake use of SIP URIs. Additionally, the
"userinfo" (known as the "service indicator" in RFC 4240 and RFC
4722) conponent of the URI is optional; if specified, it gives the
client additional information about the nmedia server capabilities.

For exanple, a "userinfo" conponent of "annc" indicates that the
medi a server supports RFC 4240, and "ivr" indicates support for RFC
4722. Section 3.4 further describes how clients should behave if the
"userinfo" conmponent is not present.

Clients SHOULD parse the value of the /shared/ nedi aServers entry, and
contact a media server using one of the returned URIs. The servers
are returned in order of preference as suggested by the server;
however, it is left to the client to decide if a different order is
nore appropriate when selecting the nedia server(s) to contact, as
well as the selection of alternates under failure conditions.

Admi ni strators configuring the values of the /shared/ nedi aServers
entry, who do not know the capabilities of the nmedia servers being
configured, SHOULD NOT include a "userinfo" conponent as part of the
URI. In that case, the client will determ ne which service to use as
specified in Section 3.4. Note that if a nmedia server supports
multiple services, a URl with the appropriate userinfo conponent
SHOULD be configured for each service

Note that even though the nedia server address can be discovered
dynamcally, it is assuned that the necessary security arrangenents
between the client and the nedia server already exist. For exanple,
the nmedi a server could use SIP digest authentication to provide
access only to authenticated clients; in this case, it is assunmed the
user name and password have al ready been set up. Likewise, if the
client wants to authenticate the nedia server using, e.g., TLS and
certificates, it is assuned the necessary arrangenents (trust anchors
and so on) already exist. In sone deploynments, the clients and nedia
servers may even be willing to rely on the security of the underlying
network, and omit authentication between the client and the media
server entirely. See Section 4 for nore details.

3.3. dient Use of GENURLAUTH Comrand

The decision to make use of streanmi ng services for a nessage part
will usually be predicated on the content type of the nmessage part.
Using the capabilities of the | MAP FETCH command, clients determ ne
the MME [M ME] Content-Type of particular nmessage parts, and based
on local policies or heuristics, they decide whether stream ng for
that nessage part will be attenpted
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Once the client has determ ned that a particul ar nessage part
requires streamng, the client generates an IMAP URL that refers to
the message part according to the nethod described in RFC 5092

[ MAPURL]. The client then begins the process of generating an
URLAUTH URL by appendi ng "; EXPl RE=<dat eti ne>" and "; URLAUTH=<access>"
to the initial URL.

The "; EXPl RE=<dat eti me>" paranmeter is optional; however, it SHOULD be
used, since the use of anonynobus URLAUTH aut horized URLS is a
security risk (see Section 4), and it ensures that at sonme point in
the future, permission to access that URL will cease. | MAP server

i npl ementors may choose to reject anonynmous URLs that are considered
insecure (for exanple, with an EXPIRE date too far in the future), as
a matter of local security policy. To prevent this from causing
interoperability problens, |MAP servers that inplenment this profile
MUST NOT reject GENURLAUTH conmands for anonynous URLs on the basis
of the EXPIRE tine, if that tine is equal to, or less than, 1 hour in
the future

The <access> portion of the URLAUTH URL MUST be ’'streanm (see
[ACCESSID]) if an out-of-band nmechani smor the nedia server discovery
mechani sm di scussed in Section 3.2 specifies that the nedia server is
an authorized user of the | MAP server for the purposes of retrieving
content via URLFETCH W thout specific prior know edge of such a
configuration (either through the discovery mechani sm described in
this document, or by an out-of-band mechanism, the client SHOULD use
the "stream access identifier, which will cause streamng to fail if
the nmedia server is not an authorized user of the | MAP server for the
pur poses of stream ng.

However, if the client wishes to take the risk associated with
generating a URL that can be used by any medi a server (see

Section 4), it MAY use "anonynobus' as the <access> portion of the
URLAUTH URL passed to the GENURLAUTH command. For exanple, the
client may have been pre-configured with the address of nedia servers
in the local adnministrative domain (thus inplying a |l evel of trust in
those medi a servers), w thout knowi ng whether those nmedia servers
have a pre-existing trust relationship with the | MAP server to be
used (which may well be in a different adnministrative domain). See
Section 4 for a full discussion of the security issues.

The client uses the URL generated as a paraneter to the GENURLAUTH
command, using the I NTERNAL aut horization mechanism The URL
returned by a successful response to this command will then be passed
to the nmedia server. |If no successful response to the GENURLAUTH
command is received, then no further action will be possible with
respect to streanming nedia to the client.
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Exanpl es:

C. al22 U D FETCH 24356 ( BODYSTRUCTURE)

S: * 26 FETCH (BODYSTRUCTURE (("TEXT" "PLAI N

S: ("CHARSET" "US-ASCI ") NIL

S: NL "7BI'T" 1152 23)("VIDEO'" "MPEG'

NIL NIL "BASE64" 655350)) U D 24356)

S: al22 K FETCH conpl et ed.

C. al23 GENURLAUTH "i map://joe@xanpl e. conl | NBOX/ ; ui d=24356/ ;
section=1. 2; expi re=2006- 12- 19T16: 39: 57- 08: 00;

ur | aut h=anonynous" | NTERNAL

S: * GENURLAUTH "i map://joe@xanpl e. com | NBOX/ ; ui d=24356/ ;
section=1. 2; expi re=2006-12-19T16: 39: 57- 08: 00;

ur | aut h=anonynous:

i nternal : 238234982398239898a9898998798b987s87920"

S: al23 OK GENURLAUTH conpl et ed

al22 U D FETCH 24359 ( BODYSTRUCTURE)

* 27 FETCH (BODYSTRUCTURE (("TEXT" "PLAIN'

("CHARSET" "US-ASCII") NL

NIL "7BIT* 1152 23)("AUDI O "Gr29"

NI L NIL "BASE64" 87256)) U D 24359)

S: al22 K FETCH conpl et ed.

C. al23 GENURLAUTH "i map://joe@xanpl e. com | NBOX/ ; ui d=24359/;
section=1. 3; expi re=2006-12- 19T16: 39: 57- 08: 00;

url aut h=streant | NTERNAL

S: * GENURLAUTH "i map://joe@xanpl e. com | NBOX/ ; ui d=24359/ ;
section=1. 3; expi re=2006- 12- 20T18: 31: 45- 08: 00;

url aut h=stream

i nternal : 098230923409284092384092840293480239482"

S: al23 OK GENURLAUTH conpl et ed

wuno

3.4. dient Determination of Media Server Capabilities

Once an authorized | MAP URL has been generated, it is up to the
client to pass that URL to a suitable nedia server that is capabl e of
retrieving the URL via | MAP, and stream ng the content to the client
using the RTP [ RTP] protocol.

Thi s section specifies the behavior of clients that have not
determined (either statically through configuration, or dynamically
through a discovery process as discussed in Section 3.2), the
capabilities of the nmedia server with respect to the services (i.e
RFC 4240 or 5022) supported by that nedia server. dients that have
determ ned those capabilities should use the nechani sns described in
Sections 3.5 or 3.7, as appropriate.
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If the client supports the MSCML | VR service, then it SHOULD attenpt
to contact the nmedia server using the MSCML protocol by sending a SIP
INVITE that has the service indicator "ivr".

Assumi ng the nedia server responds to the INVITE without error, the
client can carry on using the MSCM. | VR service as specified in
Section 3.7. If the nmedia server responds with an error indicating
that the "ivr" service is not supported, then if the client supports
it, the client SHOULD attenpt to contact the nmedia server using the
announcenent service, as described in Section 3.5.

The foll owi ng exanpl e shows an exanple SIP INVITE using the "ivr"
service indicator:

C. INVITE sip:ivr@ms2. exanpl e.com SIP/2.0
< SIP Header fields omtted for reasons of brevity >

3.5. dient Use of the Media Server Announcement Service

Assuming the client or media server does not support use of the MSCM.
protocol, the nmedia server announcenent service is used, as described
in RFC 4240 [ NETANN]. This service allows the client to send a SIP
INVITE to a special usernane ('annc’) at the nmedia server (the
"announcenent" user), supplying the URL obtained as per Section 3.3.

The SIP INVITE is constructed as shown in the exanpl es bel ow, note
that as per RFC 4240, the play parameter is mandatory and specifies
the authorized | MAP URL to be pl ayed

Exanples of valid SIP INVITE URIs sent to the nedia server
announcenent service:

C. sip:annc@s2. exanpl e. net;

pl ay=i map: YRFY2F] oe@xanpl e. con?2FI NBOXY2F¥3Bui d%8D24356%2F%8Bsect i on
%3D1. 298Bexpi r e¥8D2006- 12- 19T16: 39: 57- 08: 00%8Bur | aut h%@Danonynous:

i nternal : 238234982398239898a9898998798b987s87920

C. sip:annc@sl. exanpl e. net;

pl ay=i map: YRFY2F r ed@

exanpl e. con?2FI NBOXY2F¥3Bui d¥8D24359%2F%3Bsect i on

%3D1. 398Bexpi r e¥8D2006- 12- 20T18: 31: 45- 08: 00%8Bur | aut h¥8Dst r eam
i nternal : 098230923409284092384092840293480239482

Noti ce that many of the characters that are used as paraneters of the
| MAP URI are escaped, as otherw se they woul d change the neani ng of
the enclosing SIP URI, by being regarded as SIP URl paraneters

i nstead of | MAP URL paraneters.
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If the client receives a 200 (OK) response, the nmedia server has
successfully retrieved the content fromthe | MAP server and the
negoti ated RTP streamw || shortly begin

There are many possi bl e response codes; however, a response code of
404 received fromthe nedia server indicates that the content could
not be found or could not be retrieved for sonme reason. For exanpl e,
the medi a server may not support the use of IMAP URLs. At this
point, there are several options to the client, such as using
alternate nedia servers, or giving up in attenpting to streamthe
required nessage part.

3.6. Media Negotiation and Transcodi ng

Thi s docunent uses standards and protocols fromtwo traditionally
separate application areas: Mbile Email (primarily | MAP) and

I nternet Tel ephony/ Streamng (e.g., SIP/RTP). Since the docunent
primarily addresses enhancing the capabilities of nobile email, it is
felt worthwhile to give sone exanpl es of sinple SIP/SDP exchanges and
to discuss capabilities such as nedia negotiation (using SDP) and
medi a transcodi ng.

In the bel ow exanple, the client contacts the nedia server using the
SIP INVITE command to contact the announcement service (see

Section 3.5), advertising support for a range of audio and vi deo
codecs (using SDP [SDP]), and in response the nedia server advertises
only a set of audio codecs. This process is identical for the IVR
service, except that the I VR service does not use the SIP Request-UR
to indicate the content to be played; instead, this is carried in a
subsequent SI P | NFO request.

The client and server now know fromthe SDP session description
advertised by both client and server that comunication nust be using
the subset of audi o codecs supported by both client and server (in
the exanpl e SDP session description below, it is clear that the
server does not support any video codecs). The nedia server nay
performtranscoding (i.e., converting between codecs) on the nedia
received fromthe I MAP server in order to satisfy the codecs
supported by the client. For example, the nedia server may downgrade
the video retrieved fromthe | MAP server to the audi o conponent only.

For clients using the announcenent service, the nedia server MJST
return an error to the INVITEif it cannot find a common codec
between the client, server and nedia, or it cannot transcode to a
suitable codec. Simlarly, for clients using the MSCM. | VR servi ce,
the nmedia server MJUST return a suitable error response to the

<pl aycol | ect > request.
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Exanpl e SIP INVITE and SDP Medi a Negoti ati on

C

I NVI TE si p: annc@rs2. exanpl e. com

Stream ng I nternet Messaging Attachnents

August 2009

pl ay=i map: YRFY2F] oe@xanpl e. con?2FI NBOXY2F¥3Bui d¥%8D24356%2F%3B
secti on¥8D1. 2%3Bexpi r e¥@8D2006- 12- 19T16: 39: 57- 08: 00%3Bur | aut h%@D
anonynous: i nt ernal : 238234982398239898a9898998798b987s87920 SI P/ 2.0

DODOLLLONDLLWONDLDL OO0OOOOOOOOOOOOOOOOOOOOOOO0O

Cook

From UserA <sip: UAA@xanpl e. conr

To: Net Ann <si p: annc@rs2. exanpl e. conp
Call-1D: 8204589102@xanpl e. com

CSeq: 1 INVITE

Contact: <sip: UAA@L92. 0. 2. 40>
Cont ent - Type: application/sdp
Content - Lengt h: 481

0
User A 2890844526 2890844526 IN I P4 192.0.2.40
Sessi on SDP

c=INIP4 192.0.2.40

t =3034423619 0

mraudi 0 9224 RTP/AVP 0 8 3 98 101

a=alt:1 1 : 01BB7F04 6CBC7A28 192.0.2.40 9224
a=fnmt p: 101 0-15

a=rtpnmap: 98 il bc/ 8000

a=rtprmap: 101 tel ephone-event/ 8000

a=recvonly

mevi deo 9226 RTP/ AVP 105 34 120

a=alt:1 1 : 01BCADB3 95DFFD80 192.0.2.40 9226
a=fnm p: 105 profil e=3; 1 evel =20

a=fntp:34 ClF=2 QCl F=2 MAXBR=5120

a=rt pmap: 105 h263- 2000/ 90000

a=rt pmap: 120 h263/ 90000

a=recvonly

\Y
(0]
S

SIP/2.0 200 K

From UserA <sip: UAA@xanpl e. conp

To: Net Ann <si p: annc@rs2. exanpl e. con
Call-1D 8204589102@xanpl e. com

CSeq: 1 INVITE

Contact: <sip:netann@92.0.2.41>
Cont ent - Type: application/sdp
Content-Length: 317

0
Net Ann 2890844527 2890844527 IN | P4 192.0. 2. 41
Sessi on SDP

IN 1P4 192.0.2.41

3034423619 0

mFaudi o 17684 RTP/AVP 0 8 3 18 98 101

0O wmwo<<
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a=rtpmap: 0 PCMJ 8000

a=rt pmap: 8 PCMA/ 8000

a=rtpmap: 3 GSM 8000

a=rtpmap: 18 Gr29/ 8000

a=fm p: 18 annexb=no

a=rtpmap: 98 i LBC/ 8000
a=rtprmap: 101 tel ephone-event/ 8000
a=fm p: 101 0-16

ACK si p: netann@92.0.2.41 SIP/2.0
From UserA <sip: UAA@xanpl e. conp

To: Net Ann <si p: annc@rs2. exanpl e. con
Call-1D 8204589102@xanpl e. com

CSeq: 1 ACK

Content-Length: O

000000 LLLWLOOLWWY

3.7. dient Use of the Media Server MSCML | VR Service

Once the client has deternined that the media server supports the IVR
service, it is up to the client to generate a suitable MSCM. request
toinitiate stream ng of the required media.

When using the I VR service, the initial SIPinvite is used only to
establish that the nedia server supports the MSCM. | VR service, and
to negotiate suitable nmedia codecs. Once the initial SIP INvITE and
response to that I NVITE have been conpl eted successfully, the client
must generate a SIP I NFO request with MSCM. in the body of the
request to initiate stream ng.

The <pl aycol |l ect> request is used, as this allows the use of dua
tone multi-frequency (DTMF) digits to control playback of the nedia,
such as fast-forward or rew nd.

Since the <playcollect> request is used purely for its VCR-Iike
capabilities, there is no need for the nedia server to perform DITMF
collection. Therefore, the playcollect attributes "firstdigittimer",
"interdigittinmer", and "extradigittinmer" SHOULD all be set to "Ons",
which will have the effect of causing digit collection to cease
imedi ately after the media has finished playing.

The "ffkey" and "rwkey" attributes of <playcollect> are used to
control fast-forward and rewi nd behavior, with the "skipinterval"
attribute being used to control the 'speed’ of these actions.

The <pronpt> tag is used to specify the nedia to be played, and
SHOULD have a single <audio> tag that gives the URL of the nedia, as
per the Section 3.3. The audi o-specific nane of the tag is
historical, as the tag can be used for video as well as audio
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content. The "stoponerror" attribute SHOULD be set to "yes", so that
meani ngful error nessages will be returned by the nmedia server in the
event of problems such as retrieving the media fromthe | MAP server

An exanple SIP | NFO request using the <playcollect> request is shown
at the end of this section.

It should be noted that under normal (i.e., non-error) conditions,
the response to the <playcollect> request is a SIP 200 (OK) response.
The nedia server then streans the nedia, and only when the nedia has
finished playing (naturally or due to a user request) does the nedia
server send a <playcol | ect> response, which includes details of the
medi a pl ayed, such as length and any digits coll ected.

The client may suspend pl ayback of the nedia at any time by either
sendi ng the DTMF escape key (specified as an attribute to the

<pl aycol | ect > request) or by sending a <stop> request to the nedia
server in a SIP INFO request. Upon receipt of the request, the nedia
server will acknow edge it, and then cease stream ng of the nedia,
followed by a SIP I NFO request containing the <playcollect> response.

If the nedia server cannot play the nedia for any reason (for
exanple, if it cannot retrieve the nedia fromthe | MAP server),
streaming will not take place, and the <playcollect> response will be
sent, usually with neaningful values in the <error_info> el enment.

The foll owi ng gives an exanpl e di al og between a client and nedi a
server, including a rewind request, and term nation of the playback
by use of the escape key. Sone elenents of the SIP dialog such as
full SIP header fields and SDP are omitted for reasons of brevity.
(The protocol diagramin Section 3.9.2 shows the high-level message
fl ow between all the conponents, including the | MAP server.)

I NVI TE sip:ivr@rs. exanple.com SIP/2.0
From UserA <sip: UAA@xanpl e. conp

To: I VR <sip:ivr@rs. exanpl e. conp
Call-1D 3298420296@xanpl e. com

CSeq: 1 INVITE

Cont act: <sip: UAA@L92. 0. 2. 40>
Cont ent - Type: application/sdp

Cont ent - Lengt h: XXX

<SDP Her e>

SIP/2.0 200 K

From UserA <sip: UAA@xanpl e. conp
To: I VR <sip:ivr@rs. exanpl e. conp
Call-1D: 3298420296@xanpl e. com

WONLw 0000000000
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CSeq: 1 INVITE

Contact: <sip:ivr@92.0.2.41>
Cont ent - Type: application/sdp
Cont ent - Lengt h: XXX

<SDP Her e>

ACK si p:ivr@rs. exanpl e.com SI P/ 2.0
From UserA <sip: UAA@xanpl e. conp
To: I VR <sip:ivr@ms2. exanpl e. conp
Call-1D: 3298420296@xanpl e. com
CSeq: 1 ACK

Content-Length: O

INFO sip:ivr@92.0.2.41 SIP/2.0

From UserA <sip: UAA@xanpl e. conp

To: I VR <sip:ivr@s. exanpl e. conpr

Call-1D: 3298420296@xanpl e. com

CSeq: 2 INFO

Cont ent - Type: appl i cati on/ medi aservercontrol +xm
Cont ent - Lengt h: 423

<?xm version="1.0"?>

<Medi aServer Control version="1.0">

<r equest >

<pl aycol | ect id="332985001"

firstdigittimer="0ns" interdigittinmer="0ns" extradigittimer="0nms"
ski pi nterval ="6s" ffkey= "6" rwkey="4" escape="*">

<pronpt stoponerror="yes"

| ocal e="en_US" offset="0" gain="0" rate="0"

del ay="0" duration="infinite" repeat="0">

<audi o url ="imap://joe@xanpl e. conl | NBOX/ ; ui d=24356/ ; secti on=1. 2;
explre =2006- 12- 19T16: 39: 57- 08: 00; ur | aut h=anonynous:

i nternal : 238234982398239898a9898998798b987s87920" / >

</ pr onpt >

</ playcol |l ect >

</ request >

</ Medi aSer ver Cont r ol >

0000000000000 0O00O0O 000000 VLWLV ®N

SIP/2.0 200 K

From UserA <sip: UAA@xanpl e. conp
To: | VR <sip:ivr@rs. exanpl e. cone
Call-1D: 3298420296@xanpl e. com
CSeq: 2 INFO

Contact: <sip:ivr@92.0.2.41>
Content-Length: O
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<Medi a server retrieves nedia from| MAP server and streans to

i ent>

<Client streans 6 key>

<Medi a Server fast forwards nedia by 6 seconds>

<Cient streans * key>
<Medi a Server stops stream ng>

I NFO si p: UAA@L92.0.2.40 SIP/2.0
From |VR <sip:ivr@rs. exanpl e. conp
To: User A <si p: UAMA@xanpl e. cone
Call-1D: 3298420296@xanpl e. com
CSeq: 5 INFO

Contact: <sip:ivr@92.0.2.41>

Cont ent - Type: applicati on/ medi aservercontrol +xm

Cont ent - Lengt h: XXX

<?xml version="1.0"7?>
<Medi aServer Control version="1.0">

<response id="332985001" request="playcol | ect" code="200"

reason="escapekey" pl aydurati on="34s"
pl ayof f set ="34s" digits="" />
</ Medi aSer ver Contr ol >

SIP/2.0 200 K

From |VR <sip:ivr@rs.exanple.conp
To: User A <si p: UAM@xanpl e. conp
Call-1D: 3298420296@xanpl e. com
CSeq: 5 INFO

Content-Length: O

BYE sip:ivr@92.0.2.41 SIP/2.0
From User A <sip: UA@xanpl e. conp
To: | VR <sip:ivr@rs. exanpl e. cone
Call-1D: 3298420296@xanpl e. com
CSeq: 6 BYE

Content-Length: O

SIP/2.0 200 K

From UserA <sip: UAA@xanpl e. conp
To: I VR <sip:ivr@rs. exanpl e. conpr
Call-1D: 3298420296@xanpl e. com
CSeq: 6 BYE

Contact: <sip:ivr@92.0.2.41>
Content-Length: O

I nf or mat i onal
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3.8. Media Server Use of | MAP Server

Thi s section describes how the nedia server converts the | MAP URL
recei ved via the announcenent or |VR service into suitable | MAP
commands for retrieving the content.

The nedi a server first connects to the | MAP server specified in the
URL. Once connected, the nedia server SHOULD use TLS [TLS] to
encrypt the conmuni cation path.

If the nedia server has a user identity on the | MAP server, the nedia
server SHOULD authenticate itself to the | MAP server using the media
server’s user identity.

If the nmedia server is not configured as an authorized user of the

| MAP server, then the behavior specified in | MAP URL [| MAPURL] MJUST
be followed. That is, if the server advertises AUTH=ANONYMOUS | MAP
capability, the nedia server MJST use the AUTHENTI CATE comand with
t he ANONYMOUS [ ANONYMOUS] SASL nechanism | f SASL ANONYMOUS is not
avai l abl e, the username "anonynous" is used with the "LOG@ N' comrand
and the password is supplied as the Internet email address of the
adm ni strative contact for the media server

Once authenticated, the nedia server issues the URLFETCH comrand,
using the URL supplied in the 'play’ paraneter of the SIP INVITE (or
audio tag of the MSCM.). If the | MAP server does not advertise
URLAUTH=BI NARY in its post-authentication capability string, then the
medi a server returns a suitable error code to the client.

The additional parameters to the URLFETCH conmmand specified in
(URLFETCH BI NARY) [URLFETCH_BI NARY] are used by the media server to
tell the I MAP server to renove any transfer encoding and return the
content type of the media (as content-type information is not
contained in the | MAP URL)

A successful URLFETCH command will return the message part containing
the nmedia to be streaned. |f the URLFETCH was unsuccessful, then the
medi a server MJST return an appropriate error response to the client.

Assum ng the content is retrieved successfully, the nmedia server
returns a 200 (OK) response code to the client. After an ACK is
received, an RTP streamis delivered to the client using the
paraneters negotiated in the SDP

If appropriate, the nmedia server MAY choose to inplenent connection
caching, in which case, connection and di sconnection fromthe | VAP
server are handl ed according to whatever algorithmthe nedia server
chooses. For exanple, the nedia server nmay know, a priori, that it

Cook I nf or mat i onal [ Page 17]



RFC 5616 Stream ng I nternet Messaging Attachnents August 2009

3.

3.

will always access the same | MAP server using the same |ogin
credentials with an access pattern that would benefit from connection
caching, without unduly inpacting server resources.

Exanpl es:

C. a001 LCA N anonynous nul |

S: a001 OK LOG N conpl et ed.

C. a002 URLFETCH

("imap://joe@xanpl e. conl | NBOX/ ; ui d=24356/ ; secti on=1. 2;

expi re=2006- 12-19T16: 39: 57- 08: 00; ur | aut h=anonynous:

i nternal : 238234982398239898a9898998798bh987s87920" BODYPARTSTRUCTURE
Bl NARY)

S: * URLFETCH "imap://joe@xanpl e. conl | NBOX/ ; ui d=24356/ ;
section=1. 2; expi re=2006- 12- 19T16: 39: 57- 08: 00; ur | aut h=anonynous:
i nternal :238234982398239898a9898998798b987s87920"

( BODYPARTSTRUCTURE ("VIDEO' "MPEG' () NIL NIL "BINARY" 655350))
( BI NARY ~{ 655350}

[ ~655350 octets of binary data, containing NUL octets ])
a002 OK URLFETCH conpl et ed.

a003 LoGoUT

a003 OK LOGOUT conpl et ed.

9. Protocol D agrans

This section gives exanpl es of using the mechani sm described in the
docunent to streamnedia froma nedia server to a client, fetching
the content froman I MAP server. In all of the exanples, the | VAP,
SIP, and RTP protocols use the line styles "-", "=", and "+",
respectively.

9.1. Announcenent Service Protocol D agram
The foll owi ng di agram shows the protocol interactions between the

email client, the | MAP server, and the nedia server when the client
uses t he announcenent servi ce.
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dient | MAP Server Medi a Server
| FETCH ( BODYSTRUCTURE) | |
R R EEEEEEEE > |
I X I I
| <m-mmmmmmme s I I
|  GENURLAUTH | |
R R e R TEEERTREEE > |
I X I I
I R I I
| SIP INVITE |
I I I
| | URLFETCH |
| | <o |
I I X I
| |- >
I I I
| 200 K I
I ACK I
| :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::>|

3.9.2. IVR Service Protocol Diagram
The foll owi ng di agram shows a sinplified view of the protocol

interactions between the email client, the | MAP server, and the nedi a
server when the client uses the MSCM. | VR servi ce.
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dient | MAP Server Medi a Server
| FETCH ( BODYSTRUCTURE) | |
[---mmmmmr >| I
I K I I
R SRR L EEEEEEEEEE | |
|  GENURLAUTH | I
R >| I
I XK I I
| <omrmmre e | |
| SIP INVITE |
I I I
| 200 &K |
| <:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::|
I ACK I
| :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::>|
I I I
| SIP I NFO (playcollect) |
I I
200 &K |
<:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::|
I I
| URLFETCH |
| < |
I XK I
| oo >

Stream Message Part (RTP) |
S i b S b S a2 0 20 o o o

I
SIP INFO (e.g., DTMF ff) |

Conti nue stream ng (RTP)
<t+++++++++H+H+H AR

I

I

I I
I I
I I
I I I
| (Streamng Ends or is term nated) |
I I
I I
I
I

I
SIP INFO (playcol |l ect response)
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4.

Security Considerations

Thi s docunent proposes the use of URLAUTH [ URLAUTH] "pawn tickets",
received over IMAP [IMAP], and transmitted over SIP [SIP], possibly
within the MSCM. payl oad of RFC 5022 [ MSCM.], in order to stream
medi a received in nmessages. As such, the security considerations in
all these docunents apply to this specification

In sunmary, as the authorized URLs may grant access to data,
i npl ementors of this specification need to consider the follow ng
with respect to the security inplications of using | MAP URLs

o Use of an anonynous pawn ticket grants access to any client of the
| MAP server without requiring any authentication credentials. The
security nechani sns referenced above (with the caveats specified
bel ow) SHOULD be used to prevent unauthorized access to the pawn
ticket.

0 Use of pawn tickets that contain the "streanl access identifier
restricts access to the content to those entities that are
aut hori zed users of the I MAP server for the purposes of stream ng
retrieved content. Use of such pawn tickets is thus desirable and
so i nplenmentors should consult Section 3.3, which describes when
such pawn tickets should be used.

o |If the announcenent service is used to set up stream ng, then RFC
4240 [ NETANN] specifies that the pawn ticket is passed in the
Request-URI, and so untrusted third parties may be able to
intercept the pawn ticket. The SIP communi cation channel MAY be
secured by using SIPS URIs [SIP], which would provi de hop-by-hop
TLS encrypti on.

o If the I'VR service (RFC 5022 [ MSCM.]) is used to set up and
control streaming, then MSCM. is used to carry the pawn ticket in
the body of the request, and so untrusted third parties may be
able to intercept the pawm ticket. This MAY be secured by using
SIPS URIs [SIP], which would provide hop-by-hop TLS encryption

0o Using SIPS URIs in the above situations protects the pawn ticket
fromthird parties; however, it still allows proxies access to the
pawn ticket, which could result in msuse by nalicious proxies;
see note bel ow.

Thi s docunent describes a mechani smthat makes use of two separate
servers to achieve the goal of stream ng the content desired by the
client. A major security inplication of this is that the nedia
server and | MAP server nmay well be located in separate administrative
domains. This leads us to consider the security inplications of a
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three-way protocol exchange, and the potential trust nodel inplicit
in that tripartite relationship. The security inplications of the

i ndi vi dual protocols have already been referenced; therefore, this
section describes the security considerations specific to the three-
way data exchange, as follows:

o0 The client grants the nedia server full access to the potentially
private media content specified by the IMAP URL. As a result, the
client is responsible for verifying the authenticity of the nedia
server to a degree it finds acceptable for the content (we can
refer to this process as determining the "trust" that the client
has in a particular nedia server). The security nechanisns
provided by SIP [SIP] and RTP [ RTP] nmay be used for this purpose,
as well as out of band mechani sms such as pre-configuration.

0 However, since the nedia server will retrieve content froman | VAP
server on the user’s behalf, the issue of security between the
| MAP server and the nedia server also needs to be considered. A
client has no way of determining (programatically at |east) the
security of the exchanges between the nedia server and the | MAP
server. However, it can determ ne, using the "stream' token that
is part of the nedia server discovery nechani smdescribed in
Section 3.2, that the nedia server has a pre-existing
authentication relationship with the | MAP server for the purposes
of retrieving content using | MAP URLs. The | MAP server
adm ni strator may put prerequisites on nmedia server adm nistrator
before this relationship can be established, for exanple, to
guarantee the security of the comruni cati on between the nedia
server and the | MAP server

0 The above two security considerations will influence the decision
the client nakes with regards to generation of the pawn ticket
that is subsequently passed to the media server. This docunent
mandat es the use of URLs protected with the "strean access
identifier where the client knows in advance that the "streant
aut hentication rel ati onship between nedi a server and | MAP server
exi sts. However, it does allow the use of anonynous pawn tickets
where the possibility exists that use of "stream woul d cause
streamng to fail.

0 There exists the possibility of several types of attack by a
mal i ci ous nedi a server, SIP proxy, or other network el enments even
agai nst pawn tickets protected with the "streant access
identifier. Al of these attacks allow access to the RTP stream
if not the original content. These attacks include:
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* The client contacts a nalicious nedia server, M51l, that then
proxies the stream ng request to a second nedi a server, M32,
that it has determ ned or guessed to have "streant
aut hori zation credentials with the | MAP server specified in the
pawn ticket. The media server can then redirect the streaned
RTP traffic el sewhere.

* Any proxy on the path between the client and the nmedi a server
has access to the client’s message in cleartext. 1In this case,
a malicious proxy could performa man-in-the-mddle attack and
coul d change the nessage to redirect RTP traffic el sewhere

*  Any network element that is able to "see" the traffic between
the client and the nedia server (or between any two proxies)
can capture the pawn ticket, and then reissue a request using
that pawn ticket to the sane nedia server. Again the streaned
traffic can be redirected to any desired | ocation.

Medi a servers handling stream ng requests will be maki ng use of pawn-
ticket URLs for the period of tine required to process the streani ng
request, after which the URL will be forgotten. However, media
servers may log the URLs received fromclients, in which case, the
private data contained in the | MAP server could be accessed by a
mal i ci ous or curious nmedia server adninistrator. Even URLs protected
with EXPI RE may be accessed within the period of expiry. Therefore,
medi a servers SHOULD renpve or anonynize the internal portion of the
| MAP URL when | ogging that URL

Additionally, many of the security considerations in the Message
Submi ssi on BURL Extension apply to this docunent, particularly around
the use of pawn tickets and prearranged trust rel ationships such as
those descri bed above.

Message parts that are encrypted usi ng nechani sns such as S/M ME
[ SM ME] are designed to prevent third parties fromaccessing the
data, thus media servers will not be able to fulfill stream ng
requests for messages parts that are encrypted.

5. | ANA Consi der ations

| ANA has registered the foll owing [ METADATA] server entry to be used
for media server discovery, using the [ METADATA] registry.

Cook I nf or mat i onal [ Page 23]



RFC 5616 Stream ng I nternet Messaging Attachnents August 2009

To: iana@ ana. org

Subj ect: | MAP METADATA Entry Regi stration
Type: Server

Nane: /shared/ medi aServers

Description: Defines a set of URIs containing the |ocations of
sui tabl e nedia servers for stream ng nultinmedia content

Content-type: text/plain; charset=utf-8
Cont act: neil.cook@oware. co. uk
6. Digital R ghts Managenent (DRM |ssues

Thi s docunent does not specify any Digital Ri ghts Managenent (DRM
mechani sms for controlling access to and copying of the nedia to be
streamed. This is intentional. A reference to a piece of nedia
content is created using the URLAUTH [ URLAUTH command; thus, any DRM
required should be inplenmented within the nedia itself, as

i mpl ementing checks within URLAUTH coul d affect any use of the
URLAUTH command, such as the BURL [BURL] comand for nessage
submni ssi on.

The use of URLAUTH in this specification is believed to be pursuant
with, and used only for, the execution of those rights to be expected
when nedia is sent via traditional internet nessaging, and causes no
duplication of media content that is not essentially provided by the
action of sending the nessage. In other words, the use of the
content for downl oading and viewing *is* inplicitly granted by the
sender of the nessage, in as nmuch as the sender has the right to
grant such rights.

The docunent author believes that if DRMis a requirenment for

I nternet messaging, then a suitable DRM nechani sm shoul d be creat ed.
How such a mechani sm woul d work i s outside the scope of this
docunent .

7. Depl oynent Considerations

Thi s docunent assunmes an | nternet deploynent where there are no
network restrictions between the different conmponents. Specifically,
it does not address issues that can occur when network policies
restrict the conmunication between different conponents, especially
bet ween the media server and the | MAP server, and between the client
the nmedia server. |In particular, RFC 5022 states that "It is
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unli kely, but not prohibited, for end-user SIP UACs to have a direct
signaling relationship with a nedia server". This caveat makes it
likely that firewalls and other network security mechanisnms will be
configured to bl ock direct end-user access to nmedia servers.

In order for either of the stream ng nmechani snms described in this
docunent to work, local administrators MJST relax firewall policies
such that appropriate SIP UACs (user agent clients) running on nobile
devices are permtted to access the media servers directly using the
SIP protocol. The detail of how the restrictions are relaxed (for
exanple, only allowing clients connecting fromthe network space
owned/ mai ntai ned by the operator of the nedia server) is a matter of

| ocal policy, and so is outside the scope of this docunent.

8. Formal Syntax

The foll owi ng syntax specification for the nedi aServers METADATA
entry val ue uses the Augnented Backus- Naur Form (ABNF) notation as
specified in RFC 5234 [ ABNF] and the "absolute-URI" definition from
RFC 3986 [ RFC3986].

Except as noted otherwi se, all al phabetic characters are case-
insensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |nplementations MJST
accept these strings in a case-insensitive fashion.

Copyright (c) 2009 |IETF Trust and the persons identified as authors
of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, are pernmitted provided that the foll owi ng conditions
are net:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary formmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the
di stribution.

- Neither the name of Internet Society, |ETF or | ETF Trust, nor the
nanes of specific contributors, may be used to endorse or pronote
products derived fromthis software w thout specific prior witten
per m ssi on.

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GAT HOLDERS AND CONTRI BUTORS
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
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A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT

OANNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL,

SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT NOT

LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,

DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOMNEVER CAUSED AND ON ANY

THEORY COF LI ABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OUT OF THE USE

OF TH S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE.
medi a-servers = ns-tuple *(";" ns-tuple)

nme-tupl e = "<" absolute-URI ">" [":" "streant]

9. Contributors
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