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H. 248/ MEGACO Regi stration Procedures
Abst ract

Thi s docunent updates the H 248/ MEGACO | ANA Package regi stration
procedures in order to better describe the Package registration
process and to provide a nore formal review and feedback process.

Status of This Meno

Thi s docunent specifies an Internet Best Current Practices for the
Internet Comrunity, and requests discussion and suggestions for
i mprovenents. Distribution of this nmeno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew t hese documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Since the initial devel opnent of H. 248/ MEGACO a nunber of

organi zati ons have nmade use of the H. 248/ MEGACO pr ot ocol Package
mechanismin order to allow a certain function to be controlled by
H. 248/ MEGACO. The H. 248/ MEGACO Package mechani sm was i ntroduced, in
part, to allow organi zati ons who had an in-depth know edge in a
particular functional area to independently produce a Package on this
functionality. This acknow edged the fact that neither the | ETF
MEGACO Wirking Goup nor the ITUT Study Goup 16 possessed in-depth
know edge in all areas. Whilst this approach has been successful in
the nunber and range of Packages produced, in sone cases these
Packages were/are not fully aligned with H 248/ MEGACO pri nci pl es.
Once a Package has been published and registered, it is problenmatic
to rectify any issues.

The introduction of probl ens/inconsistencies was caused, in part, by
the fact that the Packages were not fully reviewed by H 248/ MEGACO
experts. In fact, the | ANA H 248/ MEGACO regi stration process did not
actually specify that an in-depth review should take pl ace.

The current H. 248/ MEGACO Package regi stration process was defined
when the ITU T Study Goup 16 and the | ETF MEGACO Wir ki ng G oups were
both active in H 248/ MEGACO st andar di zati on and produced nearly all
the regi stered Packages. Packages were reviewed in the | ETF MEGACO
Worki ng Group and the Working Group chair was the | ESG appoi nt ed
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expert in charge of the review of the requests for H 248 Package
registration. This neant that H 248 Packages underwent an infornal
revi ew before being registered. However, this has changed.

The current situation is that now the | ETF MEGACO Wrking G oup is
di sbanded and new H. 248/ MEGACO devel opnent typically occurs through
Question 3 of ITUT Study Goup 16 (notw thstandi ng email discussion
on the 1ETF MEGACO nailing list). This nove to | TU-T-defined
Recommendati ons is discussed in [ RFC5125].

Gven this situation, it is appropriate that the H 248/ Package
definition and | ANA registration rules are updated to introduce a
formal review step before the Package registration process is
compl eted and, ideally, before the Package is published. This
process will only be applicable to public Packages.

As part of the Package devel opnent process, Package devel opers are
encouraged to send their Package for reviewto the I TUT Study G oup
Questi on Rapporteur responsible for the H 248 sub-series of
Recomendations (I TU-T Question 3 of Study Group 16 at the time of
witing). Wen registering the Package with | ANA, Package devel opers
are required to send a copy of the Package for review by the | ESG
appoi nted expert. It is recommended to register the Package before
final approval by the group in question, in order to solicit feedback
on the quality of their Package. Wherever possible, this review wll
be done in conjunction with other H 248/ MEGACO experts (e.g., in
ITUT Q3/16 and/or the MEGACO nailing list).

The existing | ANA Package regi stration process is a two-step process.
When Packages are first registered, they receive the status of "In
Progress (IP)". This allow Package devel opers to request a
Packagel D before the docurment is fully approved. Wen the docunent
is approved, then a change of status to "Final" may be requested.

The new procedure introduces the step that the | ESG appoi nted expert

is consulted before a change of status is nmade. |f the Package has
been revi ewed and is acceptable, then the status nay be changed to
"Final". However, if the Package has not been provided for review or

has out standi ng comrents, then the status SHALL remain at "IP".

The goal of the updated text is to define a process that provides a
tinmely technical review of Packages to ensure that H 248/ MEGACO
Packages are of good quality and to m ninize duplication.

The "Error Code", "ServiceChange Reason", and "Profile Name"

regi stration procedures have been included for conpleteness and to
make explicit the role of the | ESG reviewer. These procedures align
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with the considerations docunmented in [H248amil] and with [ RFC3525]
(with the exception of Profile Nanes, which did not appear in the
[ RFC3525] version).

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Formal Syntax

The foll owi ng syntax specification uses the Augnmented Backus- Naur
Form (BNF) as described in [ RFC5234].

Text - encoded Packagel Ds shall conformto the "PackageNane" encoding
in H 248.1 [ H248amml] Annex B, which is repeated bel ow for
conveni ence:

Copyright (c) 2009 | ETF Trust and the persons identified as authors
of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, are pernmitted provided that the followi ng conditions
are net:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary form must reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in
the docunentation and/or other materials provided with the
di stribution.

- Neither the nanme of Internet Society, |ETF or | ETF Trust, nor the
nanes of specific contributors, nmay be used to endorse or pronote
products derived fromthis software w thout specific prior
witten perm ssion

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS IS AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIMTED TO, PRCOCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES; LOSS OF USE
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
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THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OUT OF THE USE
OF THI S SOFTWARE, EVEN I F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE

PackageNane = NAME
NANVE = ALPHA *63(ALPHA / DIGAT / "_")

Note: A digit is not allowed as the first character of a Package
narme.

4. Security Considerations

Updating the | ANA H. 248/ MEGACO Package regi strati on procedures has no
additional security inplications. Security for the H 248/ MEGACO
protocol over IP transports is discussed in H 248.1 Section 10

[ H248anmml] .

As of this date, there have been no recorded security issues arising
out of the registration or use of Packages. Whilst Packages nmay
define extra procedures and code points, these are done within the
framework of the core H 248.1 specification. It is not possible to
update the H. 248.1 core protocol through a Package specification

The use of the H 248.1 core protocol is agreed upon between a Medi a
Gateway Controller (M3C) and a Media Gateway (M5. H. 248

Servi ceChange procedures establish a H 248 control association
between the M3C and Ma  To establish an association, there nust be a
| evel of trust between the M3C and Ma I n the context of this
control (and trust) association, the elenents

(properties/signal s/events/statistics) fromthe Packages are conveyed
between the MSC and Ma An MSC or MG will only act upon el ements
that it knows. |If it does not understand a Packagel D or Package

el ement, then an error response is returned only in the context of
the control association.

If a malicious Package specification is inplemented in an M3C or M3
it would be unlikely to cause problems. As H 248 is a naster slave
protocol, if the malicious Package was inplenented in the M3C and not
the M5 there would be no action because the M5 woul d not understand
the Packagel D (and el ements). |f the malicious Package was

i npl emented on the MG there would be no effect because the M3C woul d
never command the MG to use it. |If the nmalicious Package was

i mpl emented in both the M3C and MG then there’'s a w der, non-H. 248

i ssue in that someone has managed to install software on both the M3C
and the MG It is highly unlikely for such a person to ask | ANA for
a Packagel D when they could use any one they want.
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Therefore, it is in this respect that updates to the | ANA
H. 248/ MEGACO Package regi stration procedures are deened to have no
addi tional security inpacts.

Requesters and the Expert Reviewer should ensure that the Package
does not introduce any additional security issues. Requesters for
public Packages for a particular standards devel opnent organi zati on
must be authorized by that organization to request a Package

regi stration.

5. |1 ESG Expert Revi ewer Consi derations

For public registered Packages, Error Codes, ServiceChangeReasons,
and Profile Nanes, review by an Expert Reviewer is required before

I ANA performs a registration. Private Packages do not require the
sane | evel of review. The sections below outline the considerations
for Expert Review.

5.1. Appointnent of the | ESG H. 248/ MEGACO Expert

The 1 ESG shall remain responsible for allocating the H 248/ MEGACO
expert. It is recomended that this person be involved in ongoing
H. 248/ MEGACO devel opnent. As such, it is recomended that
identification of the | ESG expert be done in consultation with the
I TUT Question/Study G oup responsible for the H 248 sub-series of
Recomendations (I TU-T Q 3/16 at the tine of witing).

5.2. Package Registration Procedure

Package requesters are encouraged to review their work agai nst
H. 248.1 Section 12 [H248amml], "Package Definition", and are
encouraged to use the "Package Definition Tenplate" provided in
H. 248. 1 Appendi x |1

The process for registering a public Package is deened to be
"specification required" as per [RFC5226]. As such, once the initial
checks occur, Package requesters for public Packages under

devel opment shall send the Package text to I ANA. They are al so
encouraged to send the package to the I TU T Question/Study G oup
responsi ble for the H 248 sub-series of Recomrendations (I TUT Q 3/16
at the tine of witing) for review. Updated contact information can
be found in the |latest version of the H 248 Sub-series |nplenmentors
Qui de. This should occur as soon as practicable after the rough
draft of the definition is conpleted and at | east before the Package
is approved, in order to ensure the Package is consistent with H 248
met hodol ogi es and Package-desi gn princi pl es.
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In order to register private Packages, a specification is not
required but is encouraged.

Package requesters are encouraged to request registration as early as
practicable in the design process, to reserve a binary ID. Binary
I Ds shall be published in the docunent defining the Package.

Once the initial or final request for a Package registration is
received by IANA, it will be forwarded to the | ESG appoi nted expert
for review. During the review, the input Package and details wll be
conpared to the Package tenplate for conpl eteness, as well as being

conpar ed agai nst protocol syntax and procedures. It will be conpared
agai nst existing work to see that it does not duplicate existing
functionality. It will be reviewed to see that any potenti al

security issues are addressed. The Expert Reviewer will then work
towards a resolution of any issues with the Package requester. The
| ESG appoi nted expert nmay conplete the reviewin consultation with
other H. 248 experts (i.e., currently Question 3 of ITUT Study G oup
16 and via email to | ETF MEGACO email list). |If the Package is
deenmed suitable, the | ESG appoi nted expert shall issue a statenent

i ndi cating approval, copied to | ANA

The | ESG Expert Reviewer will ensure the follow ng considerations are
met to register a Package with the | ANA

1) A unique string nanme, unique serial nunber and version nunber are
regi stered for each Package. The string name is used as the
Packagel D for text encoding. The serial nunber is used as the
Packagel D for binary encoding. Public Packages MJST be given
serial nunbers in the range 0x0001 to Ox7fff. Private Packages
MUST be given serial nunbers in the range 0x8000 to Oxffff.

Serial nunber O is reserved. The unique string name and uni que
serial nunber MAY either be requested by the Package requester or,
if not requested, assigned by the | ANA

2) The Package requester shall provide a contact nane and an enail
and postal address for that contact. The contact information
shal | be updated by the defining organization as necessary.

3) The public Package requester shall provide a reference to a
docunent that describes the Package, which should be public:

a) The docunent shall specify the version of the Package that it
descri bes.
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b) If the docurment is public, it should be located on a public web
server and should have a stable URL. The site should provide a
mechani smto provide comments and appropriate responses shoul d
be returned.

c) If the docunent is not public, it nust be nade available for
revi ew by the | ESG appoi nted expert (w thout requiring a non-
di scl osure agreerment (NDA)) at the time of the application

Not e: The docunent does not have to be publicly available at the
time of the registration request; however, the docunent shall be
provi ded and avail able for review by the | ESG appoi nted expert.
Once approved by a standards body, the Package SHOULD be made
publicly avail abl e, however the Package MAY renmain not public.

For private Packages, a contact email|l address for the Package
regi stration shall be provided.

4) Packages regi stered by other than recogni zed standards bodies
shal | have a m ni num Package name | ength of 8 characters

5) Package names are allocated on a first-cone, first-served basis if
all other conditions are net.

Status - "In Progress" indicates that the Package has not been fully
revi ewed and approved and, therefore, nmay contain errors or may nhot
be consistent with H 248 principles. "Final" indicates that the
Package has been revi ewed and approved and is stable. New Packages
shal |l be registered with a status of "IP". Once the Package has been
finalized (i.e., approved according to the procedures of the Package
requester’s organization), they should contact 1ANA in order to
update the status to "Final"

Once the | ESG appoi nted expert has determined that the registration
is appropriate, they will advise the ANA to regi ster the Package.

The 1ANA will assign a serial nunber to each Package neeting the
conditions of registration (except for an update of an existing
Package, which retains the serial nunber of the Package it is
updating), in consecutive order of registration

5.3. FError Code Registration Procedure

Error Code requesters shall send a request to the |1 ANA to register
the Error Code. Docunentation addressing the considerations bel ow
shal |l be provided (i.e., specification required as per [RFC5226]).
The 1 ANA shall then forward the request to the | ESG appoi nted expert
for review
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The foll owi ng considerations shall be net to register an Error Code
with | ANA

1) An error nunber and a one-line (80-character maxinun) string are
regi stered for each error.

2) A conplete description of the conditions under which the error is
detected shall be included in a publicly avail abl e document. The
description shall be sufficiently clear to differentiate the error
fromall other existing Error Codes.

3) The docunent shoul d be available on a public web server and shoul d
have a stabl e URL.

4) Error nunbers registered by recogni zed standards bodi es shall have
3- or 4-character error numnbers.

5) Error nunbers registered by all other organi zations or individuals
shal | have 4-character error numnbers

6) Only the organization or individual that originally defined it (or
their successors or assigns) can nodify an error-nunber
definition. |If the nodification |eads to a change in the Error
Code nunber, Error Code name or error string, the Error Code
nmodi fi er shall send a request to | ANA to register the update.

This request shall be treated as a new Error Code request, which
will involve an Expert Review.

Once the | ESG appoi nted expert has determined that the registration
is appropriate, they will advise the ANA to register the Error Code.

5.4. ServiceChange Reason Registration Procedure

Servi ceChange Reason requesters shall send a request to the 1ANA to
regi ster the Servi ceChange Reason. Docunentation addressing the
consi derations bel ow shall be provided (i.e., specification required
as per [RFC5226]). The I ANA shall then forward the request to the

| ESG appoi nted expert for review

The foll owi ng considerations shall be met to a register ServiceChange
Reason with | ANA

1) A reason nunber and a one-phrase (80-character nmaximum uni que
string are registered for each reason
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2) A conplete description of the conditions under which the reason is
used shall be included in a publicly avail able docunent. The
description shall be sufficiently clear to differentiate the
reason fromall other existing ServiceChange Reasons.

3) The docunent shoul d be available on a public web server and shoul d
have a stabl e URL.

Once the | ESG appoi nted expert has determned that the registration
is appropriate, they will advise | ANA to register the Servi ceChange
Reason.

5.5. Profile Name Registration Procedure

Profile Nane requesters shall send a request to the | ANA to register
the Profile Name. Docunentation addressing the considerations bel ow
shal |l be provided. The I ANA shall then forward the request to the

| ESG appoi nted expert for review

The foll owi ng considerations shall be net to register a profile with
| ANA:

1) A unique string nane and versi on nurmber (version nay be onitted
when the Profile Nane contains a wildcard) is registered for each
profile.

2) A contact nane and email and postal address for that contact shal
be specified. The contact information shall be updated by the
defining organi zati on as necessary.

3) Profiles registered by other than recogni zed standards bodies
shall have a mininmum Profile Name |length of 6 characters

4) Profile Names containing a wildcard "*" on the end of their nanes
shal |l be accepted if the first 6 characters are fully specified
It is assuned that the organization that was i ssued with the
Profile Nane will nanage the nanespace associated with the
wi Il dcard. | ANA shall not issue other profiles names within
"name*" range

Al Profile Nanes are first-cone, first-served if all other
conditions are net.

Once the | ESG appoi nted expert has determned that the registration
is appropriate, they will advise | ANA to register the Profile Nane.
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6. | ANA Consi derati ons

Thi s docunent describes an updated Package registrati on procedure.
[ RFC5226] has been considered in making the updates. This docunent
does not alter the tabul ar Package, Error Code, and Servi ceChange
Reason information in the H 248/ MEGACO Packages registry.

The "Error Code", "ServiceChange Reason", and "Profile Name" | ANA
consi derati ons have been included for conpl eteness. These
considerations align with the considerations docunmented in H 248.1
[ H248ammil] and with [ RFC3525] (with the exception of Profile Nanes,
whi ch did not appear in the [RFC3525] version).

6.1. New | ANA Package Regi stration
On the request for an initial or final Package registration, the | ANA
shall forward the received information (i.e., the Package text
(specification required as per [RFC5226])) to the | ESG appointed
expert for review (see Section 5.2).
After the review, when instructed by the | ESG appoi nted expert, the
I ANA shall register the following information in the "H 248/ MEGACO
Packages" registry as described bel ow

1. Serial Nunber (identity used for Binary Encoding, also known as
Bi nary | D)

2. Text Name (identity used for Text Encoding, see Section 3 for the
synt ax)

3. Package version

4. Extension information - Binary |ID and Package version

5. Status* - IP ("In Progress") or Fina

6. Package name, Reference, and Contact information

IANA will maintain the currency and public availability of the
tabul ation of public and private Packages. Packages will be listed

in increasing order of serial nunber. The |atest Package version
will be entered, replacing the previous version in the registry.
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6. 2.

6. 3.

6. 4.

Go

| ANA Error Code Registration

On the request for an Error Code registration, the | ANA shall forward
the received information (i.e., the Error Code text and required
specification) to the | ESG appoi nted expert for review (see Section
5.3).

When instructed by the | ESG appoi nted expert, the | ANA shall register
the following information in the "H 248/ MEGACO Packages" registry as
descri bed bel ow

1. Error Code Nunber

2. Error Code Text String

3. Reference

| ANA Servi ceChange Reason Regi stration

On the request for a ServiceChange Reason registration, the | ANA
shall forward the received information (i.e., the Servi ceChange
Reason text and required specification) to the | ESG appoi nted expert
for review (see Section 5.4).

When instructed by the | ESG appoi nted expert, the | ANA shall register
the following information in the "H 248/ MEGACO Packages" registry as
descri bed bel ow

1. Servi ceChange Reason Nunber

2. ServiceChange Reason Text String

3. Reference

| ANA Profile Nanme Registration

On the request for a Profile Nane registration, the | ANA shall
forward received information to the | ESG appoi nted expert for review
(see Section 5.5).

When instructed by the | ESG appoi nted expert, the | ANA shall register

the following information in the "H 248/ MEGACO Packages" registry as
descri bed bel ow
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1. Profil e Nane

2. Version

3. Reference/ Cont act
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