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Abst r act

Thi s docunment describes an extension to the |P Flow Infornation
Export (I PFIX) protocol, which is used to represent and transnit data
fromIP fl ow neasurenment devices for collection, storage, and

anal ysis, to allow the encoding of IPFIX Information Mddel properties
within an | PFI X Message stream This enables the export of extended
type information for enterprise-specific Information El enments and the
storage of such information within IPFIX Files, facilitating
interoperability and reusability among a wi de variety of applications
and tools.

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

I nt roducti on

I P Flow I nformati on Export (IPFIX) provides a tenpl ate nmechani sm for
the flexible description of Data Records, by defining a record as a
collection of Information El enents defined in an | ANA registry,
However, these Tenplates provide linmted informati on about the type
of described data; indeed, they encode only the size of the fields
defined by these Information El enents. There presently exists no
mechanismto provide full type information for these Information

El ements, as is defined for the Information El ements in the | PFIX

I nformation Model [RFC5102].

This especially linmts the interoperability of enterprise-specific
Information Elenents. It is not possible to use analysis tools on

I PFI X records containing these partially defined Information El enents
that have not been developed with a priori know edge of their types,
since such tools will not be able to decode them these tools can
only treat and store them as opaque octet arrays. However, if richer
information is available, additional operations such as efficient
storage, display, and limted analysis of records containing
enterprise-specific Information El enents becone possible, even for
Col I ecting Processes that have not been specifically devel oped to
under stand t hem

Thi s docunent defines a general nechanismto encode the full set of
properties available for the definition of Information El ements
within the I PFI X Informati on Mbdel inline within an | PFlI X Message
streamusing | PFI X Options. This nmechanismmay be used to fully
define type information for Information El enents used within a
message stream w thout resorting to an external reference or
reliance on out-of-band configuration, thereby inproving the
interoperability of enterprise-specific Information El ements.

Note that the solution described in this docunment is not intended as
a replacenent for registration with | ANA of generally usefu
Information El ements. It introduces overhead and does not lead to
real interoperability as provided by standardi zati on. Therefore, we
hi ghly recomrend standardi zing all new generally useful Information
El ements by registering themw th | ANA.  Standardi zation is
straightforward, and the type infornmation that needs to be specified
in order to support the proposed sol ution provides a perfect basis
for the description required for standardi zing the Information

El enent .

It mght happen that an Information El enent previously described by
the nmechanismin this docunent |ater beconmes an | ANA-regi stered,
standard Information Elenment. |In such environnents, old and new
versions of the Information El enent can coexist. A translation
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between I nformation El enents expressed by the described solution and
standardi zed Information Elements is therefore not necessary and is
out of scope for this docunent.

1.1. | PFI X Docunents Overvi ew

"Specification of the IP Flow Information Export (IPFIX) Protocol for
the Exchange of IP Traffic Flow Information" [RFC5101] (informally,
the 1 PFI X Protocol docunent) and its associ ated docunents define the
I PFI X Protocol, which provides network engi neers and adninistrators
with access to IP traffic flow infornation.

"Architecture for IP Flow Information Export" [RFC5470] (the IPFIX
Architecture docunment) defines the architecture for the export of
measured IP flow information out of an I PFI X Exporting Process to an
I PFI X Col l ecting Process, and the basic term nology used to describe
the elenents of this architecture, per the requirenents defined in
"Requirements for IP Flow Information Export" [RFC3917]. The |IPFI X
Prot ocol docunent [RFC5101] then covers the details of the method for
transporting | PFl X Data Records and Tenpl ates via a congesti on-aware
transport protocol froman |IPFI X Exporting Process to an | PFI X

Col I ecting Process.

"I'nformati on Model for IP Flow Information Export" [RFC5102]
(informally, the IPFIX Information Mbdel docunment) describes the

I nformation El enents used by IPFI X including details on Information
El ement nam ng, nunbering, and data type encodi ng.

Thi s docunment references the Protocol and Architecture docunents for
term nol ogy and extends the I PFI X Information Model to provide new
Information El enents for the representation of Infornmation El enent
properties. It draws data type definitions and data type semantics
definitions fromthe Informati on Mddel; the encodi ngs of these data
types are defined in [ RFC5101].

2. Term nol ogy
Terms used in this document that are defined in the Term nol ogy
section of the I PFI X Protocol [RFC5101] document are to be
interpreted as defined there.
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

3.

Type I nformation Export

This section describes the nechani smused to encode | nformation

El ement type information within an | PFlI X Message stream This
mechani sm consi sts of an Options Tenplate Record used to define
Information El enent type records, and a set of Information El enents
required by these type records. W first specify the necessary
Information El enents, followed by the structure of the Options
Templ ate describing the type records.

Note that Information El ement type records require one Infornation

El ement, informationEl ementld, that is defined in the Packet Sanpling
(PSAMP) I nformation Model [RFC5477]. This Information El enment
supports references only to | ANA-defined Information El enents; the
privat eEnterpriseNunber Information El ement is required al ongside

i nformati onEl ementld to describe enterprise-specific Information

El ement s.

1. informationEl enent Dat aType

Descri pti on: A description of the abstract data type of an |IPFI X
informati on el enent. These are taken fromthe abstract data types
defined in Section 3.1 of the IPFIX Informati on Mbdel [RFC5102];
see that section for nore information on the types descri bed
below. This field may take the values defined in Table 1 bel ow
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S o +
| Value | Description |
R, T +
| O | octetArray |
| 1 | unsigned8 |
| 2 | unsignedl6 |
| 3 | unsigned32 |
| 4 | unsigned64 |
| 5 | signed8 |
| 6 | signedl6 |
| 7 | signed32 |
| 8 | signed64 |
| 9 | float32 |
| 10 | float64 |
| 11 | bool ean |
| 12 | macAddress |
| 13 | string |
| 14 | dateTi mneSeconds |
| 15 | dateTineMIIiseconds

| 16 | dateTi mreM croseconds

| 17 | dateTi reNanoseconds |
| 18 | i pv4Address |
| 19 | ipv6Address |
Fomm o - g +

Table 1: | E Data Type Val ues

These types are registered in the ANA | PFI X I nformati on El enent
Data Type subregistry. This subregistry is intended to assign
nunbers for type nanes, not to provide a mechani smfor adding data
types to the I PFI X Protocol, and as such requires a Standards
Action [RFC5226] to nodify.

Abstract Data Type: unsi gned8

El ement | d: 339

St at us: current

Ref er ence: Section 3.1 of the IPFIX Information Mddel [RFC5102]

3.2. informationEl ement Descri ption

Descri pti on: A UTF-8 [ RFC3629] encoded Uni code string containing a
human-r eadabl e description of an Information Element. The content
of the informationEl ement Description MAY be annotated with one or

nore | anguage tags [ RFC4646], encoded in-line [ RFC2482] within the
UTF-8 string, in order to specify the |language in which the
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description is witten. Description text in nultiple |anguages
MAY tag each section with its own | anguage tag; in this case, the
description information in each | anguage SHOULD have equi val ent
meaning. In the absence of any |l anguage tag, the "i-default"

[ RFC2277] | anguage SHOULD be assunmed. See the Security

Consi derations (Section 4) for notes on string handling for

I nformation El enent type records

Abstract Data Type: string

El ement | d: 340

St at us: current

3.3. informationEl enent Name

Descri pti on: A UTF-8 [ RFC3629] encoded Uni code string containing
the nane of an Information Elenment, intended as a sinple
identifier. See the Security Considerations (Section 4) for notes
on string handling for Information El enent type records.

Abstract Data Type: string

El enent | d: 341

St at us: current
3.4. informationEl enment RangeBegi n
Descri pti on: Contains the inclusive Iow end of the range of

acceptabl e values for an Infornation El enent.
Abstract Data Type: unsi gned64
Data Type Semanti cs: quantity
El ement | d: 342
St at us: current
3.5. informationEl enent RangeEnd

Descri pti on: Contains the inclusive high end of the range of
acceptabl e values for an Information El enent.
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Abstract Data Type: unsi gned64
Data Type Semanti cs: quantity

El enent | d: 343

St at us: current
3.6. informationEl enent Senantics
Descri pti on: A description of the semantics of an | PFI X I nfornmation

El ement. These are taken fromthe data type senmantics defined in
Section 3.2 of the IPFIX Informati on Mddel [RFC5102]; see that
section for nore information on the types described below This
field may take the values in Table 2 below. The special value
0x00 (default) is used to note that no semantics apply to the
field; it cannot be mani pulated by a Collecting Process or File
Reader that does not understand it a priori

| default |
| quantity |
| total Counter |
| deltaCounter |
| identifier |
| flags |

Tabl e 2: I E Semantics Val ues
These semantics are registered in the | ANA | PFI X I nformation
El ement Semantics subregistry. This subregistry is intended to
assi gn nunbers for semantics nanes, not to provide a nechanismfor
addi ng senantics to the IPFI X Protocol, and as such requires a
St andards Action [RFC5226] to nodify.
Abstract Data Type: unsi gned8
El ement | d: 344

St at us: current

Ref er ence: Section 3.2 of the IPFIX Informati on Mddel [RFC5102]
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3.7. informationEl enentUnits

Descri pti on: A description of the units of an | PFI X I nformation
El ement. These correspond to the units inplicitly defined in the
Information El ement definitions in Section 5 of the | PFIX
Information Model [RFC5102]; see that section for nore information
on the types described below. This field may take the values in
Tabl e 3 bel ow; the special value 0x00 (none) is used to note that
the field is unitless.

| none

| bits

| octets

| packets

| flows

| seconds

| mlliseconds
| m croseconds
| nanoseconds

| 4-octet words
| nessages

| hops

| entries

for |1 Pv4d header |ength
for reliability reporting
for TTL

for MPLS | abel stack

Table 3: IE Units Val ues

These types are registered in the I ANA | PFI X I nformati on El enent
Units subregistry; new types may be added on a First Cone First
Served [ RFC5226] basi s.

Abstract Data Type: unsi gned16

El ement | d: 345

St at us: current

Ref er ence: Section 5 of the IPFI X Infornmation Mddel [RFC5102]

3.8. privateEnterpriseNunber

Descri pti on: A private enterprise nunber, as assigned by | ANA

Wthin the context of an Information El ement Type record, this

el enment can be used along with the informationEl enmentld el enent to
scope properties to a specific Information Element. To export
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type informati on about an | ANA-assigned | nformation El enent, set
the privateEnterpri seNunmber to 0O, or do not export the
privateEnterpriseNunber in the type record. To export type

i nformati on about an enterprise-specific Information El enent,
export the enterprise nunber in privateEnterpriseNunber, and
export the Information El enent nunber with the Enterprise bit
cleared in informati onEl enentld. The Enterprise bit in the
associ ated informati onEl enentld Information El emrent MJST be

i gnored by the Collecting Process.

Abstract Data Type: unsi gned32
Data Type Semanti cs: identifier
El ement | d: 346
St at us: current

Ref er ence: Sections 3.2 and 3.4.1 of the IPFI X Protocol [RFC5101];
Section 8.2.3 of the PSAMP | nformation Mddel [RFC5477].

3.9. Information Elenment Type Options Tenpl ate

The Information El enent Type Options Tenpl ate attaches type
information to Information El enents used within Tenpl ate Records, as
scoped to an Cbservation Domain within a Transport Session. This
provi des a mechani smfor representing an | PFI X I nformation Mdel
inline within an | PFI X Message stream Data Records described by
this tenplate are referred to as Information El enent type records

In depl oyments in which interoperability across vendor

i mpl ementations of IPFIX is inmportant, an Exporting Process exporting
data using Tenpl ates containing enterprise-specific Information

El ements SHOULD export an Information El enent type record for each
enterprise-specific Information Elenent it exports. Collecting
Processes MAY use these type records to inprove handling of unknown
enterprise-specific Informati on El ements. Exporting Processes using
enterprise-specific Information El enents to inplement proprietary
features MAY onmit type records for those Information El ements.

I nformation El enent type records MJUST be handl ed by Coll ecting
Processes as scoped to the Transport Session in which they are sent;
this facility is not intended to provide a nethod for the pernanent
definition of Information El enents.

Simlarly, for security reasons, type information for a given

I nformation El enent MJUST NOT be redefined by Information El enent type
records, and a Collecting Process MJST NOT allow an Infornmation
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El ement type record to replace its own internal definition of an
Information Elenent. Information El ement type records SHOULD NOT be
duplicated in a given Cbservation Domain within a Transport Session
Once an Information El enent type record has been exported for a given
Information El enent within a given Transport Session, all subsequent
type records for that Information El enent MJST be identical
Information El enents for which a Collecting Process receives
conflicting semantic or type information MJST be ignored.

Note that while this tenplate MAY be used to export information about
any Information Elenent, including those registered with | ANA
Exporting Processes SHOULD NOT export any type records that could be
reasonably assuned to duplicate type information available at the

Col l ecting Process. This mechanismis not intended as a repl acenent
for Exporting and Coll ecting Processes keeping up to date with
changes to the 1 ANA registry; such an update nechanismis out of
scope for this docunent.

The tenpl ate SHOULD contain the Information El ements in Table 4,
bel ow, as defined in the PSAWMP I nfornmation Mddel [RFC5477] and in
thi s docunent, above.

The Informati on El enent
identifier of the Information

El ement described by this type
record. This Information El enent
MUST be defined as a Scope Field.
See the PSAMP | nformation Model

[ RFC5477] for a definition of
this field.

The Private Enterprise nunber of
the Informati on El enent descri bed
by this type record. This

I nformation El enent MJUST be
defined as a Scope Fi el d.

The storage type of the specified
I nformation El enent.

The semantic type of the
specified Informati on El enent.
The units of the specified
Information El enent. This

el ement SHOULD be omitted if the
Information Elenent is a unitless
quantity, or a not a quantity or
counter.

i nformati onEl ementld [ scope]

privat eEnt er pri seNurber
[ scope]

i nf or mat i onEl erent Dat aType
i nf or mat i onEl enent Semanti cs

informati onEl enentUnits
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i nf or mat i onEl ement RangeBegi n The | ow end of the range of |
acceptabl e values for the |
specified Information El ement. |
This el ement SHOULD be omitted if |
the beginning of the Information |
El ement’ s acceptable range is |
defined by its data type. |
i nf or mat i onEl enent RangeEnd The high end of the range of |
accept abl e val ues for the |
specified Information El ement. |
This el ement SHOULD be omitted if |
the end Information El enment’s |
acceptabl e range is defined by |
its data type. |
The nane of the specified |
I nformati on El enent. |
A human-r eadabl e descri pti on of |
the specified Information |
El ement. This el ement MAY be |
omtted in the interest of export |
efficiency. |

i nf or mat i onEl enent Nane

i nf ormati onEl erent Descri pti on

Table 4: I E Type Options
3.10. Data Type and Semantics Restrictions

Note that the informati onEl enent Semantics val ues defined in Section
3.2 of [RFC5102] are primarily intended to differentiate semantic
interpretation of nuneric values, and that not all conbinations of
the i nformati onEl enent Dat aType and i nf ormati onEl ement Semanti cs
Information El enents are valid; e.g., a counter cannot be encoded as
an | Pv4 address. The followi ng are acceptabl e val ues of

i nf ormati onEl emrent Senmant i cs:

0 Any value is valid for unsigned informationEl ement Dat aType val ues
("unsi gned8", "unsignedl6", "unsigned32", or "unsigned64").

0 Any value except "flags" is valid for signed
i nf ormati onEl erent Dat aType val ues ("signed8", "signedl6",
"si gned32", or "signhed64").

0 Any value except "identifier" or "flags" is valid for floating-
poi nt infornmationEl enent Dat aType val ues ("float32" or "float64").
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0 Only "default" is valid for all other informationEl erent Dat aType

val ues ("octetArray", "bool ean", "macAddress", "string",
"dat eTi meSeconds”, "dateTinmeMI|iseconds"”, "dateTi meM croseconds"”,
"dat eTi reNanoseconds", "ipv4Address", or "ipv6Address").

Information El enent type records containing invalid conbinations of
i nformati onEl ement Senanti cs and i nformati onEl enent Dat aType MJST NOT
be sent by Exporting Processes, and MJST be ignored by Collecting
Processes.

Future Standards Actions that nodify the Information El enent Data
Type subregistry or the Information El enent Semantics subregistry
shoul d contain a Data Type and Semantics Restrictions section such as
this one to define allowabl e conbi nati ons of type and semantics

i nformati on.

4. Security Considerations

The sane security considerations as for the | PFI X Protocol [RFC5101]
appl y.

In addition, attention nust be paid to the handling of Infornmation
El ement type records at the Collecting Process. Type information
precedence rul es defined above (a Collecting Process’ current

know edge overrides type records; types are not redefinable during a
session) are designed to ninimze the opportunity for an attacker to
mal i ci ously redefine the data nodel

Note that Information El ement type records nmay contain two strings
describing Information El enents: infornmationEl enent Nane and

i nformati onEl ement Description. |PFIX strings on the wire are | ength-
prefixed and UTF-8 [ RFC3629] encoded, nost often within an | PFI X

vari abl e-1ength Information El ement, which mtigates the risk of
unterm nated-string attacks against |PFI X Collecting Processes.
However, care should still be taken when handling strings within the
type system of the Collecting Process.

First, Collecting Processes should pay particular attention to buffer
si zes converting between | ength-prefixed and null-term nated strings.
Exporting Processes MJST NOT export, and Collecting Processes MJST

i gnore, any informationEl enment Nane or infornmationEl ement Descri ption
content that contains null characters (U+0000) in order to ensure
buffer and string | engths are consistent.

Al so, note that there is no limt to IPFIX string | ength beyond that
inherent in the protocol. The maximum I PFI X string length is 65512
octets (maxi mum nessage | ength (65535), m nus nessage header (16),
m nus set header (4), minus long variable length field (3)).

Boschi, et al. St andards Track [ Page 13]



RFC 5610 I PFI X Type I nformation July 2009

Speci fically, although the informationEl enent Name of all | ANA
Information Elenents at the time of this witing is | ess than about
40 octets, and the informati onEl enment Description is |ess than 4096
octets, either of these Information Elenents may contain strings up
to 65512 octets |ong.

5. | ANA Consi derati ons

Thi s docunent specifies several new | PFI X Information Elenments in the
I PFI X I nformation El enent registry as defined in Section 3 above.

| ANA has assigned the follow ng Informati on El enent nunbers for their
respective Information El ements as specified bel ow

o Information El ement Nunber 339 for the informationEl enent Dat aType
I nformation El enent

o Information El ement Nunmber 340 for the
i nf or mati onEl ement Descri ption I nformation El ement

o Information El ement Nunber 341 for the informati onEl ement Nanme
I nformati on El ement

o Information El ement Nunmber 342 for the
i nf or mati onEl ement RangeBegi n | nformati on El enment

o Information El ement Nunmber 343 for the informationEl enent RangeEnd
I nformation El enent

o Information El enent Nunber 344 for the infornationEl enent Semantics
I nformati on El ement

o Information El ement Nunber 345 for the informati onEl ementUnits
I nformati on El ement

o Information El enment Nunber 346 for the privateEnterpriseNunber
I nformati on El enent

| ANA has created an Information El ement Data Type subregistry for the
val ues defined for the informationEl enent Dat aType | nformation
Element. Entries nay be added to this subregistry subject to a

St andards Action [ RFC5226] .

| ANA has created an Information El ement Semantics subregistry for the
val ues defined for the informati onEl enent Semanti cs | nfornmation
Element. Entries nmay be added to this subregistry subject to a

St andards Action [ RFC5226].
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7.

7.

| ANA has created an Information El ement Units subregistry for the
val ues defined for the informationEl ementUnits I nformation El enment.
Entries may be added to this subregistry on an Expert Review

[ RFC5226] basi s.
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Appendi x A.  Exanpl es

The following exanple illustrates how the type information extension
mechani sm defined in this docunent may be used to describe the
semantics of enterprise-specific Information Elenents. The
Informati on El enents used in this exanple are as foll ows:

o initial TCPFl ags, an exanple private IE 14, 1 octet, the TCP fl ags
on the first TCP packet in the flow.

0 uni onTCPFl ags, an exanple private |E 15, 1 octet, the union of the
TCP flags on all packets after the first TCP packet in the flow

An Exporting Process exporting flows containing these Information
El ements might use a Tenplate like the foll ow ng:

1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Set ID=2 | Length = 52 |
B i s T T i i o S o T Ji I
| Tenplate I D = 256 | Field Count = 9 |
e L o i T e S th o i R S
| 0] flowstartSeconds 150 | Field Length = 4 |
i e L R e T S i e R e T i sk i o S N S T
| 0| sourcel Pv4Address 8 | Field Length = 4 |
B i s T T i i o S o T Ji I
| 0] destinationl Pv4Address 12 | Field Length = 4 |
e s o i T e i i S SR N SR
| 0] sourceTransport Port 7| Field Length = 2 |
i e L i e o S e b b i o I N S S
| 0| destinationTransportPort 11 | Field Length = 2 |
B i s T T i i o S o T Ji I
| 0] oct et Tot al Count 85 | Field Length = 4 |
e s o i T e i i S SR N SR
| 1] (initial TCPFl ags) 14 | Field Length = 1 |
i e o i e e e T i S SEI TR NN R SR SR S
Private Enterprise Nunber |
i T o T i e S S S i S e S
1] (uni onTCPFI ags) 15 | Field Length = 1 |
i S S s i i i S S S

Private Enterprise Nunber |
T o e i e S S e R e Tk o b NI S S
0| protocol ldentifier 4 | Field Length = 1 |
+-

I
+-
I
+-
I
+-
I
S i S S T S S S S s St S S SE S S S

Figure 1. Tenplate with Enterprise-Specific |Es
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However, a Collecting Process receiving Data Sets described by this
Templ ate can only treat the enterprise-specific Information El enents
as opaque octets; specifically, there is no hint to the collector
that they contain flag information. To use the type infornmation

ext ensi on nmechanismto address this problem the Exporting Process
woul d first export the Information Elenment Type Options Tenpl ate
described in Section 3.9 above:

1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Set ID=3 | Length = 26 |
i e e R i s o i e e b i Sl S R S T
| Templ ate I D = 257 | Field Count = 4 |
B i s T T i i o S o T Ji I

| Scope Field Count = 2 | 0] priv.EnterpriseNunber 346
e L o i T e il ti S S SN S
| Field Length = 4 | 0] informationEl ementld 303
i e e R e T S S ks ok i NI TR R R T
| Field Length = 2 | O] inf.El.DataType 339
B i s T T i i o S o T Ji I
| Field Length = 1 | 0] inf.El.Semantics 344
e L i i T e i s wih it NI N SR S
| Field Length = 1 | 0] inf.El.Name 341
i e e R e T S S ks ok i NI TR R R T
| Field Length = 65536 |

B il s S S S S I S i

Figure 2: Exanple Information El enent Type Options Tenpl ate
Then, the Exporting Process would export two records described by the

Exanpl e I nformati on El enent Type Options Tenplate to describe the
enterprise-specific Information El enents:
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1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Set I D = 257 | Length = 50 |
e L o i e e th o i R S
| Private Enterprise Nunber |
i e e R e s o e e e ik i ol S R S T
| X| IE 14 | 0x01 unsi gned8 | 0x05 fl ags |
B i s T T i i o S o T Ji I
15 length | |
e e e ek |
"initial TCPFl ags" |

I

.

I

I+- i T o T T i T A S S S T
| Private Enterprise Nunber |
B T S i T s i i e e SEI S
| X| I E 15 | 0x01 unsi gned8 | 0x05 fl ags |
I i I S R e I S ki U SR SR
| 13 length | |
R N R i R Rt i "uni onTCPFI ags” |
| i It S i R i SIE TR TR e
I+_ I

T Su S I S SH g S

Figure 3: Type Record Exanple
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