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Abstract

Thi s docunent defines the conceptual state nachines for the Protocol
for Carrying Authentication for Network Access (PANA). The state
machi nes consi st of the PANA Cient (PaC) state machi ne and the PANA
Aut henti cati on Agent (PAA) state machine. The two state machines
show how PANA can interface with the Extensible Authentication
Protocol (EAP) state machines. The state machi nes and associ at ed
nodel s are informative only. |Inplenentations may achi eve the sane
results using different nethods.

Status of This Meno

This meno provides information for the Internet comunity. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

I nt roducti on

Thi s docunent defines the state machines for the Protocol for
Carrying Authentication for Network Access (PANA) [RFC5191]. There
are state nmachines for the PANA dient (PaC) and for the PANA

Aut henti cation Agent (PAA). Each state machine is specified through
a set of variables, procedures, and a state transition table. The
state machi nes and associ ated nodel s described in this docunent are
informative only. |Inplenentations may achieve sinmilar results using
di fferent nodels and/or nethods.

A PANA protocol execution consists of several exchanges to carry

aut hentication information. Specifically, EAP PDUs are transported
i nsi de PANA PDUs between PaC and PAA; that is, PANA represents a

| ower |ayer for EAP. Thus, a PANA state nachi ne bases its execution
on an EAP state machi ne execution and vice versa. Thus, this
docunent al so shows for each of PaC and PAA an interface between an
EAP state nmachi ne and a PANA state machine and how this interface
all ows to exchange information between them Thanks to this
interface, a PANA state nachine can be informed about several events
generated in an EAP state machine and nmake its execution conditiona
to its events.

The details of EAP state machines are out of the scope of this
docunent. Additional information can be found in [ RFC4137].
Nevert hel ess, PANA state machi nes presented here have been
coordinated with state machi nes shown by [ RFC4137].

Thi s docunent, apart from defining PaC and PAA state nachi nes and
their interfaces to EAP state machines (running on top of PANA)

provi des some inpl enmentation considerations, taking into account that
it is not a specification but an inplenentation guideline.

Ter mi nol ogy
Thi s docunent reuses the term nology used in [ RFC5191].
Interface between PANA and EAP

PANA carries EAP nessages exchanged between an EAP peer and an EAP
authenticator (see Figure 1). Thus, a PANA state nmachine interacts
with an EAP state machi ne.

Two state nmachines are defined in this docunent: the PaC state
machi ne (see Section 7) and the PAA state machine (see Section 8).
The definition of each state nachine consists of a set of variables,
procedures, and a state transition table. A subset of these

vari abl es and procedures defines the interface between a PANA state
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machi ne and an EAP state nmachine, and the state transition table
defines the PANA state machi ne behavi or based on results obtai ned
t hrough t hem

On the one hand, the PaC state nmachine interacts with an EAP peer
state machine in order to carry out the PANA protocol on the PaC
side. On the other hand, the PAA state machine interacts with an EAP
aut henticator state machine to run the PANA protocol on the PAA side.

Peer | EAP Aut h
EAP S [------------ > EAP
AN | | AN
| | | EAP-Message | | FEAP-Message
EAP- Message | | EAP- Message | | |
| v | PANA | v
PaC N [------------ >  PAA

Figure 1: Interface between PANA and EAP

Thus, two interfaces are needed between PANA state machi nes and EAP
state machi nes, nanely:

o Interface between the PaC state nachi ne and the EAP peer state
machi ne

o Interface between the PAA state machi ne and the EAP aut henti cator
state machi ne

In general, the PaC and PAA state nachi nes present EAP nessages to
the EAP peer and authenticator state nmachines through the interface,
respectively. The EAP peer and authenticator state machi nes process
these nessages and send EAP nessages through the PaC and PAA state
machi nes that are responsible for actually transmtting this nessage,
respectively.

For exanple, [RFC4137] specifies four interfaces to |ower layers: (i)
an interface between the EAP peer state nachine and a | ower |ayer,
(ii) an interface between the EAP standal one authenticator state
machine and a lower layer, (iii) an interface between the EAP ful

aut henticator state machine and a |lower layer, and (iv) an interface
bet ween the EAP backend authenticator state machine and a | ower

layer. In this docunent, the PANA protocol is the |ower |ayer of EAP
and only the first three interfaces are of interest to PANA. The
second and third interfaces are the sane. In this regard, the EAP

st andal one aut henticator or the EAP full authenticator and its state

machine in [RFC4137] are referred to as the EAP authenticator and the
EAP aut henticator state machi ne, respectively, in this docunent. |If

an EAP peer and an EAP authenticator follow the state nachines
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defined in [ RFC4137], the interfaces between PANA and EAP coul d be
based on that document. Detailed definition of interfaces between
PANA and EAP are described in the subsequent sections.

4. Docurent Authority

Thi s docunent is intended to conply with the technical contents of
any of the related documents ([ RFC5191] and [RFC4137]). Wen there
is a discrepancy, the related docunments are considered authoritative
and t hey take precedence over this docunent.

5. Notations

The following state transition tables are conpl eted nostly based on
the conventions specified in [ RFC4137]. The conplete text is
descri bed bel ow.

State transition tables are used to represent the operation of the
protocol by a number of cooperating state machines each conprising a
group of connected, nmutually exclusive states. Only one state of
each machine can be active at any given tine.

Al permissible transitions froma given state to other states and
associ ated actions perforned when the transitions occur are
represented by using triplets of (exit condition, exit action, exit
state). All conditions are expressions that evaluate to TRUE or
FALSE; if a condition evaluates to TRUE, then the condition is net.

A state "ANY" is a wildcard state that matches any state in each
state nmachi ne except those explicitly enunmerated as exception states.
The exit conditions of a wildcard state are evaluated after all other
exit conditions specific to the current state are net.

On exit froma state, the exit actions defined for the state and the
exit condition are executed exactly once, in the order that they
appear. (Note that the procedures defined in [ RFC4137] are executed
on entry to a state, which is one major difference fromthis
docunent.) Each exit action is deened to be atonmic; i.e., execution
of an exit action conpletes before the next sequential exit action
starts to execute. No exit action executes outside of a state bl ock
The exit actions in only one state bl ock execute at a tine even if
the conditions for execution of state blocks in different state

machi nes are satisfied. Al exit actions in an executing state bl ock
conpl ete execution before the transition to and execution of any
other state blocks. The execution of any state bl ock appears to be
atomic with respect to the execution of any other state bl ock, and
the transition condition to that state fromthe previous state is
TRUE when execution conmences. The order of execution of state

bl ocks in different state machines is undefined except as constrained
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by their transition conditions. A variable that is set to a
particular value in a state block retains this value until a
subsequent state bl ock executes an exit action that nodifies the
val ue.

On completion of the transition fromthe previous state to the
current state, all exit conditions occurring during the current state
(including exit conditions defined for the wildcard state) are

eval uated until an exit condition for that state is net.

Any event variable is set to TRUE when the correspondi ng event occurs
and set to FALSE inmediately after conpletion of the action
associ ated with the current state and the event.

The interpretation of the special symbols and operators used is
defined in [ RFC4137].

6. Common Rul es
There are follow ng procedures, variables, nessage initializing
rules, and state transitions that are common to both the PaC and PAA
st at e machi nes
Thr oughout this docunment, the character string "PANA MESSAGE NAME'
mat ches any one of the abbreviated PANA nessage nanes, i.e., "PCl",
"PAR', "PAN', "PTR', "PTA", "PNR', "PNA".

6.1. Common Procedures
voi d None()

A null procedure, i.e., nothing is done.

voi d Di sconnect ()

A procedure to delete the PANA session as well as the
correspondi ng EAP session and authorization state.

bool ean Aut hori ze()

A procedure to create or nodify authorization state. It returns
TRUE if authorization is successful. Oherwise, it returns FALSE
It is assuned that Authorize() procedure of PaC state machine

al ways returns TRUE. In the case that a non-key-generating EAP
met hod is used but a PANA SA is required after successfu

aut hentication (generate _pana _sa() returns TRUE), Authorize()
procedure nust return FALSE
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voi d Tx: PANA MESSAGE NAME[ f I ag] ( AVPS)

A procedure to send a PANA nmessage to its peering PANA entity.

The "flag" argunment contains one or nore flags (e.g., Tx:PAR(])
to be set to the nmessage, except for 'R (Request) flag. The
"AVPs" contains a list of names of optional AVPs to be inserted in
the message, except for AUTH AVP.

Thi s procedure includes the foll ow ng action before actual
transm ssi on:

if (flag==9)

PANA MESSAGE_NAME. S_f | ag=Set ;
if (flag==C)

PANA MESSAGE_NAME. C f | ag=Set ;
if (flag==A)

PANA MESSAGE_NAME. A fl ag=Set ;
if (flag==P)

PANA_MESSAGE_NAME. P_f | ag=Set ;
PANA MESSAGE NAME. i nsert _avp( AVPs) ;
if (key_avail able())
PANA_MESSAGE_NANE. i nsert _avp("AUTH");

voi d TXEAP()

A procedure to send an EAP nessage to the EAP state machine to
which it interfaces.

void RtExTinmerStart()

A procedure to start the retransnission tiner, reset RTX COUNTER
variable to zero, and set an appropriate value to RTX_MAX NUM
variable. Note that RTX MAX NUMis assuned to be set to the sane
default value for all nessages. However, inplenentations may al so
reset RTX MMAX NUMin this procedure and its value may vary

dependi ng on the nessage that was sent.

void Rt xTi mer St op()
A procedure to stop the retransm ssion tiner.
voi d Sessi onTi ner ReSt art ( TI MEOUT)
A procedure to (re)start the PANA session timer. TIMEQUT

specifies the expiration tine associated with the session tinmer.
Expiration of TIMEQUT will trigger a SESS Tl MEQUT event.
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voi d Sessi onTi mer St op()

A procedure to stop the current PANA session tiner.

void Retransmit()

A procedure to retransnmit a PANA nmessage and increnent RTX_COUNTER
by one(1).

voi d EAP_Restart()

A procedure to (re)start an EAP conversation resulting in the re-
initialization of an existing EAP session.

voi d PANA MESSAGE_NAME. i nsert _avp("AVP_NAMEL", "AVP_NAME2",...)

A procedure to insert AVPs for each specified AVP nanme in the |ist
of AVP nanes in the PANA nessage. Wen an AVP name ends with "*",
zero, one, or nore AVPs are inserted; otherw se, one AVP is

i nserted.

bool ean PANA MESSAGE NAME. exi st _avp(" AVP_NAME")

A procedure that checks whether an AVP of the specified AVP name
exists in the specified PANA nmessage and returns TRUE i f the
specified AVP is found, otherw se returns FALSE

bool ean generate_pana_sa()

A procedure to check whet her the EAP net hod bei ng used generates
keys and that a PANA SA will be established on successful

aut hentication. For the PaC, the procedure is also used to check
and match the PRF and Integrity algorithm AVPs advertised by the
PAA in PAR[ S] nessage. For the PAA, it is used to indicate
whether a PRF and Integrity algorithmAVPs will be sent in the
PAR[S]. This procedure will return TRUE if a PANA SA will be
generated. Oherwise, it returns FALSE

bool ean key_avail abl e()

A procedure to check whet her the PANA session has a PANA AUTH KEY.
If the state nachine already has a PANA AUTH KEY, it returns TRUE.
If the state nachi ne does not have a PANA AUTH KEY, it tries to
retrieve a Master Session Key (MSK) fromthe EAP entity. [If an
MSK is retrieved, it conputes a PANA AUTH KEY from the MSK and
returns TRUEE O herwise, it returns FALSE.
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6.2. Common Vari abl es
PAR. RESULT_CODE
This variable contains the Result-Code AVP val ue in the PANA- Aut h-
Request nessage in process. Wen this variable carries
PANA SUCCESS, it is assumed that the PAR nessage al ways contains
an EAP- Payl oad AVP that carries an EAP- Success message.
NONCE_SENT

This variable is set to TRUE to indicate that a Nonce- AVP has
al ready been sent. Oherwise, it is set to FALSE

RTX_COUNTER

This variable contains the current nunber of retransm ssions of
t he out st andi ng PANA nessage.

Rx: PANA MESSAGE_NAME[ f | ag]
This event variable is set to TRUE when the specified PANA nessage
is received fromits peering PANA entity. The "flag" contains a
flag (e.g., RXx:PAR C]), except for 'R (Request) flag.

RTX_TI MEQUT

This event variable is set to TRUE when the retransm ssion tiner
is expired.

REAUTH
This event variable is set to TRUE when an initiation of re-
aut hentication phase is triggered. This event variable can only
be set while in the OPEN state.

TERM NATE
This event variable is set to TRUE when initiation of PANA session
termnation is triggered. This event variable can only be set
while in the OPEN state.

PANA PI NG
This event variable is set to TRUE when initiation of |iveness

test based on PANA-Notification exchange is triggered. This event
variable can only be set while in the OPEN state.
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SESS_TI MEQUT

This event is variable is set to TRUE when the session timer has
expired.

LI FETI ME_SESS_TI MEQUT

Confi gurabl e val ue used by the PaC and PAA to cl ose or disconnect
an established session in the access phase. This variable

i ndicates the expiration of the session and is set to the val ue of
Session-Lifetime AVP if present in the | ast PANA- Aut h- Request
message in the case of the PaC. (Oherwise, it is assuned that the
value is infinite and therefore has no expiration. Expiration of
LI FETI ME_SESS TI MEQUT wi || cause the event variable SESS Tl MEQUT
to be set.

ANY

6. 3.

This event variable is set to TRUE when any event occurs.

Confi gur abl e Val ues

RTX_MAX_NUM

6. 4.

Confi gurabl e maxi nrum for how many retransni ssions should be
attenpted before aborting.

Conmon Message Initialization Rules

When a nessage is prepared for sending, it is initialized as follows:

0

6. 5.

For a request message, R-flag of the header is set. Oherw se,
R-flag is not set.

O her nessage header flags are not set. They are set explicitly
by specific state machi ne actions.

AVPs that are mandatory to be included in a nmessage are inserted
with appropriate val ues set.

Common Retransm ssi on Rul es

The state nachines defined in this document assune that the PaC and
the PAA cache the last transmitted answer nessage. This schene is
described in Section 5.2 of [RFC5191]. When the PaC or PAA receives
a retransmtted or duplicate request, it would be able to resend the
correspondi ng answer without any aid fromthe EAP | ayer. However, to
sinplify the state machi ne description, this caching schenme is
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omitted in the state machines below. In the case that there is not a
correspondi ng answer to a retransnmitted request, the request will be
handl ed by the correspondi ng state machine.

6.6. Common State Transitions

The followi ng transitions can occur at any state with exenptions
explicitly noted.

State: ANY

Exit Condition Exit Action Exit State
________________________ o
- - - - - - - - - - - - - (Re-transmssions)- - - - - - - - - -
RTX_TI MEQUT && Retransmt(); (no change)
RTX_ COUNTER<

RTX_MAX_NUM

- - - - - - - (Reach maxi mum nunber of transm ssions)- - - - - -
(RTX_TI MEQUT && Di sconnect () ; CLCSED
RTX_COUNTER>=

RTX_MAX_NUM | |

SESS_TI MEQUT

State: ANY except |IN TIAL

Exit Condition Exit Action Exit State
________________________ e
- - - - - - - - - - (liveness test initiated by peer)- - - - - -
Rx: PNR[ P] Tx: PNA[ P] () ; (no change)

State: ANY except WAI T_PNA PI NG

Exit Condition Exit Action Exit State
........................ o
- - - - - - - - - - - - (liveness test response) - - - - - - - -
Rx: PNA[ P] None() ; (no change)

The followi ng transitions can occur on any exit condition within the
specified state.
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State: CLOSED

Exit Condition Exit Action Exit State
________________________ e
- - - - - - - -(Catch all event on closed state) - - - - - - - -

ANY None() ; CLOSED

7. PaC State Machine
7.1. Interface between PaC and EAP Peer

This interface defines the interactions between a PaC and an EAP
peer. The interface serves as a nechanismto deliver EAP nessages
for the EAP peer. It allows the EAP peer to receive EAP requests and
send EAP responses via the PaC. It also provides a nmechanismto
notify the EAP peer of PaC events and a mechanismto receive
notification of EAP peer events. The EAP nessage delivery nechani sm
as well as the event notification mechanismin this interface have
direct correlation with the PaC state transition table entries.

These nessage delivery and event notifications nmechani snms occur only
within the context of their associated states or exit actions.

7.1.1. Delivering EAP Messages from PaC to EAP Peer

TXEAP() procedure in the PaC state nachi ne serves as the nechanismto
del i ver EAP nessages contai ned i n PANA- Aut h- Request nessages to the
EAP peer. This procedure is enabled only after an EAP restart event
is notified to the EAP peer and before any event resulting in a

term nation of the EAP peer session. |In the case where the EAP peer
foll ows the EAP peer state machine defined in [RFC4137], TxEAP()
procedure sets eapReq variable of the EAP peer state machine and puts
the EAP request in eapReqData variable of the EAP peer state machine.

7.1.2. Delivering EAP Messages from EAP Peer to PaC

An EAP nessage is delivered fromthe EAP peer to the PaC via
EAP_RESPONSE event variable. The event variable is set when the EAP
peer passes the EAP nessage to its lower layer. In the case where
the EAP peer follows the EAP peer state machine defined in [ RFC4137],
EAP_RESPONSE event variable refers to eapResp variable of the EAP
peer state machine and the EAP nessage is contained in eapRespData
vari abl e of the EAP peer state machi ne.
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7.1. 3. EAP Restart Notification from PaC to EAP Peer

The EAP peer state nachine defined in [RFC4137] has an initialization
procedure before receiving an EAP nessage. To initialize the EAP
state machine, the PaC state machi ne defines an event notification
mechanismto send an EAP (re)start event to the EAP peer. The event
notification is done via EAP_Restart() procedure in the
initialization action of the PaC state machine.

7.1.4. EAP Authentication Result Notification from EAP Peer to PaC

In order for the EAP peer to notify the PaC of an EAP authentication
result, EAP_SUCCESS and EAP_FAI LURE event variables are defined. In
the case where the EAP peer follows the EAP peer state machine
defined in [ RFC4137], EAP_SUCCESS and EAP_FAI LURE event vari abl es
refer to eapSuccess and eapFail variables of the EAP peer state

machi ne, respectively. |In this case, if EAP_SUCCESS event variabl e
is set to TRUE and an MBK i s generated by the EAP authentication

met hod in use, eapKeyAvailable variable is set to TRUE and eapKeyDat a
vari abl e contains the MSK. Note that EAP_SUCCESS and EAP_FAI LURE
event variables may be set to TRUE even before the PaC receives a PAR
with a 'Conplete’ flag set fromthe PAA

7.1.5. Aternate Failure Notification from PaC to EAP Peer

alt _reject() procedure in the PaC state machi ne serves as the
mechanismto deliver an authentication failure event to the EAP peer
wi t hout acconpanyi ng an EAP nessage. |n the case where the EAP peer
follows the EAP peer state nmachine defined in [RFC4137], alt _reject()
procedure sets altReject variable of the EAP peer state machi ne.

Note that the EAP peer state machine in [RFC4137] al so defines

al t Accept variable; however, it is never used in PANA in which EAP-
Success messages are reliably delivered by the | ast PANA- Auth
exchange.

7.2. Configurable Val ues
FAI LED_SESS TI MEQUT
This is a configurable value that allows the PaC to determ ne

whet her a PaC aut henticati on and authorizati on phase has stalled
wi t hout an explicit EAP success or failure notification.
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7.3. Variabl es
AUTH _USER

This event variable is set to TRUE when initiation of EAP-based
(re-)authentication is triggered by the application

EAP_SUCCESS

This event variable is set to TRUE when the EAP peer determ nes
that an EAP conversation conpletes with success

EAP_FAI LURE

This event variable is set to TRUE when the EAP peer determ nes
that an EAP conversation conpletes with failure

EAP_RESPONSE

This event variable is set to TRUE when the EAP peer delivers an
EAP nessage to the PaC. This event acconpani es an EAP nessage
received fromthe EAP peer

EAP_RESP_TI MEOUT

This event variable is set to TRUE when the PaC that has passed an
EAP nmessage to the EAP | ayer does not receive a subsequent EAP
message fromthe EAP layer in a given period. This provides a
time limt for certain EAP nmet hods where user interaction nmay be
required.

EAP_DI SCARD

This event variable is set to TRUE when the EAP peer indicates
that it has silently discarded the |ast recei ved EAP- Request.
Thi s event does not acconpany any EAP nessage. In the case where
the EAP peer follows the EAP peer state nmachi ne defined in

[ RFC4137], this event variable refers to eapNoResp. Note that
this specification does not support silently discardi ng EAP
messages. They are treated as fatal errors instead. This may
have an inpact on deni al - of -servi ce resistance
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7.4. Procedures
bool ean eap_pi ggyback()

This procedure returns TRUE to indicate whether the next EAP
response will be carried in the pendi ng PAN message for
optim zation.

void alt_reject()

This procedure infornms the EAP peer of an authentication failure
event without acconpanyi ng an EAP nessage.

voi d EAP_RespTi mer Start ()

This is a procedure to start a timer to receive an EAP-Response
fromthe EAP peer.

voi d EAP_RespTi nmer St op()

This is a procedure to stop a tiner to receive an EAP-Response
fromthe EAP peer.

7.5. PaC State Transition Tabl e

State: INITIAL (Initial State)

Initialization Action:

NONCE_SENT=Unset ;
RTX_COUNTER=0;
Rt xTi mer St op() ;

Exit Condition Exit Action Exit State
........................ e
- - - - - - - - - - (PaCGinitiated Handshake) - - - - - - - - -
AUTH USER T™xX:PCI[]1(); I NI TI AL

Rt xTinmerStart();
Sessi onTi mer ReSt ar t
(FAI LED_SESS TI MEQUT) ;

Faj ardo, et al. I nf or mat i onal [ Page 15]



RFC 5609 PANA St at e Machi nes August 2009

- - - - - - -(PAA-initiated Handshake, not optimzed) - - - - -
Rx: PAR[ S| && EAP_Restart(); VAI T_PAA

I PAR. exi st _avp Sessi onTi ner ReSt ar t
(" EAP- Payl oad") (FAI LED_SESS_TI MEQUT) ;

if (generate_pana sa())
Tx: PAN[ S] (" PRF- Al gorit hm',
"Integrity-A gorithm');
el se
Tx: PAN S] () ;

- - - - - - - -(PA-initiated Handshake, optimzed) - - - - - -
Rx: PAR[ S] && EAP_Restart(); I NI TI AL

PAR. exi st _avp TXEAP() ;

(" EAP- Payl oad") && Sessi onTi ner ReSt ar t

eap_pi ggyback() (FAlI LED_SESS TI MEQUT) ;

Rx: PAR[ S] && EAP_Restart(); WAl T_EAP_MSG
PAR. exi st _avp TXEAP() ;

(" EAP- Payl oad") && Sessi onTi ner ReSt ar t

I eap_pi ggyback() (FAI LED_SESS_TI MEQUT) ;

if (generate_pana sa())
Tx: PAN S] (" PRF- Al gorithnt,
"Integrity-A gorithm');
el se
Tx: PAN S] () ;

EAP_RESPONSE if (generate_pana sa()) WAl T_PAA
Tx: PAN S] (" EAP- Payl oad",
"PRF- Al gorithn,
"Integrity-A gorithm');
el se
Tx: PAN[ S] (" EAP- Payl oad") ;
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State: WAI T_PAA

Exit Condition Exit Action Exit State

________________________ e
- - - - - - - - - - - - - - -(PARPAN exchange) - - - - - - - -

Rx: PAR[] && Rt xTi mer St op() ; VWAl T_EAP_MSG
I eap_pi ggyback() TXEAP() ;

EAP_RespTinerStart();

i f (NONCE_SENT==Unset) {
NONCE_SENT=Set ;
Tx: PAN[] (" Nonce");

el se
Tx: PAN[ ] ();

Rx: PAR[] && Rt xTi mer St op() ; WAl T_EAP_MSG

eap_pi ggyback() TXEAP() ;
EAP_RespTinerStart();

Rx: PAN[ ] Rt xTi mer St op() ; WAl T_PAA

- - - - - - - - - - - - - - -(PANATESUlIt) - - - - - - - - - -
Rx: PAR[ O] && TXEAP() ; WAl T_EAP_RESULT

PAR. RESULT CODE==
PANA SUCCESS
Rx: PAR[ C] && i f (PAR exist_avp WAI T_EAP_RESULT _
PAR. RESULT CODE! = (" EAP- Payl oad")) CLCSE
PANA SUCCESS TXEAP() ;
el se

alt reject();
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State: WA T_EAP_MSG

Exit Condition Exit Action Exit State
________________________ e
- - - - - - - - - - (Return PANPAR fromEAP) - - - - - - - - -
EAP_RESPONSE && EAP_RespTi ner St op() VWAI T_PAA
eap_pi ggyback() i f (NONCE_SENT==Unset) {
Tx: PAN[ ] (" EAP- Payl oad",
"Nonce");
NONCE_SENT=Set ;
}
el se
Tx: PAN[ ] (" EAP- Payl oad") ;
EAP_RESPONSE && EAP_RespTi ner St op() WAl T_PAA
I eap_pi ggyback() Tx: PAR[ ] (" EAP- Payl oad") ;
Rt xTinmerStart();
EAP_RESP_TI MEQUT && Tx: PAN[](); VAI T_PAA
eap_pi ggyback()
EAP_DI SCARD && Tx: PAN[]1(); CLOSED
eap_pi ggyback() Sessi onTi mer St op() ;
Di sconnect () ;
EAP_FAI LURE | | Sessi onTi mer St op() ; CLGSED
( EAP_DI SCARD && Di sconnect () ;

I eap_pi ggyback())

State: WAIT_EAP_RESULT

Exit Condition Exit Action Exit State
........................ e
- - - - - - - - - - - - - (EAPResult) - - - - - - - - - - - - -
EAP_SUCCESS i f (PAR exist_avp OPEN
("Key-1d"))
Tx: PAN[ C] (" Key-1d");
el se

Tx: PAN C] () ;
Aut hori ze();
Sessi onTi mer ReSt ar t
(LI FETI ME_SESS Tl MEQUT) ;
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EAP_FAI LURE Tx: PAN[C] (); CLOSED
Sessi onTi mer St op() ;
Di sconnect () ;

State: WAl T_EAP_RESULT_CLCSE

Exit Condition Exit Action Exit State
________________________ 0
- - - - - - - - - - - - - (EAPResult) - - - - - - - - - - - - -
EAP_SUCCESS | | i f (EAP_SUCCESS && CLCSED
EAP_FAI LURE PAR. exi st _avp("Key-1d"))
Tx: PAN[ C] (" Key-1d");
el se

TxX: PAN C] ();
Sessi onTi mer St op() ;
Di sconnect ();

State: OPEN

Exit Condition Exit Action Exit State

________________________ e

- - - - - - - - - - (liveness test initiated by PaC- - - - - -

PANA_PI NG Tx: PNR[ P] () ; VWAI T_PNA_PI NG
RtxTinmerStart();

- - - - - - - - - (re-authentication initiated by PaC- - - - - -

REAUTH NONCE_SENT=Unset ; WAI T_PNA_ REAUTH

TX: PNR[ A] () ;
Rt xTinmerStart();
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- - - - - - - - - (re-authentication initiated by PAA)- - - - - -
Rx: PAR[ ] EAP_RespTinerStart(); VWAl T_EAP_MSG
TXEAP() ;
if (!eap_piggyback())
Tx: PAN ] (" Nonce") ;
el se
NONCE_SENT=Unset ;
Sessi onTi ner ReSt ar t
(FAI LED_SESS_TI MEQUT) ;
- - - - - - - -(Session termnation initiated by PAA) - - - - - -
Rx: PTR[ ] Tx: PTA[](); CLOSED
Sessi onTi mer St op() ;
Di sconnect ();
- - - - - - - -(Session termnation initiated by PaC) - - - - - -
TERM NATE Tx: PTRI](); SESS_TERM
RtxTinmerStart();
Sessi onTi mer St op() ;

State: WA T_PNA REAUTH

Exit Condition Exit Action Exit State

________________________ e
- - - - - - - - -(re-authentication initiated by PaC) - - - - -
Rx: PNA[ A] Rt xTi mer St op() ; WAl T_PAA

Sessi onTi ner ReSt ar t
(FAI LED_SESS TI MEQUT) ;
- - - - - - - -(Session termnation initiated by PAA) - - - - - -
Rx: PTR[ ] Rt xTi mer St op() ; CLCSED
™x: PTA[] () ;
Sessi onTi mer St op() ;
Di sconnect () ;

State: WAI T_PNA PI NG

Exit Condition Exit Action Exit State
________________________ e
- - - - - - - - -(liveness test initiated by PaCQ - - - - - - -
Rx: PNA[ P]

Rt xTi mer St op() ; OPEN
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- - - - - - - - - (re-authentication initiated by PAA)- - - - -
Rx: PAR[ ] Rt xTi mer St op() ; VWAl T_EAP_MSG
EAP_RespTinerStart();
TXEAP() ;
if (!eap_piggyback())
Tx: PAN[] (" Nonce");
el se
NONCE_SENT=Unset ;
Sessi onTi ner ReSt ar t
(FAI LED_SESS_TI MEQUT) ;

- - - - - - - -(Session termnation initiated by PAA) - - - - - -
Rx: PTR[ ] Rt xTi mer St op() ; CLOSED

Tx: PTA[] () ;

Sessi onTi mer St op() ;

Di sconnect () ;

State: SESS TERM

Exit Condition Exit Action Exit State

________________________ e
- - - - - - - -(Session termnation initiated by PaC) - - - - -
Rx: PTA[ ] Di sconnect () ; CLOSED

8. PAA State Machine
8.1. Interface between PAA and EAP Aut henti cator

The interface between a PAA and an EAP aut henticator provides a
mechani smto deliver EAP nessages for the EAP authenticator as well
as a nechanismto notify the EAP authenticator of PAA events and to
receive notification of EAP authenticator events. These nessage
delivery and event notification mechanisnms occur only wi thin context
of their associated states or exit actions.

8.1.1. EAP Restart Notification from PAA to EAP Aut henti cat or

An EAP aut henticator state nmachine defined in [ RFC4137] has an
initialization procedure before sending the first EAP request. To
initialize the EAP state nachine, the PAA state machi ne defines an
event notification nechanismto send an EAP (re)start event to the
EAP authenticator. The event notification is done via EAP_Restart ()
procedure in the initialization action of the PAA state machi ne.
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8.1.2. Delivering EAP Responses from PAA to EAP Aut henti cator

TXEAP() procedure in the PAA state nmachi ne serves as the mechanismto
del i ver EAP- Responses contai ned i n PANA- Aut h- Answer nessages to the
EAP authenticator. This procedure is enabled only after an EAP
restart event is notified to the EAP authenticator and before any
event resulting in a termnation of the EAP authenticator session

In the case where the EAP authenticator follows the EAP authenti cator
state machi nes defined in [RFC4137], TxXEAP() procedure sets eapResp
vari abl e of the EAP authenticator state machine and puts the EAP
response in eapRespData variable of the EAP authenticator state

machi ne.

8.1.3. Delivering EAP Messages from EAP Aut henticator to PAA

An EAP request is delivered fromthe EAP authenticator to the PAA via
EAP_REQUEST event variable. The event variable is set when the EAP
aut henti cator passes the EAP request to its lower layer. In the case
where the EAP authenticator follows the EAP authenticator state

machi nes defined in [ RFC4137], EAP_REQUEST event variable refers to
eapReq vari able of the EAP authenticator state machine and the EAP
request is contained in eapRegData variabl e of the EAP authenticator
state nmachine

8.1.4. EAP Authentication Result Notification from EAP Authenticator to
PAA

In order for the EAP authenticator to notify the PAA of the EAP

aut hentication result, EAP_SUCCESS, EAP_FAILURE, and EAP_TI MEQUT
event variables are defined. In the case where the EAP authenti cator
foll ows the EAP aut henticator state machi nes defined in [ RFC4137],
EAP_SUCCESS, EAP_FAI LURE, and EAP_TI MEQUT event variables refer to
eapSuccess, eapFail, and eapTi neout variables of the EAP

aut henticator state machine, respectively. 1In this case, if
EAP_SUCCESS event variable is set to TRUE, an EAP-Success nessage is
contai ned in eapReqData variable of the EAP authenticator state

machi ne, and additionally, eapKeyAvailable variable is set to TRUE
and eapKeyData variable contains an MSK if the MSK is generated as a
result of successful authentication by the EAP authentication nethod
inuse. Simlarly, if EAP_FAILURE event variable is set to TRUE, an
EAP- Fai |l ure nmessage is contained in eapReqData vari abl e of the EAP
aut henticator state machine. The PAA uses EAP_SUCCESS and

EAP_FAI LURE event variables as a trigger to send a PAR nessage to the
PaC.
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8.2. Variables
OPTIMZED INIT
This variable indicates whether the PAA is able to piggyback an
EAP- Request in the initial PANA-Auth-Request. Oherwise, it is
set to FALSE
PAC_FOUND

This variable is set to TRUE as a result of a PAA-initiated
handshake.

REAUTH_TI MEQUT

This event variable is set to TRUE to indicate that the PAA
initiates a re-authentication with the PaC. The re-authentication
timeout should be set to a value | ess than the session tineout
carried in the Session-Lifetime AVP if present.

EAP_SUCCESS
This event variable is set to TRUE when an EAP conversation
conpletes with success. This event acconpani es an EAP- Success
message passed fromthe EAP authenticator

EAP_FAI LURE
This event variable is set to TRUE when an EAP conversation
completes with failure. This event acconpani es an EAP-Failure
message passed fromthe EAP authenticator

EAP_REQUEST
This event variable is set to TRUE when the EAP aut henti cat or
delivers an EAP Request to the PAA. This event acconpani es an
EAP- Request nessage received fromthe EAP authenti cator

EAP_TI MEQUT
This event variable is set to TRUE when an EAP conversation tines

out without generating an EAP-Success or an EAP-Fail ure nessage.
Thi s event does not acconpany any EAP nessage.
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8.

8.

EAP_DI SCARD

This event variable is set to TRUE when the EAP aut henti cat or
indicates that it has silently discarded the |ast received EAP-
Response nessage. This event does not acconpany any EAP nessage.
In the case where the EAP authenticator follows the EAP

aut henti cator state machines defined in [ RFC4137], this event
variable refers to eapNoReq.

3. Procedures
bool ean new key avail abl e()

This is a procedure to check whether the PANA session has a new
PANA AUTH KEY. If the state machi ne already has a PANA_ AUTH KEY,
it returns FALSE. |If the state machi ne does not have a

PANA AUTH KEY, it tries to retrieve an MSK fromthe EAP entity.

If an MSK has been retrieved, it conputes a PANA AUTH KEY fromthe
MBK and returns TRUE. Qherwi se, it returns FALSE

4, PAA State Transition Tabl e

State: INITIAL (Initial State)

Initialization Action:

OPTI M ZED_| NI T=Set | Unset ;
NONCE_SENT=Unset ;
RTX_COUNTER=0;

Rt xTi mer St op() ;

Exit Condition Exit Action Exit State
________________________ 0
- - - - - - - - (PC and PAAinitiated PANA) - - - - - - - - -
(R<: PCI[] | if (OPTIMZED INIT == I NI TI AL
PAC_FOUND) Set) {

EAP_Restart();
Sessi onTi mer ReSt ar t
(FAI LED _SESS TI MEQUT) ;

}
el se {
if (generate_pana_sa())
Tx: PAR[ S] (" PRF- Al gorit hni',
"Integrity-Al gorithni);
el se

TX: PAR[ S] () ;
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}
EAP_REQUEST if (generate_pana_sa()) I NI TI AL
Tx: PAR[ S] (" EAP- Payl oad",
"PRF- Al gorithni,
"Integrity-A gorithm');
el se

Tx: PAR[ S] (" EAP- Payl oad") ;
Rt xTimerStart();

- - - - - - - - - - - - - - (PANHandling) - - - - - - - - - -
Rx: PAN[ S§] && i f (PAN. exist_avp WAl T_EAP_MSG

((OPTIMZED INIT == (" EAP- Payl oad"))
Unset) || TXEAP() ;

PAN. exi st _avp el se {
(" EAP- Payl oad")) EAP_Restart();

Sessi onTi ner ReSt art
(FAI LED_SESS TI MEQUT) ;

}

Rx: PAN §] && None() ; WAl T_PAN_COR_PAR
(OPTIMZED_INIT ==

Set) &&
I PAN. exi st _avp

(" EAP- Payl oad")
State: WAI T_EAP_MSG
Exit Condition Exit Action Exit State
________________________ 0
- - - - - - - - - - - -(Receiving EAP-Request)- - - - - - - - -
EAP_REQUEST i f (NONCE_SENT==Unset) { WAI T_PAN_COR _PAR

Tx: PAR[ ] (" Nonce",
" EAP- Payl oad") ;
NONCE_SENT=Set ;
}
el se
Tx: PAR[] (" EAP- Payl oad");
Rt xTinmerStart();
- - - - - - - - - - -(Receiving EAP-Success/Failure) - - - - -
EAP_FAI LURE PAR. RESULT_CCDE = WAl T_FAI L_PAN
PANA AUTHENTI CATI ON_
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REJECTED;
Tx: PAR] C] (" EAP- Payl oad") ;
Rt xTimerStart();
Sessi onTi mer St op() ;

EAP_SUCCESS && PAR. RESULT_CODE = WAI T_SUCC_PAN
Aut hori ze() PANA_SUCCESS;
if (new_key avail able())
Tx: PAR[ C] (" EAP- Payl oad",
"Key-1d");
el se
Tx: PAR[ C] (" EAP- Payl oad") ;
Rt xTinmerStart();

EAP_SUCCESS && PAR. RESULT_CCDE = WAl T_FAI L_PAN
I Aut hori ze() PANA_AUTHORI ZATI ON_
REJECTED,

if (new_key_avail able())
Tx: PAR[ C] (" EAP- Payl oad",
"Key-1d");
el se
Tx: PAR[ C] (" EAP- Payl oad");
Rt xTinmerStart();
- - - - - (Receiving EAP-Tineout or invalid nessage) - - - - -
EAP_TI MEQUT | | Sessi onTi mer St op() ; CLOSED
EAP_DI SCARD Di sconnect () ;

State: WAl T_SUCC_PAN

Event/ Condi ti on Action Exit State
________________________ 0
- - - - - - - - - - - - - (PAN Processing)- - - - - - - - - - -
Rx: PAN C] Rt xTi mer St op() ; OPEN

Sessi onTi ner ReSt art
(LI FETI ME_SESS_TI MEQUT) ;

State: WAIT_FAIL_PAN

Exit Condition Exit Action Exit State

- - - - - - - - - - - - - - (PAN Processing)- - - - - - - - - -
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Rx: PAN C] Rt xTi mer St op() ; CLOSED
Di sconnect ();

State: OPEN
Event/ Condi ti on Action Exit State
________________________ 0
- - - - - - - - (re-authentication initiated by PaC) - - - - - -
Rx: PNR[ A] NONCE_SENT=Unset ; WAI T_EAP_MSG
EAP_Restart();
Tx: PNA[ A] () ;
- - - - - - - - (re-authentication initiated by PAA)- - - - - -
REAUTH | | NONCE_SENT=Unset ; WAl T_EAP_MS
REAUTH_TI MEQUT EAP_Restart();

- - (liveness test based on PNR-PNA exchange initiated by PAA)-
PANA_PI NG Tx: PNR[ P] () ; VWAI T_PNA_PI NG
RtxTinmerStart();

- - - - - - - - (Session termnation initiated fromPAA)- - - -
TERM NATE Tx: PTR[](); SESS TERM
Sessi onTi mer St op() ;
Rt xTinmerStart();
- - - - - - - - (Session termnation initiated fromPaQ- - - -
Rx: PTR[ ] Tx: PTA[] () ; CLOSED
Sessi onTi mer St op() ;
Di sconnect () ;

State: WA T_PNA_PI NG

Exit Condition Exit Action Exit State
________________________ e
- - - - - - - - - - - - - -(PNAprocessing) - - - - - - - - - -
Rx: PNA[ P] Rt xTi mer St op() ; OPEN

- - - - - - - - (re-authentication initiated by PaC) - - - - - -
Rx: PNR[ A] Rt xTi mer St op() ; WAl T_EAP_MSG
NONCE_SENT=Unset ;
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EAP_Restart();
Tx: PNA[ A] () ;

- - - - - - - - (Session termnation initiated fromPaQ- - - -
Rx: PTR[ ] Rt xTi mer St op() ; CLCSED

™x: PTA[] () ;

Sessi onTi mer St op() ;

Di sconnect ();

State: WAI T_PAN_OR PAR

Exit Condition Exit Action Exit State
________________________ e
- - - - - - - - - - - - - (PARProcessing)- - - - - - - - - - -
Rx: PAR] ] TXEAP() ; VWAl T_EAP_MSG

Rt xTi mer St op() ;
Tx: PAN[]();
- - - - - - (Pass EAP Response to the EAP authenticator)- - - -
Rx: PAN ] && TXEAP() ; VWAl T_EAP_MS
PAN. exi st _avp Rt xTi mer St op() ;
(" EAP- Payl oad")

- - - - - - - - - - (PANwthout an EAP response)
Rx: PAN ] && Rt xTi mer St op() ; WAl T_PAN_COR_PAR
I PAN. exi st _avp
(" EAP- Payl oad")
- - ------- - - -(EAPretransmssion) - - - - - - - - - -
EAP_REQUEST Rt xTi mer St op() ; WAl T_PAN_OR_PAR

Tx: PAR[ ] (" EAP- Payl oad") ;

Rt xTinmerStart();

(EAP aut hentication tinmeout or failure)- - - - -

EAP_FAI LURE

| Rt xTi mer St op() ; CLOSED
EAP_TI MEQUT | | Sessi onTi mer St op() ;
EAP_DI SCARD Di sconnect () ;
State: SESS_TERM
Exit Condition Exit Action Exit State
________________________ e
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- - - - - - - - - - - - - -(PTA processing) - - - - - - - -
Rx: PTA[ ] Rt xTi mer St op() ; CLOSED
Di sconnect () ;

I mpl ement ati on Consi der ati ons
1. PAA and PaC Interface to Service Managenment Entity

In general, it is assuned that each device or network equi pnent has a
PANA protocol stack available for use by other nobdules within the
device or network equi pnment. One such nodule is the Service
Managenent Entity (SME). The SME is a generic termfor nodul es that
manage different services (including network protocols) that are
installed on a device or equipnent. To integrate the PANA protoco
with the SME, it is reconmmended that a generic interface (i.e., the
SME- PANA i nterface) between the SME and the PANA protocol stack be
provided by the inplementation. This interface should include conmon
procedures such as startup, shutdown, and re-authenticate signals.

It should also provide for extracting keying material. For the PAA,
the SME- PANA interface should al so provide a nethod for conmunicating
filtering parameters to the Enforcenment Point(s) when cryptographic
filtering is used. The filtering paraneters include keying materia
used for bootstrapping secured transport such as |IPsec. Wen a PAA
device interacts with the backend authentication server using a AAA
protocol, its SVME may al so provide an interface to the AAA protocol
to obtain authorization paranmeters such as the authorization lifetinme
and additional filtering paraneters.

Security Considerations
This docunent’s intent is to describe the PANA state nachines fully.
To this end, any security concerns with this docunment are likely a
reflection of security concerns with PANA itself.
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