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Abst ract

This meno describes the use of a Renote Authentication Dial-lIn User
Service (RADIUS) authentication and authorization service with Sinple
Net wor k Managenent Protocol (SNMP) secure Transport Mdels to

aut henticate users and authorize creation of secure transport
sessions. Wile the recommendations of this nenmo are generally
applicable to a broad class of SNMP Transport Model s, the exanpl es
focus on the Secure Shell (SSH) Transport Mdel

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
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Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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I ntroduction
Gener al

This menmo describes the use of a Remote Authentication Dial-In User
Servi ce (RADI US) authentication and authorization service by Sinple
Net wor k Management Protocol (SNMP) secure Transport Mdels to

aut henticate users and authorize creation of secure transport
sessions. \Wile the recommendations of this neno are generally
applicable to a broad class of SNMP Transport Models, the exanpl es
focus on the Secure Shell Transport Model.

In the context of this document, a Network Access Server (NAS) is a
networ k device or host that contains an SNMP engi ne inpl ementation,
utilizing SNVMP Transport Mdels. It is customary in SNMP docunents
to indicate which subsystem perforns specific processing tasks. In
this docunment, we |eave such decisions to the inplenenter, as is
customary for RADI US docunents, and sinply specify NAS behavi or.
Such processing would quite likely be inplenented in the secure
transport nodul e.
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1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.3. System Bl ock Di agram

A bl ock di agram of the maj or system components referenced in this
docunent nay be useful to understanding the text that follows.

T +
T | RADI US | +
. | Server |
Shar ed AR + .
User | .
Credential s RADI US | Shar ed
| RADI US
| Secr et
S + R l- ---------- +
| Network | | RADIUS Client / |
| Managenent | SNVP | SNMP Engi ne / |
| Application |------------------ | Network Device |
I i + SSH I i IR +

Bl ock Di agram

This diagramillustrates that a network nanagenment application
communi cates with a network device, the nmanaged entity, using SNW
over SSH.  The network devices uses RADIUS to communicate with a
RADI US server to authenticate the network managenment application (or
the user whose credentials that application provides) and to obtain
authorization information related to access via SNWP for purpose of
devi ce managenent. Oher secure transport protocols mght be used

i nstead of SSH.

1.4. RADIUS Operational Mbdel

The RADI US protocol [RFC2865] provides authentication and

aut hori zation services for network access devices, usually referred
to as a Network Access Server (NAS). The RADI US protocol operates,
at the nost sinple level, as a request-response nechanism RADI US
clients, within the NAS, initiate a transaction by sending a RAD US
Access- Request nmessage to a RADIUS server, with which the client
shares credentials. The RADI US server will respond with either an
Access- Accept nmessage or an Access- Rej ect nessage.
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RADI US supports authenticati on nethods conpatible wth plaintext
user name and password nechani sns, MD5 Chal | enge/ Response nechani sis,
Ext ensi bl e Aut hentication Protocol (EAP) nmechani sns, and HTTP Di gest
mechani sns. Upon presentation of identity and credentials, the user
is either accepted or rejected. RADI US servers indicate a successfu
aut hentication by returning an Access- Accept nessage. An Access-

Rej ect nmessage indi cates unsuccessful authentication.

Access- Accept nessages are popul ated with one or nore service
provisioning attributes, which control the type and extent of service
provided to the user at the NAS. The authorization portion may be

t hought of as service provisioning. Based on the configuration of
the user’s account on the RADI US server, upon authentication, the NAS
is provided with instructions as to what type of service to provide
to the user. Wen that service provisioning does not match the
capabilities of the NAS, or of the particular interface to the NAS
over which the user is requesting access, RFC 2865 [ RFC2865] requires
that the NAS MUST reject the access request. RFC 2865 descri bes
service provisioning attributes for managenent access to a NAS, as
wel|l as various term nal emulation and packet forwarding services on
the NAS. This nmemp describes specific RADIUS service provisioning
attributes that are useful with secure transports and SNVP Transport
Model s.

RADI US servers are often depl oyed on an enterprise-w de or
organi zati on-w de basis, covering a variety of disparate use cases.
In such deployments, all NASes and all users are serviced by a conmon
pool of RADIUS servers. In nany deploynments, the RADI US server will
handl e requests from nmany different types of NASes with different
capabilities, and different types of interfaces, services, and

prot ocol support.

In order for a RADIUS server to make the correct authorization
decision in all cases, the server will often need to know sonet hi ng
about the type of NAS at which the user is requesting access, the
type of service that the user is requesting, and the role of the user
in the organization. For exanple, many users may be authorized to
recei ve network access via a Renote Access Server (RAS), Virtua
Private Network (VPN) server, or LAN access switch. Typically only a
smal | sub-set of all users are authorized to access the

adm nistrative interfaces of network infrastructure devices, e.g.,
the Conmand Line Interface (CLI) or SNMP engi ne of swi tches and
routers.

In order for the RADIUS server to have information regarding the type
of access being requested, it is comon for the NAS (i.e., the RAD US
client) to include "hint" attributes in the RAD US Access- Request
message, describing the NAS and the type of service being requested.
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Thi s docunent recommends appropriate "hint" attributes for the SNW
service type

1.5. RADIUS Usage with Secure Transports

Sone secure transport protocols that can be used with SNVWP Transport
Model s have defined authentication protocols supporting severa

aut henti cation methods. For exanple, the Secure Shell (SSH)

Aut henti cation protocol [RFC4252] supports multiple methods
(including public key, password, and host-based) to authenticate SSH
clients.

SSH Server integration with RADIUS traditionally uses the usernane
and password mechani sm

Secure transport protocols do not, however, specify how the transport
interfaces to authentication clients, |eaving such as inplenentation
specific. For exanple, the "password" nethod of SSH authentication
primarily describes how passwords are acquired fromthe SSH client
and transported to the SSH server, the interpretation of the password
and val i dati on agai nst password databases is left to SSH server

i npl ementations. SSH server inplenentations often use the Pluggable
Aut hentication Mdules [PAM interface provided by operating systens
such as Linux and Solaris to integrate with password-based network
aut henti cati on mechani sms such as RADI US, TACACS+ (Term nal Access
Control |l er Access-Control System Plus), Kerberos, etc.

Secure transports do not typically specify howto utilize

aut hori zation information obtained froma AAA service, such as

RADI US. More often, user authentication is sufficient to cause the
secure transport server to begin delivering service to the user
Access control in these situations is supplied by the application to
whi ch the secure transport server session is attached. For exanpl e,
if the application is a Linux shell, the user’s access rights are
controll ed by that user account’s group nenbership and the file
system access protections. This behavior does not closely followthe
traditional service provisioning nodel of AAA systenms, such as

RADI US.

1.6. Domain of Applicability

Most of the RADIUS Attributes referenced in this docunment have broad
applicability for provisioning renpote nanagenment access to NAS

devi ces using SNWP. However, the selection of secure transport

prot ocol s has special considerations. This document does not specify
details of the integration of secure transport protocols with a
RADIUS client in the NAS i nplenentation. However, there are
functional requirenents for correct application of framed nanagenent
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protocol s and secure transport protocols that will linmt the

sel ection of such protocols that can be considered for use with

RADI US. Since the RADI US user credentials are obtained by the RAD US
client fromthe secure transport protocol server, or in sone cases
directly fromthe SNWP engine, the secure transport protocol, and its
i mpl ementation in the NAS, MJST support forns of credentials that are
conmpatible with the authentication nethods supported by RADI US.

RADI US currently supports the follow ng user authentication nethods,
al t hough others may be added in the future:

o Password - RFC 2865

0 CHAP (Chal l enge Handshake Aut hentication Protocol) - RFC 2865
0 ARAP (Apple Renote Access Protocol) - RFC 2869

0 EAP (Extensible Authentication Protocol) - RFC 2869, RFC 3579
o HITP Digest - RFC 5090

The secure transport protocols selected for use with RADI US and SNWP
obvi ously need to support user authentication nmethods that are
conpatible with those that exist in RADIUS. The RAD US

aut henti cation methods nmost |ikely usable with these protocols are
Password, CHAP, and possibly HTTP Di gest, with Password being the

di stinct common denom nator. There are nmany secure transports that
support other, nore robust, authentication nechanisns, such as public
key. RADIUS has no support for public key authentication, except
within the context of an EAP Method. The applicability statenent for
EAP indicates that it is not intended for use as an application-|ayer
aut henti cati on mechanism so its use with the nmechani snms described in
this document is NOT RECOMMVENDED. In sone cases, Password may be the
only conpati ble RADI US aut hentication nmethod avail abl e.

1.7. SNWP Transport Mdels

The Transport Subsystem for SNWMP [ RFC5590] defines a nechani smfor
providing transport |ayer security (TLS) for SNWMP, allow ng protocols
such as SSH and TLS to be used to secure SNVP conmmuni cation. The
Transport Subsystem all ows the nodul ar definition of Transport Mbdels
for multiple secure transport protocols. Transport Mdels rely upon
the underlying secure transport for user authentication services.

The Transport Mdel (TM then maps the authenticated identity to a
nmodel - i ndependent principal, which it stores in the tnftateReference.
When the selected security nodel is the Transport Security Mde
(TSM, the expected behavior is for the securityNane to be set by the
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TSM from t he authenticated principal information stored in the
t n5t at eRef erence by the T™M

The Secure Shell protocol provides a secure transport channel wth
support for channel authentication via |local accounts and integration
with various external authentication and authorization services such
as RADI US, Kerberos, etc. The Secure Shell Transport Mdel [RFC5592]
defines the use of the Secure Shell protocol as the basis for a
Transport Model .

2. RADI US Usage for SNWP Transport Mdels

There are two use cases for RAD US support of managenent access via
SNWP. These are (a) service authorization and (b) access contro

aut hori zation. RADIUS al nost always involves user authentication as
prerequisite to authorization, and there is a user authentication
phase for each of these two use cases. The first use case is

di scussed in detail in this nmeno, while the second use case is a
topic of current research, and beyond the scope of this docunent.
Thi s docunent describes the way in which RADI US attributes and
messages are applied to the specific application area of SNWP
Transport Models. User authentication and service authorization via
RADI US are undertaken by the secure transport nodul e, that underlies
the SNVP Transport Model

User authentication for SNMP Transport Mdels has the same syntax and
semantics as user authentication for any other network service. In
the context of SNMP, the "user" is thought of as a "principal" and
may represent a host, an application, or a human.

Service authorization allows a RADIUS server to authorize an

aut henticated principal to use SNWP, optionally over a secure
transport, typically using an SNVMP Transport Mdel. This neno

descri bes nechani sns by which such infornmation can be requested from
a RADI US server and enforced within the NAS. An SNWP architecture,

[ RFC3411], does not nmke a distinction between user authentication
and service authorization. |In the case of existing, deployed
security nodels, such as the User-based Security Mdel (USM, this
distinction is not significant. For SNMP Transport Moddels, this
distinction is relevant and inportant.

It is relevant because of the way in which SSH i npl enentati ons have
traditionally integrated with RADIUS clients. Those SSH

i mpl ementations traditionally seek to obtain user authentication
(e.g., validation of a usernane and password) from an outside

aut hentication service, often via a PAMstyle interface. The service
authorization in traditional SSH server inplenentations cones via the
restrictions that the operating system (0S) shell (and file system
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etc.) place on the user by neans of access controls tied to the
username or the usernane’s menbership in various user groups. These
OS-style access controls are distinct fromthe service provisioning
features of RADIUS. If we wish to use existing SSH server

i npl ementations, or slightly adapt them for use with SNVP Transport
Model s, and we wi sh to support RADI US- provi si oned service

aut hori zation, we need to be aware that the RADI US service

aut hori zation information will need to be obtained by the rel evant
SNWP nodel s from the SSH nodul e.

One reason that RADI US-provisioned service authorization is inportant
is that in many depl oynents, the RADI US server’s back-end

aut henti cati on dat abase contains credentials for many cl asses of
users, only a small portion of which may be authorized to access the
managenent interfaces of nmanaged entities (NASes) via SNWP. This is
in contrast to the way USM for SNMP works, in which all principals
entered to the | ocal configuration data-store are authorized for
access to the nanaged entity. |In the absence of RADI US-provisi oned
service authorization, network managenment access may be granted to
unaut hori zed, but properly authenticated, users. Wth SNWMPv3, an
appropriately configured Access Control Mdel would serve to

al leviate the risk of unauthorized access.

2.1. RADIUS Authentication for Transport Protocols

This docunent will rely on inplenentation specific integration of the
transport protocols with RADIUS clients for user authentication

It is REQURED that the integration of RADIUS clients with transport
protocols utilize appropriate "hint" attributes in RADI US Access-
Request nessages, to signal to the RADIUS server the type of service
bei ng requested over the transport session. Specific attributes for
use with SNMP Transport Mddels are recomended in this docunent.

RADI US servers, conpliant to this specification, MAY use RADI US
"hint" attributes, as described herein, to informthe decision
whet her to accept or reject the authentication request.

2.2. RADIUS Authorization for Transport Protocols

In conpliance with RFC 2865, NASes MJST enforce inplicitly mandatory
attributes, such as Service-Type, within an Access-Accept nessage.
NASes MUJST treat Access-Accept nessages that attenpt to provision
unsupported services as if they were an Access-Reject. NASes SHOULD
treat unknown attributes as if they were provisioning unsupported
services. See [RFC5080] for additional details.
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A NAS that is conpliant to this specification MJST treat any RAD US
Access- Accept message that provisions a | evel of transport protection
(e.g., SSH) that cannot be provided, and/or application service
(e.g., SNWP) that cannot be provided over that transport, as if an
Access- Rej ect nessage had been received instead. The RADI US Service-
Type Attribute is the prinmary indicator of the service being

provi sioned, although other attributes may al so convey service
provi si oni ng i nformati on.

For traditional SSH usage, RADI US servers typically provision
managenment access service, as SSH is often used to access the command
line shell of a host system e.g., the NAS. RFC 2865 defines two
types of managenent access service attributes, one for privileged
access to the Command Line Interface (CLI) of the NAS and one for
non-privileged CLI access. These traditional nanagenent access
services are not used with SNMP. [RFC5607] describes further RADI US
service provisioning attributes for managenent access to the NAS

i ncl udi ng SNMP access.

2.3. SNWP Service Authorization

The Transport Subsystem for SNWVP [ RFC5590] defines the notion of a
session, although the specifics of how sessions are nmanaged is |eft
to Transport Mdels. The Transport Subsystem defines some basic
requirenents for transport protocols around creation and del etion of
sessions. This nmeno specifies additional requirements for transport
protocol s during session creation and for session termnation

RADI US servers conpliant to this specification MUST use RADI US
service provisioning attributes, as described herein, to specify SNWP
access over a secure transport. Such RADI US servers MAY use RADI US
"hint" attributes included in the Access-Request nmessage, as
described herein, in determning what, if any, service to provision

NASes conpliant to this specification MJST use RADI US service
provisioning attributes, as described in this section, when they are
present in a RADI US Access-Accept nmessage, to determ ne whether the
session can be created, and they MJST enforce the service
provi si oni ng deci sions of the RADI US server

The following RADIUS attributes MJUST be used, as "hint" attributes
included in the Access- Request nessage to signal use of SNWP over a
secure transport (i.e., authPriv) to the RAD US server

1. Service-Type with a value of Franed-Managenent.

2. Franed- Managenent - Protocol with a val ue of SNWP
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3. Managenent - Transport-Protection with a value of Integrity-
Confidentiality-Protection.

The following RADIUS attributes MJST be used in an Access- Accept
nmessage to provision SNVP over a secure transport that provides both
integrity and confidentiality (i.e., authPriv):

1. Service-Type with a val ue of Franed-Managenent.
2. Franed- Managenent - Protocol with a val ue of SNWP.

3.  Managenent-Transport-Protection with a value of Integrity-
Confidentiality-Protection.

The following RADIUS attributes MJIST be optionally used, to authorize
use of SNWP wi thout protection (i.e., authNoPriv):

1. Service-Type with a value of Franed-Managenent.
2. Franed- Managenent - Protocol with a val ue of SNWP.
3. Managenent-Transport-Protection with a value of No-Protection.

There are no conbi nations of RADIUS attributes that denote the

equi val ent of SNMP noAut hNoPriv access, as RADI US al ways invol ves the
aut hentication of a user (i.e., a principal) as a prerequisite for

aut hori zation. RADIUS can be used to provide an "Authorize-Only"
service, but only when the request contains a "cookie" froma

previ ous successful authentication with the sane RADI US server (i.e.,
the RADIUS State Attribute).

The following RADIUS attributes are used to limt the extent of a
secure transport session carrying SNWP traffic, in conjunction with
an SNVP Transport Model :

1. Session-Ti meout
2. Inactivity-Timeout.

Refer to [ RFC2865] for a detailed description of these attributes.
The Session-Tineout Attribute indicates the maxi mum nunber of seconds
that a session nmay exist before it is unconditionally di sconnected.
The I nactivity-Timeout Attribute indicates the maxi mum nunber of
seconds that a transport session may exist w thout any protocol
activity (messages sent or received) before the session is

di sconnected. These tineouts are enforced by the NAS.
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3.
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Tabl e of Attributes

Table 1 provides a guide to which attributes may be found in which
ki nds of packets, and in what quantity.

Access-
Request Accept Reject Challenge # Attribute

0-1 0 0 0 1 User - Nane [ RFC2865]
0-1 0 0 0 2 User - Passwor d [ RFC2865]
0-1 0 0 0 4 NAS- | P- Addr ess [ RFC2865]
0-1 0 0 0 95 NAS- | Pv6- Address [ RFC3162]
0-1 0 0 0 32 NAS- | denti fier [ RFC2865]
0-1 0-1 0 0 6 Servi ce- Type [ RFC2865]
0-1 0-1 0 0-1 24 State [ RFC2865]
0 0-1 0 0 27 Sessi on-Ti neout [ RFC2865]
0 0-1 0 0 28 | dl e- Ti neout [ RFC2865]
0-1 0-1 0-1 0-1 80 Message- Aut henti cat or [ RFC3579]
0-1 0-1 0 0 133 Fr amed- Managenent - Pr ot ocol
[ RFC5607]
0-1 0-1 0 0 134 Managemnent - Transport - Prot ecti on
[ RFC5607]
Table 1

Table 2 defines the nmeaning of the entries in Table 1.

0 This attribute MJUST NOT be present in a packet.
0+ Zero or nore instances of this attribute MAY be present in

a packet.

0-1 Zero or one instance of this attribute MAY be present in
a packet.

1 Exactly one instance of this attribute MJUST be present in
a packet.

* Only one of these attribute options SHOULD be incl uded.
Table 2

SSH integration with RADIUS traditionally uses usernanmes and
passwords (with the User-Password Attribute), but other secure
transports coul d use other authentication nechani sns, and woul d
i nclude RADI US authentication attributes appropriate for that
mechani sm i nst ead of User-Password.

Thi s docunent does not describe the usage of RADI US Accounting or
Dynam ¢ RADI US Re- Aut hori zation. Such RADI US usages are not
currently envisioned for SNMP, and are beyond the scope of this
docunent .



RFC 5608 RADI US Usage for SNMP Transport Model s August 2009

4.

Security Considerations

Thi s specification describes the use of RADI US for purposes of

aut hentication and authorization. Threats and security issues for
this application are described in [ RFC3579] and [ RFC3580]; security
i ssues encountered in roaning are described in [ RFC2607] .

Addi tional security considerations for use of SNVP with secure
Transport Model s [ RFC5590] and the Transport Security Mdel [RFC5591]
are found in the "Security Considerations" sections of the respective
docunents.

If the SNMPvl or SNMPv2c Security Moddel is used, then securityNanme
comes fromthe conmunity nane, as per RFC 3584. |If the User-based
Security Mddel is selected, then securityName is determ ned using
USM This may not be what is expected when using an SNVP secure
Transport Model with an external authentication service, such as
RADI US.

Si mul t aneously using a secure transport with RADIUS aut hentication
and aut horization, and the SNMPvl or SNMPv2c or USM security nodels
is NOT RECOWENDED. See the "Coexistence, Security Paraneters, and
Access Control" section of [RFC5590].

There are good reasons to provision USM access to suppl enent AAA-
based access, however. Wen the network is under duress, or the AAA-
service is unreachable, for any reason, it is inportant to have
access credentials stored in the local configuration data-store of
the managed entity. USMcredentials are a likely way to fulfill this
requirenent. This is analogous to configuring a |ocal "root"
password in the "/etc/passwd" file of a UNI X workstation, to be used
as a backup neans of login, for times when the Network |Information
Service (NI'S) authentication service is unreachabl e.

The Message- Aut henticator (80) Attribute [RFC3579] SHOULD be used

wi th RADI US nessages that are described in this neno. This is usefu
because the Message- Authenticator Attribute is the best avail able
mechanismin RADIUS as it stands today to provide tanper-evident
integrity protection of the service provisioning attributes in an
Access- Accept packet. It is slightly less inportant for Access-
Request packets, although it may be desirable to protect any "hint"
attributes contained in those nessages. This protection mitigates
the fact that RADH US nessages are not encrypted and that attributes
coul d be added, deleted or nodified by an adversary in a position to
i ntercept the packet.
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