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1. Introduction

Thi s docunent describes a nodel for managi ng pseudowi re services for
transm ssion over different flavors of MPLS tunnels. The general PW
M B nodul e [ RFC5601] defines the paraneters global to the PW

regardl ess of the underlying Packet Sw tched Network (PSN) and

emul ated service. This docunent is applicable for PW that use MPLS
PSN type in the PWSTD M B.

Thi s docunent describes the M B objects that define pseudow re
association to the MPLS PSN, in a way that is not specific to the
carried service.

Toget her, [RFC3811] and [ RFC3812] describe the nodeling of an MPLS
tunnel, and a tunnel’s underlying cross-connects. This MB nodul e
supports MPLS-TE PSN, non-TE MPLS PSN (an outer tunnel created by the
Label Distribution Protocol (LDP) or manually), and MPLS PWI abel
only (no outer tunnel).

2. The Internet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
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modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

3. Term nol ogy

Thi s docunent uses term nology fromthe docunment describing the PW
architecture [RFC3985], [RFC3916], and [ RFC4447].

The terms "outbound" and "inbound" in this MB nodul e are based on
the conmon practice in the MPLS standards; i.e. "outbound" is toward
the PSN. However, where these terns are used in an object nane, the
obj ect description clarifies the exact packet direction to prevent
confusion with these terns in other docunents.

"PSN tunnel” is a general termindicating a virtual connection

bet ween the two Pseudowi re Enul ati on Edge-to-Edge (PWE3) edge
devices. Each tunnel nmay potentially carry nmultiple PW inside. An
MPLS tunnel is within the scope of this docunent.

Thi s docunent uses term nology fromthe document describing the MPLS
architecture [ RFC3031] for MPLS PSN. A Label Switched Path (LSP) is
nodel ed as described in [RFC3811] and [ RFC3812] via a series of
cross-connects through one or nore Label Switching Routers (LSRs).

In MPLS PSN, a PWconnection typically uses a PWIlabel within a
tunnel |abel [RFC4447]. Miltiple pseudowires each with a uni que PW

| abel can share the sanme tunnel. For PWtransport over MPLS, the
tunnel |abel is known as the "outer" |abel, while the PWIlabel is
known as the "inner" label. An exception to this is with adjacent

LSRs or the use of a Penultimte Hop Popping (PHP). In this case,
there is an option for PW to connect directly w thout an outer
| abel .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ BCP14].

4. OQverview

The M B nodul e structure for defining a PWservice consists of three
| ayers of M B nodul es functioning together. This general nodel is
defined in the PWE3 architecture [RFC3985]. The layering nodel is
intended to sufficiently isolate PWservices fromthe underlying PSN
| ayer that carries the enmulated service. This is done at the sane
time as providing a standard neans for connecting any supported
services to any supported PSNs.
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The first layer, known as the service |ayer, contains service-
speci fic nodul es. These nodul es define service-specific managenent
objects that interface or collaborate with existing MB nodul es for
the native version of the service. The service-specific nodule
"glues" the standard nodules to the PWE3 M B nodul es.

The next |ayer of the PWNE3 M B structure is the PWM B nodul e

[ RFC5601]. This nodule is used to configure general paraneters of
PW that are common to all types of emul ated services and PSNs. This
| ayer is connected to the service-specific |ayer above and the PSN

| ayer bel ow.

The PSN | ayer provides PSN-specific nodul es for each type of PSN
These nodul es associate the PWw th one or nore "tunnel s" that carry
the service over the PSN. These nodul es are used to "glue" the PW
service to the underlying PSN-specific MB nodules. This docunent
defines the MB nodule for PWover MPLS PSN

[ RFC5542] defines sone of the object types used in these nodul es.
5. Features Checkli st

The PW MPLS-STD-M B nodul e is designed to satisfy the follow ng
requi renents and constraints:

- The M B nodul e supports both manual ly configured and signal ed PW.
- The M B nodul e supports point-to-point PWconnections.
-  The M B nodul e enabl es the use of any emrul ated servi ce.

- The M B nodul e supports MPLS-TE outer tunnel, non-TE MPLS outer
tunnel (an outer tunnel signaled by LDP or set up nmanually), and
no outer tunnel (where the PWlabel is the only label in the MPLS
stack). The latter case is applicable for nmanual configuration of
PWover a single hop, as for signaled MPLS PSN even across a
single hop there is an MPLS tunnel -- even though the actua
packet may not contain the MPLS tunnel |abel due to PHP.

The M B nodul e uses Textual Conventions (TCs) from [ RFC2578],

[ RFC2579], [RFC2580], [RFC2863], [RFC3811], [RFC3813], [RFC5542], and
[ RFC5601] .
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6. MB Mdul e Usage

- The PWtable (pwlable) in [RFC5601] is used for all PWtypes (ATM
FR, Ethernet, SONET, etc.). This table contains high-Ileve
generic paranmeters related to the PWcreation. The operator or
the agent creates a row for each PW

- If the selected PSN type in the pwlable is MPLS, the agent creates
a rowin the MPLS-specific parameters table (pw\pl sTable) in this
nmodul e, which contains MPLS-specific paraneters such as EXP hits
handl i ng and outer tunnel configuration

- The operator configures the association to the desired MPLS tunne
(required for MPLS-TE tunnels or for manually configured PW)
t hrough the pwipl sTeQut boundTabl e. For the LDP-based outer
tunnel, there is no need for manual configuration since there is
only a single tunnel toward the peer

- The agent creates rows in the MPLS napping table in order to all ow
qui ck retrieval of information based on the tunnel indexes.

The relation to the MPLS network is by configuration of the edge LSR
only -- i.e., the LSR that provides the PWfunction. Since tunnels
are unidirectional, a pair of tunnels MJUST exist (one for inbound,
one for outbound). Figure 1 depicts a PWthat originates and
termnates at LSR-M It uses tunnels A and B formed by cross-
connects (XCs) Ax and Bx continuing through LSR-N to LSR-P. The
concatenations of XCs create the tunnels. Note: 'X denotes a
tunnel’s cross-connect.
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Figure 1. PWnodeling over MPLS
The PW MPLS- STD-M B supports three options for an MPLS network:

(1) In the MPLS-TE case, tunnels A and B are created via the MPLS-
TE-STD-M B [ RFC3812]. The tunnels are associated (in each peer
i ndependently) to the PWby the four indexes that uniquely
identify the tunnel at the MPLS-TE-STD- M B.

(2) In the non-TE case, tunnels Al and Bl are either nmanually
configured or set up with LDP. The tunnels are associated to
the PWby the XC index in the MPLS-LSR-STD-M B [ RFC3813] .

(3) In the PWIabel-only case, there is no outer tunnel on top of
the PWlabel. This case is useful in the case of adjacent
Provi der Edges (PEs) in manual configuration node. Note that
for signaled tunnels, when LSR-N acts as PHP for the outer
tunnel |abel, there are still entries for the outer tunnel in
the relevant MPLS M B nodul es, so even for the case of adjacent
LSRs, the relevant node is either MPLS-TE or non-TE

A combi nation of MPLS-TE outer tunnel (s) and LDP outer tunnel for the
same PWis allowed through the pwivpl sCut boundTunnel . The current
tunnel that is used to forward traffic is indicated in the object
pwiVpl sQut boundTunnel Typel nUse.
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The PW MPLS- STD-M B nodul e reports through the inbound table the XC
entry in the LDP-STD-M B [ RFC3815] of the PWthat was signal ed

t hrough LDP.

This M B nodul e assunes that a PWcan be associated to one MPLS-TE

Thi s tunnel
each represented by

at a tine.
LSP),

t unnel
(i.e.,

sel ection of the active LSP out of the possible LSPs in the tunnel
out of the scope of this MB nodule as it
The current active LSP is reported through this MB

functionality.
nmodul e.

It is important to note that
PE) mapping is not configured or
M B nodul e since the |ocal

i nbound (tunnel

may be conposed of multiple instances

a separate instance index. The
is
is part of the MPLS PSN

originated in the renote
reported through the PWMLS- STD

PE does not know t he i nbound associ ati on

bet ween specific PWand MPLS tunnels.

7. PWMLS-STD-M B Exanpl e

The foll owi ng exanpl e (suppl ement the example provided in [ RFC5601])

assunes that the node has al ready established the LDP tunnel

peer node and that a PWhas been
[ RFC5601] with pwPsnType equal

to the
configured in the pwlable in

"nmpls’.

The agent creates an entry in pwipl sTable with the foll ow ng

par anet er s:

pwiVpl sMpl sType
pwiVpl sExpBi t sMode
pwVpl sExpBi ts
pwVpl sTt |

pwiVpl sLocal Ldpl D

pwiVpl sLocal LdpEntityl ndex
pwiVpl sPeer Ldpl D

pwiVpl sSt or ageType

mpl sNonTe(1), -- LDP tunnel
outer Tunnel (1), -- Default
0, -- Default

2, -- Default

192. 0. 2. 200: 0,

1,

192.0.2.5:0,

nonVol ati |l e(3)

The agent al so creates an entry in pw\pl sQut boundTabl e for reporting

the mapping of the PWon the LDP
pwiVpl sQut boundLsr Xcl ndex

pwiVpl sQut boundTunnel | ndex

tunnel :

Zelig & Nadeau

pwipl sCut boundTunnel | nst ance
pwivpl sCQut boundTunnel Lcl LSR
pwivpl sCQut boundTunnel Peer LSR
pwiVpl sCut boundl f | ndex

pwiVpl sCQut boundTunnel Typel nUse

St andards Track

100, - The XC nunber for the
-- LDP tunnel

0, -- No TE tunnel

0, -- No TE tunnel

0, -- No TE tunnel

0, -- No TE tunnel

0, -- Not applicable

nmpl sNonTe( 3)
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The agent now creates entries for the PWin the foll ow ng

t abl es:
- pwMpl sl nboundTabl e

- pw\pl sNonTeMappi ngTable (2 entr

i es)

To create an MPLS-TE tunnel to carry this PW the operator

takes the foll ow ng steps:

- Set pwipl sMol sType in pwipl sTable to both npl sNonTe(1) and

mpl sTe(0).

- Set pwipl sCut boundTunnel | ndex, pw\pl sQut boundTunnel | nst ance,
pwi\pl sCQut boundTunnel Lcl LSR, and pwiVpl sQut boundTunnel Peer LSR i n

pwiVpl sQut boundTabl e to the MPLS-TE tu

nnel that wll

carry this PW

The agent will report the tunnel that the PWis currently using

t hrough pwivpl sQut boundTunnel Typel nUse, and wil |

MPLS- TE tunnel / LSP mappi ng i n pw\pl sTeMappi ngTabl e.

8. Ohject Definitions
PWMPLS-STD-M B DEFINITIONS ::= BEG N

I MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, Unsi gned32, mib-2

FROM SNWPv2- SM

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv 2- CONF

St or ageType
FROM SNWPv2-TC

I nterfacel ndexOr Zer o
FROM | F-M B

Mol sTunnel I ndex, Ml sTunnel | nstancel n
Mol sLdpl dentifier, MolsLsridentifier
FROM MPLS-TC- STD-M B

Mpl sl ndexType
FROM MPLS-LSR- STD-M B

Pw ndexType
FROM PW TC- STD- M B

Zelig & Nadeau St andards Track

-- [ RFC2578]

-- [ RFC2580]

-- [ RFC2579]

-- [ RFC2863]
dex,

-- [ RFC3811]

-- [RFC3813]

-- [ RFC5542]

report the PWto
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pw ndex -- [ RFC5601]
FROM PW STD-M B

3

pwiVpl sSt dM B MODULE- | DENTI TY

LAST- UPDATED "200906120000Z" -- 12 June 2009 00:00: 00 Gwvr
ORGANI ZATI ON "Pseudowi re Emul ati on Edge-to- Edge (PWE3) Wor ki ng
G oup. "

CONTACT- | NFO
David Zelig, Editor
Emai | : davidz@orrigent.com

Thomas D. Nadeau, Editor
Email: tom nadeau@t.com

The PWE3 Working Group (email distribution pwe3@etf.org,

http://ww. ietf.org/htm.charters/pwe3-charter.htm)
DESCRI PTI ON

"This MB nodul e conpl emrents the PWSTD-M B nodul e for PW

operation over MPLS.

Copyright (c) 2009 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are permtted provided that the
following conditions are net:

- Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
fol |l owi ng di scl ai mer.

- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng
disclainmer in the docunentation and/or other materials
provided with the distribution.

- Neither the nanme of Internet Society, |ETF or |ETF Trust,
nor the names of specific contributors, may be used to
endorse or pronote products derived fromthis software
wi t hout specific prior witten perm ssion.

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTORS " AS | S AND ANY EXPRESS COR | MPLI ED WARRANTI ES,
I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE
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DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OMNER OR

CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCl DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT LIM TED TGO, PROCUREMENT OF SUBSTI TUTE GOODS CR SERVI CES;
LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, VWHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGI GENCE OR
OTHERW SE) ARI SING I N ANY WAY QUT CF THE USE OF TH S
SOFTWARE, EVEN I F ADVI SED OF THE PCSSI Bl LI TY OF SUCH DAMAGE.

This version of this MB nodule is part of RFC 5602;
see the RFC itself for full legal notices.

-- Revision history.
REVI SI ON "200906120000Z" -- 12 June 2009 00: 00: 00 GMVI
DESCRI PTI ON
"First published as RFC 5602. "

:={ mb-2 181 }
-- Top-level conponents of this MB.

-- Notifications
pwhpl sNoti fi cati ons OBJECT | DENTI FI ER
= pwipl sStdM B 0 }

-- Tables, Scalars
pwiVpl sCbj ect s OBJECT | DENTI FI ER
= pwplsStdM B 1 }
-- Conformance
pwivpl sConf or mance OBJECT | DENTI FI ER

:={ pwiplsStdM B 2 }
-- PWMPLS table

pw\pl sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pwipl sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table controls MPLS-specific paraneters when the PWis
going to be carried over MPLS PSN. "

= { pwipl sCbjects 1}
pw\Vpl sEnt ry OBJECT- TYPE

SYNTAX Pwm\pl sEntry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"Arowin this table represents parameters specific to MPLS
PSN for a pseudowire (PW. The rowis created
automatically by the local agent if the pwPsnType is
mpl s(1). It is indexed by pw ndex, which uniquely
identifies a singular PW
Manual entries in this table SHOULD be preserved after a
reboot, and the agent MJUST ensure the integrity of those
entries.
If the set of entries of a specific row were found to be
nonconsi stent after reboot, the PWpwQperStatus MIST be
decl ared as down(2).
Any read-wite object in this table MAY be changed at any
time; however, change of some objects (for exanple,
pwiVpl sMpl sType) during PWforwarding state MAY cause traffic
di sruption.”

I NDEX { pw ndex }

= { pwpl sTable 1}

Pwm\pl sEntry ::= SEQUENCE {
pwiVpbl sMWpl sType BI TS,
pwiVpl sExpBi t sMode | NTEGER,
pwiVpl SExpBi ts Unsi gnhed32,
pwiVpl sTt | Unsi gned32,
pwiVpl sLocal Ldpl D Mpl sLdpl denti fi er,
pwiVpl sLocal LdpEntityl ndex Unsigned32,
pwiVpl sPeer Ldpl D Mol sLdpl denti fi er,
pwiVpl sSt or ageType St or ageType

}

pwiVpl sMpl sType OBJECT- TYPE
SYNTAX  BITS {
mpl sTe (0),
mpl sNonTe (1),
pwonl y (2)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This object is set by the operator to indicate the outer
tunnel types, if existing. nplsTe(0) is used if the outer
tunnel is set up by MPLS-TE, and npl sNonTe(1l) is used if the
outer tunnel is set up by LDP or manually. A conbination of
mpl sTe(0) and npl sNonTe(1) MAY exi st.
pwOnly(2) is used if there is no outer tunnel |abel, i.e.,
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in static provisioning without an MPLS tunnel. pwOnly(2)
cannot be conbined with npl sNonTe(1) or nplsTe(0).

An inmpl enentation that can identify automatically that the
peer node is directly connected MAY support the bit

pwOnl y(2) as read-only.

DEFVAL { { nplsNonTe } }
= { pwpl sEntry 1 }

pwiVpl sExpBi t sMode OBJECT- TYPE
SYNTAX | NTECER {
out er Tunnel (1),
speci fi edVval ue (2),
servi ceDependant (3)

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object is set by the operator to determine the PWshim
| abel EXP bits. The value of outerTunnel (1) is used where
there is an outer tunnel -- pw\l sMl sType equals to
mpl sTe(0) or nplsNonTe(1l). Note that in this case, there
is no need to mark the PWIlabel with the EXP bits, since the
PW1 abel is not visible to the internedi ate nodes.
If there is no outer tunnel, specifiedValue(2) SHOULD be used
to indicate that the value is specified by pwipl sExpBits.
Setting serviceDependant (3) indicates that the EXP bits are
set based on a rule that is inplenmentation specific."

DEFVAL { outer Tunnel }
:={ pwpl sEntry 2 }

pw\Vpl SExpBi ts OBJECT- TYPE

SYNTAX Unsi gned32 (0..7)
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON

"This object is set by the operator if pw\l sExpBitshbde is
set to specifiedvalue(2) to indicate the MPLS EXP bits to
be used on the PWshimlabel. Gherwi se, it SHOULD be set
to zero."

DEFVAL { 0 }

= { pwpl skntry 3 }
pw\pl sTt| OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-write
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STATUS current

DESCRI PTI ON
"This object is set by the operator to indicate the PWTTL
val ue to be used on the PWshimlabel."

DEFVAL { 2}

o= { pwpl sEntry 4}
pwi\pl sLocal Ldpl D OBJECT- TYPE

SYNTAX Mpl sLdpl dentifi er
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON

"The LDP identifier of the LDP entity that creates
this PWin the local node. As the PWIabels are al ways
set fromthe per-platformlabel space, the |ast two octets
in the LDP I D MJST al ways both be zeros."
REFERENCE
"' LDP specifications’', RFC 3036, section 2.2.2."

i={ pwipl sEntry 5}
pwipl sLocal LdpEntityl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The |l ocal node LDP Entity Index of the LDP entity creating
this PW"

= { pwWpl skntry 6 }
pwiVpl sPeer Ldpl D OBJECT- TYPE

SYNTAX Mpl sLdpl dentifier
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The peer LDP identifier of the LDP session. This object
SHOULD return the value zero if LDP is not used or if the
val ue is not yet known."

= { pwpl sEntry 7 }

pwiVpl sSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this row"
DEFVAL { nonVol atile }

:={ pwWpl skntry 8 }
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-- End of PW MPLS Tabl e
-- Pseudowi re MPLS CQut bound Tunnel Tabl e

pwiVpl sQut boundTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pwipl sQut boundEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table reports and configures the current outbound MPLS
tunnels (i.e., toward the PSN) or the physical interface in
the case of a PWIlabel only that carries the PWtraffic. It
al so reports the current outer tunnel and LSP that forward
the PWtraffic."

= { pwipl sCbjects 2 }
pwiVpl sQut boundEntry OBJECT- TYPE

SYNTAX Pwpl sQut boundEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Arowin this table configures the outer tunnel used for
carrying the PWtraffic toward the PSN

In the case of PWIlabel only, it configures the interface
that will carry the PWtraffic.

An entry in this table augnents the pw\l sEntry, and is
created automatically when the correspondi ng row has been
created by the agent in the pwMWl sEntry.

This table points to the appropriate MPLS M B nodul e:

In the MPLS-TE case, the three objects relevant to the
i ndexi ng of a TE tunnel head-end (as used in the

MPLS- TE-STD-M B) are to be configured, and the tunne
instance indicates the LSP that is currently in use for
forwarding the traffic.

In the case of signaled non-TE MPLS (an outer tunnel | abe
assigned by LDP), the table points to the XC entry in the
LSR-STD-MB. |f the non-TE MPLS tunnel is manually
configured, the operator configures the XC pointer to this
t unnel

In the case of PWIabel only (no outer tunnel), the iflndex
of the port to carry the PWis configured here.
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It is possible to associate a PWto one TE tunnel head-end
and a non-TE tunnel together. An indication in this table
will report the currently active one. |In addition, in the
TE case, the table reports the active tunnel instance

(i.e., the specific LSP in use).

Any read-wite object in this table MAY be changed at any
time; however, change of some objects (for exanple,

MPLS- TE i ndexes) during PWforwarding state MAY cause traffic
di sruption.”

AUGMVENTS { pwh\pl sEntry }
= { pwiWpl sQut boundTable 1 }

Pwipl sQut boundEntry :: = SEQUENCE {
pwiVpl sQut boundLsr Xcl ndex Mol sl ndexType,
pwiVpl sCQut boundTunnel | ndex Mol sTunnel | ndex,
pwiVpl sQut boundTunnel | nst ance Mol sTunnel | nst ancel ndex,
pwipl sCut boundTunnel Lcl LSR Mpl sLsridentifier,
pwivpl sCQut boundTunnel Peer LSR Mol sLsrldentifier,
pwiVpl sCut boundl f I ndex I nterfacel ndexOr Zer o,
pwipl sQut boundTunnel Typel nUse | NTEGER
}
pwivpl sQut boundLsr Xcl ndex OBJECT- TYPE
SYNTAX Mol sl ndexType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object is applicable if the pwWol sMl sType npl sNonTe( 1)
bit is set, and MJUST return a value of zero otherw se.
If the outer tunnel is signaled, the object is read-only
and indicates the XC index in the MPLS-LSR-STD-M B of the
outer tunnel toward the peer. Oherw se (tunnel is set up
manual I y), the operator defines the XC index of the manually
created outer tunnel through this object.

:={ pwiWpl sQut boundEntry 1 }

pwiVpl sQut boundTunnel | ndex OBJECT- TYPE
SYNTAX Mpl sTunnel | ndex
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object is applicable if the pwWl shpl sType npl sTe(0)
bit is set, and MJUST return a value of zero otherw se.
It is part of the set of indexes for the outbound tunnel.
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The operator sets this object to represent the desired
tunnel head-end toward the peer for carrying the PW
traffic.

= { pwipl sCQut boundEntry 2 }

pwivpl sQut boundTunnel | nst ance OBJECT- TYPE
SYNTAX Mpl sTunnel | nst ancel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is applicable if the pwWl sMl sType npl sTe(0)
bit is set, and MJUST return a value of zero otherw se
It indicates the actual tunnel instance that is currently
active and carrying the PWtraffic. It SHOULD return the
value zero if the information fromthe MPLS-TE
application is not yet known.

= { pwiVpl sCQut boundEntry 31}

pwivpl sCQut boundTunnel Lcl LSR OBJECT- TYPE
SYNTAX Mol sLsridentifier
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object is applicable if the pw\l sMl sType npl sTe(0)
bit is set, and MIJST return a value of all zeros otherw se.
It is part of the set of indexes for the outbound tunnel
The operator sets this object to represent the desired
tunnel head-end toward the peer for carrying the PW
traffic.

:={ pwiVpl sCut boundEntry 4 1}

pwiVpl sQut boundTunnel Peer LSR OBJECT- TYPE
SYNTAX Mpl sLsridentifier
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object is applicable if the pwWl shpl sType npl sTe(0)
bit is set, and MUST return a value of zero otherw se
It is part of the set of indexes for the outbound tunnel
Note that in npst cases, it equals to pwPeer Addr

:={ pwiVpl sCut boundEntry 51}

pwiVpl sCut boundl f | ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
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MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object is applicable if the pwMl shpl sType pwOnl y(0)
bit is set, and MJST return a value of zero otherw se.
The operator configures the iflndex of the outbound port
in this case.

:={ pwiVpl sCut boundEntry 6 }

pwiVpl sQut boundTunnel Typel nUse OBJECT- TYPE

SYNTAX | NTEGER {
not Yet Known (1),
mpl sTe (2),
mpl sNonTe (3),
} pwonl y (4)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the current tunnel that is carrying
the PWtraffic.

The val ue of notYet Known(1l) should be used if the agent is
currently unable to deternine which tunnel or interface is
carrying the PW for exanple, because both tunnels are in
operational status down.

:={ pwWpl sCQut boundEntry 7}
-- BEnd of PW MPLS Qut bound Tunnel table
-- PWNMPLS i nbound table

pwiVpl sl nboundTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pwipl sl nboundEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table indicates the PWLDP XC entry in the
MPLS-LSR- STD-M B for signal ed PWs.

= { pwivpl sObj ects 3 }
pwiVpl sl nboundEnt ry OBJECT- TYPE

SYNTAX Pw\pl sl nboundEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
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"Arowin this table is created by the agent

for each signaled PW and shows the XC index related to
the PWsignaling in the inbound direction in the
MPLS-LSR-STD-M B that controls and display the infornmation
for all the LDP signaling processes in the |ocal node.

I NDEX { pw ndex }
2= { pwMWpl sl nboundTable 1 }
Pw\pl sl nboundEntry ::= SEQUENCE {
pwiVpl sl nboundXcl ndex Mol sl ndexType

pwiVpl sl nboundXcl ndex OBJECT- TYPE

SYNTAX Mol sl ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The XC index representing this PWin the inbound
direction. It MJIST return the value zero if the

information is not yet known."
::={ pwMWdl sl nboundEntry 1 }

-- End of PWMPLS inbound table
-- PWto Non-TE mappi ng Tabl e.

pwivpl sNonTeMappi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pwivpl sNonTeMappi ngEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table indicates the PWassociation to the outbound
tunnel in non-TE applications, maps the PWto its (inbound)
XC entry, and indicates the PWto-physical interface nmapping
for a PWw thout an outer tunnel.

= { pwipl sCbj ects 4 }
pwiVpl sNonTeMappi ngEnt ry OBJECT- TYPE

SYNTAX PwiVpbl sNonTeMappi ngEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arowin this table displays the association
bet ween t he PW and
- its non-TE MPLS out bound outer tunnel,
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- its XCentry in the MPLS-LSR-STD-M B, or
- its physical interface if there is no outer tunnel
(PW1 abel only) and nmanual configuration.

Rows are created in this table by the agent dependi ng on
the setting of pwh\pl shMpl sType:

- If the pwipl sMol sType npl sNonTe(1) bit is set, the agent
creates a row for the outbound direction

(pwiVpbl sNonTeMappi ngDi rection set to psnBound(1)).

The pwipl sNonTeMappi ngXcl ndex hol ds the XC index in the
MPLS- LSR- STD-M B of the PSN bound outer tunnel.

pwiVpl sNonTeMappi ngl f I ndex MJST be zero for this row

- If the pwipl sMol sType pwOnly(2) bit is set, the agent
creates a row for the outbound direction

(pwiVpbl sNonTeMappi ngDi rection set to psnBound(1)).

The pwipl sNonTeMappi ngl f I ndex hol ds the iflndex of the
physical port this PWwill use in the outbound direction.
pwivpl sNonTeMappi ngXcl ndex MJST be zero for this row.

- If the PWhas been set up by a signaling protocol (i.e.,
pwOmner equal pw dFecSignaling(2) or

genFecSi gnaling(3)), the agent creates a row for the

i nbound direction (pw\l sNonTeMappi ngDirection set to
fronPsn(2)).

The pwipl sNonTeMappi ngXcl ndex hol ds the XC index in the
MPLS- LSR- STD-M B of the PW LDP-generated XC entry.

pwiVpl sNonTeMappi ngl f I ndex MJST be zero for this row.

An application can use this table to quickly retrieve the
PWcarried over specific non-TE MPLS outer tunnel or
physi cal interface.

I NDEX { pwWpl sNonTeMappi ngDi rection,

pwipbl sNonTeMappi ngXcl ndex,
pwivpl sNonTeMappi ngl f | ndex,
pwivpl sNonTeMappi ngPw ndex }

= { pwivpl sNonTeMappi ngTable 1 }

PwiVbl sNonTeMappi ngEntry :: = SEQUENCE {
pwivpl sNonTeMappi ngDi recti on | NTECER,
pwivpl sNonTeMappi ngXcl ndex Mol sl ndexType,
pwiVpl sNonTeMappi ngl f | ndex I nterfacel ndexOr Zer o,
pwiVpl sNonTeMappi ngPw ndex Pw ndexType
}
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pwivpl sNonTeMappi ngDi recti on OBJECT- TYPE

SYNTAX I NTEGER {
psnBound (1),
fronPsn (2)

}

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Index for the conceptual XC row identifying the tunnel-to-PW
mappi ngs, indicating the direction of the packet flow for
this entry.
psnBound(1) indicates that the entry is related to
packets toward the PSN.
fronPsn(2) indicates that the entry is related to
packets coming fromthe PSN

::={ pwMWpl sNonTeMappi ngEntry 1 }

pwivpl sNonTeMappi ngXcl ndex OBJECT- TYPE

SYNTAX Mol sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"See the description clause of pwMl sNonTeMappi ngEntry for
the usage guidelines of this object."”
:={ pwipl sNonTeMappi ngEntry 2 }

pwiVpl sNonTeMappi ngl fI ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"See the description clause of pwMl sNonTeMappi ngEntry for
the usage guidelines of this object."”
::={ pwMWpl sNonTeMappi ngEntry 3 }

pwiVpl sNonTeMappi ngPw ndex OBJECT- TYPE

SYNTAX Pw ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value that represents the PWin the pwrlable."
= { pwipl sNonTeMappi ngEntry 4 }
-- End of PWto Non-TE mappi ng Tabl e.

-- PWto TE MPLS tunnel s nappi ng Tabl e.
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pwiVpl sTeMappi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pwi\pl sTeMappi ngEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table reports the PWassociation to the
out bound MPLS tunnel for MPLS-TE applications.™”

= { pwipl sCbjects 5}
pwiVpl sTeMappi ngEnt ry OBJECT- TYPE

SYNTAX Pw\pl sTeMappi ngEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Arowin this table represents the association
between a PWand its MPLS-TE outer (head-end) tunnel.

An application can use this table to quickly retrieve the
list of the PW that are configured on a specific MPLS-TE
outer tunnel.

The pwhpl sTeMappi ngTunnel | nstance reports the actual
LSP out of the tunnel head-end that is currently
forwarding the traffic.

The table is indexed by the head-end i ndexes of a TE
tunnel and the PWi ndex.

I NDEX { pwi\pl sTeMappi ngTunnel | ndex,
pwiVpl sTeMappi ngTunnel | nst ance,
pwiVpl sTeMappi ngTunnel Peer Lsr | D,
pwiVpl sTeMappi ngTunnel Local Lsr1 D,
pwiVpl sTeMappi ngPwW ndex }

o= { pwhMpl sTeMappi ngTable 1 }

Pw\pl sTeMappi ngEntry :: = SEQUENCE ({
pwiVpl sTeMappi ngTunnel | ndex Mpl sTunnel | ndex,
pwiVpl sTeMappi ngTunnel | nst ance Mpl sTunnel | nst ancel ndex,

pwiVpl sTeMappi ngTunnel PeerLsri D Ml sLsrildentifier,
pwhpl sTeMappi ngTunnel Local Lsr1 D Ml sLsridentifier,
pwipl sTeMappi ngPwl ndex Pwl ndexType
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pwiVpl sTeMappi ngTunnel | ndex OBJECT- TYPE

SYNTAX Mpl sTunnel | ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Primary index for the conceptual row identifying the
MPLS-TE tunnel that is carrying the PWtraffic."

= { pw\pl sTeMappi ngEntry 1 }
pwiVpl sTeMappi ngTunnel | nst ance OBJECT- TYPE

SYNTAX Mpl sTunnel | nst ancel ndex
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object identifies the MPLS-TE LSP that is carrying the
PWtraffic. It MJST return the value zero if the

informati on of the specific LSP is not yet known.

Not e that based on the recommendation in the

MPLS- TC- STD-M B, instance index O should refer to the
configured tunnel interface."

= { pw\pl sTeMappi ngEntry 2 }

pwiVpl sTeMappi ngTunnel PeerLsr1 D OBJECT- TYPE
SYNTAX Mpl sLsridentifier
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object identifies the peer LSR when the outer tunnel
is MPLS-TE. "

= { pw\pl sTeMappi ngEntry 3 }

pwi\pl sTeMappi ngTunnel Local Lsr1 D OBJECT- TYPE
SYNTAX Mol sLsridentifier
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object identifies the |local LSR "

= { pw\pl sTeMappi ngEntry 4 }
pwiVpl sTeMappi ngPw ndex OBJECT- TYPE

SYNTAX Pw ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object returns the value that represents the PWin the
pwTabl e. "

= { pw\pl sTeMappi ngEntry 5 }
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-- End of PWto TE MPLS tunnel s mappi ng Tabl e.

-- conformance

pwiVpl sGr oups

pwiVpl sConpl i ances OBJECT | DENTI FI ER : :

information

OBJECT I DENTIFIER ::= { pwWl sConfornance 1 }

{ pwMWpl sConf ornance 2 }

-- Conpliance requirenment for fully conpliant inplenentations.

pwiVpl sModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for agents that provide full
support for the PWMPLS-STD-M B nodul e.  Such devi ces
can then be nonitored and al so be configured using
this MB nodule."

MODULE -- this nodul e
MANDATORY- GROUPS { pwiWpl sGr oup,

GROUP
DESCRI PTI ON

OBJECT
DESCRI PTI ON

OBJECT
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT

Zelig & Nadeau

pwivpl sCut boundMai NG oup,
pwiVpl sl nboundG oup,

pwiVpl sMappi ngG oup

pwivpl sCQut boundTeG oup
"This group MJST be supported if the inplenmentation
all ows MPLS-TE tunnels to carry PWtraffic.

pwiVpbl sMWpl sType

"Support of pwOnly(2) is not required. At |east one
of nplsTe(0) or nplsNonTe(1l) MIST be supported if
signaling of PWis supported.

pwipl sExpBi t sMode
"Support of specifiedVal ue(2) and
servi ceDependant (3) is optional.

pwiVpl sLocal Ldpl D
read-only
"Aread-wite access is required if the
i mpl ement ati on supports nore than one LDP entity
identifier for PWsignaling.

pwipl sLocal LdpEnti tyl ndex
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M N- ACCESS read-only

DESCRI PTION "A read-wite access is required if the
i npl ement ati on supports nore than one LDP entity
i ndex for PWsignaling.

OBJECT pwivpl sCut boundLsr Xcl ndex

M N- ACCESS read-only

DESCRI PTI ON "A val ue other than zero MJST be supported if the
i mpl ementati on supports non-TE signaling of the
outer tunnel.
A read-wite access MJST be supported if the
i npl ement ati on supports PWI abel nanual setting
and carrying them over non-TE tunnel s.

OBJECT pwiVpl sCut boundl f | ndex

M N- ACCESS read-only

DESCRI PTI ON "A val ue other than zero and read-wite operations
MJUST be supported if the inplenmentation supports
manual |y configured PWw thout MPLS outer tunnel.

::={ pwMWol sConpliances 1}
-- Conpliance requirenment for Read Only conpliant inplenentations.

pwivpl sMbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for agents that provide read-
only support for the PWMLS-STD-M B nodul e. Such
devi ces can then be nmonitored but cannot be configured
using this MB nodule.”

MODULE -- this nodule

MANDATORY- GROUPS { pwipl sGr oup,
pwipl sCut boundMai nG oup,
pwiVpl sl nboundG oup,

pwiVpl sMappi ngG oup
}

GROUP pwivpl sQut boundTeG oup
DESCRI PTI ON "Thi s group MJST be supported if the inplenmentation
all ows MPLS-TE tunnels to carry PWtraffic.

OBJECT pwiVpl sMWpl sType
M N- ACCESS read-only
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DESCRI PTION "Wite access is not required.
Support of pwOnly(2) is not required. At |east one
of nplsTe(0) or nplsNonTe(1l) MJIST be supported if
signaling of PWis supported.

OBJECT pwiVpl sExpBi t sMode

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.
Support of specifiedVal ue(2) and servi ceDependant ( 3)
is optional.

OBJECT pwiVpl SExpBi ts

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.
OBJECT pwVpl sTt |

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT pwiVpl sLocal Ldpl D
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.

OBJECT pwiVpl sLocal LdpEntityl ndex
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.

OBJECT pwiV\pl sSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.

OBJECT pwivpl sQut boundLsr Xcl ndex

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.
A val ue other than zero MUST be supported if the
i npl ementation supports non-TE signaling of the
outer tunnel.

OBJECT pwivpl sCQut boundTunnel | ndex
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.
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OBJECT pwivpl sQut boundTunnel Lcl LSR
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.

OBJECT pwiVpl sQut boundTunnel Peer LSR
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.

OBJECT pwiVpl sCut boundl f | ndex

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.
A val ue other than zero MJST be supported if the
i mpl ement ati on supports manual |y configured PW
wi t hout MPLS outer tunnel.

.= { pwWl sConpliances 2 }
-- Units of conformance.

pwiVpl sGr oup OBJECT- GROUP
OBJECTS {
pwiVpl sMpl sType,
pwivpl sExpBi t sMbde,
pwivpl SExpBi t s,
pwW\pl sTt 1,
pwiVpl sLocal Ldpl D,
pwiVpl sLocal LdpEnti tyl ndex,
pwiVpl sPeer Ldpl D,
pwiVpl sSt or ageType
}

STATUS current
DESCRI PTI ON
"Col | ection of objects needed for PWover MPLS PSN
configuration."

= pwipl sGoups 1}

pwivpl sCQut boundMai nGr oup OBJECT- GROUP
OBJECTS {
pwiVpl sQut boundLsr Xcl ndex,
pwivpl sCut boundl f | ndex,
pwivpl sCut boundTunnel Typel nUse

}

STATUS current
DESCRI PTI ON
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"Col I ection of objects needed for outbound association of
PWand MPLS tunnel."

= { pwpl sGoups 2}

pwiVpl sCQut boundTeG oup OBJECT- GROUP
OBJECTS {
pwiVpl sQut boundTunnel | ndex,
pwivpl sCQut boundTunnel | nst ance,
pwivpl sCQut boundTunnel Lcl LSR,
pwiVpl sQut boundTunnel Peer LSR

}

STATUS current
DESCRI PTI ON
"Col I ection of objects needed for outbound association of
PWand MPLS-TE tunnel."

= { pwWpl sGoups 3}

pwipl sl nboundGr oup OBJECT- GROUP
OBJECTS {
pwiVpl sl nboundXcl ndex

STATUS current
DESCRI PTI ON
"Col | ection of objects needed for inbound PW presentation.
This group MUST be supported if PWsignaling through LDP is
used. "

= { pwwpl sGoups 4 }

pwiVpl sMappi ngG oup OBJECT- GROUP
OBJECTS {
pwivpl sNonTeMappi ngPwW ndex,
pwiVpl sTeMappi ngPw ndex

}

STATUS current
DESCRI PTI ON
"Col | ection of objects needed for mapping association of
PWand MPLS tunnel."

= { pwWpl sGoups 5 }
END

Zelig & Nadeau St andards Track [ Page 27]



RFC 5602 PW MPLS M B July 2009

9

Security Considerations

It is clear that this MB nodule is potentially useful for nonitoring
PW capable PEs. This M B npdul e can al so be used for configuration
of certain objects, and anything that can be configured can be
incorrectly configured, with potentially disastrous results.

There are nunber of managenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

o the pwipl sTabl e, pwipl sNonTeMappi ngTabl e and pwi\pl sTeMappi ngTabl e
collectively contain objects to provision PWover MPLS tunnels.
Unaut hori zed access to objects in these tables, could result in
di sruption of traffic on the network. The use of stronger
mechani sms such as SNMPv3 security shoul d be consi dered where
possi ble. Specifically, SNWv3 VACM and USM MJUST be used with any
v3 agent which inplenents this MB nodule. Adninistrators should
consi der whet her read access to these objects should be all owed,
since read access may be undesirable under certain circunstances.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

o the pwipl sTabl e, pwivpl sNonTeMappi ngTabl e, pw\pl sTeMappi ngTabl e and
pwiVpl sQut boundTabl e col | ectively show the PWover MPLS
association. |If an Adm nistrator does not want to reveal this
information, then these tables should be considered sensitive/
vul ner abl e.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.
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10.

11.

11.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule, is properly configured to give access to
the objects only to those principals (users) that have |legitimte
rights to indeed GET or SET (change/create/ delete) them

| ANA Consi der ati ons

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

pwiVpl sSt dM B { mb-2 181 }
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