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Renote Controlled Transm ssion & Echoi ng TELNET Option

Currently, a terminal in character-at-a-tinme transm ssion and

forei gn-host echo causes four Network Messages for each character
struck. (The character sent fromlocal to foreign host; its RFNM
the echoed character sent fromthe foreign to the local host; and its
RFNM )

By elimnating nost echoing (1/2 as nmany nessages) and packagi ng the
characters into useful units (assumng an average of five character
per unit; therefore another 80 per cent reduction), it is believed
that alnost a 90 per cent reduction in character-node interactive
Network term nal traffic can be attained.

The packagi ng of characters and elimnation of foreign echoing should
al so l essen the | oad placed on the foreign hosts.

1. Command nane and code:
RCTE
2. Command meani ngs:
I AC WLL RCTE
The sender of this command REQUESTS or AGREES to use the RCTE
option, and will send instructions for controlling the other
side’s terminal printer

I AC WON' T RCTE

The sender of this option REFUSES to send instructions for
controlling the other side’'s termnal printer

| AC DO RCTE
The sender REQUEST or AGREES to have the other side (sender of

WLL RCTE) issue conmands which will control his (sender of the
DO output to the terminal printer.
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I AC DON' T RCTE

The sender of this conmmand REFUSES to allow the other side to
control his (sender of DON'T) term nal printer

| AC SB RCTE <cnd> [ BCL BC2] [TCl1 TC2?]
wher e:

<cnd> is one 8-bit byte having the following flags (bits are
counted fromthe right):

Bi t Meani ng

0 0 = lgnore all other bits in this byte and repeat the
| ast <cnd> that was sent. Equals a ’continue what
you have been doi ng’

1 = Performactions as indicated by other bits in this

byt e.
1 0 = Print (echo) Break character
1 = Skip (don’t echo) Break character
2 0 = Print (echo) text up to Break character
1 = Skip (don't echo) text up to Break character
3 0 = Continue using sane classes of Break characters.
1 = The two 8-bit bytes following this byte contain
flags for the new Break cl asses.
4 0 = Continue using same classes of Transmt characters.
1 = Reset Transmit classes according to the two bytes

following 1) the Break classes bytes, if the Break
cl asses are also being reset, or 2) this byte, if
the Break classes are NOT al so being reset.
Val ue (decinmal) of the <cnd> byte and its neaning:
0 = Continue what you have been doi ng

1 = Print (echo) up to AND | NCLUDI NG Break character

3 = Print up to Break character and SKIP (don’t echo)
Break character

5 = Skip text (don't echo) up to Break character, but
PRI NT Break character
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7 = Skip up to and including Break character

Add one of the previous non-zero values to one of the
foll owi ng values, to get the total decinmal value for
the byte (Note that C asses nmay not be reset without
al so resetting the printing action; so an odd nunber
i s guaranteed):

8 = Set Break classes (using the next two bytes [BCl
BC2])

16 = Set Transmi ssion classes (using the next two bytes
[TCL TC2])

24 = Set Break classes (using the next two bytes [BCl
BC2]) and the Transm ssion classes (using the two
bytes after that [TCL TC2]).

Sub- commands (I AC SB RCTE...) are only sent by the Controlling
Host and, in addition to other functions, functionally replace the
CGo- Ahead (1 AC GA) Tel net Command.

3. Default:
WON' T RCTE -- DON T RCTE

Nei t her host asserts special control over the other host’s
termnal printer.

4. Motivation for the option

RFC s 1, 5 and 51 di scuss Network and process efficiency and
snmoot hness.

RFC 357, by John Davidson, introduces the problem of echoing del ay
that occurs when a renote user accesses a full-duplex host, thru a
satellite link. In order to save the nmany thousands of niles of
transit time for each echoed character, while still permtting ful
server responsiveness and clean term nal output, an echo contro
simlar to that used by sone Tine-sharing systens is suggested for
the entire Network.

In effect, the proposed option involves naking a user host

carefully regulate the local term nal printer according to
explicit instructions fromthe foreign (serving) host.
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An inportant additional issue is efficient Network transm ssion
I mpl enent ati on of the Davidson Echoing Scherme will elimnate al npst
all server-to-user echoing.

The proposed option al so requests using hosts to buffer a
terminal’s input to the foreign host until it fornms a useful unit
(with "useful unit" delimted by Break or Transm ssion characters
as described below). Therefore, fewer nmessages are sent on the
user-to-server path.

N.B.: This option is only intended for use with full-duplex hosts.
The Go- Ahead Tel net feature is conpletely adequate for HALF-dupl ex
server hosts.

5. Explicit description of control mechani sm
A. Overview of Interaction

(1) Agree to use RCTE option

(2) User holds echo printing until instructed by server to do
ot herw se

(3) Server may send output to termnal printer

(4) Network output is printed up to an RCTE comrand

(5) Server sends | AC SB RCTE <cnd>

(6) User acts upon the command up to a Break character or unti
recei pt of output fromthe server host.

(7) Go to (2)

Note: Qutput fromthe server host nmay occur at any tinme, in which
case, the flow of control switches to (2) and then proceeds to
(3), (4), etc.

B. Expl anati on:

(1) Both Hosts agree to use the RCTE option. After that, the
usi ng host (I AC DO RCTE) nerely acts upon the Controlling
(serving) host’s comands and does not issue any RCTE comands
unl ess and until it (using host) decides to stop allow ng use
of the option (by sending | AC DON T RCTE)

(2) User host begins synchroni zati on between the serving host and
itself by suspending ternminal echo printing until directed to
do otherwi se by the controlling host, thru an | AC SB RCTE
<cnd>.
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The server may send output to the terminal printer, either in
response to input fromthe user (in which case it is already
synchroni zed with the terminal input) or spontaneously. In
the latter case, flow of control automatically switches to (2)
and continues fromthere. Qutput fromthe server is defined
as conpl eted when step (5) occurs. That is, text fromthe
Server to the termnal printer MUST end with an RCTE commmand.

Any output fromthe server is printed on the term nal
| MVEDI ATELY. Again note that the end of such output is
defined to be the occurrence of an | AC SB RCTE <cnd> comrand.

Server sends an RCTE conmand. The command may redefine Break
and Transm ssion classes, Action to be perforned on Break
characters, and action to be perforned on text. Each of these
i ndependent functions is controlled by separate bits in the
<cnd> byte.

a. A Transmi ssion character is one which REQU RES the User
Host to transmit all text accurnulated up to and i ncluding
its occurrence. (For Net efficiency, User hosts are
DI SCOURAGED from sendi ng before the occurrence of a
Transm ssion character).

If the Transm ssion Casses bit (Bit 4) is on, the two
bytes followi ng the two Break C asses bytes (or
i medi ately follow ng the <cmd> byte, if the Break
Classes bit is not on) will indicate what classes are to
be enabl ed.

If the Bit is OFF, the Transm ssion classes remnain
unchanged. Wen the RCTE option is first initiated, NO
CLASSES are in effect. That is, no character will be
considered a Transmi ssion character. (As if both TCl
and TC2 are zero.)

b. A Break character has the effect of a Transni ssion
character, but al so causes the User host to stop its
print/discard action upon the User’s input text, until
directed to do otherw se by another | AC SB RCTE <cnd>
command fromthe Serving host. Break characters therefore
define printing units. "Break character" as used in this
docunent does NOT nean Tel net Break character.

If the Break Classes bit (Bit 3) is on, the two bytes
following <cnd> will indicate what classes are to be
enabl ed. There are currently nine (9) classes defined,
with room for expansion.
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If the bit is OFF, the Break classes renai n unchanged.
When the RCTE option is initiated, CLASSES 4, 5, and 9
are to be in effect. That is, Format Effectors, Non-
format effector Control Characters and DEL, and
Punctuation characters are to be Break characters

The list of the character classes, used to define Break and
Transm ssion classes are listed at the end of this
docunent, in the "Tabl es" Section

Because Break characters are special, the print/discard
action that should be performed upon themis not always the
same as shoul d be perforned upon the rest of the input

text.

For exanple, while typing a filenane to TENEX, | want the
text of the filenane to be printed (echoed); but | do
not want the <escape> (if | use the nane conpletion
feature) to be printed.

If Bit 1 is ON The Break character is NOT to be printed.

A separate bit (Bit 2) signals whether or not the text
itself should be printed (echoed) to the termnal. |If Bit
2 =0, then the text 1S to be printed.

Yet another bit (Bit 0 - right-nost bit) signals whether or
not any of the other bits of the command shoul d be checked.
If this bit is OFF, then the conmand shoul d be interpreted
to nean "continue whatever echoing strategy you have been

foll owi ng, using the same Break and Transm ssion classes.”

This is particularly useful for the <cnd> conmand t hat
fol |l ows spontaneously generated output fromthe Serving
host (such as "System Goi ng Down") which needs to signa
End- of - Message, but does not usually want to reset any
ot her conditi ons.

The server may, however, alter user action after a
spont aneous nessage, but it is possible that text will
be lost, or printed when it should not be, since there
is no guarantee that the RCTE <cmd> fromthe serving
host will be properly synchronized with the ternina
i nput .
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Input fromthe termnal is (hopefully) buffered up to the
occurrence of a Transm ssion or Break character; and the input
text is echoed or not echoed, up to the occurrence of a Break
Character. The nobst recent RCTE conmand determ nes the echo,
Transm ssion and Break actions.

When a Break character is typed, the cycle of control is
compl ete and action re-conmences at (2). Action also
automatically switches to (2) upon receipt of any text from
the Server host.

C. Notes, Coments, Etc.:

(1)

(2)

(3)

(4)
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Even- Number ed Comrands, greater than zero, are in error, since
they will have the loworder bit off. The conmand shoul d be
interpreted as equal to zero, which nmeans that any C asses
Reset bytes ([TClL TC2] [BClL BC2]) will be in error.

Servers will generally instruct Users NOT to echo Break
Characters, even though it mght be alright to echo nost Break
characters. For exanmple, <cr> is usually a safe character to
echo but <esc> is not. TENEX Exec is willing to accept

either, during filenane specification. Therefore, the user
must be instructed NOT to echo ANY Break Characters.

This is generally a tolerable problem since the server has to
send an RCTE command at this point, anyhow. Adding the Break
character to the nessage (so that it appears to be echoed)

wi Il not cause any extra Network traffic.

The RCTE Option entails a rather |arge overhead. 1In a true
character-at-a-tine situation, this overhead is not justified.
But on the average, it should result in significant savings,
both in Network traffic and Host wake- ups.

A severe (User) site-dependent problemw |l be buffering
type-ahead input fromthe terminal. It is possible,
especially in the case of TIPS, that the input buffer wll
overflow often. |If the receiving (serving) host will permt,
the accunul ated text should be transmitted at this point. |If
the text cannot be transmitted and further typing by the user
will result in lost text, the user should be notified.
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D. Sanple Interaction:

"S:" is sent fromserving (WLL RCTE) host to Using host.
"U" is sent fromUsing (DO RCTE) host to Serving host.
"T:" is entered by the termnal user.

"P." is printed on the terninal.

Text surrounded by square brackets ([]) is conmrentary.

Text surrounded by angl e brackets (<>) is to be taken as a single
unit. E G, carriage return is <cr>, and the decinmal value 27
is represented <27>.

The following interaction shows a Logon to a Tenex, initiation of
the DED editor, insertion of sone text and return to the Exec

|l evel. A Telnet connection has al ready been opened, but the TENEX
pronpt has not yet been issued. The hosts first discuss using the
RCTE opti on:

S: <| AC<W LL><RCTE>
U <| ACC<DO><RCTE>

S: TENEX 1.31.18, TENEX EXEC 1.50.2 <cr><|f>@
<l ACG<SB><RCTE><11><1><24>

[Print the Herald and echo input text upto a Break character,
but do not echo the Break Character. C asses 4 (Format
Effectors), 5 (Non-format effector Controls and <DEL>), and 9
(<space>) act as Break Characters.]

TENEX 1.31.18, TENEX EXEC 1.50.2 <cr><If>@

LOG N ARPA <cr >

LOG N

LOG N <space>

<space><| AC><SB><RCTE><0>

<space>ARPA

ARPA <cr >

<cr><lf> (PASSWORD) : <I AC><SB><RCTE><7>

T W < v »w < v 4 3

<cr><| f > ( PASSWORD)
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T: WASHI NGTON 1000<cr >

[ The password "WASHI NGTON' is not echoed. Action on "1000<cr>"
is wthhel d]

WASHI NGTON <space>
<space><| AC><SB><RCTE><3>
<space> 1000

1000<cr >

w < T 0 C

<cr><|f> JOB 17 ON TTY41 7-JUN-73 14:13 <cr><lf>@
<I AC><SB><RCTE><0>

<cr><|f> JOB 17 ON TTY41l 7-JUN-73 14:13 <cr><|f>@
DED <esc><cr>

DED

DED<esc>

. SAV; 1 <| AC><SB><RCTE><0>

. SAV; 1

<Ccr>

w < v w < ©v A4 3

<cr><| f><|f> Ded 3/ 14/ 73 DRO, KRK <cr><| f >:
<| AC><SB><RCTE><15><1><255>

[ The programis started and the DED pronpt ":" is sent. At the
command | evel, DED responds to every character.]

P. <cr><lf><If> DED 3/14/73 DRP, KRK <cr><| f>:
T: IThis is a text line.<cr> This is another test line.<"Z> Q

["I" neans Insert Text. The text follows, terminated by a
Control-Z. The "Q' instructs DED to Quit.]

u |
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| <cr><| f>* <| AC><SB><RCTE><11><0><24>

[ DED pronpts the user, during text input, with an asterisk at
the begi nning of every line.]

I<cr><If> *This is a test I|ine.

This is a test line.<cr>

<cr><| f>* <| AC><SB><RCTE><C>

<cr><|f>* This is another test |ine.

This is another test line.<"Z>

AZ<cr >l f>: <l AC><SB><RCTE><15><1><255>

[ The returned "~Z" is two characters, not the ASCII Control-2Z.]

Q

[Note that the "Q' is not yet printed on the termnal, since it
is a Break character.]

Q<cr><| f >@ <l AC><SB><RCTE><11><1><24>

Qer><lf> @

And the user is returned to the Exec |evel

E. Tabl es:

(1) <cnmd> is one 8-bit byte having the following flags (bits are

Cr ocker,

counted fromthe right):

Bit Meaning

0 0 = lgnore all other bits in this byte and repeat the | ast
<cnmd> that was sent. Equals a ’'continue what you have
been doi ng’

1 = Performactions as indicated by other bits in this

byt e.
1 0 = Print (echo) Break character
1 = Skip (don’t echo) Break character
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2 0 =
1 =
3 0=
1 =
4 0=
1 =
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Print (echo) text up to Break character
Skip (don’t echo) text up to Break character

Conti nue using sane cl asses of Break characters.
The two 8-hbit bytes following this byte contain flags
for the new Break cl asses.

Conti nue using sane classes of Transmt characters

Reset Transmt classes according two the two bytes
following 1) the Break classes bytes, if the Break

cl asses are also being reset, or 2) this byte, if the
Break cl asses are NOT al so being reset.

Byte Val ue (decimal) and its meaning:

Cr ocker,

0 = Conti

nue what you have been doing

Even nunbers greater than zero (i.e., nunbers with the right-

nost
equal
t han

bit off) are in error and should be interpreted as
to zero. \When the <cnd> is an even nunber greater
zero, C asses bytes TClL & TC2 and/or BCl & BC2 nust

not be sent.

1 = Print (echo) up to AND I NCLUDI NG Break character

3 = Print up to Break character and SKIP (don’t echo) Break
character

5 = Skip text (don't echo) up to Break character, but PRI NT
Break character

7 = Skip up to and including Break character

Add one of the previous non-zero values to one of the follow ng
val ues, to get the total decinal value for the byte (Note

t hat
pri nt

Cl asses may not be reset, without also resetting the
ing action; so an odd nunber is guaranteed):

8 = Set Break classes (using the next two bytes [ BCL BC2])

Transm ssion classes (using the next two bytes [TCl

Break cl asses (using the next two bytes [BC1 BC2]) and

the Transm ssion classes (using the two bytes after that

16 = Set
TC2])

24 = Set
[TC1

et. al.
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(2) O asses for Break and Transm ssion (The right-nost bit of the

second byte (TC2 or BC2) represents Class 1; the left-nmost bit
of the first byte (TClL or BCl) represents the currently
undefined Cl ass 16):

1: Upper-Case Letter (A 2)

2: Lower-case letters (a-2z)

3: Nunbers (0-9)

4. Format Effectors (<BS> <CR> <LF> <FF> <HT> <VT>)

5. Non-format effectors Control Characters, <DEL> and <ESC>

6: ., ; : ?1
-0 C<>)11
8 " " I\ %@% # +- * =N <- _ (square box synbol)

9: <space>

And Tel net commands (I AC...) are ALWAYS to have the effect of
a Break character.

[ This RFC was put into machine readable formfor entry ]
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