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Abst ract

Thi s docunent specifies an update to the Datagram Congestion Contro
Prot ocol (DCCP), a connection-oriented and dat agram based transport
protocol. The update adds support for the DCCP-Listen packet. This
assi sts DCCP applications to communi cate through m ddl eboxes (e.g., a
Net wor k Address Port Translator or a DCCP server behind a firewall),
wher e peering endpoints need to initiate conmunication in a near-

si mul t aneous manner to establish necessary m ddl ebox state.

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
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1.

1.

I nt roducti on

The Dat agram Congesti on Control Protocol (DCCP) [RFC4340] is both

dat agram based and connection-oriented. According to RFC 4340, DCCP
servers establish connections by passively listening for incomng
connection requests that are actively transmtted by DCCP clients.
These asymetric rol es can cause probl ens when the server is ’'inside
a m ddl ebox, such as a Network Address Port Translation (NAPT), that
only allows connection requests to be initiated frominside (e.g.,
due to port overloading) [ RFC5597]. Host-based and network firewalls
can also inplenent policies that lead to simlar problens. This
behaviour is currently the default for many firewalls.

UDP can support middl ebox traversal using various techniques

[ RFC4787] that |everage the connectionless nature of UDP and are
therefore not suitable for DCCP. TCP supports m ddl ebox traversa
through the use of its sinultaneous-open procedure [RFC5382]. The
concepts of the TCP solution are applicable to DCCP, but DCCP cannot
sinmply reuse the sane nethods (see Appendi x A).

After discussing the problem space for DCCP, this docunment specifies
an update to the DCCP state nmachine to offer native support that
allows a DCCP client to establish a connection to a DCCP server that
is inside one or nore mddl eboxes. This reduces dependence on
external aids such as data relay servers [STUN] by explicitly
supporting a widely used principle known as ’'hol e punchi ng’

The nethod requires only a mnor change to the standard DCCP
operational procedure. The use of a dedicated DCCP packet type ties
usage to a specific condition, ensuring the method is inter-operable
with hosts that do not inplenment this update or that choose to
disable it (see Section 4).

1. Scope of This Docunent

This method is useful in scenarios when a DCCP server is |ocated

i nside the perineter controlled by a niddl ebox. It is relevant to
both client/server and peer-to-peer applications, such as Voice over
IP (VolP), file sharing, or online gam ng, and assists connections
that utilise prior out-of-band signaling (e.g., via a well-known
rendezvous server ([RFC3261], [H. . 323])) to notify both endpoints of
the connection paraneters ([RFC3235], [ NAT-APP]).
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1.2. DCCP NAT Traversa

The behavi oural requirements for NAT devices supporting DCCP are
described in [RFC5597]. A "traditional NAT" [RFC3022] that directly
maps an | P address to a different | P address does not require the

si mul t aneous- open techni que described in this docunent.

The nethod is required when the DCCP server is positioned behind one
or nmore NAPT devices in the path (hierarchies of nested NAPT devices
are possible). This docunment refers to DCCP hosts | ocated inside the
perineter controlled by one or nore NAPT devices as having "private"
addresses, and to DCCP hosts located in the global address real mas
havi ng "public" addresses.

DCCP NAT traversal is considered for the follow ng scenarios
1. Private client connects to public server
2. Public client connects to private server
3. Private client connects to private server

A defining characteristic of traditional NAT devices [ RFC3022] is
that private hosts can connect to external hosts, but not vice versa.
Hence, case (1) is possible using the protocol defined in [ RFC4340].
A pre-configured, static NAT address map woul d al |l ow outside hosts to
establi sh connections in cases (2) and (3).

A DCCP inplenentation conformng to [ RFC4340] and a NAT devi ce
conform ng to [ RFC5597] would require a DCCP relay server to perform
NAT traversal for cases (2) and (3).

Thi s docunent describes a nmethod to support cases (2) and (3) w thout
the aid of a DCCP relay server. This nethod updates RFC 4340 and
requires the DCCP server to discover the | P address and the DCCP port
that correspond to the DCCP client. Such signaling may be perforned
out -of -band (e.g., using the Session Description Protocol (SDP)

[ RFC4566]) .

1.3. Structure of This Docunent

For background information on existing NAT traversal techniques,
pl ease consult Appendi x A

The normative specification of the update is presented in Section 2
An informative discussion of underlying design decisions then foll ows
in Section 3. Security considerations are provided in Section 4 and
| ANA considerations are provided in the concluding Section 5.
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2. Procedure for Near-Si nultaneous- Open

This section is normative and specifies the simultaneous-open
technique for DCCP. It updates the connection-establishnent
procedures of [RFC4340].

2.1. Conventions and Term nol ogy

The docunent uses the terns and definitions provided in [ RFC4340].
Fam liarity with this specification is assumed. |In particular, the
foll owi ng convention from Section 3.2 of [RFC4340] is used:

Each DCCP connection runs between two hosts, which we often nane
DCCP A and DCCP B. Each connection is actively initiated by one
of the hosts, which we call the client; the other, initially
passive host is called the server.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2.2. Protocol Method
The term "session” is used as defined in ([ RFC2663], Section 2.3):
DCCP sessions are uniquely identified by the 4-tuple of <source |P-
address, source port, target |P-address, target port>.

DCCP, in addition, introduces Service Codes, which can be used to
identify different services available via the sane port [ RFC5595].
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1. DCCP-Listen Packet Format

Thi s docunent adds a new DCCP packet type, DCCP-Listen, whose format

+

T T T

Fair

s shown bel ow.

0 1 2 3
012345678901234567890123456789¢01

B i s i T Tt s sl It S ST S T S S S e S S
Sour ce Port | Dest Port |

B T i T o o o S e i i S S
Data Ofset | CCval | CsCov | Checksum |
i T T e e i e o i i S O S e S S S it i S e NI S
Res | Type |X Reserved | Sequence Number High Bits |
B i s i T Tt s sl It S ST S T S S S e S S

Sequence Nunber Low Bits |

Bl o T R ik st T o e b i T o S S e S it eI
Servi ce Code |

B s T S e i o S e e i e S S S S S S S e N s

Figure 1: Format of a DCCP-Listen Packet

The Source Port field indicates the port on which the DCCP server
is listening for a connection fromthe | P address that appears as
the destination |P address in the packet.

The Destination Port field indicates the port selected by a DCCP
client to identify the connection. 1In this technique, this value
nmust be communi cated out-of-band to the server

The val ue of X MJST be set to 1. A DCCP-Listen packet is sent
before a connection is established; therefore, there is no way to
negoti ate use of short sequence numbers ([ RFC4340], Section 5.1).

The val ue of the Sequence Nunber field in a DCCP-Listen packet is
not related to the DCCP sequence number used in normal DCCP
messages (see Section 3 for a description of the use of the DCCP
sequence nunber). Thus, for DCCP-Listen packets:

* A DCCP server SHOULD set the high and | ow bits of the Sequence
Nunber field to O.

* A DCCP client MJST ignore the value of the Sequence Number
field.

* M ddl eboxes MJST NOT interpret sequence nunbers in DCCP-Listen
packets.
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0 The Service Code field contains the Service Code value for which
the server is listening for a connection (Section 8.1.2 of
[ RFC4340] and [RFC5595]). This value MJIST correspond to a Service
Code that the server is actually offering for a connection
identified by the sane source | P address and the sane source port
as that of the DCCP-Listen packet. Since the server may use
mul ti ple Service Codes, the specific value of the Service Code
field needs to be comunicated out-of-band, fromclient to server,
prior to sending the DCCP-Listen packet, e.g., described using the
Sessi on Description Protocol (SDP) [ RFC4566].

0o At the tinme of witing, there are no known uses of header options
([ RFC4340], Section 5.8) with a DCCP-Listen packet. dients MJST
ignore all options in received DCCP-Listen packets. Therefore,
feature val ues cannot be negoti ated usi ng a DCCP-Li sten packet.

o At the time of witing, there are no known uses of payl oad data
with a DCCP-Listen packet. Since DCCP-Listen packets are issued
bef ore an actual connection is established, endpoints MJST ignore
any payl oad data encountered in DCCP-Listen packets.

o The followi ng protocol fields are required to have specific
val ues:

* Data Ofset MUST have a value of five or nore (i.e., at |east
20 bytes).

* CCVal MUST be zero (a connection has not been established).

* CsCov MUST be zero (use of the CsCov feature cannot be
negoti at ed).

* Type has the value 10, assigned by | ANA to denote a DCCP-Listen
packet .

* X MJST be 1 (the generic header nust be used).
The remaining fields, including the "Res" and "Reserved" fields are
specified by [RFC4340] and its successors. The interpretation of
these fields is not nodified by this docunent.
2.2.2. Protocol Method for DCCP Server Endpoints
Thi s docunent updates Section 8.1 of [RFC4340] for the case of a

fully specified DCCP server endpoint. The update nodifies the way
the server perforns a passive-open

Fai r hur st St andards Track [ Page 7]



RFC 5596 DCCP Si nmul t aneous- Open Techni que Sept enber 2009

Prior to connection setup, it is common for a DCCP server endpoint to
not be fully specified: before the connection is established, a
server usually specifies only the destination port and Service Code.
(Sonetines the destination address is also specified.) This |eaves
the source address and source port unspecified. The endpoint only
becones fully specified after perforning the handshake for an

i ncom ng connection. For such cases, this docunent does not update
Section 8.4 of [RFC4340], i.e., the server adheres to the existing
state transitions in the left half of Figure 2 (CLOSED => LI STEN =>
RESPOND) .

A fully specified DCCP server endpoint permts exactly one client,
identified by source |P-address: port, destination |P-address: port,
plus a single Service Code, to set up the connection. Such a server
SHOULD performthe actions and state transitions shown in the right
hal f of Figure 2 and specified bel ow.

unspecified renote R + fully specified renote
A | CLOSED |--------------------- +
| Fommee o + send DCCP-Li sten
| |
% %
L + tineout +--------- +
| LISTEN | Hom e | INVITED |
E - + | | - +
| | | 1st / 2nd ~ |
| nmore than 2 | | retransm | | receive
| retransm ssions | R + | Request
| | resend Listen %
| | oo +
| R >| LISTEM |
| B S +
| |
| receive Request et + recei ve Request*
R e T R > RESPOND | <----------mmmmmimoo- +
send Response R + send Response

* Note: The case of a server that responds to a DCCP- Request in
the INVITED state, transitions to the LISTENL state, and then
imediately transitions to the RESPOND state does not require
reception of an additional DCCP-Request packet.

Figure 2: Updated State Transition Di agram for DCCP-Listen
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This diagramintroduces two additional DCCP server states in addition
to those listed in Section 4.3 of [RFC4340]:

I NVI TED
The INVITED state is associated with a specific DCCP connection
and represents a fully specified server socket in the listening
state that is generating DCCP-Listen packets towards the client.

LI STEN1
The LI STEN1 state is associated with a specific DCCP connection
and represents a fully specified server socket in the passive
listening state that will not generate further DCCP-Listen packets
towards the client.

A fully specified server endpoint perforns a passive-open fromthe
CLCSED state by inviting the renote client to connect. This is
performed by sending a single DCCP-Listen packet to the specified
renote | P-address:port, using the format specified in Section 2.2.1
The figure bel ow provi des pseudocode describing the packet processing
in the INVITED state. This processing step follows Step 2 in Section
8.5 of [RFC4340]).

The INVITED state is, |ike LISTEN, a passive state, characterised by
wai ting in the absence of an established connection. |If the server
endpoint in the INVITED state receives a DCCP- Request that matches
the set of bound ports and addresses, it transitions to the LI STENL
state and then imediately transitions to the RESPOND state, where
further processing resunes as specified in [ RFC4340].

The server SHOULD repeat sending a DCCP-Listen packet while in the
INVITED state, at a 200-nillisecond interval with up to at nost 2
repetitions (Section 3 discusses this choice of tinme interval). |If
the server is still in the INVITED state after a further period of
200ns follow ng transm ssion of the third DCCP-Listen packet, it
SHOULD progress to the LI STENL state.

Fully specified server endpoints SHOULD treat |CVP error messages
received in response to a DCCP-Listen packet as "soft errors” that do
not cause a state transition. Reception of an |ICVP error nessage as
a result of sending a DCCP-Listen packet does not necessarily
indicate a failure of the follow ng connection request, and therefore
should not result in a server state change. This reaction to soft
errors exploits the valuable feature of the Internet that, for many
network failures, the network can be dynamically reconstructed

wi t hout any di sruption of the endpoints.

Server endpoints SHOULD i gnore any incom ng DCCP-Listen packets. A
DCCP server in the LISTEN, INVITED, or LISTENL states MAY generate a

Fai r hur st St andards Track [ Page 9]



RFC 5596 DCCP Si nmul t aneous- Open Techni que Sept enber 2009

DCCP- Reset packet (Code 7, "Connection Refused") in response to a
recei ved DCCP-Li sten packet. This DCCP-Reset packet is an indication
that two servers are sinmultaneously awaiting connections on the sane
port.

Further details on the design rationale are discussed in Section 3.
The figure bel ow provi des pseudocode describing the packet processing
in the INVITED state. This processing step follows Step 2 in Section
8.5 of RFC 4340 [ RFC4340].

Step 2a: Process INVITED state

If S.state == | NVI TED,
[* State only entered for fully specified server endpoints */
/[* on entry S will have been set to a socket */

If P.type == Request
/* Exit INVITED state and continue to process the packet */
S.state = LI STENL
Continue with S.state := LI STENL
O herw se,
If P.type == Listen
/[* The following line is optional */
Gener at e Reset (Connecti on Refused)
/[* OQtherwi se, drop packet and return */
O herw se,
Generate Reset(No Connection) unless P.type == Reset

Step 2b: Process LISTENL state
If S.state == LI STENL,
/[* State only entered for fully specified server endpoints */
/* Follows receipt of a Response packet */
/* or sending third Listen packet (after timer expiry) */
If P.type == Request,
S.state = RESPOND
Choose S.ISS (initial segno) or set fromlnit Cookies
Initialize S.GAR := S. I SS
Set S.ISR, S.GSR, S.SW, S.SWH from packet or Init Cookies
Continue with S.state == RESPOND
/* A Response packet will be generated in Step 11 */
O herw se,
If P.type == Listen
/* The following line is optional */
Gener ate Reset (Connecti on Refused)
[* OQtherw se, drop packet and return */
O herw se,
Generate Reset(No Connection) unless P.type == Reset

Fi gure 3: Updated DCCP Pseudocode for | NVITED and LI STENL St ates
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2.2.3. Protocol Method for DCCP dient Endpoints

Thi s docunent updates Section 8.1.1 of [RFC4340] by adding the
following rule for the reception of DCCP-Listen packets by clients:

Endpoints are required to ignore any header options or payl oad data
encountered in DCCP-Listen packets (Section 2.2.1) and hence do not

provi de meani ngful communication to a client. A client in any state
MJST silently discard any recei ved DCCP-Li sten packet, unless it

i npl ements the optional procedure defined in the foll owing section

2.2.3.1. Optional Ceneration of Triggered Requests

This section describes an optional optimsation at the client that
can allow the client to avoid having to wait for a tineout follow ng
a dropped DCCP- Request. The operation requires clients to respond to
reception of DCCP-Listen packets when received in the REQUEST state.
DCCP- Li sten packets MJUST be silently discarded in all other states.

A client inplenmenting this optimsation MAY inmedi ately performa
retransm ssi on of a DCCP- Request follow ng the reception of the first
DCCP- Li sten packet. The retransm ssion is perforned in the sane
manner as a timeout in the REQUEST state [ RFC4340]. A triggered
retransm ssion SHOULD result in the client increasing the
exponenti al - backoff tiner interval

Note that a path delay greater than 200ns will result in multiple
DCCP- Li sten packets arriving at the client before a DCCP-Response is
received. Cdients MJST therefore performonly one such

retransm ssion for each DCCP connection. This requires maintaining
| ocal state (e.g., one flag per connection).

I mpl enentors and users of this optional method need to be aware that
host timng or path reordering can result in a server receiving two
DCCP- Requests (i.e., the server sending one unnecessary packet).
This would, in turn, trigger a client to send a second correspondi ng
DCCP- Response (al so unnecessary). These additional packets are not
expected to nodify or delay the DCCP open procedure [ RFC4340].

Section 2.3.2 provides exanples of the use of triggered
retransm ssion.

2.2.4. Processing by Routers and M ddl eboxes
DCCP- Li sten packets do not require special treatment and shoul d t hus

be forwarded end-to-end across Internet paths, by routers and
m ddl eboxes al i ke.
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M ddl eboxes may utilise the connection information (address, port,
Service Code) to establish local forwarding state. The DCCP-Listen
packet carries the necessary information to uniquely identify a DCCP
session in conbination with the source and destination addresses
(found in the enclosing | P header), including the DCCP Service Code
val ue [ RFC5595]. The processing of the DCCP-Listen packet by NAT
devices is specified in [ RFC5597].

2.3. Exanples of Use

In the exanpl es below, DCCP Ais the client and DCCP B is the server
A m ddl ebox device (NAT/Firewall), NA is placed before DCCP A, and
anot her m ddl ebox, NB, is placed before DCCP B. Both NA and NB use a
policy that pernmits DCCP packets to traverse the device for outgoing
links, but only permts incom ng DCCP packets when a previous packet
has been sent out for the sane connection.

In the figure below, DCCP A and DCCP B deci de to comunicate using an
out - of - band nmechanism (in this case, |abelled SDP), whereupon the
client and server are started. DCCP B actively indicates its
listening state by sending a DCCP-Listen nessage. This fulfills the
requi renent of punching a hole in NB (also creating the binding to
the external address and port). This nessage is dropped by NA since
no hole exists there yet. DCCP Ainitiates a connection by entering
the REQUEST state and sending a DCCP-Request. (It is assuned that if
NA were a NAT device, then this would also result in a binding that
maps the pinhole to the external address and port.) The DCCP- Request
is received by DCCP B, via the binding at NB. DCCP B transnits the
DCCP- Response and connects through the bindings nowin place at NA
and NB.

DCCP A DCCP B

—————— NA NB R

o e e e e oo +  +-+ Fod e e e oo oo +

| |1 | | 1 | | State = CLOSED

| SDbP --> | --+-+--- -+ +->] | State = I NVI TED
| | | | X--+-+--|<-- DCCP-Listen

| (State=REQUEST) | | | [ I

| DCCP- Request --> | --+4-+----+-+->| |

| (St at e=PARTOPEN) | <+-+----+-+--|<-- DCCP-Response| State = RESPOND
| DCCP- Ack --> | - -4+ - +> | |

I |1 [ I

I |1 [ I

| DCCP-Data --> | --+-+-- -+ | State = OPEN

o e e e oo +  +-+ T +

Figure 4: Event Sequence Wien the Server |s Started Before the Cient
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2.3.1. Repetition of DCCP-Listen
Thi s section exam nes the effect of not receiving the DCCP- Request.

The figure bel ow shows the sequence of packets where the DCCP server
enters the INVITED state after reception of out-of-band signaling
(e.g., SDP). The key timer operations at the client and server are
respectively shown on the left and right of the diagram It
considers the case when the server does not receive a DCCP-Request
within the first 600ns (often the request would be received within
this interval).

The repetition of DCCP-Listen packets nmay be inplenmented using a
timer. The timer is restarted with an interval of 200ms when sending
each DCCP-Listen packet. It is cancelled when the server |eaves the
INVITED state. If the timer expires after the first and second
transmission, it triggers a transm ssion of another DCCP-Listen
packet. If it expires after sending the third DCCP-Listen packet,
the server |eaves the INVITED state to enter the LISTENL state (where
it passively waits for a DCCP- Request).
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DCCP A DCCP B
------ NA NB R
+----4  +-+ R +
| |1 | | 1 | | State = CLOSED
| -->|--+-+----+-+--|--> SDP |
| |1 | | 1 | | State = I NVI TED
I [ [ I
| | | | X--+-+--|<-- DCCP-Listen | Tinmer Starts
| [ [ | |
DCCP- Request | -->|--->+-X| | | (dropped) | |
Timer Starts | |1 | | 1 | | |
I I [ l 1 _ | 1st Timer Expiry
| | | <-+-+4----+++--| <-- DCCP-Listen |
| | | ] | | | | | Timer Starts
| R | N ,
I I I I I I I I I 2nd Tinmer Expiry
| | | <-4-+----+4-+--|<-- DCCP-Listen | Tiner Starts
| R | | _
I I I I I I I I I 3rd Tinmer Expiry
| | |1 | | 1 | | State = LI STENL
| ~ ~ ~ ~ ~ ~ ~ ~
S T R N R (O |
Timer Expiry | -->|--+-+4----+-+--]--> DCCP- Request
| |1 | | 1 | | State = RESPOND
| <--]--+-+----+-+--]<-- DCCP- Response|
+----+  +-+ ot e +
Figure 5. Repetition of the DCCP-Listen Packet
.3.2. Optional Triggered Retransm ssion of DCCP-Request
The following figure illustrates a triggered retransmssion. 1In this

figure, the first DCCP-Listen is assuned to be lost in the network
(e.g., does not open a pinhole at NB). A |ater DCCP-Request is also
not received (perhaps as a side effect of the first loss). After
200nms, the DCCP-Listen packet is retransmitted and correctly
received. This triggers the retransm ssion of the DCCP-Request,

whi ch, when received, results in a correspondi ng DCCP- Response.
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DCCP A DCCP B
------ NA NB
o e e e oo +  +-+ T +
| |1 | | 1 | | State = CLOSED
| SDP | --4- -+ +- > | State = I NVI TED
| (State= REQUEST) | | | [l I
| |1 | | | X-]<-- DCCP-Listen |
| DCCP- Request --> |--+-+---X| | | |
| | <+-+4----+-+--|<-- DCCP-Listen |(retransmt)
I [ 1 I
| DCCP- Request --> | --+-+----+-+-3>| | State = RESPOND
| (Triggered) [ [ I
| | <-+-+----+-+--| <-- DCCP-Response]|
| (State= PARTOPEN)| | | | 1 |
| DCCP- Ack --> [ -4+ - - - 4> | State = OPEN
o e e e e oo +  +-+ Fod e e e oo oo +
Figure 6: Exanple Showing a Triggered DCCP- Request
The figure belowillustrates the sequence of packets exchanged when a

DCCP- Li sten and DCCP- Request are processed out of order. Reception
of the DCCP-Listen packet by the client triggers retransm ssion of
the DCCP- Request. The server responds to the first DCCP-Request and
enters the RESPOND state. The server subsequently responds to the
second DCCP- Request with another DCCP- Response, which is ignored by
the client (already in the PARTOPEN state).
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2.

4.

DCCP A DCCP B

------ NA NB -
R +  +-+ T +

| |1 | 1 | | State = CLOSED
| SDP | - -4+ -+ +- 3| | State = I NVITED
| (State = REQUEST)| | | [ _ I

| DCCP- Request --> |--+-+- -+-+--|<-- DCCP-Listen |

I [\ I

| [/ |

| |<-+-+- -+-+->| |

| DCCP- Request --> |--+-+- -+-+--|<-- DCCP-Response| State = RESPOND
| (Triggered) [ I VAR I I

I [/ I

| |<-+-+- -+-+->| |

| (State= PARTOPEN)| | | | 1 | |

| DCCP- Ack -->|--+4-+ -+-+--|<-- DCCP-Response

| (Triggered) [\ I

I [/ I

| (lgnored) | <-4-+- - +-+-3) | State = OPEN

I [ [ I
R +  +-+ T +

Figure 7: Exanpl e Showi ng an Unnecessary Tri ggered DCCP-Request
Backwards Conpatibility with RFC 4340

No changes are required if a DCCP client conform ng to this docunent
conmuni cates with a DCCP server conformng to [ RFC4340].

If a client inplements only [ RFC4340], an inconi ng DCCP-Li sten packet
woul d be ignored due to step 1 in Section 8.1 of [RFC4340], which at
the sane tine also confornms to the behaviour specified by this
docunent .

Thi s docunent further does not nodify comrunication for any DCCP
server that inplenents a passive-open wthout fully binding the
addresses, ports, and Service Codes to be used. The authors
therefore do not expect practical deploynent problems wth existing,
conf ormant DCCP i npl ement ati ons.

Di scussi on of Design Deci sions

This is an informative section that reviews the rationale for the
design of this method.
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3.1. Rationale for a New Packet Type

The DCCP-Li sten packet specified in Section 2.2.1 has the sane format
as the DCCP- Request packet ([RFC4340], Section 5.1), the only
difference is in the value of the Type field. The usage, however,
differs. The DCCP-Listen packet serves as an advi sory nessage, not
as part of the actual connection setup: sequence nunbers have no
meani ng, and no payl oad can be conmuni cat ed.

A DCCP- Request packet could, in theory, also have been used for the
same purpose. The followi ng argunments were against this:

The first problemwas that of semantic overloading: the DCCP-Request
defined in [ RFC4340] serves a well-defined purpose, being the initial
packet of the 3-way handshake. Additional use in the manner of a
DCCP- Li st en packet would have required DCCP processors to have two

di fferent processing paths: one where a DCCP- Request was interpreted
as part of the initial handshake, and another where the sane packet
was interpreted as an indication of an intention to accept a new
connection. This would conplicate packet processing in hosts and, in
particul ar, stateful m ddl eboxes (which may have restricted
conput ati onal resources)

The second problemis that a client receiving a DCCP- Request from a
server could generate a DCCP-RReset packet if it had not yet entered
the REQUEST state (step 7 in Section 8.5 of [RFC4340]). The nethod
specified in this docunent |lets client endpoints ignore DCCP-Listen
packets. Adding a simlar rule for the DCCP-Request packet woul d
have been cunbersone: clients would not have been able to distinguish
bet ween a DCCP- Request packet neant to indicate an intention to
accept a new connection and a genuinely erratic connection
initiation.

The third problemis simlar and refers to a client receiving the
indication after having itself sent a (connection-initiation) DCCP-
Request. Step 7 in Section 8.5 of [RFC4340] requires the client to
reply to a DCCP- Request fromthe server with a DCCP- Sync packet.

Si nce sequence nunbers are ignored for this type of message,
addi ti onal and conpl ex processing woul d become necessary: either to
ask the client not to respond to a DCCP- Request when the request is
used as an indication, or to ask m ddl eboxes and servers to ignore
DCCP- Sync packets generated in response to DCCP- Request packets that
are used as indications. Furthernmore, since no initial sequence
nunbers have been negotiated at this stage, sending a DCCP- SyncAck
woul d not be neani ngful.

The use of a separate packet type therefore allows sinpler and
cl earer processing.
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3.1.1. Use of Sequence Numbers

Al t hough the DCCP-Listen Sequence Nunber fields are ignored, they
have been retained in the DCCP-Listen packet header to reuse the
generic header format from Section 5.1 of [RFC4340].

DCCP assigns a randominitial value to the sequence nunber when a
DCCP connection is established [ RFC4340]. However, a sender is
required to set this value to zero for a DCCP-Listen packet. Both
clients and m ddl eboxes are also required to ignore this val ue.

The rationale for ignoring the Sequence Number fields of DCCP-Listen
packets is that, at the time the DCCP-Listen is exchanged, the
endpoi nts have not yet entered connection setup: the DCCP-Listen
packet is sent while the server is still in the passive-open
(INVITED) state, i.e., it has not yet allocated state, other than
binding to the client’s | P-address: port and Service Code.

3.2. Ceneration of Listen Packets

A DCCP server should by default permt generation of DCCP-Listen
packets. Since DCCP-Listen packets solve a particular problemwth
NAT and/or firewall traversal, the generation of DCCP-Listen packets
on passive sockets is tied to a condition (binding to a renote
address and Service Code that are both known a priori) to ensure this
does not interfere with the general case of "nornmal" DCCP connections
(where client addresses are generally not known in advance).

In the TCP world, the analogue is a transition fromLISTEN to
SYN_SENT by virtue of sending data: "A fully specified passive cal
can be made active by the subsequent execution of a SEND' ([ RRFC0793],
Section 3.8). Unlike TCP, this update does not performa rol e change
from passive to active. Like TCP, DCCP-Listen packets are only sent
by a DCCP-server when the endpoint is fully specified (Section 2.2).

3.3. Repetition of DCCP-Listen Packets

Repetition is a necessary requirement to increase robustness and the
chance of successful connection establishment when a DCCP-Li sten
packet is lost due to congestion, link |oss, or sone other reason

The decision to recomrend a nmaxi mum nunber of 3 tineouts (2 repeated
copi es of the original DCCP-Listen packet) results fromthe foll ow ng
consi deration: the repeated copies need to be spaced sufficiently far
apart in tinme to avoid suffering fromcorrelated | oss. The interva
of 200nms was chosen to accommbdate a wi de range of wireless and wired
net wor k pat hs.
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Anot her constraint is given by the retransm ssion interval for the
DCCP- Request ([ RFC4340], Section 8.1.1). To establish state,
intermedi ate systens need to receive a (retransmtted) DCCP-Listen
packet before the DCCP-Request tines out (1 second). Wth three

ti meouts, each spaced 200 milliseconds apart, the overall tine is
still bel ow one second. The sum of 600 nmilliseconds is sufficiently
large to provide for |onger one-way delays, as is the case, e.g., on
some wreless |inks.

The rational e behind transitioning to the LISTENL state after two
repetitions is that other problens, independent of establishing

m ddl ebox state, may occur (such as delay or loss of the initia
DCCP- Request). Any late or retransmitted DCCP- Request packets will
then still reach the server, allow ng connection establishnent to
successful ly compl et e.

4. Security Considerations

General security considerations for DCCP are described in [ RFC4340].
Security considerations for Service Codes are further described in
[ RFC5595] .

The nethod specified in this docunment generates a DCCP-Listen packet
addressed to a specific DCCP client. This exposes the state of a
DCCP server that is in a passive listening state (i.e., waiting to
accept a connection froma known client).

The exposed information is not encrypted and therefore could be seen
on the network path to the DCCP client. An attacker on this return
pat h coul d observe a DCCP-Listen packet and then exploit this by
spoofing a packet (e.g., DCCP-Request or DCCP-Reset) with the IP
addresses, DCCP ports, and Service Code that correspond to the val ues
to be used for the connection. As in other on-path attacks, this
could be used to inject data into a connection or to deny a
connection request. A sinmilar on-path attack is al so possible for
any DCCP connection, once the session is initiated by the client

([ RFC4340], Section 18).

The DCCP-Listen packet is only sent in response to explicit, prior
out -of -band signaling froma DCCP client to the DCCP server (e.g.

SDP [ RFC4566] information communi cated via the Session Initiation
Protocol [RFC3261]) and will normally directly precede a DCCP- Request
sent by the client (which carries the sane infornmation).

Thi s update does not significantly increase the conplexity or

vul nerability of a DCCP inplenentation that conforns to [ RFC4340]. A
DCCP server SHOULD therefore, by default, permt generation of DCCP-
Li sten packets. A server that wi shes to prevent disclosing this
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i nformati on MAY refrain from generating DCCP-Li sten packets w t hout
i mpacting subsequent DCCP state transitions, but possibly inhibiting
m ddl ebox traversal

The DCCP base specification in RFC 4340 defines an Init Cookie
option, which |ets a DCCP server avoid having to hold any state unti
the three-way, connection-setup handshake has conpleted. This

speci fication enabl es an out-of -band mechani smthat forces the server
to hold state for a connection that has not yet been established.
This is a change in the security profile of DCCP, although the inpact
is expected to be mniml and depends on the security features of the
out - of - band mechani sm (SIP SDP is one such nechani smthat provides
sufficient security features).

The nethod creates a new way for a client to set up a DCCP connecti on
to a server using out-of-band data, transported over a signaling
connection. |f the signaling connection is not encrypted, an
eavesdropper could see the client |P address and the port for the to-
be- est abl i shed DCCP connection, and generate a DCCP-Listen packet
towards the client using its own server |P address and port.

However, a client will only respond to a received DCCP-Listen packet
if the server |P address and port match an exi sting DCCP connection
that is in the REQUEST state (Section 2.3.2). The nethod therefore
cannot be used to redirect the connection to a different server |IP
addr ess.

5. | ANA Consi der ations

The | ANA regi stered a new packet type, "DCCP-Listen", in the | ANA
DCCP Packet Types Registry. The decimal value 10 has been assigned
to this type. This registry entry references this docunent.
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Appendi x A.  Discussion of Existing NAT Traversal Techni ques

Thi s appendi x provides a brief review of existing techniques to
establish connectivity across NAT devices, with the aim of providing

background information. It first considers TCP NAT traversal based
on simul taneous-open, and then di scusses a second techni que based on
role reversal. Further information can be found in [ GIFO4] and

[ GFO5] .

A central idea shared by these techniques is to nmake peer-to-peer
sessions | ook |ike "outbound" sessions on each NAT device. Oten a
rendezvous server, located in the public address realm is used to
enable clients to discover their NAT topol ogy and the addresses of
peers.

The term ' hol e punching was coined in [FSKO5] and refers to creating
soft state in a traditional NAT device by initiating an outbound
connection. A well-behaved NAT can subsequently exploit this to

all ow a reverse connection back to the host in the private address
real m

UDP and TCP hol e punching use nearly the sane techni que [ RFC4787].
The adaptation of the basic UDP hole punching principle to TCP NAT
traversal [RFC5382] was introduced in Section 4 of [FSKO5] and relies
on the sinultaneous-open feature of TCP [ RFC0793]. A further
difference between UDP and TCP lies in the way the clients perform
connectivity checks after obtaining suitable address pairs for
connection establishment. Wereas in UDP a single socket is
sufficient, TCP clients require several sockets for the sane address
and port tuple:

0 a passive socket to listen for connectivity tests from peers, and

o multiple active connections fromthe sane address to test
reachability of other peers.

The SYN sent out by client Ato its peer B creates soft state in A's
NAT. At the sane tinme, B tries to connect to A

o if the SYNfromB has left B s NAT before the arrival of A's SYN
bot h endpoi nts perform sinul taneous-open (4-way handshake of SYN
SYNACK) ;

0 otherwise, A's SYN may not enter B's NAT, which |eads to B
performng a normal open (SYN_SENT => ESTABLI SHED) and A
performng a sinultaneous-open (SYN SENT => SYN RCVD =>
ESTABLI| SHED) .
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In the latter case, it is necessary that the NAT does not interfere
with a RST segnment (REQ 4 in [RFC5382]). The simultaneous-open
solution is convenient due to its sinmplicity, and is thus a preferred
node of operation in the TCP extension for Interactive Connectivity
Establi shnent (ICE) ([ICE], Section 2).

A. 1. NAT Traversal Based on a Sinmultaneous-Request

Among the various TCP NAT traversal approaches, the one using a TCP
si mul t aneous- open suggests itself as a candidate for DCCP due to its
simplicity ([ GFO5], [NAT-APP]).

A characteristic of TCP sinultaneous-open is that this erases the
clear distinction between client and server: both sides enter through
active (SYN_SENT) as well as passive (SYN_RCVD) states. This
characteristic conflicts with the DCCP design decision to provide a
cl ear separation between client and server functions ([ RFC4340],
Section 4.6).

In DCCP, several mechanisnms inplicitly rely on clearly defined
client/server roles:

0 Feature Negotiation: with few exceptions, alnost all of DCCP s
negoti abl e features use the "server-priority" reconciliation rule
([ RFC4340], Section 6.3.1), whereby a peer exchanges its
preference lists of feature values, and the server decides the
out cone.

0 Cosing States: only a server may generate DCCP-Cl oseReq packets
(asking the peer to hold tinmewait state), while a client is only
permitted to send DCCP-Cl ose or DCCP-Reset packets to terminate a
connection ([ RFC4340], Section 8.3).

0 Service Codes [ RFC5595]: a server mmy be associated with nultiple
Service Codes, while a client nust be associated with exactly one
([ RFC4340], Section 8.1.2).

o Init Cookies: may only be used by a server and on DCCP- Response
packets ([ RFC4340], Section 8.1.4).

The latter two points are not obstacles per se, but would have

hi ndered the transition froma passive to an active socket. |n DCCP
a DCCP-Request is only generated by a client. The assunption that
"all DCCP hosts may be clients" was dismssed, since it would require
undesi rabl e changes to the state nachine and would limt application
programm ng. As a consequence, the retro-fitting of a TCP-style

si mul t aneous-open into DCCP to all ow sinultaneous exchange of DCCP-
Connect packets was not reconmended.
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A.2. Role Reversa

Anot her sinple TCP NAT traversal schene uses role traversal ([Epp05],
[ GTF04]), where a peer first opens an active connection for the
singl e purpose of punching a hole in the firewall, and then reverts
to a listening socket, accepting connections that arrive via the new
pat h.

Thi s solution woul d have had several disadvantages if used w th DCCP
First, a DCCP server would be required to change its role to
tenmporarily becone a 'client’. This would have required nodification
to the state machine -- in particular, the treatnment of Service Codes
and perhaps Init Cookies. Further, the nmethod woul d have needed to
follow feature negotiation, since an endpoint’s choice of initia
options can rely on its role (i.e., an endpoint that knows it is the
server can nmake a priori assunptions about the preference lists of
features it is negotiating with the client, thereby enforcing a
particular policy). Finally, the server woul d have needed additiona
processing to ensure that the connection arriving at the |istening
socket matches the previously opened active connection

Thi s approach was therefore not recommend for DCCP
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