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Abst ract

This meno describes a Transport Mdel for the Sinple Network
Managenent Protocol (SNMP), using the Secure Shell (SSH) protocol.

This menmo al so defines a portion of the Managenent |nformati on Base
(MB) for use with network nanagenment protocols in TCP/I| P-based
internets. In particular, it defines objects for nmonitoring and
managi ng the Secure Shell Transport Mdel for SNWP.
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1. Introduction

This meno describes a Transport Mdel for the Sinple Network
Management Protocol, using the Secure Shell (SSH) protocol [RFC4251]
within a Transport Subsystem [ RFC5590]. The Transport Mbdel
specified in this neno is referred to as the Secure Shell Transport
Model (SSHTM .

This menmo al so defines a portion of the Managenent |nformati on Base
(MB) for use with network managenent protocols in TCP/IP-based
internets. In particular, it defines objects for nmonitoring and
managi ng the Secure Shell Transport Mdel for SNWP.

It is inportant to understand the SNWP architecture [ RFC3411] and the
term nol ogy of the architecture to understand where the Transport
Model described in this meno fits into the architecture and interacts
with other subsystens within the architecture.

1.1. The Internet-Standard Managenent Franework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

1.2. Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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Lower case versions of the keywords should be read as in nornal
English. They will usually, but not always, be used in a context
that relates to conpatibility with the RFC 3411 architecture or the
subsystem defined here but that m ght have no inpact on on-the-wire
conpatibility. These terns are used as gui dance for designers of
proposed | ETF nodel s to nake the designs conpatible with RFC 3411
subsystens and Abstract Service Interfaces (ASIs). Inplementers are
free to inmplenent differently. Sone usages of these | owercase terns
are sinply normal English usage.

For consistency with SNVMP-rel ated specifications, this docunent
favors term nol ogy as defined in STD 62, rather than favoring

term nology that is consistent with non- SNWMP specifications. This is
consistent with the I ESG decision to not require the SNWPv3
term nol ogy be nodified to match the usage of other non- SNVP

speci ficati ons when SNMPv3 was advanced to Full Standard.

"Aut hentication" in this docunment typically refers to the English
meani ng of "serving to prove the authenticity of" the nessage, not
data source authentication or peer identity authentication

The terns "manager" and "agent" are not used in this docunent

because, in the RFC 3411 architecture, all SNMP entities have the
capability of acting as manager, agent, or both depending on the SNW
application types supported in the inplenentation. Were distinction
is required, the application nanes of comand generator, comrand
responder, notification originator, notification receiver, and proxy
forwarder are used. See "SNWP Applications" [RFC3413] for further

i nformation.

The User-based Security Mdel (USM [RFC3414] is a nandatory-to-

i mpl ement Security Mddel in STD 62. While the SSH and USM
specifications frequently refer to a user, the term nol ogy preferred
in [RFC3411] and in this neno is "principal". A principal is the
"who" on whose behal f services are provided or processing takes

pl ace. A principal can be, anong other things, an individual acting
in a particular role, a set of individuals each acting in a
particular role, an application or a set of applications, or a

combi nation of these within an adm nistrative domain.

Thr oughout this docunment, the terns "client" and "server" are used to
refer to the two ends of the SSH transport connection. The client
actively opens the SSH connection, and the server passively listens
for the incom ng SSH connection. Either SNMP entity may act as
client or as server, as discussed further bel ow
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1.3. Modularity

The reader is expected to have read and understood the description of
the SNVP architecture, as defined in [ RFC3411], and the Transport
Subsystem architecture extension specified in "Transport Subsystem
for the Sinple Network Managenent Protocol (SNWP)" [RFC5590].

This meno describes the Secure Shell Transport Mddel for SNWP, a
specific SNVWP Transport Mdel to be used within the SNVP Transport
Subsystemto provide authentication, encryption, and integrity
checki ng of SNMP nessages.

In keeping with the RFC 3411 design decision to use self-contained
docunents, this document defines the el enents of procedure and
associ ated M B nmodul e obj ects that are needed for processing the
Secure Shell Transport Mdel for SNW

This nodul arity of specification is not neant to be interpreted as
i mposi ng any specific requirenments on inplenentation

1. 4. Mot i vati on

Version 3 of the Sinple Network Managenent Protocol (SNWMPv3) added
security to the protocol. The User-based Security Mdel (USM

[ RFC3414] was designed to be independent of other existing security
infrastructures to ensure it could function when third-party

aut henti cation services were not avail able, such as in a broken
network. As a result, USMutilizes a separate user and key-
managenent infrastructure. Operators have reported that having to
depl oy anot her user and key-managenent infrastructure in order to use
SNWPv3 is a reason for not depl oyi ng SNVPv3.

This meno describes a Transport Mdel that will nake use of the

exi sting and commonly depl oyed Secure Shell security infrastructure.
This Transport Model is designed to neet the security and operationa
needs of network adm nistrators, maxinize usability in operationa
environments to achi eve hi gh depl oynent success, and at the sane tine
mnimze inplementati on and depl oyment costs to mnimze depl oynent
time.

Thi s docunent addresses the requirenent for the SSH client to

aut henticate the SSH server and for the SSH server to authenticate
the SSH client, and describes how SNMP can nmake use of the
authenticated identities in authorization policies for data access,
in a manner that is independent of any specific Access Control Model
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Thi s docunent addresses the requirenent to utilize client-

aut henti cati on and key-exchange nethods that support different
security infrastructures and provide different security properties.
Thi s docunment describes how to use client authentication as descri bed
in "The Secure Shell (SSH) Authentication Protocol" [RFC4252]. The
SSH Transport ©Mbdel should work with any of the ssh-userauth nethods,
i ncluding the "publickey", "password", "hostbased", "none",
"keyboard-interactive", "gssapi-with-mc", ."gssapi-keyex", "gssapi",
and "external -keyx" (see the SSH Protocol Parameters registry

mai ntai ned by ANA). The use of the "none" authentication nethod is
NOT RECOVMENDED, as described in this docunent’s Security

Consi derations. Local accounts may be supported through the use of
the publickey, hostbased, or password met hods. The password nethod
allows for integration with a depl oyed password infrastructure, such
as Aut hentication, Authorization, and Accounting (AAA) servers using
the RADI US protocol [RFC2865]. The SSH Transport Mdel SHOULD be
abl e to take advantage of future-defined ssh-userauth nethods, such
as those that m ght nmake use of X 509 certificate credentials.

It is desirable to use nechanisns that could unify the approach for
adm nistrative security for SNMPv3 and command line interfaces (CLI)
and ot her managenent interfaces. The use of security services

provi ded by Secure Shell is the approach comonly used for the CLI
and is the approach being adopted for use with NETCONF [ RFC4742] .
This meno describes a nethod for invoking and running the SNW
protocol within a Secure Shell (SSH) session as an SSH Subsystem

This nmeno descri bes how SNVMP can be used within a Secure Shell (SSH)
session, using the SSH connection protocol [RFC4254] over the SSH
transport protocol, and using ssh-userauth [ RFC4252] for

aut henti cati on.

There are a nunber of challenges to be addressed to map Secure Shel
aut henti cation nmethod paraneters into the SNVP architecture so that
SNWVP continues to work wi thout any surprises. These are discussed in
detail bel ow

1.5. Constraints

The design of this SNMP Transport Model is influenced by the
foll owi ng constraints:

1. In times of network stress, the transport protocol and its
underlying security nechani sns SHOULD NOT depend upon the ready
availability of other network services (e.g., Network Tine
Prot ocol (NTP) or AAA protocols).
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When the network is not under stress, the Transport Mdel and its
underlying security nechani sns MAY depend upon the ready
availability of other network services.

It may not be possible for the Transport Mdel to determ ne when
the network is under stress.

A Transport Mddel SHOULD NOT require changes to the SNWP
architecture.

A Transport Mddel SHOULD NOT require changes to the underlying
security protocol

The Secure Shell Protoco

SSH is a protocol for secure renpte |ogin and other secure network
services over an insecure network. It consists of three mgjor
protocol conponents and add-on net hods for user authentication

0

The Transport Layer Protocol [RFC4A253] provides server

aut henti cati on and nessage confidentiality and integrity. 1t may
optionally also provide conpression. The transport layer will
typically be run over a TCP/IP connection but might also be used
on top of any other reliable data stream

The User Authentication Protocol [RFC4252] authenticates the
client-side principal to the server. |1t runs over the Transport
Layer Protocol

The Connection Protocol [RFC4254] multipl exes the encrypted tunne
into several |ogical channels. It runs over the transport after
successful ly authenticating the principal

Generi ¢ Message Exchange Authentication [RFC4256] is a genera
pur pose aut hentication nethod for the SSH protocol, suitable for
interactive authentications where the authentication data should
be entered via a keyboard.

"CGeneric Security Service Application ProgramlInterface (GSS-API)
Aut henti cation and Key Exchange for the Secure Shell (SSH)
Protocol " [ RFC4462] describes nmethods for using the GSS-API for
aut hentication and key exchange in SSH. It defines an SSH user-
aut henti cation method that uses a specified GSS-API mechanismto
authenticate a user; it also defines a famly of SSH key-exchange
met hods that use GSS-APlI to authenticate a Diffie-Hellman key
exchange.
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The client sends a service request once a secure, transport-|ayer
connecti on has been established. A second service request is sent
after client authentication is complete. This allows new protocols
to be defined and coexist with the protocols |isted above.

The connection protocol provides channels that can be used for a wide
range of purposes. Standard nmethods are provided for setting up
secure interactive shell sessions and for forwarding ("tunneling")
arbitrary TCP/IP ports and X11 connecti ons.

3. How SSHTM Fits into the Transport Subsystem

A Transport Model is a conmponent of the Transport Subsystem [ RFC5590]
within the SNMP architecture. The SSH Transport Mbddel thus fits

bet ween the underlying SSH transport |ayer and the Message Di spatcher
[ RFC3411] .

The SSH Transport Model will establish a channel between itself and
the SSH Transport Moddel of another SNMP engine. The sending
Transport Model passes unencrypted nessages fromthe Dispatcher to
SSH to be encrypted, and the receiving Transport Mdel accepts
decrypted i ncom ng nessages from SSH and passes themto the

Di spat cher

After an SSH Transport Model channel is established, then SNWP
messages can conceptual ly be sent through the channel from one SNWP
Message Di spatcher to another SNMP Message Di spatcher. Miltiple SNW
messages MAY be passed t hrough the sane channel

The SSH Transport Model of an SNMP engine will performthe
transl ati on between SSH specific security parameters and SNWVP-
speci fic, mnodel -i ndependent paraneters.

3.1. Security Capabilities of this Mde

3.1.1. Threats

The Secure Shell Transport Mdel provides protection against the
threats identified by the RFC 3411 architecture [ RFC3411]:

1. Modification of Information - SSH provides for verification that
the contents of each nessage have not been nodified during its
transm ssion through the network by digitally signing each SSH
packet .

2. Masquerade - SSH provides for verification of the identity of the
SSH server and the identity of the SSH client.
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SSH provides for verification of the identity of the SSH server
through the SSH transport protocol server authentication

[ RFC4253]. This allows an operator or nmanagenment station to
ensure the authenticity of the SNVP engi ne that provides MB
dat a.

SSH provi des a nunber of nechanisns for verification of the
identity of the SSH client-side principal using the Secure Shel
Aut henti cation Protocol [RFC4252]. These include public key,
password, and host-based nechanisns. This allows the SNMP Access
Control Subsystemto ensure that only authorized principals have
access to potentially sensitive data.

Verification of the client’s principal identity is inmportant for
use with the SNWMP Access Control Subsystemto ensure that only
aut hori zed principals have access to potentially sensitive data.

The SSH user identity is provided to the Transport Mdel, so it
can be used to map to an SNWMP nodel -i ndependent securityNane for
use with SNMP access control and notification configuration
(The identity may undergo various transfornms before it maps to
the securityNane.)

3. Message Stream Modification - SSH protects against malicious re-
ordering or replaying of nessages within a single SSH session by
usi ng sequence nunbers and integrity checks. SSH protects
agai nst replay of messages across SSH sessions by ensuring that
the cryptographic keys used for encryption and integrity checks
are generated afresh for each session.

4. Disclosure - SSH provides protection against the disclosure of
i nformati on to unauthorized recipients or eavesdroppers by
allowing for encryption of all traffic between SNMP engi nes.
3.1.2. Message Authentication
The RFC 3411 architecture recogni zes three levels of security:
- without authentication and wi thout privacy (noAuthNoPriv)
- with authentication but w thout privacy (authNoPriv)
- with authentication and with privacy (authPriv)
The Secure Shell protocol provides support for encryption and data
integrity. Wile it is technically possible to support no

aut hentication and no encryption in SSH, it is NOT RECOMVENDED by
[ RFC4253] .
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The SSH Transport Mdel deternmines from SSH the identity of the

aut henticated principal and the type and address associated with an

i ncom ng nessage, and provides this information to SSH for an

out goi ng nessage. The SSH transport-|layer algorithns used to provide
authentication, data integrity, and encryption SHOULD NOT be exposed
to the SSH Transport Mdel |[ayer. The SNWPv3 WG del i berately avoi ded
this and settled for an assertion by the Security Mdel that the
requi renents of securitylLevel were met. The SSH Transport Mdel has
no mechani snms by which it can test whether an underlying SSH
connection provides auth or priv, so the SSH Transport Mbdel trusts
that the underlying SSH connection has been properly configured to
support authPriv security characteristics.

An SSH Transport-Model -conpliant inplementation MUST use an SSH
connection that provides authentication, data integrity, and
encryption that neets the highest |evel of SNWP security (authPriv).
Qut goi ng nessages specified with a securitylLevel of noAut hNoPriv or
authNoPriv are actually sent by the SSH Transport Mddel with

aut hPriv-1evel protection.

The security protocols used in the Secure Shell Authentication
Prot ocol [RFC4252] and the Secure Shell Transport Layer Protocol

[ RFC4253] are considered acceptably secure at the tine of witing.
However, the procedures allow for new authentication and privacy
met hods to be specified at a future tine if the need arises.

3.1.3. Authentication Protocol Support

The SSH Transport Model shoul d support any server- or client-

aut henti cati on mechani sm supported by SSH. This includes the three
aut henti cati on met hods described in the SSH Aut henticati on Protocol
docunent [ RFC4252] (publickey, password, and host-based), keyboard

interactive, and others.

The passwor d-aut hentication nmechanismallows for integration with
depl oyed password-based infrastructure. It is possible to hand a
password to a service such as RADI US [ RFC2865] or Di anmeter [ RFC3588]
for validation. The validation could be done using the user nane and
user password attributes. It is also possible to use a different
passwor d-val i dati on protocol such as the Chal |l enge Handshake

Aut hentication Protocol (CHAP) [ RFC1994] or digest authentication

[ RFC5090] to integrate with RADIUS or Diameter. At sonme point in the
processi ng, these nechani sns require the password to be made

avail abl e as cleartext on the device that is authenticating the
password, which mght introduce threats to the authentication
infrastructure
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GSS- APl key exchange [ RFC4462] provides a framework for the addition
of client-authentication nmechanisnms that support different security
infrastructures and provide different security properties.

Addi tional authentication nechanisns, such as one that supports X 509
certificates, nmay be added to SSH in the future.

3.1.4. SSH Subsystem

Thi s docunent describes the use of an SSH Subsystem for SNWP to nake
SNWVP usage distinct from other usages.

An SSH Subsystem of type "snnmp" is opened by the SSH Transport Mde
during the elenents of procedure for an outgoing SNVMP nessage. Since
the sender of a nessage initiates the creation of an SSH session if
needed, the SSH session will already exist for an inconm ng nessage;

ot herwi se, the incom ng nessage woul d never reach the SSH Transport
Model

I mpl enent ati ons may choose to instantiate SSH sessions in
anticipation of outgoing nessages. This approach m ght be useful to
ensure that an SSH session to a given target can be established
before it becones inportant to send a nessage over the SSH session
O course, there is no guarantee that a pre-established session will
still be valid when needed.

SSH sessions are uniquely identified within the SSH Transport Mdel
by the conbi nation of tnilransportAddress and tnSecurityNane
associ ated with each session.

Because nam ng policies mght differ between adninistrative donains,
many SSH client software packages support a user @ost name: port
addressi ng syntax that operators can use to align non-equival ent
account names. The SnnpSSHAddress Textual Convention echos this
common SSH not ati on.

When this notation is used in an SnnpSSHAddr ess, the SSH connecti on
shoul d be established with an SSH user name matching the "user"
portion of the notation when establishing a session with the renote
SSH server. The user nanme nmust be encoded in UTF-8 (per [RFC4252]).
The "user" portion may or nay not match the tnBecurityNane paraneter
passed fromthe Security Mddel. |If no "user@ portion is specified
in the SnnpSSHAddr ess, then the SSH connection should be established
usi ng the tnBecurityNanme as the SSH user nane when establishing a
session with the renote SSH server.
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The SnnpSSHAddress and tnfSecurityNane associated with an SSH session
MJUST remain constant during the life of the session. Different
SnnpSSHAddr ess val ues (with different hostnanmes, "user@ prefix
nanes, and/or port nunbers) will each result in individual SSH

sessi ons.

3.2. Security Parameter Passing

For incom ng nessages, SSH-specific security paraneters are

transl ated by the Transport Mddel into security paraneters

i ndependent of the Transport and Security Models. The Transport
Model accepts nessages fromthe SSH Subsystem records the transport-
rel ated and SSH-security-related information, including the
authenticated identity, in a cache referenced by tnftat eRef erence,
and passes the Wol eMsg and the tnttateReference to the D spatcher
usi ng the recei veMessage() ASI (Abstract Service Interface).

For out goi ng nessages, the Transport Model takes input provided by
the Dispatcher in the sendMessage() ASI. The SSH Transport WMbdel
converts that information into suitable security paraneters for SSH
est abl i shes sessions as needed, and passes nessages to the SSH
Subsystem for sendi ng.

3.3. Notifications and Proxy

SSH connections nmay be initiated by command generators or by
notification originators. Command generators are frequently operated
by a human, but notification originators are usually unmanned

aut onat ed processes. As a result, it may be necessary to provision
aut hentication credentials on the SNMP engi ne containing the
notification originator or to use a third-party key provider, such as
Ker beros, so the engine can successfully authenticate to an engi ne
containing a notification receiver

The targets to whomnotifications or proxy requests should be sent is
typically determned and configured by a network administrator. The
SNIVP- NOTI FI CATION-M B contains a list of targets to which
notifications should be sent. The SNWP- TARGET-M B nodul e [ RFC3413]
contains objects for defining these managenent targets, including
transport donmmi ns and addresses and security paraneters, for
applications such as notification generators and proxy forwarders.

For the SSH Transport Mbodel, transport type and address are
configured in the snnpTarget Addr Tabl e, and the securityName and
securitylLevel paraneters are configured in the snnmpTarget ParansTabl e.
The default approach is for an admnistrator to statically
preconfigure this information to identify the targets authorized to
receive notifications or received proxi ed messages. Local access-
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control processing needs to be performed by a notification originator
before notifications are actually sent, and this processing is done
usi ng the configured securityName. An inportant characteristic of
this is that authorization is done prior to determning if the
connection can succeed. Thus, the locally configured securityNane is
entirely trusted within the notification originator

The SNMP- TARGET-M B and NOTI FI CATION-M B M B nodul es may be
configured using SNVP or other inplementation-dependent nechani sns,
such as CLI scripting or loading a configuration file. It may be
necessary to provide additional inplenentation-specific configuration
of SSH paraneters.

4. Cached Infornation and References

When perform ng SNVP processing, there are two |levels of state
informati on that may need to be retained: the imediate state |inking
a request-response pair and a potentially longer-termstate relating
to transport and security. "Transport Subsystemfor the Sinple

Net wor k Management Protocol " [RFC5590] defines general requirenents
for caches and references.

Thi s docunent defines additional cache requirenents related to the
Secure Shell Transport Mbdel

4.1. Secure Shell Transport Mddel Cached |Information

The Secure Shell Transport Mdel has specific responsibilities
regarding the cached information. See the Elenents of Procedure in
Section 5 for detailed processing instructions on the use of the

t St at eRef erence fields by the SSH Transport Mdel

4.1.1. tnBecurityName

The tnBecurityName MUST be a hunman-readabl e name (in snnpAdm nString
format) representing the identity that has been set according to the
procedures in Section 5. The tnBSecurityName MJST be constant for al
traffic passing through an SSHTM session. Messages MUST NOT be sent
through an existing SSH session that was established using a
different tnBecurityNane.

On the SSH server side of a connection:

The tnBecurityName should be the SSH user name. How the SSH user
nane is extracted fromthe SSH [ ayer is inplenmentation-dependent.
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The SSH protocol is not always clear on whether the user name
field nust be filled in, so for sone inplenentations, such as
those using GSSAPI authentication, it may be necessary to use a
mappi ng algorithmto transforman SSH identity to a tnBSecurityNane
or to transforma tnBSecurityNane to an SSH identity.

In other cases, the user name may not be verified by the server,
so for these inplenentations, it may be necessary to obtain the
user nane from other credentials exchanged during the SSH
exchange.

On the SSH client side of a connection:

The tnBecurityName is presented to the SSH Transport Mdel by the
application (possibly because of configuration specified in the
SNWP- TARGET- M B) .

The securityNane MAY be derived fromthe tnBecurityNane by a Security
Model and MAY be used to configure notifications and access controls
in MB nodul es. Transport Mdels SHOULD generate a predictable
tmSecurityName so operators will know what to use when confi guring

M B nodul es that use securityNanes derived fromtnSecurityNanes.

4.1.2. tnBessionlD

The t nBessi onl D MIST be recorded per nessage at the time of receipt.
When t nSameSecurity is set, the recorded tnSessionl D can be used to
determ ne whether the SSH session available for sending a
correspondi ng outgoi ng nessage is the sane SSH session as was used
when receiving the incomng nessage (e.g., a response to a request).

4.1.3. Session State

The per-session state that is referenced by tnftateReference may be
saved across multiple nessages in a Local Configuration Datastore.
Addi tional session/connection state information night also be stored
in a Local Configuration Datastore.

5. El enents of Procedure

Abstract Service Interfaces have been defined by [ RFC3411] and
further augnented by [ RFC5590] to describe the conceptual data flows
bet ween the various subsystens within an SNVP entity. The Secure
Shell Transport Mbddel uses sonme of these conceptual data flows when
communi cati ng bet ween subsyst ens.
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To sinplify the elenents of procedure, the rel ease of state
information is not always explicitly specified. As a general rule,
if state information is avail abl e when a nessage gets di scarded, the
message-state informati on should al so be released, and if state
information is available when a session is closed, the session-state
i nformati on shoul d al so be rel eased.

An error indication in statusinformation will typically include the
oject Identifier (O D) and value for an increnented error counter
This may be acconpani ed by the requested securitylLevel and the

t nSt at eRef erence. Per-nessage context information is not accessible
to Transport Mdels, so for the returned counter O D and val ue,
cont ext Engi ne woul d be set to the |ocal value of snnpEnginel D and
context Nane to the default context for error counters.

5.1. Procedures for an I ncom ng Message

1. The SSH Transport Model queries the SSH engine, in an
i mpl ement ati on- dependent manner, to determ ne the address the
message originated from the user nane authenticated by SSH, and
a session identifier.

2. Determine the tmiransport Address to be associated with the
i ncom ng nessage:

A. If this is a client-side SSH session, then the
tmlransport Address is set to the tnfransportAddress used to
establish the session. It MJST exactly include any "user@

prefix associated with the address provided to the
openSessi on() AS

B. If this is a server-side SSH session and this is the first
message received over the session, then the
tmlransport Address is set to the address the nessage
originated from determined in an inplenentation-dependent
way. This value MJUST be constant for the entire SSH session,
and future nmessages received MJST result in the
t mlr ansport Address being set to the same val ue.

C. If this is a server-side SSH session and this is not the
first nessage received over the session, then the
t mrransport Address is set to the previously established
t mlrr ansport Address for the session (the value fromstep B
determ ned froma previous incom ng nmessage).
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3. Determine the tnBecurityNane to be associated with the incom ng
nmessage

A

If this is a client-side SSH session, then the tnSecurityNane
MUST be set to the tnBecurityNane used to establish the
sessi on.

If this is a server-side SSH session and this is the first
message recei ved over the session, then the tnSecurityNanme is
set to the SSH user nane. How the SSH user name is extracted
fromthe SSH | ayer is inplenentation-dependent. This val ue
MJUST be constant for the entire SSH session, and future
messages received MIUST result in the tnBecurityNane being set
to the sane val ue.

If this is a server-side SSH session and this is not the
first nessage received over the session, then the
tnSecurityNanme is set to the previously established
tnSecurityName for the session (the value fromstep B
determ ned froma previous incom ng nmessage).

4. Create a tnttateReference cache for subsequent reference to the
i nformation.

t mTr ansport Domai n = snnpSSHDonai n

t mlr ansport Address = the derived tnfTransport Address from step
2

tnSecurityName = the derived tnBecurityNanme fromstep 3.

tmlrr ansport SecuritylLevel = "authPriv" (authentication and
confidentiality MJST be used to conply with this Transport
Model .)

t nSessi onl D = an i npl enent ati on- dependent val ue that can be
used to detect when a session has closed and been repl aced by
anot her session. The value in tnftateReference MIUST uni quely
identify the session over which the nessage was received.
This session identifier MIUST NOT be reused until there are no
references to it remmining.

Then the Transport Mdel passes the nmessage to the Dispatcher using
the follow ng ASI:
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statuslnformation =
recei veMessage(

IN transportDomain -- snnpSSHDomai n
IN transport Address -- the tmiransport Address for the nessage
IN  whol eMessage -- the whol e SNMP nessage from SSH
IN  whol eMessagelengt h -- the length of the SNMP nessage
IN tnttateReference -- (NEW transport info
)

5.2. Procedures for Sending an Qutgoi ng Message

The Di spatcher passes the information to the Transport Mddel using
the ASI defined in the Transport Subsystem

statuslnformation =

sendMessage(

IN destTransport Donmai n -- transport dommin to be used
IN dest Transport Addr ess -- transport address to be used
IN  outgoi ngMessage -- the nmessage to send

IN  outgoi ngMessagelengt h -- its length

IN tnttateReference -- (NEW transport info

)

The SSH Transport Model perforns the foll ow ng tasks.

1. |If tnBtateReference does not refer to a cache containing val ues
for tmlransport Domai n, tnilransportAddress, tnSecurityNane,
t MRequest edSecuritylLevel, and tnBaneSecurity, then increnent the
snnpSsht nBessi onl nval i dCaches counter, discard the nessage, and
return the error indication in the statuslnformation. Processing
of this message stops.

2. Extract the tnTransportDomai n, tnilransport Address,
t mSecurityNanme, tnRequestedSecuritylLevel, tnSameSecurity, and
tnSessi onl D from the tntStateReference.

3. ldentify an SSH session over which to send the messages:

A, If tnBaneSecurity is true and there is no existing session
with a matchi ng tnBSessionl D, tnSecurityNane, and
t mMrr ansport Address, then increnent the
snnpSsht nBessi onNoSessi ons counter, discard the nessage, and
return the error indication in the statuslnfornmation.
Processing of this message stops.

B. If there is a session with a matching tnBSessi onl D,
t mMlrr ansport Address, and tnSecurityNanme, then sel ect that
sessi on.
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C. If there is a session that matches the tnilransport Address and
tmBecurityName, then select that session

D. |If the above steps failed to select a session to use, then
call openSession() with the tnfstateReference as a paraneter.

+ |f openSession fails, then discard the nessage, rel ease
t n5t at eRef erence, and pass the error indication returned
by openSession back to the calling nodule. Processing of
this nessage stops.

+ | f openSession succeeds, then record the
dest Transport Domai n, dest Transport Address, tnSecuritynane,
and tnBessionl D in an inpl enentation-dependent manner.
This will be needed when processing an i nconm ng nessage.

4. Pass the whol eMessage to SSH for encapsul ation as data in an SSH
message over the identified SSH session. Any necessary
addi tional SSH specific parameters should be provided in an
i mpl ement at i on- dependent nanner.

5.3. Establishing a Session

The Secure Shell Transport Mdel provides the foll owi ng Abstract
Service Interface (ASI) to describe the data passed between the SSH
Transport Mddel and the SSH service. It is an inplenmentation
deci si on how such data is passed

statuslinfornmation =
openSessi on(

IN tnttateReference -- transport information to be used
QUT tntt at eRef erence -- transport information to be used
IN nmaxMessageSi ze -- of the sending SNWP entity

)

The foll owi ng describes the procedure to follow to establish a
session between a client and server to run SNWP over SSH.  This
process is used by any SNMP engi ne establishing a session for
subsequent use.

This will be done autonmatically for an SNMP application that

initiates a transaction, such as a command generator, a notification
originator, or a proxy forwarder.
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1. Increnment the snnpSsht nSessi onCpens counter.

2. Using tnlransport Address, the client will establish an SSH
transport connection using the SSH transport protocol,
aut henticate the server, and exchange keys for nessage integrity
and encryption. The transportAddress associated with a session
MUST remai n constant during the lifetime of the SSH session.
I mpl enent ati ons may need to cache the transportAddress passed to
the openSession APl for |ater use when perfornm ng incom ng
nmessage processing (see Section 5.1).

1. To authenticate the server, the client usually stores pairs
(tmfransport Address, server host public key) in an
i mpl ement at i on- dependent nanner.

2. The other parameters of the transport connection are provided
in an inplenentation-dependent nanner.

3. If the attenpt to establish a connection is unsuccessful or
if server-authentication fails, then
snnmpSsht nSessi onCpenErrors i s increnented, an openSessi on
error indication is returned, and openSessi on processing
st ops.

3. The client will then invoke an SSH aut hentication service to
aut henticate the principal, such as that described in the SSH
aut henti cati on protocol [RFC4252].

1. If the tmiransport Address field contains a user nane foll owed
by an '@ character (US-ASCI|I 0x40), that user nane string
shoul d be presented to the SSH server as the "user nane" for
user-aut henticati on purposes. |If there is no user nanme in
the tmlransport Address, then the tnBSecurityNanme shoul d be
used as the user nane.

2. The credentials used to authenticate the SSH principal are
determined in an inpl enentation-dependent manner.

3. In an inplementation-specific manner, invoke the SSH user-
aut henti cation service using the cal cul ated user nane.

4. |f the user authentication is unsuccessful, then the
transport connection is closed, the
snmpSsht mSessi onUser Aut hFai | ures counter i s increnmented, an
error indication is returned to the calling nodul e, and
processing stops for this nmessage.
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4. The client should invoke the "ssh-connection" service (al so known
as the SSH connection protocol [RFC4254]), and request a channe
of type "session". |If unsuccessful, the transport connection is
cl osed, the snnpSsht nSessi onNoChannel s counter is increnmented, an
error indication is returned to the calling nodule, and
processing stops for this nmessage.

5. The client invokes "snmp" as an SSH Subsystem as indicated in
the "subsystent paranmeter. |f unsuccessful, the transport
connection is closed, the snnpSsht nSessi onNoSubsystens counter is
incremented, an error indication is returned to the calling
modul e, and processing stops for this nessage.

In order to allow SNW traffic to be easily identified and
filtered by firewalls and ot her network devices, servers
associated with SNVMP entities using the Secure Shell Transport
Model MUST default to providing access to the "snnp" SSH
Subsystemif the SSH session is established using the | ANA-
assigned TCP ports (5161 and 5162). Servers SHOULD be
configurable to allow access to the SNVMP SSH Subsyst em over ot her
ports.

6. Set tnBessionlD in the tnStateReference cache to an
i mpl ement ati on-dependent value to identify the session

7. The tnBecurityNane used to establish the SSH session nmust be the
only tnBSecurityNanme used with the session. |ncom ng nessages for
the session MJUST be associated with this tnBSecurityName val ue.
How this is acconplished is inplenentation-dependent.

5.4. Cosing a Session

The Secure Shell Transport Mdel provides the following ASI to close
a session:

statuslinfornmation =
cl oseSessi on(
IN t nSessi onl D -- session | D of session to be cl osed

)

The foll owi ng describes the procedure to follow to close a session
between a client and server. This process is followed by any SNWP
engine to close an SSH session. It is inplenmentation-dependent when
a session should be closed. The calling code should rel ease the
associ at ed t nSt at eRef er ence.
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1. Increnment the snnmpSsht nSessi onCl oses counter.

2. If there is no session corresponding to tnBessionlD, then
cl oseSessi on processing is conplete.

3. Have SSH cl ose the session associ ated with tnSessionl D.
6. M B Mbdul e Overvi ew

This M B nodul e provi des nanagenent of the Secure Shell Transport
Model. It defines an O D to identify the SNMP-over-SSH transport
domai n, a Textual Convention for SSH Addresses, and several
statistics counters.

6.1. Structure of the M B Mdul e

ohjects in this MB nbdule are arranged into subtrees. Each subtree
is organi zed as a set of related objects. The overall structure and
assi gnnent of objects to their subtrees, and the intended purpose of
each subtree, is shown bel ow

6.2. Textual Conventions

Ceneric and Common Textual Conventions used in this docunent can be
found summarized at http://ww ops.ietf.org/ mb-conmon-tcs. htm

6.3. Relationship to Gher MB Mdul es

Sone managenent objects defined in other M B nodul es are applicable
to an entity inplenenting the SSH Transport Mdel. |In particular, it
is assuned that an entity inplenenting the SNMP-SSH TM M B wi | |

i npl enrent the SNMPv2-M B [ RFC3418] and t he SNWMP- FRAVMEWORK- M B
[RFC3411]. It is expected that an entity inplenenting this MB w ||l
al so support the Transport Security Mdel [RFC5591] and, therefore,

i npl ement t he SNMP- TSM M B.

This M B nodule is for monitoring SSH Transport Mdel infornation.
6.3.1. MB Mdules Required for | MPORTS

The following MB nodule inports itens from|[RFC2578], [RFC2579], and
[ RFC2580] .

This M B nodul e al so references [ RFC1033], [RFC4252], [RFC3490], and
[ RFC3986] .
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Conventions for the SNWP-internal

M B nodul es defined here for conpatibility with the RFC 3413 M B
modul es and the RFC 3411 Abstract Service |Interfaces.

7. MB Mdule Definition

SNMP- SSH-TM M B DEFINI TIONS ::= BEGA N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
OBJECT- | DENTI TY, m b-2,
Count er 32

FROM SNVPv2-SM -- RFC 2578
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC -- RFC 2579

MCODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWPv2- CONF -- RFC 2580

’

snmpSsht M B MODULE- | DENTI TY
LAST- UPDATED " 200906090000Z"
ORGANI ZATI ON "I SM5 Wor ki ng G oup”
CONTACT- | NFO "WG- EMni | :
Subscri be:

Chairs:
Juergen Quittek
NEC Eur ope Ltd.

snnpDonai ns,

isne@ists.ietf.org
i snme-request @i sts.ietf.org

Net wor k Laboratories
Kur f uer st en- Anl age 36

69115 Hei del berg
Ger many
+49 6221 90511-15

qui ttek@et| ab. nec. de

Juergen Schoenwael der

Jacobs University
Canpus Ring 1
28725 Brenen

Cer many

+49 421 200- 3587

Br emen

j . schoenwael der @ acobs- uni versity. de

Co-editors:
Davi d Harri ngton
Huawei
1700 Alma Drive
Pl ano Texas 75075
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USA
+1 603-436-8634
i etfdbh@ontast. net

Joseph Sal owey
Cisco Systens

2901 3rd Ave
Seattle, WA 98121
USA

j sal owey@i sco. com

Wes Har daker

Cobham Anal yti ¢ Sol utions
P. O Box 382

Davis, CA 95617

USA

+1 530 792 1913

i et f @ar dakers. net

DESCRI PTI ON
"The Secure Shell Transport Model M B.

Copyright (c) 2009 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are permtted provided that the
followi ng conditions are net:

- Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above

copyright notice, this list of conditions and the foll ow ng

di sclainmer in the docunentation and/or other materials
provided with the distribution.

- Neither the name of Internet Society, |ETF or | ETF Trust,

nor the names of specific contributors, may be used to endorse

or pronote products derived fromthis software without
specific prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTORS ' AS | S AND ANY EXPRESS OR | MPLI ED WARRANTI ES,
I NCLUDI NG, BUT NOT LIMTED TGO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GAT OMNER OR
CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL,
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SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT
NOT LIM TED TGO, PROCUREMENT OF SUBSTI TUTE GOODS COR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOAEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGI GENCE OR
OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE CF TH S SOFTWARE,
EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE.

This version of this MB nodule is part of RFC 5592;
see the RFC itself for full legal notices."

REVI SI ON "2009060900002"
DESCRI PTION "The initial version, published in RFC 5592."

:={ mb-2 189 }

snnmpSsht mNot i fi cati ons OBJECT IDENTIFIER ::= { snnmpSshtmM B 0 }
snnpSsht mbj ect s OBJECT IDENTIFIER ::= { snnmpSshtmM B 1 }
snnpSsht mConf or mance OBJECT IDENTIFIER ::= { snnmpSshtmnM B 2 }
-- (bjects

snnpSSHDomai N OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The SNMP-over-SSH transport domain. The correspondi ng
transport address is of type SnnpSSHAddr ess.

When an SNWP entity uses the snnmpSSHDonai n Transport
Model , it nust be capabl e of accepting nessages up to
and including 8192 octets in size. |Inplenentation of
| arger values is encouraged whenever possible.

The securityNane prefix to be associated with the
snnmpSSHDomain is "ssh’. This prefix may be used by Security
Model s or other conponents to identify which secure transport
infrastructure authenticated a securityNane."

::={ snnpDomains 7 }

SnnpSSHAddr ess :: = TEXTUAL- CONVENTI ON
DI SPLAY- H NT "1a"
STATUS current
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DESCRI PTI ON

"Represents either a hostnane or |IP address, along with a port

nunber and an optional user nane.

The begi nning of the address specification nay contain a

user nane followed by an '@ (US-ASCI| character 0x40). This
portion of the address will indicate the user name that should
be used when authenticating to an SSH server. The user name
must be encoded in UTF-8 (per [RFC4252]). |If mssing, the
SNWVP securityNane should be used. After the optional user
name field and ' @ character cones the hostnanme or IP

addr ess.

The hostname is always in US-ASCI1 (as per RFC1033);

i nternationalized hostnanes are encoded in US-ASCI| as
specified in RFC 3490. The hostnane is followed by a col on
;" (US-ASCl | character 0x3A) and a decinmal port nunber in
US-ASCII. The name SHOULD be fully qualified whenever
possi bl e.

An | Pv4 address nmust be in dotted decimal format foll owed
by a colon ":' (US-ASCI| character Ox3A) and a decinmal port
nunber in US-ASCII.

An | Pv6 address nust be in col on-separated format, surrounded
by square brackets ('[’, US-ASCI| character 0x5B, and ']’,

US- ASClI | character 0x5D), followed by a colon *:’ (US-ASClI
character 0x3A) and a decinmal port nunber in US-ASClII.

Val ues of this Textual Convention m ght not be directly usable
as transport-layer addressing information and may require
runtime resolution. As such, applications that wite them
must be prepared for handling errors if such values are

not supported or cannot be resolved (if resolution occurs

at the tine of the nanagenent operation).

The DESCRI PTI ON cl ause of TransportAddress objects that nmay
have snnmpSSHAddress val ues must fully describe how (and
when) such nanes are to be resolved to I P addresses and vice
ver sa.

Thi s Textual Convention SHOULD NOT be used directly in
obj ect definitions since it restricts addresses to a
specific format. However, if it is used, it MAY be used
either on its own or in conjunction with

Transport AddressType or TransportDomain as a pair.
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When this Textual Convention is used as a syntax of an
i ndex object, there may be issues with the limt of 128
sub-identifiers, which is specified in SMv2 (STD 58). It
i's RECOWENDED that all M B docunents using this Textual
Convention nmake explicit any linitations on index
conmponent |engths that managenment software nust observe.
This may be done either by including SIZE constraints on
the i ndex components or by specifying applicable
constraints in the conceptual row DESCRI PTI ON cl ause or
in the surroundi ng docunentati on.
REFERENCE
"RFC 1033: DOVAI N ADM NI STRATORS OPERATI ONS GUI DE
RFC 3490: Internationalizing Domain Names in Applications
RFC 3986: Uniform Resource ldentifier (URI): Generic Syntax
RFC 4252: The Secure Shell (SSH) Authentication Protocol"”
SYNTAX OCTET STRING (SIZE (1..255))

-- The snnmpSsht nSessi on Group

snnpSsht nSessi on OBJECT IDENTIFIER ::= { snmpSsht mbj ects 1 }
snnpSsht nBessi onCpens  OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The number of times an openSession() request has been
executed as an SSH client, whether it succeeded or
failed.

2= { snnpSsht nBession 1 }

snmpSsht nSessi onCl oses  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The number of tinmes a cl oseSession() request has been
executed as an SSH client, whether it succeeded or
failed.

::={ snnpSsht nBession 2 }

snnmpSsht nBessi onCpenErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

Harrington, et al. St andards Track [ Page 26]



RFC 5592 Secure Shell Transport Mdel for SNWP June 2009

DESCRI PTI ON "The number of times an openSession() request
failed to open a transport connection or failed to
aut henticate the server.

::={ snnmpSsht nBession 3 }

snnpSsht nBessi onUser Aut hFai | ures OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of times an openSession() request
failed to open a session as an SSH client due to
user-aut hentication failures.

2= { snnmpSsht nSession 4 }

snnpSsht nBessi onNoChannel s  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The number of times an openSession() request
failed to open a session as an SSH client due to
channel - open fail ures.

::={ snnpSsht nBession 5 }

snmpSsht nSessi onNoSubsyst ens OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The number of times an openSession() request
failed to open a session as an SSH client due to
inability to connect to the requested subsystem

::={ snnpSsht nBSession 6 }

snmpSsht mSessi onNoSessi ons  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of times an outgoi ng nessage was
dropped because the sane session was no | onger
avail abl e.

::={ snnmpSsht nSession 7 }

snnpSsht nBessi onl nval i dCaches OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The number of outgoi ng nessages dropped because the
tnSt at eRef erence referred to an invalid cache.

::={ snnpSsht nBession 8 }

Rk Rk I R R R R O kR R S R R R

-- snnmpSsht MM B - Conf or mance | nformation

EE R R R R R R R R R R R

snnpSsht mConpl i ances OBJECT | DENTI FI ER ::

{ snnpSsht mConf ormance 1 }

snmpSsht m& oups OBJECT | DENTI FI ER :: = { snnmpSsht mConf or mance 2 }

EE R R R R R R R R R R R

-- Conpliance statenents

EE R R I R R R R R I R S R R R I I R

snnmpSsht mConpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON "The conpliance statenent for SNWMP engi nes that
support the SNMP-SSH TM M B. "
MODULE
MANDATORY- GROUPS { snnpSsht mG oup }
::={ snnpSsht mConpl i ances 1 }

EE R R R R R R I R I O R S R R I R I R O

-- Units of conformance
EIR R R R b S IR I R R IR R R I S R I R R R R R R R I R R S R I R I b I R R R b b b b b

snmpSsht mG oup OBJECT- GROUP
OBJECTS {

snnpSsht nBessi onOpens,
snnpSsht nBessi ond oses,
snnpSsht nBSessi onCpenErrors,
snpSsht mBessi onUser Aut hFai | ur es,
snmpSsht nSessi onNoChannel s,
snnpSsht nBessi onNoSubsyst ens,
snnpSsht nBessi onNoSessi ons,
snnpSsht nSessi onl nval i dCaches

}

STATUS current

DESCRI PTION "A col l ection of objects for maintaining information
of an SNWP engine that inplenents the SNWP Secure
Shel | Transport Model .
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c:={ snnpSsht m& oups 2 }

END

8.

Qper ational Considerations

The SSH Transport Mdel will likely not work in conditions where
renote access to the CLI has stopped working. The SSH Transport
Model assunes that TCP and I P continue to operate correctly between
the conmuni cating nodes. Failures in either node, death of the
deanon serving the comunication, routing problens in the network
between, firewalls that block the traffic, and other problens can
prevent the SSH Transport Moddel fromworking. |In situations where
managenment access has to be very reliable, operators shoul d consider
mtigating nmeasures. These neasures may include dedicated
managenent -only networks, point-to-point links, and the ability to
use alternate protocols and transports.

To have SNMP properly utilize the security services provided by SSH
the SSH Transport Mdel MJST be used with a Security Mdel that knows
how to process a tnftateReference, such as the Transport Security
Model for SNWP [ RFC5591] .

If the SSH Transport Moddel is configured to utilize AAA services,
operators shoul d consider configuring support for |oca

aut henti cati on mechani sms, such as | ocal passwords, so SNMP can
continue operating during times of network stress.

The SSH protocol has its own wi ndow nechani sm defined in RFC 4254.
The SSH specifications |eave it open when wi ndow adj ustment nessages
shoul d be created, and sone inplenmentations send these whenever

recei ved data has been passed to the application. There are

noti ceabl e bandw dt h and processi ng overheads to handling such w ndow
adj ust nent nessages, which can be avoi ded by sending them|ess
frequently.

The SSH protocol requires the execution of CPU-intensive calcul ations
to establish a session key during session establishment. This neans
that short-lived sessions become conputationally expensive conpared
to USM which does not have a notion of a session key. Oher
transport security protocols such as TLS support a session-resunption
feature that allows reusing a cached session key. Such a nechani sm
does not exist for SSH and thus SNWP applications shoul d keep SSH
sessions for longer tine periods.

To initiate SSH connections, an entity nust be configured with SSH
client credentials plus information to authenticate the server
Wil e hosts are often configured to be SSH clients, nost
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i nternetworking devices are not. To send notifications over SSHTM
the internetworking device will need to be configured as an SSH
client. How this credential configuration is done is inplementation-
and depl oynent - speci fic.

9. Security Considerations

This meno describes a Transport Mdel that pernmits SNWP to utilize
SSH security services. The security threats and how t he SSH
Transport Model mitigates those threats is covered in detai

t hroughout this neno.

The SSH Transport Mdel relies on SSH nutual authentication, binding
of keys, confidentiality, and integrity. Any authentication nethod

that nmeets the requirements of the SSH architecture will provide the
properties of mutual authentication and binding of keys.

SSHv2 provides perfect forward secrecy (PFS) for encryption keys.
PFS is a major design goal of SSH, and any wel | -desi gned key-exchange
algorithmw Il provide it.

The security inplications of using SSH are covered in [ RFC4251].

The SSH Transport Mddel has no way to verify that server

aut hentication was perfornmed, to learn the host’s public key in
advance, or to verify that the correct key is being used. The SSH
Transport Model sinply trusts that these are properly configured by
the i nplementer and depl oyer.

SSH provi des the "none" userauth nethod. The SSH Transport Mode
MUST NOT be used with an SSH connection with the "none" userauth
met hod. Whil e SSH does support turning off confidentiality and
integrity, they MJUST NOT be turned off when used with the SSH
Transport Model .

The SSH protocol is not always clear on whether the user name field
must be filled in, so for some inplenentations, such as those using
GSSAPI authentication, it may be necessary to use a mapping al gorithm
to transforman SSH identity to a tnBecurityName or to transforma
tnmSecurityName to an SSH identity.

In other cases, the user nanme may not be verified by the server, so

for these inplenentations, it may be necessary to obtain the user
nane from other credentials exchanged during the SSH exchange.
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9.1. Skipping Public Key Verification

Most key-exchange al gorithns are able to authenticate the SSH
server’'s identity to the client. However, for the comobn case of
Diffie-Hell man (DH) signed by public keys, this requires the client
to know the host’s public key a priori and to verify that the correct

key is being used. |If this step is skipped, then authentication of
the SSH server to the SSH client is not done. Data confidentiality
and data integrity protection to the server still exist, but these

are of dubi ous val ue when an attacker can insert hinself between the
client and the real SSH server. Note that sone userauth nethods may
def end against this situation, but many of the comon ones (i ncluding
password and keyboard-interactive) do not and, in fact, depend on the
fact that the server’s identity has been verified (so passwords are
not disclosed to an attacker).

SSH MUST NOT be configured to skip public-key verification for use
with the SSH Transport WMbdel.

9. 2. Notification Authorization Considerations

SNVP Notifications are authorized to be sent to a receiver based on
the securityName used by the notification originator’s SNVP engi ne.
Thi s authorization is perfornmed before the nessage is actually sent
and before the credentials of the renpte receiver have been verified.
Thus, the credentials presented by a notification receiver MJST match
the expected value(s) for a given transport address, and ownership of
the credentials MJUST be properly cryptographically verified.

9.3. SSH User and Key Sel ection

If a "user@ prefix is used within an SnnmpSSHAddress val ue to specify
an SSH user nane to use for authentication, then the key presented to
the renote entity MJST be the key expected by the server for the
"user". This may be different than a locally cached key identified
by the securityNane val ue.

9.4. Conceptual Differences between USM and SSHTM

The User-based Security Mdel [RFC3414] enployed symetric

crypt ography and user-nam ng conventions. SSH enpl oys an asymetric
cryptography and nam ng nodel. Unlike USM cryptographic keys will
be different on both sides of the SSH connection. Both sides are
responsible for verifying that the renote entity presents the right
key. The optional "user@ prefix conponent of the SnnmpSSHAddress
Textual Convention allows the client SNWP stack to associate the
connection with a securityNanme that may be different than the SSH
user nane presented to the SSH server
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9.5. The 'none’ MAC Al gorithm

SSH provi des the "none" Message Authentication Code (MAC) al gorithm
which would allow you to turn off data integrity while maintaining
confidentiality. However, if you do this, then an attacker may be
able to nodify the data in flight, which neans you effectively have
no aut henti cati on.

SSH MUST NOT be configured using the "none" MAC al gorithmfor use
with the SSH Transport WNbdel .

9.6. Use with SNWPvl/v2c Messages

The SNWMPv1l and SNMPv2c message processing described in [ RFC3584] (BCP
74) always selects the SNMPv1l or SNWPv2c Security Model s,
respectively. Both of these and the User-based Security Mdel
typically used with SNMPv3 derive the securityName and securitylevel
fromthe SNWMP nessage received, even when the nessage was received
over a secure transport. Access control decisions are therefore nmade
based on the contents of the SNMP message, rather than using the
authenticated identity and securitylLevel provided by the SSH
Transport Model .

9.7. MB Mdule Security

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplenmented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
nmodul e via direct SNMP SET operati ons.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

o The information in the snnpSsht nSession group is generated |locally
when a client session is being opened or closed. This information
can reflect the configured capabilities of a renpte SSH server,
whi ch could be helpful to an attacker for focusing an attack.
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10.

11.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for example by using I PSec or
SSH), even then, there is no control as to who on the secure network
is allowed to access and GET/ SET (read/change/create/del ete) the
objects in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], Section 8),
including full support for cryptographic nechani sns for

aut hentication and privacy, such as those found in the User-based
Security Mddel [RFC3414], the Transport Security Mdel [RFC5591], and
the SSH Transport Mddel described in this docunent.

Furt her, depl oynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

I ANA Consi derations
| ANA has assi gned:

1. Two TCP port numbers in the Port Nunbers registry that will be
the default ports for the SNMP-over-SSH Transport Mdel as
defined in this docunment, and the SNMP-over-SSH Transport Mde
for notifications as defined in this docunent. The assigned
keywords and port nunbers are "snnpssh" (5161) and "snnpssh-trap"”
(5162).

2. An SM nunber (189) under mb-2, for the MB nodule in this
docunent .

3. An SM nunber (7) under snnpDormins, for the snnpSSHDonai n.

4. "ssh" as the corresponding prefix for the snnpSSHDormai n in the
SNVP Transport Domains registry; defined in [ RFC5590].

5. "snmp" as a Connection Protocol Subsystem Nane in the SSH
Prot ocol Parameters registry.
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