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Abst ract

Thi s docunent defines a Transport Subsystem extending the Sinple

Net wor k Managenent Protocol (SNMP) architecture defined in RFC 3411
Thi s docunent defines a subsystemto contain Transport Mddels that is
conparabl e to other subsystenms in the RFC 3411 architecture. As work
is being done to expand the transports to include secure transports,
such as the Secure Shell (SSH) Protocol and Transport Layer Security
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(TLS), using a subsystemw || enabl e consistent design and nodul arity
of such Transport Moddels. This document identifies and describes
some key aspects that need to be considered for any Transport Model
for SNWP.
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1. Introduction

Thi s docunent defines a Transport Subsystem extending the Sinple

Net wor k Managenent Protocol (SNMP) architecture defined in [ RFC3411].
Thi s docunent identifies and describes sonme key aspects that need to
be considered for any Transport Model for SNWP.

1.1. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to Section 7 of
RFC 3410 [ RFC3410].

1.2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Lower case versions of the keywords should be read as in nornal
English. They will usually, but not always, be used in a context
that relates to conpatibility with the RFC 3411 architecture or the
subsystem defined here but that m ght have no inpact on on-the-wire
conmpatibility. These terns are used as gui dance for designers of
proposed | ETF nodel s to nmake the designs conpatible with RFC 3411
subsystens and Abstract Service Interfaces (ASIs). Inplementers are
free to inplenent differently. Sone usages of these | owercase terns
are sinply normal English usage.

For consistency with SNVMP-rel ated specifications, this docunent
favors term nol ogy as defined in STD 62, rather than favoring
term nol ogy that is consistent with non- SNVP specifications that use
different variations of the sane term nology. This is consistent
with the I ESG decision to not require the SNMPv3 term nol ogy be

nmodi fied to match the usage of other non- SNMP specifications when
SNWPv3 was advanced to Full Standard.

Thi s docunent di scusses an extension to the nmodul ar RFC 3411
architecture; this is not a protocol docunment. An architectura
"MUST" is areally sharp constraint; to allow for the evolution of
technol ogy and to not unnecessarily constrain future nodels, often a
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"SHOULD" or a "should" is nore appropriate than a "MJST" in an
architecture. Future nodels MAY express tighter requirenents for
their own nodel -specific processing.

1.3. \Wiere This Extension Fits
It is expected that readers of this docunent will have read RFCs 3410
and 3411, and have a general understanding of the functionality
defined in RFCs 3412-3418.

The "Transport Subsystent is an additional conponent for the SNW
Engi ne depicted in RFC 3411, Section 3.1

The foll owi ng diagramdepicts its place in the RFC 3411 architecture
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The transport nappi ngs defined in RFC 3417 do not provide | ower-|ayer
security functionality, and thus do not provide transport-specific
security paranmeters. This docunment updates RFC 3411 and RFC 3417 by
defining an architectural extension and nodifying the ASIs that
transport mappi ngs (hereafter called "Transport Moddel s") can use to
pass transport-specific security paraneters to other subsystens,
including transport-specific security paranmeters that are translated
into the transport-independent securityNane and securityleve

par ameters

The Transport Security Mdel [RFC5591] and the Secure Shell Transport
Model [RFC5592] utilize the Transport Subsystem The Transport
Security Mddel is an alternative to the existing SNMPvl Security
Model [RFC3584], the SNWMPv2c Security Mddel [RFC3584], and the User-
based Security Mdel [RFC3414]. The Secure Shell Transport Model is
an alternative to existing transport mappi ngs as described in

[ RFC3417] .

2. Motivation

Just as there are multiple ways to secure one’s hone or business, in
a continuum of alternatives, there are nultiple ways to secure a

net wor kK managenent protocol. Let’s consider three genera

appr oaches.

In the first approach, an individual could sit on his front porch
waiting for intruders. In the second approach, he could hire an
enpl oyee, schedul e the enpl oyee, position the enpl oyee to guard what
he wants protected, hire a second guard to cover if the first gets
sick, and so on. In the third approach, he could hire a security
company, tell themwhat he wants protected, and | eave the details to
them Considerations of hiring and training enpl oyees, positioning
and scheduling the guards, arranging for cover, etc., are the
responsibility of the security conpany. The individual therefore
achi eves the desired security, with significantly less effort on his
part except for identifying requirenments and verifying the quality of
servi ce being provided.

The User-based Security Mdel (USM as defined in [ RFC3414] largely
uses the first approach -- it provides its own security. It utilizes
exi sting nechanisns (e.g., SHA), but provides all the coordination
USM provi des for the authentication of a principal, nessage
encryption, data integrity checking, tineliness checking, etc.

USM was desi gned to be independent of other existing security
infrastructures. USMtherefore uses a separate principal and key
managenment infrastructure. Operators have reported that depl oying
anot her principal and key nanagenent infrastructure in order to use
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SNWPv3 is a deterrent to deploying SNMPv3. It is possible to use
ext ernal nechanisns to handl e the distribution of keys for use by
USM The nore inportant issue is that operators wanted to | everage
exi sting user managenment infrastructures that were not specific to
SNVP

A USM conpliant architecture m ght conbine the authentication
mechani smwi th an external mechani sm such as RADI US [ RFC2865], to
provide the authentication service. Simlarly, it m ght be possible
to utilize an external protocol to encrypt a nessage, to check
tinmeliness, to check data integrity, etc. However, this corresponds
to the second approach -- requiring the coordination of a number of
differently subcontracted services. Building solid security between
the various services is difficult, and there is a significant
potential for gaps in security.

An alternative approach might be to utilize one or nore | ower-|ayer
security nechani sns to provide the nessage-oriented security services
required. These would include authentication of the sender,
encryption, tineliness checking, and data integrity checking. This
corresponds to the third approach descri bed above. There are a
nunber of | ETF standards available or in devel opnent to address these
probl ems through security |ayers at the transport |ayer or
application layer, anong them are TLS [ RFC5246], Sinple

Aut hentication and Security Layer (SASL) [RFC4422], and SSH [ RFC4251]

From an operational perspective, it is highly desirable to use
security nechanisns that can unify the adm nistrative security
managenment for SNMPv3, command line interfaces (CLIs), and other
managenent interfaces. The use of security services provided by

| ower layers is the approach commonly used for the CLI, and is al so
the approach bei ng proposed for other network managenment protocols,
such as syslog [ RFC5424] and NETCONF [ RFC4741].

Thi s docunent defines a Transport Subsystem extension to the RFC 3411
architecture that is based on the third approach. This extension
speci fies how other |ower-layer protocols with common security
infrastructures can be used underneath the SNMP protocol and the
desired goal of unified adm nistrative security can be net.

This extension allows security to be provided by an external protocol
connected to the SNWMP engi ne through an SNWP Transport Mode

[ RFC3417]. Such a Transport Moddel would then enable the use of

exi sting security mechani sms, such as TLS [ RFC5246] or SSH [ RFC4251],
within the RFC 3411 architecture.
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3.

3.

3.

There are a nunber of Internet security protocols and nmechani sns t hat
are in w despread use. Mny of themtry to provide a generic
infrastructure to be used by many different application-|ayer
protocols. The notivation behind the Transport Subsystemis to

| everage these protocols where it seens useful

There are a nunber of challenges to be addressed to map the security
provi ded by a secure transport into the SNMP architecture so that
SNWVP continues to provide interoperability with existing

i mpl ementations. These challenges are described in detail in this
docunent. For sone key issues, design choices are described that

m ght be made to provi de a workabl e solution that neets operationa
requirenents and fits into the SNMP architecture defined in

[ RFC3411] .

Requirenents of a Transport Mde
1. Message Security Requirenents

Transport security protocols SHOULD provi de protection agai nst the
foll owi ng nmessage-oriented threats:

1. nodification of information
2. masquer ade
3. nessage stream nodification
4. disclosure

These threats are described in Section 1.4 of [RFC3411]. The
security requirements outlined there do not require protection

agai nst deni al of service or traffic analysis; however, transport
security protocols should not nake those threats significantly worse.

1.1. Security Protocol Requirenents

There are a nunber of standard protocols that could be proposed as
possi bl e solutions within the Transport Subsystem Sone factors
shoul d be consi dered when sel ecting a protocol

Using a protocol in a manner for which it was not designed has
nunerous problens. The advertised security characteristics of a
protocol m ght depend on it being used as designed; when used in
other ways, it mght not deliver the expected security
characteristics. It is recommended that any proposed nodel include a
description of the applicability of the Transport Nbdel
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A Transport Model SHOULD NOT require nodifications to the underlying
protocol. Modifying the protocol mght change its security
characteristics in ways that could inpact other existing usages. |If
a change is necessary, the change SHOULD be an extension that has no
i mpact on the existing usages. Any Transport Mdel specification
shoul d i nclude a description of potential inpact on other usages of
t he protocol

Since multiple Transport Mdels can exist simultaneously within the
Transport Subsystem Transport Models MJUST be able to coexist with
each other.

3.2. SNWP Requirements
3.2.1. Architectural Mdularity Requirenents

SNWVP version 3 (SNMPv3) is based on a nodul ar architecture (defined
in Section 3 of [RFC3411]) to allow the evolution of the SNWP
protocol standards over time and to ninimze the side effects between
subsystenms when changes are nade.

The RFC 3411 architecture includes a Message Processing Subsystem for
permitting different nessage versions to be handl ed by a single

engi ne, a Security Subsystem for enabling different methods of

provi ding security services, Applications to support different types
of Application processors, and an Access Control Subsystem for
allowing nultiple approaches to access control. The RFC 3411
architecture does not include a subsystem for Transport Mddels,
despite the fact there are nultiple transport mappi ngs al ready
defined for SNWP [ RFC3417]. This docunent describes a Transport
Subsystemthat is conpatible with the RFC 3411 architecture. As work
is being done to use secure transports such as SSH and TLS, using a
subsystemwi || enabl e consi stent design and nodul arity of such
Transport Model s.

The design of this Transport Subsystem accepts the goals of the RFC
3411 architecture that are defined in Section 1.5 of [RFC3411]. This
Transport Subsystem uses a nodul ar design that permits Transport
Model s (which mght or m ght not be security-aware) to be "plugged
into" the RFC 3411 architecture. Such Transport Mdels woul d be

i ndependent of other nodul ar SNVP conponents as much as possi bl e.
This design also pernmits Transport Mdels to be advanced through the
st andards process i ndependently of other Transport Mdels.

The foll owi ng di agram depicts the SNMPv3 architecture, including the

new Transport Subsystemdefined in this docunent and a new Transport
Security Mdel defined in [ RFC5591].
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3.2.1.1. Changes to the RFC 3411 Architecture

The RFC 3411 architecture and the Security Subsystem assune that a
Security Mddel is called by a Message Processi ng Mbdel and will
performmultiple security functions within the Security Subsystem A
Transport Model that supports a secure transport protocol m ght
performsimlar security functions within the Transport Subsystem
including the translation of transport-security paraneters to/from
Security-Mdel -i ndependent paraneters.

To accommodate this, an inplenentation-specific cache of transport-
specific information will be described (not shown), and the data
flows on this path will be extended to pass Security-Mdel -

i ndependent val ues. This docunent anends sone of the ASIs defined in
RFC 3411; these changes are covered in Section 6 of this docunent.

New Security Mdels m ght be defined that understand how to work with
these nodified ASIs and the transport-informati on cache. One such
Security Mddel, the Transport Security Mdel, is defined in

[ RFC5591] .

3.2.1.2. Changes to RFC 3411 Processing

The introduction of secure transports affects the responsibilities
and order of processing within the RFC 3411 architecture. Wile the
steps are the same, they nmight occur in a different order, and m ght
be done by different subsystems. Wth the existing RFC 3411
architecture, security processing starts when the Message Processing
Model decodes portions of the encoded nessage to extract paraneters
that identify which Security Mbdel MJST handl e the security-rel ated
t asks.

A secure transport performs those security functions on the nessage,
before the nessage is decoded. Sone of these functions mght then be
repeated by the selected Security Model

3.2.1.3. Passing Information between SNMP Engi nes

A secure Transport Mdel will establish an authenticated and possibly
encrypted tunnel between the Transport Models of two SNMP engi nes.
After a transport-layer tunnel is established, then SNWP nessages can
be sent through the tunnel fromone SNMP engine to the other. Wile
the Conmunity Security Mdels [ RFC3584] and the User-based Security
Model establish a security association for each SNMP nessage, hewer
Transport Mddel s MAY support sending nultiple SNVP nmessages through
the sane tunnel to anortize the costs of establishing a security
associ ation.
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3.2.2. Access Control Requirenents

RFC 3411 made some design decisions related to the support of an
Access Control Subsystem These include establishing and passing in
a nodel -i ndependent manner the securityMdel, securityNane, and
securitylLevel paraneters, and separating nessage authentication from
dat a- access aut hori zation

3.2.2.1. securityName and securitylLevel Mapping

SNWVP dat a- access controls are expected to work on the basis of who
can perform what operations on which subsets of data, and based on
the security services that will be provided to secure the data in
transit. The securityMdel and securitylevel paraneters establish
the protections for transit -- whether authentication and privacy
services will be or have been applied to the nessage. The
securityNanme is a nodel -i ndependent identifier of the security
"principal".

A Security Mdel plays a role in security that goes beyond protecting
the message -- it provides a mappi ng between the Security-Mdel -
specific principal for an incom ng nessage to a Security-Mde

i ndependent securityNane that can be used for subsequent processing,
such as for access control. The securityNanme is mapped from a
mechani smspecific identity, and this mappi ng nust be done for

i ncom ng nessages by the Security Mddel before it passes securityNane
to the Message Processing Mddel via the processlncom ng ASI

A Security Mdel is also responsible to specify, via the
securitylLevel paraneter, whether incom ng nessages have been

aut henti cated and encrypted, and to ensure that outgoing nessages are
aut henti cated and encrypted based on the value of securitylLevel

A Transport Model NMAY provi de suggested val ues for securityNane and
securitylLevel. A Security Mdel mght have nmultiple sources for
determining the principal and desired security services, and a
particul ar Security Mdel might or might not utilize the val ues
proposed by a Transport Mddel when deciding the value of securityNane
and securitylLevel .

Docurnents defining a new transport domain MJUST define a prefix that
MAY be prepended to all securityNanes passed by the Security Model
The prefix MJST include one to four US-ASCI| al pha-nuneric

characters, not including a ":" (US-ASCI| 0x3a) character. |If a
prefix is used, a securityNane is constructed by concatenating the
prefix and a ":" (US-ASCI| 0x3a) character, followed by a non-enpty

identity in an snnpAdmi nString-conpatible format. The prefix can be
used by SNWP Applications to distinguish "alice" authenticated by SSH
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from"alice" authenticated by TLS. Transport domains and their
correspondi ng prefixes are coordinated via the | ANA registry " SNWP
Transport Domai ns".

3.2.3. Security Paraneter Passing Requirenents

A Message Processing Mbdel mght unpack SNMP-specific security
paraneters from an i nconm ng nessage before calling a specific
Security Mddel to handle the security-related processing of the
message. When using a secure Transport Mbdel, sonme security
paraneters mght be extracted fromthe transport |ayer by the
Transport Model before the nessage is passed to the Message
Processi ng Subsystem

Thi s docunent describes a cache nechani sm (see Section 5) into which
the Transport Moddel puts information about the transport and security
paraneters applied to a transport connection or an inconing nessage;
a Security Mddel night extract that information fromthe cache. A

t St at eRef erence i s passed as an extra paraneter in the ASIs between
the Transport Subsystem and the Message Processing and Security
Subsystenms in order to identify the relevant cache. This approach of
passi ng a nodel -i ndependent reference is consistent with the
securityStat eReference cache al ready being passed around in the RFC
3411 ASIs.

3.2.4. Separation of Authentication and Authorization

The RFC 3411 architecture defines a separation of authentication and
the authorization to access and/or nodify MB data. A set of nodel -
i ndependent paraneters (securityMdel, securityNane, and
securitylLevel) are passed between the Security Subsystem the
Applications, and the Access Control Subsystem

This separation was a deliberate decision of the SNMPv3 W5 in order
to allow support for authentication protocols that do not provide
dat a- access authorization capabilities, and in order to support data-
access authorization schemes, such as the View based access Control
Model (VACM, that do not performtheir own authentication.

A Message Processing Mbdel determ nes which Security Mdel is used,
ei ther based on the nmessage version (e.g., SNWMPvl and SNWPv2c) or
possi bly by a value specified in the nessage (e.g., nsgSecurityModel
field in SNWPv3).

The Security Mdel makes the decision which securityNane and
securitylLevel values are passed as nobdel -i ndependent paraneters to an
Application, which then passes themvia the i sAccessAllowed ASI to
the Access Control Subsystem
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An Access Control Mbdel performnms the nmapping fromthe nodel -
i ndependent security paraneters to a policy within the Access Contro
Model that is Access-Control - Mdel -dependent.

A Transport Model does not know which Security Mdel will be used for
an incom ng nessage, and so cannot know how the securityNane and

securitylLevel paraneters will be determined. 1t can propose an
authenticated identity (via the tnSecurityNanme field), but there is
no guarantee that this value will be used by the Security Mdel. For

exanpl e, non-transport-aware Security Mdels will typically determ ne
the securityName (and securitylLevel) based on the contents of the
SNWP nessage itself. Such Security Mdels will sinply not know that
t he tntt at eRef erence cache exi sts.

Further, even if the Transport Mdel can influence the choice of
securityNanme, it cannot directly determ ne the authorization allowed
tothis identity. If two different Transport Model s each
authenticate a transport principal that are then both nmapped to the
same securityName, then these two identities will typically be

af forded exactly the same authorization by the Access Control Model

The only way for the Access Control Model to differentiate between
identities based on the underlying Transport Mdel would be for such
transport-authenticated identities to be nmapped to distinct
securityNanes. How and if this is done is Security-Mdel -dependent.

3.3. Session Requirenents

Sone secure transports have a notion of sessions, while other secure
transports provide channel s or other session-like nechanisns.
Throughout this docunent, the term"session" is used in a broad sense
to cover transport sessions, transport channels, and other transport-
| ayer, session-like nechanisns. Transport-|ayer sessions that can
secure nmultiple SNVMP nessages within the lifetine of the session are
consi dered desirabl e because the cost of authentication can be
anortized over potentially many transactions. How a transport
session is actually established, opened, closed, or maintained is
specific to a particular Transport Mdel

To reduce redundancy, this docunent describes aspects that are
expected to be conmmon to all Transport Model sessions.

3.3.1. No SNMP Sessions
The architecture defined in [RFC3411] and the Transport Subsystem

defined in this docunment do not support SNWP sessions or include a
session selector in the Abstract Service Interfaces.
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The Transport Subsystem mi ght support transport sessions. However,
the Transport Subsystem does not have access to the pduType (i.e.,
the SNWVP operation type), and so cannot select a given transport
session for particular types of traffic.

Certain paraneters of the Abstract Service Interfaces night be used
to guide the selection of an appropriate transport session to use for
a given request by an Application.

The transportDomai n and transport Address identify the transport
connection to a renote network node. Elenments of the transport
address (such as the port nunber) might be used by an Application to
send a particular PDU type to a particular transport address. For
exanpl e, the SNWP- TARGET-M B and SNWVP- NOTI FI CATI ON-M B [ RFC3413] are
used to configure notification originators with the destination port
to which SNWPv2-Trap PDUs or Inform PDUs are to be sent, but the
Transport Subsystem never | ooks inside the PDU

The securityNane identifies which security principal to comunicate
with at that address (e.g., different Network Managenent System ( NVS)
applications), and the securitylLevel mght permt selection of
different sets of security properties for different purposes (e.g.,
encrypted SET vs. non-encrypted GET operations).

However, because the handling of transport sessions is specific to
each Transport Model, sone Transport Mdels MAY restrict selecting a
particul ar transport session. A user application mght use a unique
conbi nation of transportDonai n, transportAddress, securityMdel,
securityNane, and securitylLevel to try to force the selection of a
given transport session. This usage is NOT RECOMVENDED because it is
not guaranteed to be interoperable across inplenmentations and across
nmodel s.

I npl enent ati ons SHOULD be able to naintain some reasonabl e nunber of
concurrent transport sessions, and MAY provide non-standard interna
mechani snms to sel ect transport sessions.

3.3.2. Session Establishnment Requirenents

SNWVP Applications provide the transportDonmain, transportAddress,
securityNanme, and securitylLevel to be used to create a new session

If the Transport Mbddel cannot provide at |east the requested | evel of
security, the Transport Mdel should discard the nessage and shoul d
notify the Dispatcher that establishing a session and sending the
message failed. Simlarly, if the session cannot be established,
then the nmessage shoul d be discarded and the Di spatcher notified.
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Transport session establishment night require provisioning

aut hentication credentials at an engine, either statically or
dynamically. How this is done is dependent on the Transport Mde
and the inplenentation.

3.3.3. Session Mintenance Requirenents

A Transport Mddel can tear down sessions as needed. It might be
necessary for some inplenentations to tear down sessions as the
result of resource constraints, for exanple.

The decision to tear down a session is inplenmentation-dependent. How
an inplementation determ nes that an operation has conpleted is

i mpl ement ati on-dependent. While it is possible to tear down each
transport session after processing for each nmessage has conpl eted,
this is not recomended for performance reasons.

The el ements of procedure descri be when cached information can be
di scarded, and the timng of cache cl eanup night have security
i mplications, but cache nmenmory managenent is an inplenmentation issue.

If a Transport Mdel defines MB npodul e objects to maintain session
state information, then the Transport Mydel MJST defi ne what happens
to the objects when a related session is torn down, since this wll

i mpact the interoperability of the MB nodul e.

3.3.4. Message Security versus Session Security

A Transport Model session is associated with state information that
is mintained for its lifetime. This state information allows for
the application of various security services to nultiple nmessages.
Crypt ographi ¢ keys associated with the transport session SHOULD be
used to provide authentication, integrity checking, and encryption
services, as needed, for data that is comruni cated during the
session. The cryptographic protocols used to establish keys for a
Transport Model session SHOULD ensure that fresh new session keys are
generated for each session. This would ensure that a cross-session
replay attack woul d be unsuccessful; that is, an attacker could not
take a nmessage observed on one session and successfully replay it on
anot her session.

A good security protocol would also protect against replay attacks
within a session; that is, an attacker could not take a nessage
observed on a session and successfully replay it later in the sane
session. One approach would be to use sequence information wthin
the protocol, allowing the participants to detect if nmessages were
replayed or reordered within a session.
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If a secure transport session is closed between the tinme a request
message i s received and the correspondi ng response nessage i s sent,
then the response nmessage SHOULD be di scarded, even if a new session
has been established. The SNWPv3 WG decided that this should be a
"SHOULD' architecturally, and it is a Security-Mdel-specific

deci sion whether to REQU RE this. The architecture does not mandate
this requirement in order to allow for future Security Mdels where
this m ght nake sense; however, not requiring this could lead to
added conplexity and security vulnerabilities, so nost Security
Model s SHOULD require this

SNWVPv3 was designed to support nultiple |levels of security,

sel ectabl e on a per-nessage basis by an SNWP Application, because,
for exanple, there is not nuch value in using encryption for a
command generator to poll for potentially non-sensitive performance
data on thousands of interfaces every ten mnutes; such encryption
m ght add significant overhead to processing of the nessages.

Sone Transport Mddels m ght support only specific authentication and
encryption services, such as requiring all nessages to be carried
usi ng both authentication and encryption, regardl ess of the security
| evel requested by an SNWP Application. A Transport Mbdel MAY
upgrade the security level requested by a transport-aware Security
Model , i.e., noAuthNoPriv and aut hNoPriv m ght be sent over an

aut henti cated and encrypted session. A Transport Mdel MJIST NOT
downgrade the security level requested by a transport-aware Security
Model , and SHOULD di scard any nessage where this would occur. This
is a SHOULD rather than a MJUST only to pernit the potential

devel opment of nodels that can performerror-handling in a manner
that is | ess severe than discarding the nmessage. However, any nodel
that does not discard the nessage in this circunstance should have a
clear justification for why not discarding will not create a security
vul nerability.

4. Scenario Diagrans and the Transport Subsystem

Sections 4.6.1 and 4.6.2 of RFC 3411 provide scenario diagrans to
illustrate how an outgoing nmessage is created and how an incom ng
message i s processed. RFC 3411 does not define ASIs for the "Send
SNVP Request Message to Network", "Receive SNVWP Response Message from
Net wor k", "Receive SNVP Message from Networ k" and "Send SNMP nessage
to Network" arrows in these diagrans.

Thi s docunent defines two ASIs corresponding to these arrows: a
sendMessage ASI to send SNMP nessages to the network and a

recei veMessage ASI to receive SNWP nessages fromthe network. These
ASls are used for all SNWMP nessages, regardl ess of pduType.
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5

5.

5

Cached I nformati on and Ref erences

When perform ng SNVWP processing, there are two |levels of state
information that m ght need to be retained: the immedi ate state
linking a request-response pair and a potentially longer-termstate
relating to transport and security.

The RFC 3411 architecture uses caches to maintain the short-term
message state, and uses references in the ASIs to pass this
i nformati on between subsyst ens.

Thi s docunent defines the requirenents for a cache to handl e

addi tional short-term nessage state and | onger-termtransport state
i nformation, using a tnfttateReference paranmeter to pass this

i nformati on between subsyst ens.

To sinplify the elenents of procedure, the rel ease of state
information is not always explicitly specified. As a general rule,

if state information is avail abl e when a nessage bei ng processed gets
di scarded, the state related to that nmessage shoul d al so be
discarded. If state information is avail able when a relationship

bet ween engines is severed, such as the closing of a transport
session, the state information for that relationship should al so be
di scarded

Since the contents of a cache are meaningful only within an
i npl ement ati on, and not on-the-wire, the format of the cache is
i mpl ement ati on-specific.

1. securityStateReference

The securityStateReference parameter is defined in RFC 3411. Its
primary purpose is to provide a mapping between a request and the
correspondi ng response. This cache is not accessible to Transport
Model s, and an entry is typically only retained for the lifetine of a
request-response pair of nessages.

2. tnttateReference

For each transport session, information about the transport security
is stored in a tnBtate cache or datastore that is referenced by a

t nSt at eRef erence. The tnttateReference paraneter is used to pass
nmodel - speci fi ¢ and mechani sm speci fic parameters between the
Transport Subsystem and transport-aware Security Model s.

In general, when necessary, the tnState is popul ated by the Security
Model for outgoing nessages and by the Transport Mdel for incom ng
messages. However, in both cases, the nodel populating the tnftate
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nm ght have inconplete information, and the m ssing information m ght
be popul ated by the other nodel when the information becones
avai | abl e.

The tnBtate mght contain both long-termand short-terminfornation.
The session information typically remains valid for the duration of
the transport session, might be used for several nessages, and mi ght
be stored in a local configuration datastore. Sone information has a
shorter |ifespan, such as tnSaneSecurity and

t MRequest edSecuritylLevel, which are associated with a specific
nessage

Since this cache is only used within an inplenentation, and not on-
the-wire, the precise contents and format of the cache are
i mpl ement at i on- dependent. For architectural nodularity between
Transport Model s and transport-aware Security Mdels, a fully-defined
tnState MUST conceptually include at |east the followi ng fields

t mrr ansport Domai n

t mMlr anspor t Addr ess

t mSecuri t yNane

t nRequest edSecuritylLevel

t mlr ansport SecuritylLevel

t MSanmeSecurity

t nSessi onl D

The details of these fields are described in the foll ow ng
subsecti ons.

5.2.1. Transport Information

I nformati on about the source of an incom ng SNVWP nessage i s passed up
fromthe Transport Subsystemas far as the Message Processing
Subsystem However, these parameters are not included in the
processl ncom ngMsg ASI defined in RFC 3411; hence, this information
is not directly available to the Security Model

A transport-aware Security Mdel mght wish to take account of the

transport protocol and originating address when authenticating the
request and setting up the authorization paraneters. It is therefore
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necessary for the Transport Mdel to include this information in the
t St at eRef erence cache so that it is accessible to the Security
Model

0 tnifransportDomai n: the transport protocol (and hence the Transport
Model ) used to receive the incom ng nessage.

0 tnilransport Address: the source of the incom ng nmessage.

The ASIs used for processing an outgoi ng nmessage all include explicit
transport Donmai n and transport Address paraneters. The values within
the securityStateReference cache might override these paraneters for
out goi ng nmessages.

5.2.2. securityName

There are actually three distinct "identities" that can be identified
during the processing of an SNWMP request over a secure transport:

o transport principal: the transport-authenticated identity on whose
behal f the secure transport connection was (or should be)
established. This value is transport-, nechanism, and
i npl ementation-specific, and is only used within a given Transport
Model

o0 tnBecurityName: a human-readabl e name (in snnpAdni nString format)
representing this transport identity. This value is transport-
and i npl enentation-specific, and is only used (directly) by the
Transport and Security Model s.

0 securityNanme: a human-readabl e name (in snnpAdmi nString format)
representing the SNVP principal in a nodel-independent manner.
This value is used directly by SNMP Applications, the Access
Control Subsystem the Message Processing Subsystem and the
Security Subsystem

The transport principal nmight or might not be the same as the
tnBSecurityName. Sinmilarly, the tnmSecurityName m ght or might not be
the sane as the securityNanme as seen by the Application and Access
Control Subsystens. |In particular, a non-transport-aware Security
Model will ignore tnBecurityNanme conpl etely when determ ning the SNW
securityName.

However, it is inportant that the napping between the transport

princi pal and the SNVP securityNane (for transport-aware Security
Model s) is consistent and predictable in order to allow configuration
of suitable access control and the establishnent of transport

connecti ons.
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5.2.3. securitylLeve

5.

2

There are two distinct issues relating to security |evel as applied
to secure transports. For clarity, these are handl ed by separate
fields in the tnttateReference cache

0 tnilransportSecuritylLevel: an indication fromthe Transport Model
of the level of security offered by this session. The Security
Model can use this to ensure that incom ng nmessages were suitably
protected before acting on them

0 tnRequestedSecuritylLevel: an indication fromthe Security Mdel of
the level of security required to be provided by the transport

protocol. The Transport Mdel can use this to ensure that
out goi ng nessages will not be sent over an insufficiently secure
sessi on.

4., Session Information

For security reasons, if a secure transport session is closed between
the tinme a request nessage is received and the correspondi ng response
message i s sent, then the response nessage SHOULD be di scarded, even
if a new session has been established. The SNMPv3 WG deci ded t hat
this should be a "SHOULD' architecturally, and it is a Security-
Model - speci fic deci sion whether to REQU RE this.

o tnBameSecurity: this flag is used by a transport-aware Security
Model to indicate whether the Transport Mddel MJIST enforce this
restriction.

0 tnBessionlD in order to verify whether the session has changed,
the Transport Moddel nust be able to compare the session used to
receive the original request with the one to be used to send the
response. This typically needs sone formof session identifier
This value is only ever used by the Transport Mdel, so the fornmat
and interpretation of this field are nodel -specific and
i mpl emrent ati on- dependent .

When processing an outgoi ng nessage, if tnmBanmeSecurity is true, then
the tnBessionl D MUST match the current transport session; otherw se,
the nmessage MJST be di scarded and the Dispatcher notified that
sendi ng the nessage fail ed.
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6. Abstract Service Interfaces

Abstract service interfaces have been defined by RFC 3411 to describe
the conceptual data flows between the various subsystens within an
SNVP entity and to hel p keep the subsystens independent of each other
except for the common paraneters

Thi s docunent introduces a couple of new ASIs to define the interface
bet ween the Transport and Di spatcher Subsystens; it al so extends sone
of the ASIs defined in RFC 3411 to include transport-rel ated

i nfornation.

Thi s docunent follows the exanple of RFC 3411 regardi ng the rel ease
of state information and regardi ng error indications.

1) The release of state information is not always explicitly
specified in a Transport Mddel. As a general rule, if state
information is avail able when a nessage gets di scarded, the nessage-
state informati on should al so be released, and if state information
is avail able when a session is closed, the session-state informtion
shoul d al so be released. Keeping sensitive security informtion

| onger than necessary might introduce potential vulnerabilities to an
i mpl ement ati on.

2)An error indication in statuslinformation will typically include the
oject Identifier (O D) and value for an increnented error counter
Thi s m ght be acconpani ed by val ues for contextEngi nel D and

context Nane for this counter, a value for securitylLevel, and the
appropriate state reference if the information is available at the
poi nt where the error is detected.

6.1. sendMessage ASI

The sendMessage ASI is used to pass a nessage fromthe Dispatcher to
the appropriate Transport Mdel for sending. The sendMessageAS
defined in this docunment replaces the text "Send SNMP Request Message
to Network" that appears in the diagramin Section 4.6.1 of RFC 3411
and the text "Send SNWP Message to Network" that appears in Section
4.6.2 of RFC 3411.

If present and valid, the tnttateReference refers to a cache
contai ni ng Transport-Mdel -specific paraneters for the transport and
transport security. How a tnttateReference is determined to be
present and valid is inplementation-dependent. How the information
in the cache is used is Transport-NModel - dependent and i npl enent ati on-
dependent .
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Thi s m ght sound underspecified, but a Transport Moddel m ght be
somet hing |i ke SNVP over UDP over |Pv6, where no security is
provi ded, so it mght have no nmechanisns for utilizing a

t nt at eRef er ence cache.

statuslnformation =

sendMessage(

IN dest Transport Domai n -- transport dommin to be used
IN dest Transport Addr ess -- transport address to be used
IN  out goi ngMessage -- the nmessage to send

IN  outgoi ngMessagelengt h -- its length

IN tnttateReference -- reference to transport state
)

6.2. Changes to RFC 3411 Qutgoi ng ASls

Addi tional paraneters have been added to the ASIs defined in RFC 3411
that are concerned with communi cati on between the Dispatcher and
Message Processing Subsystens, and between the Message Processing and
Security Subsystens.

6.2.1. Message Processing Subsystem Primtives

A tntt at eRef erence paraneter has been added as an OQUT paraneter to

t he prepareQut goi ngMessage and prepareResponseMessage ASIs. This is
passed fromthe Message Processing Subsystemto the Dispatcher, and
fromthere to the Transport Subsystem

How or if the Message Processing Subsystem nodifies or utilizes the
contents of the cache is Message- Processi ng- Model specific.

statuslnformation = -- success or errorlndication
pr epar eQut goi ngMessage(

IN transportDomain -- transport dommin to be used
IN transport Address -- transport address to be used
IN nessageProcessi nghbdel -- typically, SNV version

IN securityhbdel -- Security Model to use

IN securityName -- on behalf of this principal
IN securitylLevel -- Level of Security requested
I N context Engi nel D -- data fromat this entity

I N cont ext Name -- data from'in this context

I N pduVersion -- the version of the PDU

IN PDU -- SNWP Protocol Data Unit

I N expect Response -- TRUE or FALSE

IN sendPduHandl e -- the handl e for matching

i ncom ng responses
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OQUT dest Transport Domai n -- destination transport domain
QUT dest Transport Addr ess -- destination transport address
QUT out goi ngMessage -- the message to send
OQUT out goi ngMessagelengt h -- its length
OQUT tnbt at eRef erence -- (NEW reference to transport state
)
statuslinformation = -- success or errorlndication
pr epar eResponseMessage(
IN rmessageProcessi nghbdel -- typically, SNWP version
IN securityhMbdel -- Security Model to use
IN securityName -- on behalf of this principal
IN securitylLevel -- Level of Security requested
I N context Engi nel D -- data fromat this entity
I N cont ext Nane -- data fromin this context
IN pduVersion -- the version of the PDU
IN PDU -- SNWP Protocol Data Unit
IN maxSi zeResponseScopedPDU -- maxi mum si ze able to accept
IN stateReference -- reference to state information
-- as presented with the request
IN statuslnformation -- success or errorlndication
-- error counter O D/value if error
QUT dest Transport Donai n -- destination transport donmain
QUT dest Transport Addr ess -- destination transport address
QUT out goi ngMessage -- the nmessage to send
QUT out goi ngMessagelLengt h -- its length
QUT tntt at eRef er ence -- (NEW reference to transport state

)

6.2.2. Security SubsystemPrinmitives

transport Domai n and transport Address paraneters have been added as IN
paraneters to the generateRequest Msg and gener at eResponseMsg ASI s,
and a tnBStateReference paraneter has been added as an OUT paraneter.
The transport Domai n and transport Address paraneters will have been
passed into the Message Processing Subsystem fromthe D spatcher and
are passed on to the Security Subsystem The tnftat eReference
paraneter will be passed fromthe Security Subsystem back to the
Message Processing Subsystem and on to the Di spatcher and Transport
Subsyst ens.

If a cache exists for a session identifiable fromthe

t nmirr anspor t Domai n, t mlransport Address, tnBSecurityName, and requested
securitylLevel, then a transport-aware Security Mdel m ght create a
t n5t at eRef erence paraneter to this cache and pass that as an OUT

par amet er .
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statuslnformation =
gener at eRequest Msg(

IN transportDomain -- (NEW destination transport domain

IN transport Address -- (NEW destination transport address

IN nessageProcessi ngMbdel -- typically, SNWP version

IN gl obal Dat a -- nmessage header, admin data

IN naxMessageSi ze -- of the sending SNWP entity

IN securityMdel -- for the outgoi ng nessage

IN securityEngi nel D -- authoritative SNVP entity

IN securityNane -- on behalf of this principal

IN securitylLevel -- Level of Security requested

IN scopedPDU -- message (plaintext) payl oad

QUT securityParaneters -- filled in by Security Mdule

QUT whol eMsg -- conpl ete generated nessage

QUT whol eMsgLengt h -- length of generated nmessage

QUT tnbt at eRef erence -- (NEW reference to transport state
)

statuslnformation =
gener at eResponseMsg(

IN transport Domain -- (NEW destination transport domain
IN transport Address -- (NEW destination transport address
IN nessageProcessi ngModel -- Message Processing Mdel

IN gl obal Dat a -- msgd obal Dat a

IN maxMessageSi ze -- from nsgMaxSi ze

IN securityMdel -- as determ ned by MPM

IN securityEngi nel D -- the value of snnpEngi nel D

IN securityNane -- on behalf of this principal

IN securitylLevel -- for the outgoi ng nessage

IN  scopedPDU -- as provided by MPM

IN securityStateReference -- as provided by MPM

QUT securityParaneters -- filled in by Security Mdule

QUT whol eMsg -- conpl ete generated nessage

QUT whol eMsglLengt h -- length of generated nessage

QUT tnbt at eRef erence -- (NEW reference to transport state

)
6.3. The recei veMessage ASI

The recei veMessage ASI is used to pass a nessage fromthe Transport
Subsystemto the Dispatcher. The receiveMessage ASI repl aces the
text "Receive SNW Response Message from Network" that appears in the
diagramin Section 4.6.1 of RFC 3411 and the text "Receive SNWP
Message from Network" from Section 4.6.2 of RFC3411.

When a nessage is received on a given transport session, if a cache

does not already exist for that session, the Transport Model m ght
create one, referenced by tnttateReference. The contents of this
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cache are discussed in Section 5. How this information is determ ned
is inplementation- and Transport - Mdel -specific.

"M ght create one" m ght sound underspecified, but a Transport WNbdel
m ght be sonething |ike SNVWP over UDP over |Pv6, where transport
security is not provided, so it mght not create a cache.

The Transport Mdel does not know the securityMdel for an incom ng
message; this will be determ ned by the Message Processing Mddel in a
Message- Pr ocessi ng- Model - dependent nanner.

statuslnformation =
recei veMessage(

IN transport Domain -- origin transport domain

IN transport Address -- origin transport address

IN incom ngMessage -- the nmessage received

IN incom ngMessagelength -- its length

IN tnttateReference -- reference to transport state
)

6.4. Changes to RFC 3411 Incom ng ASls

The t ntt at eRef erence paraneter has al so been added to sone of the
incomng ASlIs defined in RFC 3411. How or if a Message Processing
Model or Security Mdel uses tnfttateReference i s nessage-processing-
and Security-Model -specific.

Thi s m ght sound underspecified, but a Message Processing Mddel night
have access to all the information fromthe cache and fromthe
message. The Message Processing Model might determnmine that the USM
Security Mddel is specified in an SNVPv3 nessage header; the USM
Security Mddel has no need of values in the tnfttateReference cache to
aut henticate and secure the SNVMP nessage, but an Application m ght
have specified to use a secure transport such as that provided by the
SSH Transport ©Mdel to send the nessage to its destination.

6.4.1. Message Processing Subsystem Primitive

The t ntt at eRef erence paraneter of prepareDataEl enents is passed from
the Dispatcher to the Message Processing Subsystem How or if the
Message Processing Subsystem nodifies or utilizes the contents of the
cache i s Message- Processi ng- Model - speci fi c.

result = -- SUCCESS or errorlndication
pr epar eDat aEl ermrent s(

IN transport Domain -- origin transport domain

IN transport Address -- origin transport address

IN  whol eMsg -- as received fromthe network
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IN  whol eMsglLengt h -- as received fromthe network
IN tnttateReference -- (NEW fromthe Transport Model
QUT nmessageProcessi nghbdel -- typically, SNWP version
QUT securityModel -- Security Model to use
QUT securityNane -- on behalf of this principal
QUT securitylevel -- Level of Security requested
QUT cont ext Engi nel D -- data fromat this entity
QUT cont ext Nane -- data fromin this context
QUT pduVersi on -- the version of the PDU
ouT  PDU -- SNWP Protocol Data Unit
QUT pduType -- SNWP PDU type
QUT sendPduHandl e -- handl e for matched request
QUT maxSi zeResponseScopedPDU -- maxi num si ze sender can accept
QUT statuslnformtion -- success or errorlndication
-- error counter OD/value if error
QUT stateReference -- reference to state information
-- to be used for possible Response
)

6.4.2. Security SubsystemPrimtive

The processlncom ngMessage AS|I passes tnfttat eReference fromthe
Message Processing Subsystemto the Security Subsystem

If tnttateReference is present and valid, an appropriate Security
Model might utilize the information in the cache. How or if the
Security Subsystemutilizes the information in the cache is Security-
Model - speci fic.

statuslnformation = -- errorlndication or success
-- error counter O D/value if error

processl ncom ngvsg(
IN nessageProcessi nghbdel -- typically, SNWP version
IN naxMessageSi ze -- of the sending SNWP entity
IN securityParaneters -- for the received nessage
IN  securityModel -- for the received nmessage
IN securitylLevel -- Level of Security
IN  whol eMsg -- as received on the wire
IN  whol eMsgLengt h -- length as received on the wire
IN tnbttateReference -- (NEW fromthe Transport Model
QUT securityEngi nel D -- authoritative SNWP entity
OQUT securityNane -- identification of the principal
QUT scopedPDU, -- message (plaintext) payl oad
QUT maxSi zeResponseScopedPDU -- maxi num si ze sender can handl e
QUT securityStateReference -- reference to security state

-- information, needed for response
)
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7.

7.

Security Considerations

Thi s docunent defines an architectural approach that permts SNWP to
utilize transport-layer security services. Each proposed Transport
Model shoul d di scuss the security considerations of that Transport
Model .

It is considered desirable by some industry segnents that SNWP
Transport Models utilize transport-|ayer security that addresses
perfect forward secrecy at |east for encryption keys. Perfect
forward secrecy guarantees that conpronise of |ong-termsecret keys
does not result in disclosure of past session keys. Each proposed
Transport Model should include a discussion in its security

consi derations of whether perfect forward secrecy is appropriate for
that Transport Mbdel .

The deni al - of -service characteristics of various Transport Mddels and
security protocols will vary and shoul d be eval uated when determ ni ng
the applicability of a Transport Mdel to a particul ar depl oynent
situation.

Since the cache will contain security-related paraneters,

i mpl ementers SHOULD store this information (in nmenory or in
persistent storage) in a manner to protect it from unauthorized
di scl osure and/or nodification.

Care nmust be taken to ensure that an SNMP engi ne is sendi ng packets
out over a transport using credentials that are legal for that engine
to use on behalf of that user. Oherw se, an engine that has

mul tiple transports open mght be "tricked" into sending a nessage

t hrough the wong transport.

A Security Mdel mght have multiple sources fromwhich to define the
securityNanme and securitylLevel. The use of a secure Transport Nbdel
does not inply that the securityNane and securitylLevel chosen by the
Security Mdel represent the transport-authenticated identity or the
transport-provided security services. The securityModel,
securityName, and securitylevel paranmeters are a related set, and an
adm ni strator shoul d understand how the specified securityhMdel

sel ects the correspondi ng securityName and securitylLevel.

1. Coexistence, Security Paraneters, and Access Control
In the RFC 3411 architecture, the Message Processing Mddel makes the

deci si on about which Security Mddel to use. The architectural change
descri bed by this docunent does not alter that.
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The architecture change described by this docunent does, however,

all ow SNWP to support two different approaches to security --
message-driven security and transport-driven security. Wth nmessage-
driven security, SNWMP provides its own security and passes security
paraneters within the SNVP nessage; with transport-driven security,
SNVP depends on an external entity to provide security during
transport by "w apping" the SNVMP nessage.

Usi ng a non-transport-aware Security Mddel with a secure Transport
Model is NOT RECOMMENDED for the follow ng reasons.

Security Models defined before the Transport Security Model (i.e.,
SNWPv1, SNWPv2c, and USM do not support transport-based security and
only have access to the security paraneters contained within the SNW
message. They do not know about the security paraneters associ ated
with a secure transport. As a result, the Access Control Subsystem
bases its decisions on the security paraneters extracted fromthe
SNVP nmessage, not on transport-based security paraneters.

I mplications of conbining ol der Security Mddels with Secure Transport
Model s are known. The securityNane used for access control decisions
is based on the nessage-driven identity, which mght be

unaut henti cated, and not on the transport-driven, authenticated
identity:

0 An SNWPv1 nessage will always be paired with an SNVMPvl Security
Model (per RFC 3584), regardl ess of the transport mapping or
Transport Model used, and access controls will be based on the
unaut henti cated conmunity nane.

0 An SNWPv2c nessage will always be paired with an SNMPv2c Security
Model (per RFC 3584), regardl ess of the transport mapping or
Transport Moddel used, and access controls will be based on the
unaut henti cated conmunity nane.

0 An SNWPv3 nessage will always be paired with the securityModel
specified in the nsgSecurityParaneters field of the nmessage (per
RFC 3412), regardl ess of the transport nmapping or Transport Model
used. |If the SNMPv3 message specifies the User-based Security
Model (USM with noAut hNoPriv, then the access controls will be
based on the unauthenticated USM user.

o For outgoing nessages, if a Secure Transport Mdel is selected in
combi nation with a Security Mdel that does not popul ate a
t nSt at eRef erence, the Secure Transport Mdel SHOULD detect the
lack of a valid tnttateReference and fail.
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In times of network stress,
properly if
Pr ot ocol

based Security Mdel

external network services,

(NTP) or Authentication,
protocols or certificate authorities) are not
was explicitly designed to not depend upon
and provides its own security services.

It is RECOWENDED that operators provision authPriv USM as a fall back

SNVP Transport Subsystem

mechani smto suppl ement any Security Model

has ext er nal

dependenci es,
conti nue when the externa

8. | ANA Consi derati ons

a Secure Transport Nbdel

its underlying security mechanisms (e.g.,
Aut hori zati on,
reachabl e.

or Transport Mbdel
so that secure SNVP conmmuni cati ons can
network service is not avail abl e.

June 2009

nm ght not work
Net wor k Ti ne
and Accounting (AAA)
The User -

| ANA has created a new registry in the Sinple Network Manhagenent

Pr ot ocol
Transport Donai ns".

(SNMP) Nunmber Spaces.

The new registry is called "SNW

This registry contains US-ASClI | al pha-nuneric

strings of one to four characters to identify prefixes for

correspondi ng SNVP transport donai ns.
have an O D assi gnnent under snnpDomrai ns [ RFC2578] .
assigned via [ RFC5226] "Specification Required".

The registry has been populated with the following initial

Regi stry Name: SNWMP Transport Donains

Ref er ence:
Regi strati on Procedures:

[ RFC2578] [RFC3417] [ RFC5590]
Speci fication Required

Each transport domai n MJST
Val ues are to be

Each domain is assigned a M B-defined O D under snnpDomai ns

Prefix
udp
clns
cons
ddp

i px
prxy

snnpDonai ns
snhnpUDPDonai n
snpCLNSDormai n
snnpCONSDomrai n
snnpDDPDonai n
snnpl PXDonai n
rfcll157Domai n
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Appendi x A. Wy tnftt at eRef erence?

Thi s appendi x considers why a cache-based approach was sel ected for
passi ng paraneters.

There are four approaches that could be used for passing information
between the Transport Mdel and a Security Mdel.

1. One could define an ASI to supplement the existing ASIs.
2. One could add a header to encapsul ate the SNVP nessage.

3. One could utilize fields already defined in the existing SNWv3
nmessage

4. One could pass the information in an inplenentation-specific
cache or via a M B nodul e.

A.1. Define an Abstract Service Interface

Abstract Service Interfaces (ASIs) are defined by a set of primtives
that specify the services provided and the abstract data el enents
that are to be passed when the services are invoked. Defining
additional ASIs to pass the security and transport information from
the Transport Subsystemto the Security Subsystem has the advant age
of being consistent with existing RFC 3411/3412 practice; it also
hel ps to ensure that any Transport Mbddel proposals pass the necessary
data and do not cause side effects by creating nodel -specific
dependenci es between itself and nobdels or subsystens other than those
that are clearly defined by an ASI

A. 2. Using an Encapsul ati ng Header

A header coul d encapsul ate the SNMP nessage to pass necessary
informati on fromthe Transport Mddel to the Dispatcher and then to a

Message Processing Mddel. The nessage header would be included in
t he whol eMessage ASI paraneter and woul d be renoved by a
correspondi ng Message Processing Model. This would inply the (one

and only) Message Dispatcher would need to be nodified to determne
whi ch SNMP nessage version was involved, and a new Message Processing
Model woul d need to be devel oped that knew how to extract the header
fromthe nmessage and pass it to the Security Mdel

A 3. Mdifying Existing Fields in an SNMP Message
[ RFC3412] defines the SNMPv3 nessage, which contains fields to pass

security-related paraneters. The Transport Subsystem could use these
fields in an SNMPv3 nessage (or conparable fields in other nessage
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formats) to pass informati on between Transport Mdels in different
SNWP engi nes and to pass information between a Transport Mdel and a
correspondi ng Message Processing Mdel .

If the fields in an incom ng SNMPv3 nessage are changed by the
Transport Model before passing it to the Security Mdel, then the
Transport Model will need to decode the ASN. 1 nessage, nodify the
fields, and re-encode the nmessage in ASN. 1 before passing the nessage
on to the Message Dispatcher or to the transport layer. This would
require an intinmate know edge of the nessage format and nessage
versions in order for the Transport Mdel to know which fields could
be nodified. This would seriously violate the nodularity of the
architecture.

A. 4. Using a Cache

Thi s docunent describes a cache into which the Transport Mdel (TM
puts information about the security applied to an i ncom ng nessage; a
Security Mddel can extract that information fromthe cache. G ven
that there might be multiple TM security caches, a tnftateReference
is passed as an extra parameter in the ASIs between the Transport
Subsystem and the Security Subsystem so that the Security Mdel knows
whi ch cache of information to consult.

Thi s approach does create dependenci es between a specific Transport
Model and a correspondi ng specific Security Mdel. However, the
approach of passing a nodel -i ndependent reference to a nodel -
dependent cache is consistent with the securityStateReference already
bei ng passed around in the RFC 3411 ASIs.
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