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1. Introduction

Thi s docunent defines attributes within RAD US and Di anmeter that can
be used to convey location-related information within authentication
and accounti ng exchanges.

Location informati on may be useful in a nunber of scenarios.

Wrel ess networks (including wireless LAN) are being deployed in
public places such as airports, hotels, shopping nmalls, and coffee
shops by a diverse set of operators such as cellular network
operators, Wreless Internet Service Providers (WSPs), and fixed
broadband operators. In these situations, the hone network may need
to know the | ocation of the user in order to enable |ocation-aware
billing, |ocation-aware authorization, or other |ocation-aware
services. Location information can also prove useful in other
situations (such as wired networks) where operator-netwrk ownership
and location informati on nay be needed by the hone network.

In order to preserve user privacy, location information needs to be
prot ect ed agai nst unauthorized access and distribution. Requirenents
for access to location information are defined in [ RFC3693]. The
nmodel includes a Location Generator (LG that creates |ocation
informati on, a Location Server (LS) that authorizes access to

| ocation information, a Location Recipient (LR) that requests and
receives information, and a Rule Maker (RM that provides

aut hori zation policies to the LS, which enforces access-control
policies on requests to location information. |In Appendix A, the
requirenents for a GEOPRIV using protocol [RFC3693] are conpared to
the functionality provided by this docunent.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

RADI US- specific term nol ogy is borrowed from [ RFC2865] and [ RFC2866] .

Term nol ogy related to privacy issues, |location informtion, and
aut hori zation policy rules is taken from [ RFC3693].

3. Delivery Methods for Location Information

The foll owi ng exchanges show how | ocation information is conveyed in
RADI US. In describing the usage scenarios, we assune that privacy
policies allow location to be conveyed in RADI US; however, as noted
in Section 6, sinilar exchanges can al so take place within D aneter
Privacy issues are discussed in Section 7. 2.
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3.1. Location Delivery Based on Qut-of-Band Agreenents

Figure 1 shows an exanpl e nessage flow for delivering |location

i nformati on during the network-access authentication and

aut hori zati on procedure. Upon a network-authentication request from
an access-network client, the Network Access Server (NAS) subnits a
RADI US Access- Request nessage that contains Location-Information
Attributes anmong other required attributes. In this scenario,

|l ocation information is attached to the Access-Request nessage

wi thout an explicit request fromthe RADI US server. Note that such
an approach with a prior agreenent between the RADIUS client and the
RADI US server is only applicable in certain environnments, such as in
situations where the RADIUS client and server are within the same
adm ni strative domain. The Basic-Location-Policy-Rules Attribute is
popul at ed based on the defaults described in Section 4.4, unless it
has been explicitly configured otherw se.

S IR + S IR + S IR +
| | | Network | | RADIUS |
| User | | Access | | Server |
| | | Server | | |
R + R + R +

I
| Authentication phase
I

I I

I I

begin | |
|- >| I
| | |
| | Access- Request |
| | + Location-Infornation |
| | + Location-Data |
| | + Basic-Location-Policy-Rules|
| | + Operator- Nanme |
| [---mmmmmm e >|
I I I
| | Access-Accept |
I | <-mmmmmmme e I
| Authentication | |
| Success | |
[ <---mmmmmm | |
I I

Figure 1. Location Delivery Based on Qut-of-Band Agreenents
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3.2. Location Delivery Based on Initial Request

If the RADIUS client provides a Location-Capable Attribute in the
Access- Request, then the RADI US server NMAY request | ocation
information fromthe RADIUS client if it requires that information
for authorization and if location information was not provided in the
Access- Request. This exchange is shown in Figure 2. The inclusion
of the Location-Capable Attribute in an Access-Request nessage
indicates that the NAS is capable of providing | ocation data in
response to an Access-Chall enge. The subsequent Access- Chall enge
message sent fromthe RADIUS server to the NAS provides a hint
regarding the type of desired Location-Information Attributes. The
NAS treats the Basic-Location-Policy-Rules and Extended-Location-

Policy-Rules Attributes as opaque data (e.g., it echoes these rules
provi ded by the server within the Access-Chall enge back in the
Access-Request). In the shown nessage flow, the location attributes

are then provided in the subsequent Access-Request nessage. Wen
eval uating this Access-Request nessage, the authorization procedure
at the RADI US server mght be based on a nunber of criteria,
including the newy defined attributes listed in Section 4.
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- + - + - +
| | | Network | | RADIUS |
| User | | Access | | Server |
I I | Server | I I
S + S + S +

I
| Authentication phase
I

I I

I I

begi n | |
|- >| I
I I

| Access- Request |

| + Location-Capable |

R R EEEEEEEE >

Access- Chal | enge |

+ Basi c-Location-Policy-Rul es |

+ Ext ended- Locati on-Pol i cy- Rul es|

+ Request ed- Location-1nfo |
e |

I
Access- Request |
+ Location-Information |
+ Location-Data |
+ Basi c-Location-Policy-Rul es |
+ Ext ended- Locati on-Pol i cy- Rul es|
| >|

Mul tiple Protocol Exchanges to perform
Aut henti cation, Key Exchange, and Authorization
...continued. ..
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Figure 2: Location Delivery Based on Initial Request
3.3. Location Delivery Based on M d- Sessi on Request
The on-denmand, m d-session |ocation-delivery nethod utilizes the

Change- of - Aut hori zati on Request (CoA-Request) nessage and the CoA- NAK
(CoA- Negati ve Acknow edgenent), defined in [RFC5176]. At any tine
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during the session, the Dynamic Authorization Cient MAY send a CoA-
Request containing session-identification attributes to the NAS
(i.e., Dynamic Authorization Server).

In order to enable the on-demand, m d-session |ocation-delivery

met hod, the RADI US server MJST return an instance of the Requested-
Location-Info Attribute with the ' FUTURE REQUESTS flag set and

i nstances of the Basic-Location-Policy-Rules and Extended-Location-
Policy-Rules Attributes in the Access-Accept nmessage for the session.
Upon recei pt of a CoA-Request nessage containing a Service-Type
Attribute with value "Authorize Only" for the same session, the NAS
MUST i nclude location information and echo the previously received
Basi c- Locati on- Pol i cy- Rul es and Extended-Location-Policy-Rul es
Attributes in the subsequent Access-Request message.

Upon receiving the Access- Request nessage containing the Service-Type
Attribute with a value of Authorize-Only fromthe NAS, the RADI US
server responds with either an Access-Accept or an Access-Reject
nessage.

The use of dynam c authorization [RFC5176] is necessary when | ocation
information i s needed on-demand and cannot be obtained from
accounting information in a tinely fashion.

Fi gure 3 shows the above-descri bed approach graphically.

T + T + R +
| Dynamic | | Dynamic | | RADI US|
| Authorization | | Authorization | | Server |
| Server/ NAS | | dient | | |
oo + oo + S +

I
| Access- Request |
| + Location-Capable |

I

I

I
[=mmmmmm e >|
I I I
| Access-Chal |l enge | |
| + Basi c-Locati on-Policy-Rul es | |
| + Ext ended- Location-Policy-Rul es | |
| + Request ed- Location-Info | |
S R I
I I I
| Access- Request | |
| + Location-Information | |
| + Locati on-Dat a | |
| + Basi c-Locati on-Policy-Rul es | |
| + Ext ended- Locati on-Policy-Rul es | |
[=mmmm e >|
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I
I I I
: Mul tiple Protocol Exchanges to perform

Aut henti cation, Key Exchange, and Authorization
...continued...

I
|
| Access-Accept
| + Request ed- Location-1nfo
( FUTURE_REQUESTS, . . .)
+ Basi c-Locati on-Policy-Rul es
+ Ext ended-Location-Policy-Rul es

CoA NAK + Service-Type "Authorize Only"
+ State
+ Error-Cause "Request Initiated"

Servi ce- Type "Aut horize Only"
State

+ +

+ Location-Information

+ Locati on-Dat a

+ Basi c-Locati on-Policy-Rul es
+

I

I

I

I

|

I

Access- Request |
I

I

I

|

Ext ended- Locat i on- Pol i cy- Rul es |

Figure 3: Location Delivery Based on CoA with
Servi ce-Type ' Aut horize Only’

When the Dynami ¢ Authorization Cient wants to change the val ues of
the requested location information, or set the values of the
requested location information for the first tinme, it nay do so

wi thout triggering a reauthorization. Assumng that the NAS had
previously sent an Access- Request containing a Location-Capable
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Attribute, the Dynanic Authorization dient (DAC) can send a CoA-
Request to the NAS w thout a Service-Type Attribute, but include the
NAS identifiers and session identifiers as per [RFC5176] and the
Request ed- Locati on-1 nfo, Basic-Location-Policy-Rules, and Extended-
Location-Policy-Rules Attributes. The Requested-Location-Info,

Basi c- Locati on- Pol i cy- Rul es, and Extended-Locati on-Policy-Rul es
Attributes MUST NOT be used for session identification

Figure 4 shows this approach graphically.

S + S + S +
| Dynanmic | | Dynanmic | | RADI US
| Authorization | | Authorization | | Server |
| Server/ NAS | | dient | | |
T + T + R +

Access- Request
+ Locati on- Capabl e

I e I >

| |

| Access-Chal |l enge |

| + Basi c-Locati on-Policy-Rul es |

| + Ext ended- Locati on-Pol i cy-Rul es |

| + Request ed- Location-1nfo |

| e |

| | |

| Access- Request | |

| + Location-Information | |

| + Locati on-Dat a | |

| + Basi c-Locati on-Policy-Rul es | |

| + Ext ended-Location-Policy-Rul es | |

R >|
I
I

Mul tiple Protocol Exchanges to perform
Aut henti cati on, Key Exchange, and Authorization
...continued. .

Access- Accept
+ Request ed- Locati on-1nfo
+ Basi c-Locati on-Policy-Rul es
+ Ext ended- Locati on-Policy-Rul es
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<<Sone tine | ater>>

I I
I I
| + Request ed- Locati on-1nfo |
| + Basi c-Locati on-Policy-Rul es |
| + Ext ended-Location-Policy-Rul es |
I
I
I

<<Furt her exchanges | ater>>

Fi gure 4: Location Delivery Based on CoA
3.4. Location Delivery in Accounting Messages

Location information nmay al so be reported in accounting nessages.
Accounting nessages are generated when the session starts, when the
session stops, and periodically during the lifetime of the session
Accounting nessages may al so be generated when the user roams during
handof f .

Accounting information may be needed by the billing systemto
calculate the user’s bill. For exanple, there may be different
tariffs or tax rates applied based on the |ocation

If the RADIUS server needs to obtain location information in
accounting nessages, then it needs to include a Requested-Location-
Info Attribute with the Access-Accept nmessage. The Basic-Locati on-
Pol i cy- Rul es and the Extended-Location-Policy-Rules Attributes are to
be echoed in the Accounting-Request if indicated in the Access-
Accept .

Figure 5 shows the nmessage exchange.
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—— -+ S +
| | Network |
| | Access |
| | Server |

-+ S +

Initial Protocol Interaction

(details omtted)

Access- Accept

+ Basi c-Locati on-Policy-Rul es

I
I
+ Request ed- Locati on-1nfo |
I
|

Aut henti cati on
Success

I
I
|
| + Extended-Location-Policy-Rules
I
I
I

+ Locati on- Dat a
+ Basi c-Locati on-Pol i cy-Rul es

I
I
I
I
Account i ng- Request |
I
I
I
I

I
|
| + Location-Information
I
I
I

+ Ext ended-Location-Policy-Rul es

.................... >

Figure 5: Location Delivery in Accounting Messages

but es

It is inportant to note that the location-specific parts of the
attributes defined bel ow are not neant to be processed by the RAD US
. Instead, a |ocation-server-specific component used in

combi nation with the RADIUS server is responsible for receiving,

server

processi ng,

such,

froma RADI US server point of view,

treated as opaque dat a.

Tschofenig, et al. St andards Track
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|ocation information is
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4.1. Operator-Name Attribute

This attribute carries the operator nanmespace identifier and the
operator nane. The operator nane is conbined with the nanespace
identifier to uniquely identify the owner of an access network. The
val ue of the Operator-Name is a non-NULL term nated text whose |ength
MUST NOT exceed 253 bytes.

The Operator-Name Attribute SHOULD be sent in Access-Request and
Account i ng- Request nessages where the Acc-Status-Type is set to
Start, Interim or Stop.

A summary of the Operator-Nanme Attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Lengt h | Text .
i e e T i e e L e i e i e R

| Text (cont.) .
e o I e e ol i I T T T S S e e e e i i ol it T R R

Type:

126 - Operat or- Nanme
Lengt h:

>= 4
Text:

The format is shown below The data type of this field is a text.
Al fields are transnmitted fromleft to right:

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Nanmespace ID | Operator-Nane .
I R s e T S e e S S R S e S S e i i it S SR SR R S R e
| Operat or- Nane .
+++++++++++++++++++++++++++++++++
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Namespace | D:

The value within this field contains the operator namespace
identifier. The Nanespace ID value is encoded in ASClI.

Example: '1' (0x31) for REALM
Oper at or - Name:

The text field of variable | ength contains an Access Network
Qperator Nane. This field is a RADI US-based data type of Text.

The Nanespace ID field provides information about the operator
nanespace. This document defines four values for this attribute,
which are listed below. Additional namespace identifiers nust be
registered with I ANA (see Section 8.1) and nust be associated with an
organi zation responsi bl e for managi ng the namespace.

TADIG (’ 0’ (0x30)):

Thi s namespace can be used to indicate operator nanes based on
Transferred Account Data Interchange G oup (TADIG codes, as
defined in [GSM. TADI G codes are assigned by the TAD G Wr ki ng
Group within the dobal System for Mbile Conmunications (GSM
Associ ation. The TADI G code consists of two fields, with a total
Il ength of five ASCII characters consisting of a three-character
country code and a two-character al phanuneric operator (or
conpany) | D.

REALM (* 1’ (0x31)):

The REALM oper at or namespace can be used to indicate operator
nanes based on any regi stered dormain name. Such nanes are
required to be unique, and the rights to use a given real mnane
are obtained coincident with acquiring the rights to use a
particular Fully Qualified Domain Name (FQDN). Since this
operator is limted to ASCII, any regi stered domai n name t hat
contains non-ASClI | characters nust be converted to ASCII. The
Punycode encodi ng [ RFC3492] is used for this purpose.

E212 (* 2" (0x32)):
The E212 namespace can be used to indicate operator nanes based on
the Mobile Country Code (MCC) and Mobil e Network Code (IMNC)

defined in [I1TU212]. The MCC/ MNC val ues are assigned by the
Tel ecomruni cati ons Standardi zati on Bureau (TSB) within the ITUT
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4.

and by designated administrators in different countries. The E212
val ue consists of three ASCII digits containing the MCC, followed
by two or three ASCII digits containing the M\C

ICC ("3 (0x33)):

The | CC nanmespace can be used to indicate operator nanes based on
I nternational Tel ecomunication Union (ITU) Carrier Codes (ICQC
defined in [1TUL400]. |1CC values are assigned by nationa

regul atory authorities and are coordinated by the

Tel ecommuni cati on Standardi zation Bureau (TSB) within the I TU

Tel ecommuni cati on Standardi zation Sector (ITUT). Wen using the
| CC namespace, the attribute consists of three uppercase ASC I
characters containing a three-letter al phabetic country code, as
defined in [1SCQ, followed by one to six uppercase al phanuneric
ASCI | characters containing the ICC itself.

Location-Informati on Attri bute

The Location-Information Attribute MAY be sent in the Access-Request
message, the Accounting- Request nessage, both of these messages, or
no nessage. For the Accounting-Request nessage, the Acc-Status-Type
may be set to Start, Interim or Stop

The Location-Information Attribute provides neta-data about the
| ocation information, such as sighting tine, time-to-live, |ocation-
determ nati on nethod, etc.

The format is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Type | Length | String
s i S S S O s s S R S s i ok oI S TR R S + +

| String (cont.)
R i T i e i i S e S S e S

Type:
127 - Location-Information
Lengt h:

>= 23
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String:

The format is shown below. The data type of this field is a
string. Al fields are transmtted fromleft to right:

0 1 2 3
01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| I ndex | Code | Entity |
B T S i T s i i e e SEI S
| Sighting Tine ~
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Sighting Tinme

i T s i o S i i S R I S I S S S M
| Time-to-Live ..
B T S i T s i i e e SEI S
| Time-to-Live

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Met hod o
i T s i o S i i S R I S I S S S M

I ndex (16 bits):
The 16-bit unsigned integer value allows this attribute to provide
information relating to the information included in the Location-
Data Attribute to which it refers (via the |Index).
Code (8 hits):
This field indicates the content of the |location profile carried
in the Location-Data Attribute. Two profiles are defined in this
docunent -- nanely, a civic location profile (see Section 4.3.1)
that uses value (0) and a geospatial location profile (see
Section 4.3.2) that uses the value (1).
Entity (8 bits):
This field encodes which location this attribute refers to as an
unsigned 8-bit integer value. Location information can refer to
different entities. This docunent registers two entity val ues,
nanel y:
Val ue (0) describes the |ocation of the user’s client device.
Val ue (1) describes the |ocation of the RADI US client.

The registry used for these values is established by this
docunent, see Section 8. 4.
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Sighting Tine (64 bits)

This field indicates when the |ocation information was accurate.
The data type of this field is a string, and the content is
expressed in the 64-bit Network Tinme Protocol (NTP) tinestanp
format [ RFC1305].

Time-to-Live (64 bits):

This field gives a hint regarding for how long | ocation

i nformati on should be considered current. The data type of this
field is a string and the content is expressed in the 64-bit
Network Tinme Protocol (NTP) tinmestanp format [RFC1305]. Note that
the Tine-to-Live field is different than the Retention Expires
field used in the Basic-Location-Policy-Rules Attribute, see
Section 4.4. The Retention Expires field indicates the tine the
recipient is no longer permtted to possess the |ocation

i nformation.

Met hod (vari abl e):

Describes the way that the | ocation information was determ ned.
This field MIST contain the value of exactly one | ANA-regi stered
"met hod” token [ RFC4119].

The I ength of the Location-Information Attribute MJUST NOT exceed 253
octets.

4.3. Location-Data Attribute

The Location-Data Attribute MAY be sent in Access-Request and
Account i ng- Request nessages. For the Accounting-Request nessage, the
Acc- St atus- Type may be set to Start, Interim or Stop.

The format is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Type | Length | String
s i S S S O s s S R S s i ok oI S TR R S + +

| String (cont.)
R i T i e i i S e S S e S

Type:
128 - Location-Data
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Lengt h:
>= 5
String:

The format is shown below. The data type of this field is a
string. Al fields are transmtted fromleft to right:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| I ndex | Location C.

R i T I e S e T S I T e sl e s ks SEIE I S S I SR S S
| Location ..
el i I e i it T e e e e i i T o S e e S e T R R

Index (16 bits):

The 16-bit unsigned integer value allows this attribute to
associ ate the Location-Data Attribute with the Location-
Informati on Attri butes.

Location (variable):

The format of the |ocation data depends on the |ocation profile.
Thi s docunent defines two |location profiles. Details of the
| ocation profiles are described bel ow.

4.3.1. Civic Location Profile

Cvic location is a popular way to describe the |location of an
entity. This section defines the civic location-information profile
corresponding to the value (0) indicated in the Code field of the
Location-Information Attribute. The location format is based on the
encoding format defined in Section 3.1 of [RFC4776], whereby the
first 3 octets are not put into the Location field of the above-
descri bed RADI US Location-Data Attribute (i.e., the code for the DHCP
option, the length of the DHCP option, and the 'what’ elenment are not
i ncl uded).

4.3.2. CGeospatial Location Profile
This section defines the geospatial |ocation-information profile
corresponding to the value (1) indicated in the Code field of the

Location-Information Attribute. GCeospatial location information is
encoded as an opaque object, and the fornmat is based on the Location
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Configuration Information (LCl) format defined in Section 2 of
[ RFC3825] but starts with the third octet (i.e., the code for the
DHCP option and the length field is not included).

4.4. Basic-Location-Policy-Rules Attribute

The Basi c-Location-Policy-Rules Attribute MAY be sent in Access-
Request, Access-Accept, Access-Chall enge, Change-of - Authori zati on,
and Accounti ng- Request messages.

Policy rules control the distribution of location information. In
order to understand and process the Basic-Location-Policy-Rules
Attribute, RADIUS clients are obligated to utilize a default val ue of
Basi c- Locati on-Policy-Rules, unless explicitly configured otherw se,
and to echo the Basic-Location-Policy-Rules Attribute that they
receive froma server. As a default, the Note Wel| field does not
carry a pointer to human-readabl e privacy policies, the

retransm ssion-allowed is set to zero (0), i.e., further distribution
is not allowed, and the Retention Expires field is set to 24 hours.

Wth regard to authorization policies, this docunent reuses work done
in [RFC4119] and encodes those policies in a non-XM. format. Two
fields ('Sighting Tinme’ and 'Tine-to-Live') are additionally included
in the Location-Information Attribute to conformto the GEOPRI V

requi renents [ RFC3693], Section 2.7.

The format of the Basic-Location-Policy-Rules Attribute is shown
bel ow.

0 1 2 3
01234567890123456789012345678901
R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e
| Type | Length | String .
I R s e T S e e S S R S e S S e i i it S SR SR R S R e

| String (cont.) .
R s i S S S e STl S S R (T S S R S e e i + +

Type:
129 - Basic-Location-Policy-Rules
Lengt h:

>= 12
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String:

The format is shown below. The data type of this field is a
string. Al fields are transmtted fromleft to right:

0 1 2 3
01234567890123456789012345678901
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
Fl ags | Retention Expires .
B i i S S it s o S S e S e it et S S e e T aats sl SR
Ret enti on Expires .
++++++++++++++++++++++++++++++++
Ret enti on Expires | Note Well .
i T T R ik s ol oI S I R R TR TR i S it T I T i ol SR R
te Vell .
B i o I R R R i I S i i ol SRR SR o S S e e i e TR e e e s

FT T T T

+g+

Thi s docunent reuses fields fromthe RFC 4119 [ RFC4119] ’'usage-rul es
el ement. These fields have the foll ow ng neaning:

Flags (16 bits):

The Flags field is a bit nmask. Only the first bit (R) is defined
in this docunent, and it corresponds to the Retransm ssion All owed
field:

0 1
0123456789012345
R T i i e R e e e s i i
|Rlo o oo ooo0oo0oo00O0O0O0O O]
s T i T s sl T S i R S R T

R
o]

Retransm ssi on Al |l owed
reserved.

Al reserved bits MJST be zero. Wen the value of the Retransm ssion
Allowed field is set to zero (0), then the recipient of this Location
hject is not permtted to share the enclosed | ocation information,
or the object as a whole, with other parties. The value of "1’
allows this attribute to share the location information with other
parties by considering the extended policy rules.

Retenti on Expires (64 bits):
This field specifies an absolute date at which time the Recipient
is no longer permitted to possess the |location information. The

data type of this fieldis a string and the format is a 64-bit NTP
ti mestanp [ RFC1305].
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Note Well (variable):

This field contains a URI that points to human-readabl e privacy
instructions. The data type of this fieldis a string. This
field is useful when location information is distributed to third-
party entities, which can include humans in a | ocation-based
service. RADIUS entities are not supposed to process this field.

VWhenever a Location Object |eaves the RADI US ecosystem the URl in
the Note Well Attribute MUST be expanded to the hunman-readabl e
text. For exanple, when the Location bhject is transferred to a
S| P- based environnent, then the human-readable text is placed into
the "note-well’ elenent of the 'usage-rules’ elenment contained in
the PIDF-LO (Presence Information Data Format - Location Cbject)
docunent (see [RFC4119]). The Note Well field may be enpty.

4.5. Extended-Location-Policy-Rules Attribute

The Extended-Location-Policy-Rules Attribute MAY be sent in Access-
Request, Access-Accept, Access-Chall enge, Access-Reject, Change-of-
Aut hori zation, and Accounting- Request messages.

The Rul eset Reference field of this attribute is of variable |ength.
It contains a URI that indicates where the richer ruleset can be
found. This URI SHOULD use the HTTPS URI scheme. As a deviation
from[RFC4119], this field only contains a reference and does not
carry an attached, extended ruleset. This nodification is notivated
by the size limtations inposed by RADI US.

In order to understand and process the Extended-Location-Policy-Rules
Attribute, RADIUS clients are obligated to attach the URI to the

Ext ended- Locati on-Pol i cy-Rules Attribute when they are explicitly
configured to do so, and to echo the Extended-Location-Policy-Rules
Attribute that they receive froma server. There is no expectation
that RADIUS clients will need to retrieve data at the URL specified
in the attribute or to parse the XM. policies.

The format of the Extended-Location-Policy-Rules Attribute is shown
bel ow.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | String .
e o I e e ol i I T T T S S e e e e i i ol it T R R
| String (cont.) .
e e e e e e e e e e b A e e e e e e e e b e e e e e e e e e e 4
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Type:

130 - Extended-Location-Policy-Rul es
Lengt h:

>= 3
String:

This field is at least two octets in length, and the format is
shown bel ow. The data type of this fieldis a string. The fields
are transmitted fromleft to right:

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Rul eset Reference ..

R T o T e e i i ol ST S TR S e T e S e el st TR S R R S

Rul eset Reference:
This field contains a URI that points to the policy rules.
4.6. Location-Capable Attribute

The Location-Capable Attribute allows an NAS (or client function of a
proxy server) to indicate support for the functionality specified in
this docunment. The Location-Capable Attribute with the value for
"Location Capable’ MJST be sent with the Access-Request nessages, if
the NAS supports the functionality described in this docunent and is
capabl e of sending location information. A RAD US server MJST NOT
chal  enge for location information unless the Location-Capable
Attribute has been sent to it.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | I'nteger |
el i I e i it T e e e e i i T o S e e S e T R R
| I nteger (cont.) |
R T i T i e s ik T e R T

Type:
131 - Location-Capable Attribute
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Lengt h:
6
I nt eger:

The content of the Integer field encodes the requested
capabilities. Each capability value represents a bit position

Thi s docunent specifies the follow ng capabilities.

Name:
Cl VI C_LOCATI ON

Descri ption:
The RADIUS client uses the CIVIC LOCATION to indicate that it is
able to return civic |location based on the |ocation profile
defined in Section 4.3.1.

Nuneri cal Val ue:
A nurerical value of this tokenis "1

Name:
GEO_LOCATI ON

Descri pti on:
The RADIUS client uses the GEO LOCATION to indicate that it is
able to return geodetic |ocation based on the |ocation profile
defined in Section 4.3.2.

Nureri cal Val ue:
A numerical value of this token is '2

Name:

USERS_LOCATI ON
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Descri pti on:

The nunerical val ue representing USERS LOCATI ON i ndi cates that the
RADIUS client is able to provide a Location-Information Attribute
with the Entity Attribute expressing the value of zero (0), i.e.,
the RADIUS client is capable of returning the |ocation informtion
of the user’s client device.

Nuneri cal Val ue:
A nurerical value of this tokenis "4

Nane:
NAS_LOCATI ON

Descri pti on:
The nunerical value representing NAS LOCATI ON i ndi cates that the
RADIUS client is able to provide a Location-Information Attribute
that contains location information with the Entity Attribute
expressing the value of one (1), i.e., the RADIUS client is
capabl e of returning the location informati on of the NAS

Nurreri cal Val ue:
A numerical value of this token is '8

4.7. Requested-Location-Info Attribute

The Requested-Location-Info Attribute allows the RADIUS server to

i ndi cate which location information about which entity it wants to

receive. The latter aspect refers to the entities that are indicated

inthe Entity field of the Location-Information Attribute.

The Requested-Location-Info Attribute MAY be sent in an Access-
Accept, Access-Chall enge, or Change-of - Aut hori zation packet.

If the RADIUS server wants to dynanically decide on a per-request
basis to ask for location information fromthe RADIUS client, then
the following cases need to be differentiated. |If the RAD US client
and the RADIUS server have agreed out-of-band to nmandate the transfer
of location information for every network-access authentication
request, then the processing listed below is not applicable.
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o If the RADIUS server requires |ocation information for conputing
the aut horization decision and the RADI US client does not provide
it wth the Access-Request nessage, then the Requested-Location-
Info Attribute is attached to the Access-Challenge with a hint
about what is required.

o |If the RADIUS server does not receive the requested information in
response to the Access-Chall enge (including the Requested-
Location-Info Attribute), then the RADIUS server may respond wth
an Access-Reject nessage with an Error-Cause Attribute (including
the "Location-Info-Required" val ue).

o If the RADIUS server would like location information in the
Account i ng- Request nessage but does not require it for conputing
an aut horization decision, then the Access-Accept nessage MJST
include a Required-Info Attribute. This is typically the case
when | ocation information is used only for billing. The RAD US
client SHOULD attach |ocation information, if available, to the
Account i ng- Request (unl ess authorization policies dictate
somet hing different).

If the RADI US server does not send a Requested-Location-Info
Attribute, then the RADIUS client MJUST NOT attach |ocation
informati on to nessages towards the RADI US server. The user’s

aut hori zation policies, if available, MJST be consulted by the RAD US
server before requesting location information delivery fromthe

RADI US client.

Figure 6 shows a sinple protocol exchange where the RADI US server

i ndicates the desire to obtain location information, nanely civic

| ocation informati on of the user, to grant access. Since the
Request ed- Location-Info Attribute is attached to the Access-
Chal | enge, the RADI US server indicates that location information is
required for conputing an authorization decision
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I
I
| Access- Request

| + Location-Capabl e

| (" Cl VI C_LOCATI ON',
| " GEO_LOCATI ON',

| " NAS_LOCATI ON',

| " USERS_LOCATI ON' )

Access- Chal | enge
+ Request ed- Location-Info
(" Cl VI C_LOCATI ON',
" USERS_LOCATI ON' )
+ Basi c-Locati on-Policy-Rul es
+ Ext ended-Location-Policy-Rul es

I
Access- Request |
Locati on-1nformation |
+ Locati on-Dat a |
+ Basi c-Locati on-Policy-Rul es |
+ |
I
I
I

+

Ext ended- Locat i on- Pol i cy- Rul es

Figure 6: RADI US Server Requesting Location Information

The Requested-Location-Info Attribute MIUST be sent by the RAD US
server, in the absence of an out-of-band agreenent, if it wants the
RADIUS client to return location information and if authorization
policies permt it. This Requested-Location-Info Attribute MAY
appear in the Access-Accept or in the Access-Chall enge nessage.

A sunmmary of the attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Length | I nt eger ..
T o R it ol o T R e S e i s ks st (IE B TR i i SR i TR o

| I nteger (cont.) |
R T i T i e s ik T e R T
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Type:

132 - Requested-Location-Info Attribute
Lengt h:

6
I nt eger:

The content of the Integer field encodes the requested infornmation
attributes. Each capability value represents a bit position.

Thi s docunent specifies the follow ng capabilities:

Name:
Cl VI C_LOCATI ON

Descri pti on:
The RADI US server uses the Requested-Location-Info Attribute with
the value set to ClVIC LOCATION to request specific location
information fromthe RADIUS client. The nunerical val ue
representing ClVIC LOCATION requires the RADIUS client to attach
civic location attributes. CIVIC LOCATION refers to the | ocation
profile defined in Section 4.3.1.

Nureri cal Val ue:
A numerical value of this token is '1'.

Name:
GEO_LCOCATI ON

Descri pti on:
The RADI US server uses the Requested-Location-Info Attribute with
the value set to GEO LOCATION to request specific |ocation
information fromthe RADIUS client. The nunerical val ue
representing GEO LOCATION requires the RADIUS client to attach
geospatial location attributes. GEO LOCATION refers to the
| ocation profile described in Section 4.3.2.

Nurreri cal Val ue:

A nunerical value of this tokenis 2.
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Nane:
USERS L OCATI ON

Descri ption:

The nunerical val ue representing USERS LOCATI ON i ndi cates that the
RADI US client MJUST send a Location-Information Attribute with the
Entity Attribute expressing the value of zero (0). Hence, there
is a one-to-one rel ationship between the USERS LOCATI ON t oken and
the value of zero (0) of the Entity Attribute inside the Location-
Information Attribute. A value of zero indicates that the

Il ocation information in the Location-Information Attribute refers
to the user’s client device.

Nuneri cal Val ue:

A nunerical value of this token is 4.
Name:

NAS_LOCATI ON

Descri pti on:

The nunerical value representing NAS LOCATION i ndi cates that the
RADI US client MJUST send a Location-Information Attribute that
contains location information with the Entity Attribute expressing
the value of one (1). Hence, there is a one-to-one relationship
bet ween the NAS_LOCATI ON t oken and the value of one (1) of the
Entity Attribute inside the Location-Information Attribute. A

val ue of one indicates that the location information in the
Location-Information Attribute refers to the RADIUS client.

Nunerical Val ue:

A nunerical value of this token is '8'.
Name:

FUTURE_REQUESTS

Descri pti on:

The nunerical val ue representing FUTURE REQUESTS i ndi cates that
the RADI US client MJUST provide future Access-Requests for the sane
session with the sane type of information as returned in the
initial Access-Request nessage.
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Nurreri cal Val ue:

A nunerical value of this token is *16'.
Name:

NONE
Descri pti on:

The RADI US server uses this token to request that the RADI US
client stop sending |ocation information.

Nuneri cal Val ue:
A nunerical value of this tokenis '32".

If neither the NAS _LOCATI ON nor the USERS LOCATION bit is set, then
per-default the location of the user’'s client device is returned (if
aut horization policies allowit). |If both the NAS LOCATION and the
USERS LOCATION bits are set, then the returned |l ocation infornmation
has to be put into separate attributes. |[|f neither the

Cl VI C_LOCATI ON nor the GEO LOCATION bit is set in the Requested-
Location-Info Attribute, then no location information is returned.
If both the CIVIC LOCATION and the GEO LOCATION bits are set, then
the location information has to be put into separate attributes. The
val ue of NAS LOCATI ON and USERS LOCATION refers to the |ocation

i nformati on requested via Cl VI C LOCATI ON and GEO _LOCATI ON.

As an example, if the bits for NAS LOCATI ON, USERS LOCATI ON, and
GEO LOCATION are set, then the location information of the RAD US
client and the users’ client device are returned in a geospati al -
| ocation format.

5. Table of Attributes

The following table provides a guide to which attributes may be found
in which RADI US nessages, and in what quantity.
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Request Accept Reject Challenge Accounting # Attribute

Request
0-1 0-1 0 0 0+ 126 Oper at or - Nane
0+ 0 0 0 0+ 127 Location-Infornmation
0+ 0 0 0 0+ 128 Location-Data
0-1 0-1 0-1 0-1 0-1 129 Basi c-Location-
Pol i cy- Rul es
0-1 0-1 0-1 0-1 0-1 130 Extended-Locati on-
Pol i cy- Rul es
0-1 0 0 0 0 131 Location-Capabl e
0 0-1 0 0-1 0 132 Requested-Location-Info
0 0 0-1 0 0 101 Error-Cause (%)
(*) Note: The Error-Cause Attribute contains the value for the

"Location-1nfo-Required error.

Change- of - Aut hori zati on Messages

Request ACK NAK # Attribute
0-1 0 0 129 Basic-Location-Policy-Rul es
0-1 0 0 130 Extended-Location-Policy-Rul es
0-1 0 0 132 Requested-Location-Info
Legend:
0 This attribute MJST NOT be present.

0+ Zero or nore instances of this attribute MAY be present.
0-1 Zero or one instance of this attribute MAY be present.

1 Exactly one instance of this attribute MJUST be present.
1+ One or nore of these attributes MJST be present.

Figure 7: Table of Attributes

The Error-Cause Attribute is defined in [ RFC5176].

The Location-Information and the Location-Data Attribute MAY appear
more than once. For exanple, if the server asks for civic and
geospatial location information, two Location-Information Attributes
need to be sent.

The attributes defined in this docunent are not used in any nessages
other than the ones listed in Figure 7

| ANA all ocated a new value (509) fromthe Error-Cause registry with
the semantics of ’Location-Info-Required
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6. Dianeter RADI US Interoperability

When used in Dianeter, the attributes defined in this specification
can be used as Dianeter attribute-value pairs (AVPs) fromthe code
space 1-255 (RADIUS attribute-conpatibility space). No additional
D ameter code values are therefore allocated. The data types and
flag rules, as defined in [RFC3588], for the D aneter AVPs are as

fol | ows:
o e e e e m oo oo +
| AVP Fl ag rul es |
R ey S demenn oot
| | | SHOULD] MUST]| |
Attribute Name Val ue Type | MUST| MAY | NOT | NOT| Encr|
o e e e e e e e e e e e e e e R R +--m - - +----+
| Oper at or - Nane Cctet String| | P | | VM| Y |
| Location-Information COctetString| | P | VVM|] Y |
| Locati on- Dat a Cctet String| | P | VM| Y |
| Basi c- Locati on- | | | | | |
| Pol i cy- Rul es Cctet String| | P | VVM|] Y |
| Ext ended- Locat i on- | | | | | |
| Pol i cy-Rul es Cctet String| | P | | VM| Y |
| Request ed- I I I I I I
| Location-1nfo Cctet String| | P | VM| Y |
| Locat i on- Capabl e Cctet String| | P | VM| Y |
St S Fom e e - - Fomm - - F--- -+

The RADIUS attributes in this specification have no speci al
translation requirenents for Di aneter-to-RADIUS or RADI US-to-Di aneter
gateways; they are copied as is, except for changes relating to
headers, alignment, and padding. See also Section 4.1 of [RFC3588]
and Section 9 of [RFC4005].

What this specification says about the applicability of the
attributes for RAD US Access- Request packets applies in Dianeter to
AA- Request [ RFC4005] or Di anet er- EAP- Request [ RFC4072]. What is said
about Access-Chall enge applies in Dianmeter to AA-Answer [ RFC4005] or
Di anet er - EAP- Answer [ RFC4072] with the Result-Code AVP set to

DI AMETER_MULTI _ROUND _AUTH. What is said about Access-Accept applies
in Dianmeter to AA-Answer or Di aneter-EAP- Answer nessages that

i ndi cate success. Simlarly, what is said about RADI US Access- Rej ect
packets applies in Dianeter to AA-Answer or Di anmeter- EAP- Answer
messages that indicate failure.

VWhat is said about CoA-Request applies in D aneter to Re-Aut h-Request
[ RFC4005] .
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What is said about Accounting-Request applies in Dianeter to
Account i ng- Request [ RFC4005] as wel | .

Note that these AVPs nay be used by Di aneter applications other than
RFC 4005 [ RFC4005] and RFC 4072 [ RFC4072]. The above-nenti oned
applications are, however, likely to be relevant in the context of
this docunent.

7. Security Considerations

A nunber of security aspects are relevant for the distribution of
|l ocation information via RADIUS. These aspects are discussed in
separ ate subsecti ons.

7.1. Communication Security

Requirenents for the protection of a Location Cbject are defined in
[ RFC3693] -- nanely, nutual end-point authentication, data object
integrity, data object confidentiality, and replay protection

If no authentication, integrity, and replay protection between the
participating RADIUS entities is provided, then adversaries can spoof
and nodify transmitted attributes. Two security nechani sns are
proposed for RAD US:

0 [RFC2865] proposes the usage of a static key that raised concerns
regarding the lack of dynam c key managenent. At the tine of
witing, work is ongoing to address sone shortcom ngs of the
[ RFC2865] attribute regarding security protection

0 RADIUS over |Psec [RFC3579] enables the use of standard key-
managenment mechani sms, such as Kerberized I nternet Negotiation of
Keys (KINK), the Internet Key Exchange Protocol (IKE), and |IKEv2
[ RFC4306], to establish IPsec security associations.
Confidentiality protection MJST be used to prevent an eavesdropper
from gai ning access to location information. Confidentiality
protection is already present for other reasons in nany
environments, such as for the transport of keying material in the
context of Extensible Authentication Protocol (EAP) authentication
and authorization. Hence, this requirenent is, in many
environments, already fulfilled. Mitual authentication MIST be
provi ded between nei ghboring RADIUS entities to prevent man-in-
the-m ddl e attacks. Since nutual authentication is already
required for key transport within RAD US nessages, it does not
represent a depl oynment obstacle. Since |Psec protection is
al ready suggested as a nmechanismto protect RADIUS, no additiona
consi derations need to be addressed beyond t hose described in
[ RFC3579] .
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In case | Psec protection is not available for sone reason and RADI US-
specific security mechani sms have to be used, then the foll ow ng
consi derations apply. The Access-Request nessage is not integrity
protected. This would allow an adversary to change the contents of
the Location Object or to insert, nodify, and delete attributes or

i ndividual fields. To address these problens, the Message-

Aut henti cator (80) can be used to integrity protect the entire
Access- Request packet. The Message-Authenticator (80) is also

requi red when EAP is used and, hence, is supported by nmany nodern
RADI US servers.

Access- Request packets including location attribute(s) without a
Message- Aut henticator (80) Attribute SHOULD be silently discarded by
the RADI US server. A RADIUS server supporting location attributes
MJUST cal cul ate the correct val ue of the Message- Aut henticator (80)
and MUST silently discard the packet if it does not match the val ue
sent.

Access- Accept nessages, including location attribute(s), w thout a
Message- Aut henti cator (80) Attribute SHOULD be silently discarded by
the NAS. An NAS supporting location attributes MJST cal cul ate the
correct value of a received Message-Aut henticator (80) and MJST
silently discard the packet if it does not nmatch the val ue sent.

RADI US and Di anmeter make some assunptions about the trust between
traversed RADIUS entities in the sense that object-level security is
not provided by either RADIUS or Dianeter. Hence, sone trust has to
be placed on the RADIUS entities to behave according to the defined
rules. Furthernore, the RADI US protocol does not involve the user in
their protocol interaction except for tunneling authentication

i nformati on (such as EAP nessages) through their infrastructure.

RADI US and Di aneter have even becone a de facto protocol for key
distribution for network-access authentication applications. Hence,
in the past there were sone concerns about the trust placed into the
infrastructure -- particularly fromthe security area -- when it
conmes to keying. The EAP keying infrastructure is described in

[ RFC4282] .

7.2. Privacy Considerations

Thi s section discusses privacy inplications for the distribution of

|l ocation information within RADIUS. Note also that it is possible
for the RADI US server to obtain sone amount of |ocation information
fromthe NAS identifier. This docunent, however, describes
procedures to convey nore accurate |ocation information about the end
host and/or the network. In a nunmber of deploynent environnents,

| ocation information about the network al so reveals the current
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| ocation of the user with a certain degree of precision, depending on
the | ocati on-determ nati on nechani smused, the update frequency, the
size of the network, and other factors, such as novenent traces.

Three types of use cases have to be differentiated:

(0]

2

1.

The RADI US server does not want to receive |ocation information
fromthe RADIUS client.

In case there is an out-of-band agreenment between the entity
responsible for the NAS and the entity operating the RADI US
server, location information may be sent without an explicit
request fromthe RADI US server

The RADI US server dynam cally requests |ocation information from
t he NAS.

RADI US C i ent

The RADI US client MJST behave according to the foll ow ng guidelines:

(0]

If neither an out-of-band agreenent exists nor |ocation
information is requested by the RADIUS server, then | ocation
information is not disclosed by the RADIUS client.

The RADI US client MJUST pass location information to other entities
(e.g., when information is witten to a |ocal database or to the
log files) only together with the policy rules. The entity
receiving the location infornmation (together with the policies)
MUST fol |l ow the guidance given with these rules.

A RADI US client MIST include Basic-Location-Policy-Rules and
Ext ended- Locati on-Policy-Rul es Attributes that are configured
wi thin an Access- Request packet.

NAS i npl ement ati ons supporting this specification, which are
configured to provide location information, MJST echo Basic-
Location-Policy-Rul es and Extended-Location-Policy-Rules
Attributes unnodified within a subsequent Access-Request packet.
In addition, an Access-Request packet sent with a Service-Type
val ue of "Authorize Only" MJIST include the Basic-Location-Policy-
Rul es or Extended-Location-Policy-Rules Attributes that were
received in a previous Access-Accept if the FUTURE REQUESTS fl ag
was set in the Requested-Location-Info Attribute.
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7.2.2. RADIUS Server

The RADI US server is a natural place for storing authorization
policies since the user typically has sonme sort of trust relationship
with the entity operating the RADIUS server. Once the infrastructure
i s deployed and | ocation-aware applications are available, there

nm ght be a strong desire to use location information for other

pur poses as wel | .

The Common Policy framework [ RFC4745] that was extended for

geol ocation privacy [GEO POLICY] is tailored for this purpose

The Extensible Markup Language (XM.) Configuration Access Protoco
(XCAP) [ RFC4825] gives users the ability to change their privacy
policies using a standardi zed protocol. These policies are an
inmportant tool for limting further distribution of the user’s

| ocation to other |ocation-based services.

The RADI US server MUST behave according to the foll ow ng guidelines:

o0 The RADI US server MJST attach available rules to the Access-
Accept, Access-Reject, or Access-Chall enge nmessage when the RADI US
client is supposed to provide location information

0 Wien location information is nade available to other entities
(e.g., witing to stable storage for later billing processing),
then the RADI US server MJST attach the privacy rules to | ocation
i nformati on.

7.2.3. RAD US Proxy

A RADI US proxy, behaving as a conmbi ned RADI US client and RADI US
server, MJST follow the rules described in Sections 7.2.1 and 7. 2. 2.

7.3. ldentity Information and Location Infornmation

For the envisioned usage scenarios, the identity of the user and his
device is tightly coupled to the transfer of location infornmation.

If the identity can be determ ned by the visited network or RADI US
brokers, then it is possible to correlate |ocation information with a
particular user. As such, it allows the visited network and brokers
to |l earn the novenent patterns of users.

The user’s identity can be "l eaked" to the visited network or RADI US
brokers in a nunber of ways:

0 The user’s device may enploy a fixed Media Access Control (MAC

address or base its | P address on such an address. This enabl es
the correlation of the particular device to its different
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| ocations. Techniques exist to avoid the use of an |IP address
that is based on a MAC address [ RFC4941]. Sone |ink | ayers nake
it possible to avoid MAC addresses or change them dynam cally.

0 Network-access authentication procedures, such as the PPP
Chal | enge Handshake Aut hentication Protocol (CHAP) [ RFC1994] or
EAP [ RFC4187], may reveal the user’'s identity as a part of the
aut henti cati on procedure. Techniques exist to avoid this problem
in EAP net hods, for instance by enploying private Network Access
Identifiers (NAI's) [RFC4282] in the EAP ldentity Response nessage
and by met hod-specific private identity exchanges in the EAP
method (e.g., [RFC4187], [RFC5281], [PEAP], and [ RFC5106]).
Support for identity privacy within CHAP is not avail abl e.

0o RADIUS may return information fromthe home network to the visited
one in a nanner that makes it possible to either identify the user
or at least correlate his session with other sessions, such as the
use of static data in a Class Attribute [RFC2865] or in sone
accounting attribute usage scenarios [ RFC4372].

o Mbility protocols may reveal sone long-termidentifier, such as a
hone address.

o Application-layer protocols nmay reveal other pernanent
i dentifiers.

To prevent the correlation of identities with [ocation information,
it is necessary to prevent |eakage of identity information from al
sources, not just one.

Unfortunately, nost users are not educated about the inportance of
identity confidentiality, and some protocols |ack support for
identity-privacy nechanisns. This problemis nade worse by the fact
that users nay be unable to choose particular protocols, as the
choice is often dictated by the type of network operator they use,
the type of network they wi sh to access, the kind of equipnment they
have, or the type of authentication nethod they are using.

A scenario where the user is attached to the hone network is, froma
privacy point of view, sinpler than a scenari o where a user roans
into a visited network, since the NAS and the home RADIUS server are
in the sane administrative domain. No direct relationship between
the visited and the home network operator nmay be avail abl e, and sone
RADI US brokers need to be consulted. Wth subscription-based network
access as used today, the user has a contractual relationship with
the home network provider that could (theoretically) allow higher
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privacy considerations to be applied (including policy rules stored
at the hone network itself, for the purpose of restricting further
di stribution).

In many cases it is necessary to secure the transport of |ocation
information along the RADIUS infrastructure. Mechanisns to achieve
this functionality are discussed in Section 7. 1.

8. | ANA Consi der ations

The Attribute Types and Attribute Values defined in this docunent
have been registered by the Internet Assigned Nunmbers Authority
(I'ANA) fromthe RADI US nanespaces as described in the "I ANA

Consi derations" section of RFC 3575 [ RFC3575], in accordance with BCP
26 [RFC5226]. Additionally, the Attribute Type has been registered
in the D ameter namespace. For RADIUS attributes and registries
created by this docunment, | ANA placed themin the Radius Types
registry.

Thi s docunent defines the follow ng attributes:

Oper at or - Nane

Locati on-1nformation

Locati on-Dat a

Basi c- Locati on- Pol i cy- Rul es
Ext ended- Locat i on- Pol i cy- Rul es
Locat i on- Capabl e

Request ed- Locati on-1nfo

Pl ease refer to Section 5 for the registered |ist of nunbers.

I ANA has al so assigned a new value (509) for the Error-Cause
Attribute [RFC5176] of "Location-Info-Required" according to this
docunent .

Additionally, I ANA created the following newregistries listed in the
subsecti ons bel ow.

8.1. New Registry: Operator Namespace ldentifier

Thi s docunent al so defines an Operator Nanmespace ldentifier registry
(used in the Nanespace ID field of the Operator-Nanme Attribute).
Note that this document requests |IANA only to maintain a registry of
exi sting nanespaces for use in this identifier field, and not to

est abli sh any namespaces or place any val ues wi thin namespaces.
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| ANA added the followi ng values to the Operator Namespace ldentifier
registry using a nunerical identifier (allocated in sequence), a
token for the operator namespace, and a contact person for the
registry.

S o e e oo o m e e e e e e e e ee e +

| Identifier| Operator Namespace | Contact Person |

| | Token | |

TS o e e e o e e e e e e e e e e e e e e +
0x30 TADI G TD. 13 Coordi nat or

(td13@sm org)

I I I I
I I I I
| 0x31 | REALM | TETF O&M Area Directors |
| | | (ops-ads@etf.org) |
| 0x32 | E212 | I'TU Director |
| | | (tsbdir@tu.int) |
| 0x33 | 1cC | 1TU Director |
| | | (tsbdir@tu.int) |
S Fom oo o m o oo +

Note that the above identifier values represent the ASCII value 'O’
(decimal 48 or hex 0x30), '1' (decimal 49, or hex 0x31), "2’ (decinal
50, or hex 0x32), and '3 (decimal 51, or hex 0x33). This encoding
was chosen to sinplify parsing.

Requests to | ANA for a new value for a Namespace ID, i.e., values
fromOx34 to OXFE, will be approved by Expert Review. A designated
expert will be appointed by the | ESG

The Expert Revi ewer should ensure that a new entry is indeed required
or could fit within an existing database, e.g., whether there is a
real requirenent to provide a token for a Nanespace | D because one is
al ready up and running, or whether the REALMidentifier plus the name
shoul d be reconmrended to the requester. |In addition, the Expert

Revi ewer shoul d ascertain to sone reasonabl e degree of diligence that
a newentry is a correct reference to an operator namespace whenever
a new one i s registered.

8.2. New Registry: Location Profiles
Section 4.2 defines the Location-Information Attribute and a Code
field that contains an 8-bit integer value. Two values, zero and
one, are defined in this document, nanely:
Value (0): Civic location profile described in Section 4.3.1

Val ue (1): Geospatial location profile described in Section 4.3.2

The remaining values are reserved for future use.
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Foll owi ng the policies outlined in [RFC3575], the available bits with

a description of their semantics will be assigned after the Expert
Revi ew process. Updates can be provi ded based on expert approva
only. Based on expert approval, it is possible to mark entries as

"deprecated". A designated expert will be appointed by the | ESG

Each registration nust include the value and the corresponding
semantics of the defined |ocation profile.

8.3. New Registry: Location-Capable Attribute

Section 4.6 defines the Location-Capable Attribute that contains a
bit map. 32 bits are available, fromwhich 4 bits are defined by this
docunent. This docunment creates a new | ANA registry for the

Locati on-Capabl e Attribute. |ANA added the follow ng values to this
registry

S g +
| Val ue | Capability Token |
Fomm oo - o e e e e e e oo +
| 1 | CIVIC_LOCATI ON |
| 2 | GEO_LOCATI ON |
| 4 | USERS_LOCATI ON |
| 8 | NAS_LOCATI ON |
S o +

Fol l owi ng the policies outlined in [RFC3575], the available bits with
a description of their semantics will be assigned after the Expert
Revi ew process. Updates can be provided based on expert approva
only. Based on expert approval, it is possible to mark entries as
"deprecated". A designated expert will be appointed by the | ESG
Each registration nust include:
Name:

Capability Token (i.e., an identifier of the capability)
Descri pti on:

Brief description indicating the nmeaning of the "info el enent.
Nuneri cal Val ue:

A numerical value that is placed into the Capability Attribute

representing a bit in the bit-string of the Requested-Location-
Info Attribute
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8.4. New Registry: Entity Types
Section 4.2 defines the Location-Information Attribute that contains
an 8-bit Entity field. Two values are registered by this docunent,
nanel y:
Val ue (0) describes the |location of the user’s client device.
Val ue (1) describes the |ocation of the RADI US client.

Al other values are reserved for future use.

Foll owi ng the policies outlined in [RFC3575], the available bits with

a description of their semantics will be assigned after the Expert
Revi ew process. Updates can be provi ded based on expert approva
only. Based on expert approval, it is possible to mark entries as

"deprecated". A designated expert will be appointed by the | ESG

Each registration nust include the value and a correspondi ng
descri ption.

8.5. New Registry: Privacy Fl ags

Section 4.4 defines the Basic-Location-Policy-Rules Attribute that
contains flags indicating privacy settings. 16 bits are avail abl e,
fromwhich a single bit, bit (0), indicating 'retransni ssion all owed
is defined by this docunent. Bits 1-15 are reserved for future use.

Following the policies outline in [ RFC3575], the available bits with
a description of their semantics will be assigned after the Expert
Revi ew process. Updates can be provided based on expert approva
only. Based on expert approval, it is possible to mark entries as
"deprecated”. A designated expert will be appointed by the | ESG

Each registration nust include the bit position and the semantics of
the bit.

8.6. New Registry: Requested-Location-Info Attribute

Section 4.7 defines the Requested-Location-Info Attribute that
contains a bit map. 32 bits are available, fromwhich 6 bits are
defined by this docunment. This docunent creates a new | ANA registry
for the Requested-Location-Info Attribute. |ANA added the follow ng
values to this registry:
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| Cl VI C_LOCATI ON |
| GEO_LOCATI ON |
| USERS_LOCATI ON |
| NAS_LOCATI ON |
| FUTURE_REQUESTS |
| NONE |

The semantics of these values are defined in Section 4.7.
Fol l owi ng the policies outlined in [RFC3575], new Capability Tokens,
with a description of their semantics for usage with the Requested-
Location-Info Attribute, will be assigned after the Expert Review
process. Updates can be provi ded based on expert approval only.
Based on expert approval, it is possible to mark entries as
"deprecated". A designated expert will be appointed by the | ESG
Each registration nust include:
Name:
Capability Token (i.e., an identifier of the capability)
Descri pti on:
Brief description indicating the nmeaning of the "info el enent.
Nurreri cal Val ue:
A numerical value that is placed into the Capability Attribute
representing a bit in the bit-string of the Requested-Location-
Info Attribute.
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Appendi x A, Matching with GEOPRI V Requirenents

This section compares the requirenents for a GEOPRIV using protocol,
described in [ RFC3693], against the approach of distributing Location
hj ects with RADI US.

In Appendices A1 and A 2, we discuss privacy inplications when

RADI US entities make location information available to other parties.
I'n Appendi x A.3, the requirenents are matched agai nst these two
scenari os.

Di stribution of Location Information at the User’s Honme Network

When | ocation information is conveyed fromthe RADIUS client to the
RADI US server, then it m ght subsequently be made avail able for
different purposes. This section discusses the privacy inplications
for making location information available to other entities.

To use a nore generic scenario, we assunme that the visited RAD US and
the hone RADI US server belong to different adm nistrative domains.
The Location Recipient obtains |ocation information about a
particul ar Target via protocols specified outside the scope of this
docunent (e.g., SIP, HTTP, or an APIl).

The subsequent figure shows the interacting entities graphically.

vi sited network honme net wor k

I
I
I
I
I
| N +
I
I
I
I
I

S R + \Y; S R +
| Location | Fommmm e + notification |Location |
| Gener at or | | Location |<------------- >| Reci pi ent |
e + publication | Server | interface
| RADI US | <------mem---- D R + R +
| dient | interface | RADI US | E.g., SIP/HTTP
AR + | | Server |

| - +
E.g., NAS RADI US

Figure 8: Location Server at the Home Network
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The term ' Rule Holder’ in Figure 8 denotes the entity that creates
the aut horization rul eset.

A.2. Distribution of Location Information at the Visited Network

This section describes a scenario where |ocation information is nade
avail abl e to Location Recipients by a Location Server in the visited
network. Some identifier needs to be used as an index within the

| ocati on database. One possible identifier is the Network Access
Identifier. RFC 4282 [RFC4282] and RFC 4372 [ RFC4372] provide
background regardi ng whether entities in the visited network can
obtain the user’s NAl in cleartext.

The visited network provides location information to a Location
Recipient (e.g., via SIP or HTTP). This document enables the NAS to
obtain the user’s privacy policy via the interaction with the RAD US
server. Qherwi se, only default policies, which are very
restrictive, are available. This allows the Location Server in the
visited network to ensure they act according to the user’s policies.

The subsequent figure shows the interacting entities graphically.
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Figure 9: Location Server at the Visited Network

Location information always travels with privacy policies. This
docunment enables the RADIUS client to obtain these policies. The
Location Server can subsequently act according to these policies to
provi de access control using the Extended-Location-Policy-Rules and
to adhere to the privacy statements in the Basic-Location-Policy-
Rul es.

A. 3. Requirenents Matching

Section 7.1 of [RFC3693] details the requirenents of a "Location
hject”. W discuss these requirements in the subsequent |ist.

Req. 1. (Location (nject generalities):

* Regarding requirenment 1.1, the syntax and semantics of the
Location Object are taken from [ RFC3825] and [RFCA776]. It is
furthernore possible to convert it to the format used in the
Geogr aphy Markup Language (GWLv3) [GWLv3], as used with PIDF-LO
[ RFC4119] .
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Regarding requirenment 1.2, a nunber of fields in the civic
| ocation-information format are optional

Regardi ng requirenent 1.3, the inclusion of type of place item
(CAtype 29) used in the DHCP civic format gives a further
classification of the location. This attribute can be seen as
an extensi on.

Regardi ng requirenment 1.4, this docunent does not define the
format of the location information

Regarding requirenment 1.5, location information is only sent
fromthe RADIUS client to the RADI US server

Regardi ng requirenment 1.6, the Location Object contains both
| ocation information and privacy rules. Location infornmation
is described in Sections 4.2, 4.3.1, and 4.3.2. The
correspondi ng privacy rules are detailed in Sections 4.4 and
4.5.

Regarding requirenent 1.7, the Location Object is usable in a
variety of protocols. The format of the object is reused from
ot her docunents, as detailed in Sections 4.2, 4.3.1, 4.3.2,
4.4, and 4.5.

Regarding requirenment 1.8, the encodi ng of the Location hject
has an enphasis on a |ightweight encoding format to be used
wi t h RADI US

Reg. 2. (Location Cbject fields):

*

Regarding requirement 2.1, the target identifier is carried

wi thin the network-access authentication protocol (e.g., within
the EAP-Identity Response when EAP is used and/or within the
EAP nmethod itself). As described in Section 7.2 of this
docunent, it has a nunber of advantages if this identifier is
not carried in clear. This is possible with certain EAP

met hods whereby the identity in the EAP-ldentity Response only
contains information rel evant for routing the response to the
user’'s honme network. The user identity is protected by the

aut henti cati on and key exchange protocol

Regardi ng requirenment 2.2, the Location Recipient is, in the
mai n scenari o, the home RADI US server. For a scenario where
the Location Recipient is obtaining location information from
the Location Server via HITP or SIP, the respective nechanisns
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defined in these protocols are used to identify the recipient.
The Location CGenerator cannot, a priori, knowthe recipients if
they are not defined in this protocol

Regardi ng requirenment 2.3, the credentials of the Location
Reci pi ent are known to the RADIUS entities based on the
security mechani sms defined in the RADI US protocol itself.
Section 7 of this document describes these security nechani sns
of fered by the RADIUS protocol. The sane is true for
requirenent 2. 4.

Regardi ng requirenment 2.5, Sections 4.2, 4.3.1, and 4.3.2
descri be the content of the Location fields. Since the
location format itself is not defined in this docunment, notion
and direction vectors as listed in requirenment 2.6 are not
def i ned.

Regardi ng requirement 2.6, this docunent provides the
capability for the RADI US server to indicate what type of
|l ocation information it would like to see fromthe RAD US
client.

Regarding requirenment 2.7, timng information is provided with
the "Sighting Tine’ and 'Tinme-to-Live' fields defined in
Section 4. 2.

Regarding requirenment 2.8, a reference to an external (nore
detailed ruleset) is provided with the Extended-Location-
Policy-Rules Attribute in Section 4.5.

Regardi ng requirenment 2.9, security headers and trailers are
provi ded as part of the RADIUS protocol or even as part of
| Psec.

Regardi ng requirenment 2.10, a version nunber in RADIUS is
provided with the 1 ANA registration of the attributes. New
attributes are assigned a new | ANA nunber.

Req. 3. (Location Data Types):

*

Regardi ng requirenent 3.1, this docunent reuses civic and
geospatial location informati on as described in Sections 4.3.2
and 4.3.1.

Wth the support of civic and geospatial |ocation information,
support of requirenent 3.2 is fulfilled.
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* Regarding requirenment 3.3, the geospatial location information
used by this docunent only refers to absol ute coordi nates.
However, the granularity of the location informtion can be
reduced with the help of the AltRes, LoRes, and LaRes fields
described in [ RFC3825].

* Regarding requirenment 3.4, further Location Data Types can be

added via new coordi nate reference systens (CRSs -- see the
Datum field in [ RFC3825]) and via extensions to [RFC3825] and
[ RFC4776] .

Section 7.2 of [RFC3693] details the requirenments of a "using

protocol". These requirenents are |isted bel ow

Req. 4.: The using protocol has to obey the privacy and security

instructions coded in the Location Object (LO regarding the
transm ssion and storage of the LO  This docunent requires that
entities that aimto nmake location information available to third
parties be required to obey the privacy instructions.

Req. 5.: The using protocol will typically facilitate that the keys
associated with the credentials are transported to the respective
parties, that is, key establishnment is the responsibility of the
using protocol. Section 7 of this docunent specifies how security
mechani sms are used in RADI US and how they can be reused to
provi de security protection for the Location Cbject.

Additionally, the privacy considerations (see Section 7.2) are
al so relevant for this requirenent.

Req. 6. (Single Message Transfer): In particular, for tracking of
smal | target devices, the design should allow a single nmessage/
packet transm ssion of location as a conplete transaction. The
encodi ng of the Location Object is specifically tailored towards
the inclusion into a single nessage that even respects the (Path)
MIU si ze.

Section 7.3 of [RFC3693] details the requirenments of a "Rul e-based
Location Data Transfer". These requirenents are |isted bel ow

Req. 7. (LS Rules): Wth the scenario shown in Figure 8, the
deci sion of a Location Server to provide a Location Recipient
access to location information is based on Rul e Maker-defined
privacy rules that are stored at the hone network. Wth regard to
the scenario shown in Figure 9, the Rule Mker-defined privacy
rules are sent fromthe RADIUS server to the NAS (see Sections
4.4, 4.5, and 7.2 for nore details).
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Reg. 8. (LG Rules): For all usage scenarios, it is possible to
consider the privacy rule before transnmitting |ocation information
fromthe NAS to the RADIUS server or even to third parties. 1In
the case of an out-of-band agreenent between the owner of the NAS
and the owner of the RADIUS server, privacy mght be applied on a
hi gher granularity. For the scenario shown in Figure 8, the
visited network is already in possession of the user’s |ocation
information prior to the authentication and authorization of the
user. A correlation between the |ocation and the user identity
m ght, however, still not be possible for the visited network (as
explained in Section 7.2). A Location Server in the visited
network has to eval uate avail abl e rul esets.

Req. 9. (Viewer Rules): The Rule Maker m ght define (via nechanisns
out side the scope of this docunent) which policy rules are
di sclosed to other entities.

Reg. 10. (Full Rule language): GEOPRIV has defined a rule |anguage
capabl e of expressing a wi de range of privacy rules that is
applicable in the area of the distribution of Location Cbjects. A
basic ruleset is provided with the Basic-Location-Policy-Rules
Attribute (Section 4.4). A reference to the extended ruleset is
carried in Section 4.5. The format of these rules is described in
[ RFC4745] and [ GEO POLI CY] .

Req. 11. (Limted Rule language): A limted (or basic) ruleset is
provided by the Policy-Information Attribute in Section 4.4 (and
as introduced with PIDF-LO [ RFC4119]).

Section 7.4 of [RFC3693] details the requirenents of a "Location
oj ect Privacy and Security". These requirenents are |isted bel ow

Req. 12 (ldentity Protection): Support for unlinkable pseudonyns is
provi ded by the usage of a correspondi ng authentication and key-
exchange protocol. Such protocols are available, for exanple,
with the support of EAP as network-access authentication nethods.
Sone EAP net hods support passive user-identity confidentiality,
whereas others even support active user-identity confidentiality.
This issue is further discussed in Section 7. The inportance for
user-identity confidentiality and identity protection has already
been recogni zed as an inportant property (see, for exanple, a
docunment on EAP nethod requirenents for wireless LANs [ RFC4017]).

Req. 13. (Credential Requirenents): As described in Section 7
RADI US si gnal i ng nmessages can be protected with IPsec. This
all ows a nunber of authentication and key exchange protocols to be
used as part of IKE, |KEv2, or KINK

3
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Req. 14. (Security Features): GECPRIV defines a few security
requirenents for the protection of Location Objects, such as
mut ual end-point authentication, data object integrity, data
obj ect confidentiality, and replay protection. As described in
Section 7, these requirenents are fulfilled with the usage of
I Psec if mutual authentication refers to the RADIUS entities
(acting as various CEOPRIV entities) that directly comunicate
wi th each ot her.

Req. 15. (Mnimal Crypto): A mninmumof security nechani sns are
mandat ed by the usage of RADI US. Conmunication security for
Locati on Objects between RADI US infrastructure elenments is
provi ded by the RADI US protocol (including IPsec and its dynamc
key- mmnagenent framework), rather than relying on object security
via S/SIME (which is not available with RADI US).
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