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PPP over Ethernet (PPPoE) Extensions for Credit Flow and Link Metrics
Abst r act

Thi s document extends the Point-to-Point Protocol over Ethernet
(PPPoE) with an optional credit-based flow control nechani smand an
optional Link Quality Metric report. These optional extensions

i nprove the performance of PPPoE over nedia with variable bandw dth
and limted buffering, such as nobile point-to-point radio |inks.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i mpl ement ati on or depl oynent. Docunments approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc5578

| ESG Not e

The PPP Ext ensions Wirki ng G oup (PPPEXT) has reservations about the
desirability of the feature described in this docunment. In
particular, it solves a general problemat an inappropriate |ayer and
it may have unpredictable interactions with higher and | ower |eve
protocols. The techniques described in this docunment are intended
for use with a particular deploynent technique that uses a PPP

termi nation separated froma radio term nation by an Ethernet, and
that has radi o-side flow control for a slower PPP-only link to renote
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nodes.

I mpl enentors are better advised to avoid split term nation

with inter-nedia protocol translation, and use standard Internet
Prot ocol routing instead.
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1. Introduction

PPP over Ethernet (PPPoE) [2] is a protocol for establishing and
encapsul ati ng sessi ons between Hosts (Cients) and traffic-access
aggregators (Servers) for PPP [1] transport over real or enulated

Et hernet. PPPoE works well when both session endpoints have simlar
bandwi dt h, forwardi ng, and buffering capabilities that do not vary
over time. However, inprovements can be made for applications with
vari abl e bandwidth and limted buffering. This docunment addresses
these inprovenents with optional extensions to PPPoE that support
credit-based session flow control and session-based link nmetric
quality reports

These extensions are designed to support radio systens that exhibit
poi nt-to-point waveforms. The diagrambelow is used to illustrate
the i nprovenent that these extensions address. Wen the local dient
(Radi 0) detects the presence of a renpte Radi o neighbor, it initiates
a PPPoOE session with its local Server (router). The Radio also
establishes a radio link connection with the remote Radi o over the
poi nt-to-point RF (radio frequency) link (which is beyond the scope
of this docunent). The renote Radio is also establishing a PPPoE
session with its local Server (router). The Radios associate the two
PPPoE sessions and the point-to-point radio |ink protocol (RLP),
creating a conplete data path. Now a PPP session is established via
the PPP I P Control Protocol (IPCP) as described in RFC 1661.

Included in this | PCP exchange is the router I P address. Wth the
exchange of the IPCP | P addresses, each router inserts the renote IP
address into its local routing tables. Note that the radio IP
information is not inserted into the routing tables.

[----- Local Nei ghbor----- | [----- Renot e Nei ghbor ----|

Fomm oo + R, + R, + Fomm oo +

| Router |=======| Radio |{~~~~~~~~ }| Radio | =======| Router |

| Server | | dient| | dient| | Server

T + Fomm o - + Fomm o - + T +
I I

Figure 1: PPPoE Network
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The capabilities of the RF |inks between RLP nei ghbors will vary over
time due to nobility and environnental conditions as well as changes
in the RF waveforns and encoding. To reflect these dynam c changes,
the Radio may periodically generate Link Quality Metrics to the
router. The router uses the link netric to update route costs and

i nfluence route selection. The influence upon the routing protocols
i s beyond the scope of this document.

A PPPoE Cient inplenmentation can be found at [3]. It is open source
(GNU GPLv2 -- Ceneral Public License).

2. Term nol ogy

Access Concentr at or
The RFC 2516 termused to describe the Server. This
docunent uses the terns Router or Server instead.

BCN Backward Credit Notification. The BCN represents the nunber
of remaining credits at the I ocal node that were granted by
peer node. The |ocal node uses these credits to transm't
payl oad back to the peer node. BCN ranges from 0-65535

CDR The Current Datarate.

FCN Forward Credit Notification. The FCN represents the credits
that the I ocal node is granting to the peer node. The peer
node uses these granted credits to transmt payl oad back to
the | ocal node. FCN ranges from 0-65535

Goit/s gigabits (1,000, 000, 000) per second.

Host The RFC 2516 termused to describe the Server. This
docunent uses the terns Radio or Cient.

kbit/s kilobits (1,000) per second.
LCP PPP Link Control Protocol, RFC 1661.

Miit/s megabi ts (1, 000, 000) per second.

MDR The Maxi mum Dat ar at e.

NCP PPP Network Control Protocol, RFC 1661.

RLP Radi o Li nk Protocol

TAG The RFC 2516 PPPoE synonym for TLV. This docunment uses TLV.
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Thit/s terabits (1,000, 000, 000, 000) per second.
TLV Type- Lengt h- Val ue.
3. Overview of Protocol Extensions

The extensions consist of optional TLVs as well as enhanced and newy
defined Di scovery packets. The enhancenents are applied to the
Di scovery Stage and the PPP Session Stage.

3.1. TLVs
The new TLVs are listed in the table bel ow

TLV TLV
Val ue Descri ption

0x0106 Credits TLV

0x0107 Metrics TLV

0x0108 Sequence Number TLV
0x0109 Credit Scale Factor TLV

3.1.1. Credits TLV

This TLV contains the Forward Credit Notification (FCN) and the
Backward Credit Notification (BCN). The Credits TLV is optional with
the PADR (PPPoE Active Discovery Request) and PADS ( PPPoE Active

Di scovery Session-Confirmation) and required in the PADG ( PPPoE
Active Discovery Session Grant) and PADC ( PPPoE Active Di scovery
Session-Credit) Discovery packets (ETHER TYPE=8863).

The Credits TLV is optionally carried in the PPPoE data payl oad
packet of the PPP Stage (ETHER TYPE=8864).

The FCN represents the nunber of credits being granted by the | ocal
node to the peer node. The BCN represents the nunber of credits
remai ning at the local node that were granted by the peer node.

The Credits TLV i s shown bel ow
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Credits TLV = 0x0106 | TLV Length = 0x04 |
B i s T T i i o S o T Ji I
| FCN | BCN |

T T S i S S S S S S A S S
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These fields are transnmitted in network byte order. The sane byte
order is used throughout the docunent in other structures as well.

3.1. 2.

Metrics TLV

The Metrics TLV is used to report the link-quality paranmeters. The
Metrics TLV is required with the PADQ (PPPoE Di scovery Quality)
Di scovery packet.

The Metrics TLV contains the follow ng fields:

Berry,

Resources - a percentage, 0-100, representing the anmount of
remai ni ng or avail abl e resources, such as battery power. |If
resources cannot be cal cul ated, a value of 100 shoul d be reported.

Rel ative Link Quality (RLQ - a non-dinensional nunber, 0-100,
representing the relative link quality. A value of 100 represents
a link of the highest quality. |If the RLQ cannot be cal cul ated, a
val ue of 100 shoul d be reported.

Receive only - a bit that indicates whether the link is bi-
directional or receive-only. A value of "1" indicates that the
link is receive-only.

Reserved - reserved fields are zeroed unless otherw se specified.
CD - two bits that designate the units of the Current Datarate.

CD Scale: 00 == kbit/s (default)

01 == Miit/s
10 == Qhit/s
11 == Thbit/s

MD - two bits that designate the units of the Maxi num Dat ar at e.

MD Scale: 00 == kbit/s (default)

01 == Mdit/s
10 == (oit/s
11 == Tbit/s

Current Datarate - the Current Datarate, in un-scaled units per
second, achieved on the RLP link. If the Radi o nakes no

di stinction between Maxi num Datarate and Current Datarate, Current
Dat arat e shoul d equal the Maxi mum Datarate. Wen netrics are
reported, the Current Datarate nmust be reported. The Current
Datarate nust be |less than or equal to the Maxi num Dat ar at e.
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Latency - the transm ssion delay that a packet encounters as it is
transmitted over the link. This is reported in absol ute del ay,
mlliseconds. |If latency cannot be cal cul ated, a value of O
shoul d be reported. The calculation of latency is Radio
dependent. For exanple, the latency may be a running average
calcul ated fromthe internal queuing.

Maxi mum Dat arate - the nmaxi mumtheoretical data rate, in un-scal ed
units per second, that the RLP link is capable of providing. Wen
metrics are reported, the Maxi num Dat arate nust be reported.

The Metrics TLV i s shown bel ow

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Metrics TLV = 0x0107 | TLV Length = O0x0A |
I S i o T s S S S e s s T
| Reserved | M) CD R RLQ | Resources |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Lat ency (M) | Current Datarate |
B T S i T s i i e e SEI S
| Maxi mum Dat ar at e |
R T i T i e s ik T e R T

3.1.3. Sequence Nunber TLV

This TLV is used to carry a unique 16-bit sequence nunber in order to
identify a specific request and the associated response. The
sequence nunber should be initialized to zero and increnented by one
for each new request. For retransmtted packets, the same sequence
nunber that was used in the previous packet transnission is repeated.
The PADG and PADC packets require the Sequence Number Tag.

The Sequence Number TLV i s shown bel ow

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Sequence Number TLV = 0x0108 | TLV Length = 0x02 |
i i i T i I S i e s o o i i
| Sequence Number |
s T i T s sl T S i R S R T
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3.1.4. Credit Scale Factor TLV

This TLV contains the scale factor value that is to be applied to the
session credit calculations. The Credit Scale Factor TLV is optional
with the PADR and PADS packets. Once the session is established with
specified scale factors, the scale factors are set for the entire
session. The scale factor value represents the units that the |ocal
node grants to the remote node. The renpte node is responsible for
mai ntaining the credit accounting relative to the data fl ow back to
the | ocal node.

The Credit Scal e Factor TLV can be used to change fromthe default
64-byte credit unit during the PADR PADS exchange. The credit scale
factor value can range from1 byte to 65535 bytes. A zero value is
ignored and the default 64-byte unit remains set. The scale factor
is set per each payload flow peer-to-local and |ocal-to-peer.

The Credit Scale Factor TLV i s shown bel ow

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Credit Scale Factor = 0x0109 | TLV Length = 0x02 |
I S i o T s S S S e s s T
| Scal e Factor Val ue |
il s ST I S S I S T T S

3.2. Discovery Stage Extensions

The specifications of the PPPoE Active Discovery Request (PADR) and
the PPPoOE Active Discovery Session-confirmation (PADS) packets are
extended to include the optional Credits TLV and the Credit Scale
Factor TLV. The PPPoE Active Di scovery Session-Gant (PADG packet,
the PPPoE Active Discovery Session-Credit Response (PADC), and the
Qual ity packets are newy defined Discovery Stage packets.
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Di scovery

Packet St at us

PADR Enhanced Optionally includes the Credits
TLV and the Credit Scal e Factor
TLV

PADS Enhanced Optionally includes the Credits
TLV and the Credit Scal e Factor
TLV

PADG New Includes the Credits TLV and the
Sequence Number TLV

PADC New Includes the Credits TLV and the
Sequence Nunber TLV

PADQ New I ncludes the Metrics TLV

3.2.1. PPPoOE Active Discovery Request (PADR)

The PADR packet is extended to optionally contain a single Credits
TLV, indicating that the Cient requests credit flow control for this
session. The Credits TLV contains the Forward Credit Notification
(FCN) and the Backward Credit Notification (BCN) to be applied to the
PPP Session Stage. The FCN provides the initial credits granted to
the Server by the Cient. The BCN value is set to 0, as the Cient
has not yet been granted credits fromthe Server.

The PADR packet is enhanced to optionally contain a single Credit
Scal e Factor TLV. The Credit Scal e Factor TLV defines the credit
scale factor value. |If the Credit Scale Factor TLV is omtted, the
default 64-byte value is used for the session. Wen the dient

i ncludes the optional Credit Scale Factor TLV in the PADR, this
credit scale factor value is applied to all credit grants associ ated
with the Client credits that are granted to the Server.

The Server nust echo the Credit Scal e Factor TLV in the PADS response
to confirmthe credit scaling session and to designate the Server
credit scaling factor. This PADS Credit Scaling Factor TLV
represents the scale factor value that is applied to all credits
granted fromthe Server to the dient.

Once the session is established during the PADR- PADS exchange, the
credit scale factor value cannot be changed.
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A Di scovery PADR packet with the optional Credits TLV is shown bel ow

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Access_Concentrat or _nmac_addr |
I i I S S I S e ik i S N SR S
| Access_Concentrator_nmac_addr(c) | Host _nac_addr |
B i s T T i i o S o T Ji I
| Host _nmac_addr (cont)

+-+-+-+-+-+-+-+++++++++++++++++++++-+-+-+-+-!|-
| ETHER TYPE = 0x8863 | v=1]1t=1] CODE=0x19 |
R i T i e i i S e S S e S
| SESSION_I D = 0x1234 | LENGTH = 0x0C |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| TLV Type = 0x0101 | Metrics TLV Length = 0x00 |
R T e i e i i S L S s il o T SR R R S
| Credits TLV = 0x0106 | TLV Length = 0x04 |
R i T i e i i S e S S e S
| FCN | BCN = 0 |
B i s T T i i o S o T Ji I

The credit units are expressed in the default 64-byte units.
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A Di scovery PADR packet with the optional Credits TLV and the
optional Credit Scale Factor TLV is shown bel ow

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Access_Concentrat or _nmac_addr |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Access_Concentrator_nmac_addr(c) | Host _nac_addr |
el i I e i it T e e e e i i T o S e e S e T R R
Host _nmac_addr (cont)

I+-+-+-+-+-+-+-+ T R e ol I S NI R S TR R el I NI S +-+-+-+-+-+-|+
| ETHER TYPE = 0x8863 | v=1]t =1 CODE = 0x19 |
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| SESSI ON_I D = 0x1234 | LENGTH = 0x12 |
R o o e e i i e S S S s T S S S S e e ik i e R
| TLV Type = 0x0101 | TLV Length = 0x00 |
T S i o I R S S i it et EIE S R R S S e i i e e s
| Credits TLV = 0x0106 | TLV Length = 0x04 |
i T s i o S i i S R I S I S S S M
| FCN | BCN = 0 |
B T S i T s i i e e SEI S
| Credit Scale Factor = 0x0109 | TLV Length = 0x02 |
I S i o T s S S S e s s T
| scal e factor val ue |

il s ST I S S I S T T S

The Credits TLV FCN value is expressed in units of the session’s
credit scale factor val ue.

3.2.2. PPPOE Active Discovery Session-Confirmtion (PADS)

The Server PADS is extended to optionally contain a single Credits
TLV, indicating the Forward Credit Notification (FCN) and the
Backward Credit Notification (BCN) of the PPP Session Stage.

If the Cient PADR contained a Credits TLV, then the Server PADS nust
i ndi cate support for credit flow control by including a Credits TLV.
The PADS Credits TLV FCN represents the nunber of credits initially
granted to the Client. The Credits TLV BCN is an echo of the nunber
of credits that the Cient had granted to the Server in the
originating PADR packet.

Exchange of the Credits TLV in the PADR and PADS i ndi cates that

credit flow control is supported by both the Server and the dient
for the designated PPP Session Stage. This is binding and nust be
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followed for the entire duration of the PPP Session Stage. A
session’s credit binding nmust be established prior to any other
credit indications being exchanged.

The Server PADS should only include the Credits TLV in response to a
Client PADR that included the Credits TLV. [|f the Server does not
support credit flow, it should not include the Credits TLV in its
PADS response. The Cient must terminate a credit-based session that
cannot be supported by the Server. A Credits TLV transmitted outside
an established credit-based session nust be ignored.

The Server PADS is enhanced to optionally contain a single Credit

Scal e Factor TLV. The Credit Scal e Factor TLV defines the credit
scale unit value. The Credit Scale Factor TLV must be included if it
was included in the Cient PADR. If the Credits TLV was not i ncluded
in the originating PADR, it nust be omtted, indicating that the
64-byte default is used for the directional flow. This credit scale
factor is applied to Server grants to the Cient.

A Di scovery PADS packet with the optional Credits TLV is shown bel ow

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Access_Concentrat or _nmac_addr |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Access_Concentrator_nmac_addr(c) | Host _nac_addr |
el i I e i it T e e e e i i T o S e e S e T R R
Host _nmac_addr (cont)
B S S T el s

ETHER_TYPE = 0x8863 | v =1 =

e S I i sl ST SR YU Y U ST S S S S S S +- +- +-
SESSI ON_I D = 0x1234 | LENGTH oC
B e I T R R s i T I S S R T R e I it i S +- 4 - - - - -+
TLV Type = 0x0101 | TLV Length = 0x00 |
B S i ks e S S i i i S S S S e e e e
Credits TLV = 0x0106 | TLV Length = 0x04 |
I S I ih (i S S U Y S T ST S ST S S S i S S S S e
FCN | BCN |
Bl o T R ik st T o e b i T o S S e S it eI

+- +- +-
CODE

I
+- -4+
t X65 |
+- - -+t

|

+ 1+
+ O+

+- +- -
1|

+- +- - -+
= Ox

+- +-

ngt

T AT T T

The BCN is expressed in the default 64-byte units.
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A Di scovery PADS packet with the optional Credits TLV and the
optional Credit Scale Factor TLV is shown bel ow

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Access_Concentrat or _nmac_addr |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Access_Concentrator_nmac_addr(c) | Host _nac_addr |
el i I e i it T e e e e i i T o S e e S e T R R
Host _nmac_addr (cont)

I+- I S i i T i T R R e R e s s s i S S I+
| ETHER TYPE = 0x8863 | v=1]1t =1] CODE = 0x65 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SESSI ON_I D = 0x1234 | LENGTH = 0x12 |
B T S i T s i i e e SEI S
| TLV Type = 0x0101 | TLV Length = 0x00 |
I S i o T s S S S e s s T
| Credits TLV = 0x0106 | TLV Length = 0x04 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| FCN | BCN |
B T S i T s i i e e SEI S
| Credit Scale Factor = 0x0109 | TLV Length = 0x02 |
I S i o T s S S S e s s T
| scal e factor val ue |

il s ST I S S I S T T S

The Credits TLV BCN value is expressed in units of the session scale
factor value received in the PADR

3.2.3. PPPOE Active Discovery Session-Gant (PADG

The PPPoE Active Discovery Session-Gant (PADG is a new packet
defined in this specification. The |Iocal node (Server or Cient) may
send a PADG at any tinme after the PADR/ PADS exchange to grant
incremental flow control credits to a peer. The CODE field is set to
OXx0A and the SESSION I D nmust be set to the unique val ue generated for
this PPPoE Sessi on.

Each fl ow control credit corresponds to the anmount of PPP payl oad
bytes that can be sent or received. For exanple, if the default
credit scale factor of 64 bytes is used, and 128 bytes of PPP payl oad
data are sent, then 2 credits would be consuned. When cal cul ating
credits to consume, all credit cal cul ati ons must be rounded up. |If,
in the previous exanple, 130 bytes of PPP payload data were sent, 3
credits woul d have been consuned.
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When the peer receives a PADG packet, it adds the incremental credits
to its working credit count and responds with a PPPoE Active

Di scovery Session-Credit Response (PADC) packet, indicating the
accurul ation of the credits. The FCN and BCN val ues nust be scal ed
by the val ue established during session establishnent in the Credit
Scal e Factor TLV or by the default 64-byte value prior to processing.

The PADG packet must contain a single Credits TLV, indicating the
Forward Credit Notification (FCN) and the Backward Credit
Notification (BCN) of the PPPoE Session

The Credits TLV FCN indicates the nunber of incremental credits being
granted to the peer by the node. A value between 1 and Oxffff
represents an increnmental credit grant. The peer rmust multiply the
credit units by the credit scale factor and add these credits to its
accunul ated transmt credit count. A value of 0x0000 represents a
NULL grant, nmeaning that there are no additional credits being

gr ant ed.

The Credits TLV BCN indi cates the remining absolute credits that
have been granted by the peer to the I ocal node. Wen the |ocal node
exhausts the BCN, it nmust stop transmitting payl oad packets.

Once a credit has been granted, it nust be honored. The |argest
number of increnental credits at any tine is Oxffff.

The PADG packet must contain a single Sequence Number TLV. This TLV
is used to carry a unique 16-bit sequence nunber to uniquely identify
each request. The sequence nunber should be initialized at zero and
incremented by one for each new PADG. For retransnitted PADGs, the
same sequence number that was used in the previous packet

transm ssion i s repeated.
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A Di scovery PADG packet with the Sequence Nunmber and Credits TLVs is
shown bel ow:

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Desti nati on_mac_addr |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Desti nati on_mac_addr (c) | Sour ce_nmac_addr |
el i I e i it T e e e e i i T o S e e S e T R R
Sour ce nmac_addr (cont)

I+-+-+-+-+ T R e ol I S NI R S TR R el I NI S +-+-+-+-+-+-+-+-+-|+
| ETHER TYPE = 0x8863 | v=1]t =1 CODE = 0x0A |
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| SESSI ON_I D = 0x1234 | LENGTH = Ox0E |
R o o e e i i e S S S s T S S S S e e ik i e R
| Sequence Nunber TLV = 0x0108 | TLV Length = 0x02 |
T S i o I R S S i it et EIE S R R S S e i i e e s
| Sequence Number | Credits TLV = 0x0106 |
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| TLV Length = 0x04 | FCN |
B T S i T s i i e e SEI S
I BCN I

R T i T i e s ik T e R T

3.2.4. PPPoE Active Discovery Session-Credit Response (PADC)

The PPPoE Active Discovery Session-Credit Response (PADC) is a new
packet defined in this specification. A Server or Cient nust send a
PADC i n response to a PADG The CODE field is set to OxOB, and the
SESSI ON_I D must be set to the unique value generated for this PPPoE
sessi on.

The PADC packet nmust contain a single Credits TLV, indicating the
Forward Credit Notification (FCN) and the Backward Credit
Notification (BCN) of the PPPoOE session.

The Credits TLV FCN represents the absolute credits remaining that
have been granted to the peer by the node. The Credits TLV BCN
represents the remai ning absolute credits that have been granted to
the | ocal node fromthe peer. The FCN and BCN val ues nust be scal ed
by the val ue established during session establishnent in the Credit
Scal e Factor TLV or by the default 64-byte value prior to processing.

The PADC packet must contain a single Sequence Number TLV. The
sequence nunber nust be the sequence nunber associated with the PADG
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A Di scovery PADC packet with the Sequence Nunber and Credits TLV is
shown bel ow

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Desti nati on_mac_addr |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Desti nati on_mac_addr (c) | Sour ce_nmac_addr |
el i I e i it T e e e e i i T o S e e S e T R R
Sour ce nmac_addr (cont)

I+-+-+-+-+ T R e ol I S NI R S TR R el I NI S +-+-+-+-+-+-+-+-+-|+
| ETHER TYPE = 0x8863 | v=1] t =1 CODE = 0x0B |
i T s i o S i i S R I S I S S S M
| SESSI ON_I D = 0x1234 | LENGTH = Ox0E |
R o o e e i i e S S S s T S S S S e e ik i e R
| Sequence Nunber TLV = 0x0108 | TLV Length = 0x02 |
T S i o I R S S i it et EIE S R R S S e i i e e s
| Sequence Number | Credits TLV = 0x0106 |
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| TLV Length = 0x04 | FCN |
B T S i T s i i e e SEI S
I BCN I

R T i T i e s ik T e R T

The FCN and BCN val ues are expressed in the respective units defined
by the Credit Scale Factor TLV or the 64-byte default.

3.2.5. PPPoE Active Discovery Quality (PADQ

The PPPoE Active Discovery Quality (PADQ is a new packet defined in
this specification. An Server or Cient may send an optional PADQ at
any tine to query or report link-quality metrics.

When transmitting PPP [1] streams over wireless |inks through radio
nmodens, the quality of the RF link directly affects the throughput.
The PPPoE Active Discovery Quality (PADQ packet can be used by the
radio nodemto report RF link netrics. The CODE field is set to
0x0C, and the SESSION_ID nust be set to the unique val ue generated
for this PPPOE session.

The PPPoE Active Discovery Quality (PADQ packet can be used to query
link metrics by setting the PADQ Metrics TLV Length to zero.

The PADQ nust carry a single Metrics TLV. \Wen processing the data

rates, the values nust be converted using the indicated data rate
units. This docunent enhances the Metrics TLV as descri bed bel ow.
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A Di scovery PADQ packet with the required Metrics TLV i s shown bel ow

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Access_Concentrat or _nmac_addr |
I i I S S I S e ik i S N SR S
| Access_Concentrator_nmac_addr(c) | Host _nac_addr |
B i s T T i i o S o T Ji I
| Host _nmac_addr (cont)

e T e e T e LR +-+-+-+-+-L
| ETHER TYPE = 0x8863 | v=1]t=1]| CODE = 0x0C |
i e e T o i e e i e R e R TR o o
| SESSI ON_I D = 0x1234 | LENGTH = 0x12 |
B i s T T i i o S o T Ji I
| TLV Type = 0x0101 | TLV Length = 0x00 |
e s i i T e i s b ik i SR S S S
| Metrics TLV = 0x0107 | TLV Length = Ox0A |
i e e R e s o i e e ok i i o I N S T
| Reserved | MO CD R RLQ | Resources |
B i s T T i i o S o T Ji I
| Lat ency (MB) | Current Datarate |

i i i T i I S i e s o o i i
| Maxi mum Dat ar at e |
s T i T s sl T S i R S R T

The Maxi mum Datarate and the Current Datarate are expressed in units
determned by the MD and CD bhits, respectively.
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3.

3.

A Di scovery PADQ packet with a Metrics TLV Length=0 to query is shown
bel ow

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Access_Concentrat or _nmac_addr |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Access_Concentrator_nmac_addr(c) | Host _nac_addr |
el i I e i it T e e e e i i T o S e e S e T R R
Host _nmac_addr (cont)

|+- i S i i il S i S i S T I+
| ETHER TYPE = 0x8863 | v=1]1t =1] CODE = 0x0C |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SESSI ON_I D = 0x1234 | LENGTH = 0x08 |
B T S i T s i i e e SEI S
| TLV Type = 0x0101 | TLV Length = 0x00 |
T S i N S I Sk i SRR N SRR SRS
| Metrics TLV = 0x0107 | TLV Length = 0x00 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
PPP Session Stage Extensions

The PPP Session Stage Extensions define the optional use of Credits
TLV. Use of the Credits TLV in the PPP Session Stage is referred to
as an in-band credit grant.

The first field followi ng the PPP Session Stage LENGIH nust be
checked. If the value is equal to the PPP Protocol identifier
(0xc021), then normal packet (payload) processing occurs. Wen the
field followi ng the PPP Session Stage LENGTH is not the PPP Protocol
identifier (0xc021), a TLV is assunmed. |In this case, the TLV length
is subtracted fromthe overall payl oad | ength.
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A PPP LCP packet with optional Credits TLV is shown bel ow

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Access_Concentrat or _nmac_addr |
I i I S S I S e ik i S N SR S
| Access_Concentrator_nmac_addr(c) | Host _nac_addr |
B i s T T i i o S o T Ji I
| Host _nmac_addr (cont)

i e T R i T T e i N R S L
| ETHER TYPE = 0x8864 | v=1] 1t =1] CODE = 0x00 |
i e e T o i e e i e R e R TR o o
| SESSI ON_I D = 0x1234 | LENGTH = (payl oad) |
B i s T T i i o S o T Ji I
| Credits TLV = 0x0106 | TLV Length = 0x04 |
e s o i e e b o i R S
| FCN | BCN |
i e e R e s o i e e b i S I N S T
| PPP PROTOCOL = 0xc021 | PPP payl oad ~

i T i T S e i S R g ol S I R S S
4. Credit Flow Considerations

For a given session, credit grants exchanged in the D scovery Stage,
PADG PADC, are referred to as out-of-band. Credit grants exchanged
in the PPP Session Stage are referred to as in-band. Credit
accounting is only applied to the packets transmtted in the PPP
Sessi on St age.

Qut - of -band credit managenent is handl ed by periodi c exchange of the
PPPoE Active Discovery Session-Gant (PADG and PPPoE Active
Di scovery Credit Response (PADC) packets.

I n-band credit nmanagenent allows credits to be increnentally granted
with each PPP Session Stage packet. These in-band increnmental credit
grants are not explicitly acknow edged. However, they are reflected
in the in-band credit flow fromthe peer node. This offers the
greatest credit-granting efficiency when traffic rates are high.

Once agreed upon during the D scovery Stage, credit grants are
required to transmt packets in the PPP Session Stage. A node nust
grant credits to its peer before the peer can transnit packets to the
granti ng node.

Credits are granted increnentally in the forward direction. Locally,

a node manages the credits that it has granted to a peer, as well as
the credits that a peer has granted to it.
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G ants received froma peer are added to a |ocal running credit
counter. The accurul ated credits are decrenented with each packet
the node transnmits to the peer. Wen the running counter reaches
zero, the node nust stop transnmitting packets to the peer

To manage the credits that a node has granted, the node naintains a
runni ng counter. Wth each PPP Session Stage packet received from
the peer, the running counter is decremented. Wen the running
counter reaches zero, no additional packets are expected. The node
incrementally grants nore credits to the peer to naintain packet
flow Packets received when granted credits have been exhausted are
di scarded

5. PADG and PADC Retransm ssi on

When a node does not receive a PADC packet in response to a PADG
within a specified anmount of tine, it should transnmit a new PADG
packet with zero credits, using the sane sequence nunber and doubling
the waiting period. A PADC response with the associ ated sequence
nunber will indicate whether or not the previously granted credits
were accumul ated. If they were not, a PADGwith credits and an

i ncrement ed sequence nunber should be transmtted. This process
shoul d be repeated until granted credits are properly acknow edged or
as many tinmes as desired.

When a node does not receive a PADQ netric packet in response to a
query within a specified anmount of time, it should resend the PADQ
query packet and double the waiting period. This can be repeated as
many tines as desired.

6. Oher Considerations

A node may autonompusly generate PADQ metric packets. The rate of
aut ononously generated PADQ netric packets may need to be throttled
so as not to overrun the peer.

The sendi ng and recei ving of PPPoE Di scovery packets are independent
of credit counts. For exanple, a node nust always be able to receive
a PADG and send a PADC.

During normal operation, nodes nmay di sagree about the nunber of
credits. Operational credit msnmatches would occur due to packets in
transit on the wire. Mich larger credit m smatches can occur if
there are transm ssion errors. To correct these |larger errors, the
BCN fields of the PADG and PADC packets and in-band credit grants
froma peer can be used by the receiving node to reset the credit

val ues of its peer.
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7. | ANA Consi derati ons

I ANA has assigned the follow ng PPPoE TLV Val ues for which this RFC
serves as the reference:

TLV Val ue TLV Nane Descri ption Ref erence
262 0x0106 Credits See the reference [ RFC5578]
263 0x0107 Metrics See the reference [ RFC5578]
264 0x0108 Sequence Number See the reference [ RFC5578]

265 0x0109 Credit Scale Factor See the reference [ RFC5578]

I ANA has assigned the foll owing PPPOE Code fields for which this RFC
serves as the reference:

Code PPPoE Packet Nane Descri ption Ref erence

10 Ox0a PADG, Session-G ant See the reference [ RFC5578]

11 O0xO0b PADC, Session-Credit See the reference [ RFC5578]
Response

12 0x0c PADQ Quality See the reference [ RFC5578]

8. Security Considerations

This meno defines a mechani smfor adding flow control to the existing
PPP over Ethernet (PPPoE) sessions. These extensions are subsequent
to the existing PPPoE security mechani sns as described in RFC 2516
[2]. It is required that the Service TLV and Session ID al ways be
validated prior to processing credits.
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Appendi x A,  Exanpl es of Session Credit Flows

Session Credit Flowwith the default 64-byte credit unit.

S L PADI - - ------mam - - Initiate
------------ PADO--------------> Ofer

S PADR- - ------------ Credits TLV:
FCN represents the initial
Client credit grant to the
Server in 64-byte units.
BCN is set to O.

———————————— PADS--------------> Credits TLV:
FCN represents the initial
Server credit grant to the
Client in 64-byte units.
BCN represents an echo of
initial Cient credits.

<===—==—===—==—=—==—=—==—=—===—===—=======> Data W opti onal in-band
Credits TLV

S L PADG ------------- Credits TLV: (out-of-band)
FCN represents an increnental
Client credit grant to the
Server, in 64-byte units.
BCN represents the renaining
Server credits that were granted
to the dient, in 64-byte units.

———————————— PADC--------------> Credits TLV: (out-of-band)
FCN represents an increnental
Server credit grant to the
Client, in 64-byte units.
BCN represents the remaining
Client credits that were granted
to the Server, in 64-byte units.

<=—=—=—=—=—=—=—=—=—=————=—————————=—=—=—=—=—===> Data W opt| onal in-band Credits
TLV

S L PADT-------------- > Termnate

Session Credit Flowwith specific credit scale factor units for the
Server and the Cdient.
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Server dient

S L PADI - ------------- Initiate

———————————— PADO - ------------> Ofer

S PADR-------------- Credits TLV:
FCN represents the initial
Client credit grant to the
Server, in Credit Scal e Factor
TLV units.
BCN is set to O.

------------ PADS--------------> Credits TLV:
FCN represents the initial
Server credit grant to the
Client, in Credit Scal e Factor
TLV units.
BCN represents an echo of the
initial Cient credits, in
Credit Scale Factor TLV units.

<===—=—==—==—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—=—==—====> Data w optional in-band Credits
TLV

S L PADG ------------- Credits TLV: (out-of-band)
FCN represents an increnental
Client credit grant to the Server,
in Credit Scale Factor TLV units.
BCN represents the renaining
Server credits that were granted
tothe dient, in Credit Scale
Factor TLV units.

———————————— PADC--------------> Credits TLV: (out-of-band)
FCN represents an increnental
Server credit grant to the dient,
in Credit Scale Factor TLV units.
BCN represents the remaining
Client credits that were granted
to the Server, in Credit Scale
Factor TLV units.

<——————————————————————————=——==> Data wW opt| onal inband Credits
TLV

S PADT-------------- > Termnate
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